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Agenda Item 1 Organizational Matters

Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their tenth meeting in Phoenix hosted by Honeywell.

1.1 The proposed agenda is Attachment 1. Additions are 1.4 on Review of last meeting. Working session 3.6 WG3SG2 issues and 3.7 IP on encryption (actually was 5). This moved the item: Review comments on Version 1 of Guidance Material to 3.8

1.2 Introduction of members. New members Kevin Driscoll from Honeywell, Toli Georgoulis and Jeff Zhou from Allied Signal, Tom McParland and Vidyut (Vic) Patel from the FAA were welcomed.

1.3 The attendance list is Attachment 2.

1.4 The working paper list is Attachment 3.

1.5 Reviewed M9 report. No changes proposed. Accepted.

Agenda Item 2 Review of  Status

Deliverable and Action Status

2.1 The ACTION list as reported in w1s2m8min was reviewed and updated as follows.

2.1.1 Item 23 – Initial discussion of work ongoing in AEEC. Followed by lots of discussion on pre-load and key distribution. Led to discussion of keys and authentication on AG direction.; on to transfer of certificates in open (ISH) PDUs. Ketan suggested possibilities of customize the certificate. Paul Ma pointed out the required elements are DN, expiration and signature. With additional questions about the necessity to pre-load based on available bandwidth RJ runs through expected numbers gets to 2.5 bits/sec user data throughput – from a raw 3Kbps. Action to Mike B. to get information on VDLM2 throughput and to Ron to locate the original papers. On to discussion of co-channel interference. Distribution of AG routers etc. Recap to leave as is. 

2.1.2 Item.28 – On getting the System Management CONOP from JSG. It is supposed to be available on the CENA server Mike B. to check and e-mail the SG.

2.2 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Activity Status

2.3 The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was reviewed and updated.

2.3.2 Item 3 –No comments to w1s2w912 – Secured ATN Dialogue Service (W3WP1424) that was input to Bordeaux. SG should review the paper in detail and any comments will be covered at meeting 11 in Honolulu.

2.3.3 Item 6 – No comments from the SG to the paper. Subsequent discussion on requirement for MTA to MTA authentication. Rationale – interworking P1 and P2. Proposal made that our GM needs summary of decisions made and rationale. (ACTION?) Agreement that if anyone has problems with decisions made they should prepare papers. 

2.3.4 Item 8 – Report from John Wang on work in progress. NIST polled for availability decided not. Current approach is to use Entrust and use Ron Rivest (possible) as reviewer. Kevin Driscoll indicates that he has developed an algorithm specifically for embedded systems. John suggests he consider releasing when he can. 

2.4 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Issues Status

2.5 The ISSUES list was reviewed and updated.

2.5.1 Added Issue 11 – Bidirectional AG IDRP authentication. WG1SG2 must decide on whether or not this is a requirement. Papers on the issue are encouraged. If the SG decides it is a requirement then WG2 would be notified of the need to define mechanisms of doing this.

2.5.2 Added Issue 12 – TEMPEST Risk Analysis 

2.6 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Agenda Item 3 Working Session

3.1 Review Version 2.1 of Core SARPs.

WP1005 – ATN Security Provisions Proposed Core ATN SARPs Version 2.1 Draft Text. 

3.1.1 Background description by Ron Jones placing this paper and (w1006) into the overall Annex 10 structure augmented by a diagram from Jean-Marc. Additional description of working group structure. Duplicated in Attachment 1X.

3.1.2 Proceeded to description of paper and details. Discussion on 3.3.29 goes down to dialogue and KN presents requirement to allow for indication need for encryption. Coordination needed to ensure P2 has all hooks needed to accommodate AOC requirements for encryption. Work in WG3 SG3. Jean-Marc presented diagram of dialogue service interaction.

3.1.3 Reworded 3.3.29 and 3.3.30.

3.1.4 Added editor’s notes to cover authentication in System Management and Directory Services.

3.1.5 Changes to proposal for 3.8. Leave recommendation until it is moved to 8973.

3.1.6 Discussion on 3.8.1.3. KN action to produce paper on bidirectional authentication.

3.1.7 Discussion on 3.8.1.4 leads to discussion of non-repudiation and archival. Add issue: Ensure that archival requirement meets the FLIRECP needs.

3.1.8 Discussion on 3.8.3.3 Changes as a result of MHS.

3.1.9 Ron Jones noted the agreed changes and will generate clean text as Version 2.2.

3.2 Review w1s2w1006 – ATN Security Provisions Proposed Doc 9705, Sub-Volume VIII Version 0.1 Draft Text

3.2.1 Discussion on multiple sections. Changes discussed and agreed.

3.2.2 Considerable discussion on 8.3.1.2.10 and the most appropriate entities to be assigned keys.

3.2.3 Ron Jones noted the agreed changes and will generate clean text as Version 0.2.

3.3 Review w1s2w1007 – ATN Security Provisions Proposed Doc 9705, Sub-Volume I Version 4.1 Draft Text

3.3.1 Basic agreement. Question on definitions.

3.3.2 Ron Jones noted the agreed changes and will generate clean text as Version 4.2.

3.4 Studies on algorithms

3.4.1 John Wang provided an updated draft of the criteria and constraints.

3.4.2 Discussion resulted in the following agreements on Criteria, Constraints and other useful facts.

Analysis and evaluation of Cryptographic/Digital Signature Algorithms for ATN

What is Needed? 


Systematic analysis and evaluation of Cryptographic/Digital Signature Algorithms for guaranteeing authenticity (source) and integrity of data within the Aeronautical Telecommunications Network (ATN).  Algorithms needed include:

1. Digital Signature:

· Sealing Function for guaranteeing data integrity (Cryptographic Hash Function)

· Asymmetric Encryption Algorithm for guaranteeing authentication (for encrypting hash digest)

2. Symmetric Encryption Algorithm for data encryption 

Constraints:

1. Useful Life (anticipated) of at least 10 years with Goal of 20 Years

· Projected computing capability will not make algorithms/key-length obsolete

2. Less than 100ms to sign or verify (using 486-66 Class Processors)

3. Available Internationally

· High probability of importability/exportability to and from any country

4. Digital Signature is limited to 64 bit or less (IDRP header for validation only has 128 bit field).

5. Algorithm does not require hardware for efficient implementation.

Criteria:

1. Degree of validation/confidence in algorithm

· Expert validation and scrutiny of algorithm(s)

· Consideration of known or suspected weaknesses in algorithm

· Consideration of algorithm vulnerability to compromise due to Projected computation capabilities 

2. Efficiency—Minimize size overhead/key length vs. degree of security 

· Amount of Overhead, additional bits/bytes required

· Key length vs. Overhead and degree of security

· Delays to encrypt (stream, block, cipher feedback, size of block) 

3. Cost—patent restrictions 

· Patent restrictions

· Royalties or licensing fees

· Standards based

4. Runs fast in Software 

Other Facts and Considerations.

1. Bulk of user data not to be encrypted due to need for maintaining pilot/controller situational awareness.  Confidentiality of ATC/pilot communications not required.

2. Key Length considerations. What is optimal key length given the limited bandwidth of ATN?

3. Bulk of data is short commands, requests, and reports of between 10 and 1000 Bytes with the shorter ones being more important. The most frequently message is expected is WILCO. Typical message is 8 to 10 octets.  

4. Delays greater than a 200 to 250 milliseconds caused by introduction of security are intolerable.

5. Key expiration. How often should asymmetric keys be changed? How often should keys be checked.

6. Encryption used for Airline Operations Communications only (Lower priority and not a safety requirement).

7. Three months is the minimum time required for Key Revocation.

3.4.3 John will update and distribute (his distribution is what is reproduced above).

3.5 Review comments on Version 1.0 of Guidance Material

3.5.1 No comment review took place. WP905 – Version 1.0 Draft ATN Security Guidance Material was distributed in Bordeaux. Comments received from Ron and Ian. These will be included in the next version that will be the first WordPerfect version

3.6 Coordination with other groups.

3.6.1 W1012 Coordination leads to considerable discussion on whether or not there is an available algorithm. Ian took comments from the group for passing to WG3SG2. Ian's comments on the discussion with that group follow.

Security discussion at ATNP WG3 SG2 Meeting, Albuquerque, December 1998

Phoenix Meeting of WG1 SG2

I reported on Phoenix meeting of the above group. This SG (WG3 SG2) now understands the issues of key exchange using either CM or a combination of CM and NDA in CPDLC, but is not immediately proposing any action. In particular, the SG did not recognise the WG1 Langen paper on this (WG1 N905a) as a binding requirement on them. I guess we (do I mean I?) should prepare a paper for WG3SG2 setting out exactly what changes would have to be made?

WG3 SG2 agree CPDLC protection by security mechanisms is clearly important. ADS may have lower security requirements - it is always ground initiated, to meet ground requirements, and so how does the aircraft know which ground facilities are "authorised" to access it at any point in time? In any case, the consequences of non-authenticated ADS messages do not seem as serious as for non-authenticated CPDLC messages.

I explained the dilemma on PKI versus secret symmetric keys and the fears on possible digital signature length if we stick with the PKI approach. WG3 SG2 understand our fears, and look to us to provide a solution.

CPDLC Implications of Secure Dialogue Service

Frederic Picard presented a paper on Security provisions in CPDLC to use the Secure Dialogue Service.

The scenario assumes the aircraft ALWAYS logs on to a centre before any applications are launched. The SG rejected this model - this is not always the case for ADS.

(We need to consider this in WG1 SG2. Our model of using CM or NDA for key information exchange does not work for ADS, where a ground station initiates the connection on the basis that it "knows" an aircraft is in the vicinity.)

In the Dialogue Service, there is a need for a new abort reason if the digital signature is wrong!

The secure dialogue service carries the (full) certification path of the aircraft public key in the authentication PDU. This seems to be a potential problem, we appear to be doing the key (certificate) exchange twice, once in CM and once in the DS! If we use a secure dialogue to the CM server, then surely all that is needed is the digital signature on the key exchange.

(I will try to produce a discussion paper on the different scenarios for use/non use of CM, and the role of the dialogue service certificate exchange, for the March meeting, unless there has already been one prior to my joining the group?)

I questioned why we need to permit the CPDLC application user to specify what level of security that is to be used? I got some support for this view, after all, priority is already predefined. There was a view that "switch on/switch off" rather than the use of multiple options would be more appropriate. This simplifies the changes needed to CPDLC for using the secure dialogue service.

(In any case, I suspect one way security is not of much value, because it opens up a "denial of service" attack by a load of non-authenticated requests for e.g. ATIS info.)

I then questioned why SG3 is authenticating the Start so complexly? A digital signature on the Start PDUs can be done exactly the same as the digital signature on the data PDUs. I raised this with Tony Kerr of SG3 for him to take to their meeting. SG3 needs to provide a new dialogue abort reason to do with failed security. (Also the managed object for supporting audit of break-in attempts.)

Concerns on secure dialogue service

A paper was tabled expressing concern is that if a security indication arrives at the application, then the application may not know what to do with it. The paper proposed that we (WG3SG2) need to put in some text to say what happens in this case. Frederic Picard said this proposal was completely wrong, the SARPs do not say what the user is to do with any parameter, so it does not matter what the value is.

3.6.2 WG3SG3 WP1424 – Secured ATN Dialogue Service. 

The SG was to review the paper and prepare comments for Meeting 10. No comments submitted. The group was encouraged to review and comment.

3.7 Activities

3.7.1 Directory Services Coordination Work Plan –Paper from Ian.

Undertook discussion after Ian had left. Question from Toli on whether this would include CM material. Answer no. Tom McParland question on whether MHS would use DS or CM. Answer from Jean-Marc is that the natural is DS. Item 2.3 Mutual Authentication got considerable discussion. Tom questions the need for this and points out that this model requires a third party. Jean-Marc points out that the requirement to restrict access to directory to only ATN users already exists.

Ketan asserted that this paper should focus on the certificates and not include address information. Tom pointed that this brings in confidentiality. There was no resolution by the group. Mike B. will discuss with Ian

3.7.2 GM still on hold until SV and other work settled. Plan is to incorporate all comments and convert to WP prior to HNL.

Schedule of meetings

Meeting 11 – Honolulu January 27-29, 1999

Meeting 12 – No location set March or April 1999 (to be decided prior to or at Honolulu)

Considered and discussed the possibility of an additional meeting just prior to Honolulu for review of work on algorithm. No decision made. Will coordinate based on the rate at which the algorithm work advances.

Agenda Item 6 Other Business

No other business was proposed and the subgroup adjourned.
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ATNP Working Group 1 Sub-Group 2 - Security

Ninth Meeting – October 7-9, 1998

Bordeaux, France

1. Organizational Matters

1.1. Review of Agenda

1.2. List of Attendees

1.3. Working Papers

2. Review of Deliverable Status

3. Review of Activities Status

4. Review of Issues List Status

5. Working Session

5.1. Review Version 4.0 of SV-1

5.2. Document Structure

5.3. Initiate studies on algorithms

5.4. Review comments on Version 1.0 of Guidance Material

6. Other Business
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No
Agenda Item
Presenter
Title

WP1001
1
M. Bigelow
Agenda

WP1002
1
M. Bigelow
Draft Report WG1SG2 Meeting 9

WP1003
1
M. Bigelow
Working Paper List

WP1004
2
M. Bigelow
Status Files

WP1005
3.1
R. Jones
ATN Security Provisions Core ATN SARPs Version 2.1 Draft Text

WP1006
3.3
R. Jones
ATN Security Provisions Doc 9705, Sub-Volume VIII - Version 0.1 Draft Text

WP1007
3.2
R. Jones
ATN Security Provisions Doc 9705, Sub-Volume I - Version 4.1 Draft Text

WP1008
3.6
I. Valentine
EUROCONTROL proposed Security Considerations for ATN Directory Services

WP1009
3.7
I. Valentine
EUROCONTROL comments on Version 1.0 Draft ATN Security Guidance Material

IP1010
3.6
M. Bigelow
Encrypting Messages for Transmission over the ACARS Network

WP1011
4
M. Bigelow
Schedule of Meetings

WP1012
3.5
M. Bigelow
WG1 SG2 / WG3 SG2 Co-ordination

WG1SG2 Deliverable and Action List



#

Description
Assigned To
Due Date
Status

1

Draft Core SARPs
R. Jones

Complete

2

SV1 SARPs updates and additions for Certificate Authorities
M. Bigelow

Open

3

Draft Certification Practices Statement
M. Bigelow

Open

4

Questions and Issues for WG2 and WG3 (Flimsies 2-3 and 2-4)


Complete

5

Produce Concept of Operations
M. Bigelow
June 1998 (0.1)
Outline accepted. Additional work to be tracked under 19, 17, and 18

6

Annex 17 and Doc. 8973 recommendations
P. Bourdier & 

D Stewart

Tabled to follow AI 9

Work in progress under 20

7

Digital Signature Managed Object fault attempts and failure


Expanded to A and B below


A
Addition of high level requirements to SARPs
R. Jones
September 1998
Included - Closed


B
Addition of high level requirements to guidance
M. Bigelow
September 1998


8

Recommendations to RTCA 189/EUROCAE 53 on security in the initial ATN implementation
P. Hennig
June 1998
Deleted as not applicable.

9

Draft ATN Security Policy
P. Bourdier



10

Track SV work
M. Bigelow
Ongoing
Being tracked through ACTIVITIES file

11

Overall work plan of the subgroup
M. Bigelow
Oct. 1997
Complete

12

Version 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs
SG2
WG1 Oct. 1997
Complete – accepted as Version 1.0

13

Version 0.1 draft GM
SG2
WG1 Oct. 1997
Complete – remained 0.1

14

Version 1.x draft ATN security SARPs for Core and SV1 
SG2
WG1 Feb. 1998
Complete – Proposed as Version 1.2 in March meeting

15

Version 2.0 Proposed ATN security SARPs text for Core & SV1 
WG1
March 1998
Complete – Version 1.2 accepted and increments to 2.0

16

Version 2.x Proposed ATN security SARPs text for Core & SV1 
SG2
WG1 June 1998
Complete – Version 2.1 submitted and accepted. 

17

Version 0.y draft GM
SG2
WG1 June 1998
Complete – Proposed and accepted.

18

Version 1.x Proposed ATN security GM

WG1 Sep. 1998
Complete – Proposed and accepted.

19

Concept of Operations

WG1 March 1998
Complete – Now part of the overall Guidance Material and will be tracked with it

20

Updates to Annex 17 and Doc 8973
P. Bourdier
WG1 June 1999
Working – Annex 17 updates proposed Doc. 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security.

21

Copies of Doc 8973 to SG
M. Bigelow
March 31
Complete – Not distributed due to limitations in the document. Made available for review at each meeting. Separate copies available on request.

22

Copies of responses to state letter on cryptography import/export limitations
M. Bigelow
March 31
Complete – Distributed at BOD as WP911.

23

Work with AEEC on definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics will be done.
P Hennig

M. Bigelow
January 18, 1999


24

Develop flimsy on need (or not) to conduct risk/threat analysis on individual application basis.
M. Bigelow
June 21
Submitted to WG3 as WP13-14.

25

Outline of CAMAL
M. Paydar
August 15

January 99
Partial – response came in too late for meeting 8 coordinated at meeting 9 with distribution as w1s2w908. Masoud agreed to provide outline of the other two parts (III and IV). 

26

Addition of stricture against the use of encryption across administration boundaries
R. Jones
September 1998
Complete - BOD

27

Pose question to WG1 on consolidation of security guidance into single section or distributed throughout CAMAL
M. Bigelow
June 23, 1998
Answer at Utrecht was this likely will need to be handled with a mix of the two approaches. There is a section planned for Security but material will need to be in each of the other SV as well

28

Check with JSG on CONOP for input to W1S2 Meeting 10
M. Bigelow
December 1998


Working Group Activities related to Incorporation of Security



Item 
WG
SWG
Sub-Volume
Responsible
Activities
Due Date
Status

1
WG1
SG2
SV-1
M. Bigelow
Track SV work
June 1999


2
WG3

SV-6
T. Kerr
Coordination only



3
WG3
SG3
SV-4
S. Van Trees

     & 

Gerard Mittaux-Biron
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.
January 1999
W3WP1424 (w1s2w912) input to Bordeaux. The SG will review the paper in detail and comments will be covered at meeting 10 in Phoenix.

4
WG2
None
SV-5
Jim Moulton
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.
June 1998
Target draft SARPs January 1999

Question raised – will any A/G router NOT support logon unless there is GG connectivity available

5
WG3
SG3
SV-7
S. Van Trees

      &

J. Moulton
ASN.1, X.509 Certificate, Cryptography Algorithm(s)
January 1999
Algorithm investigation and selection moved to WG1SG2

X.509 profile in progress

6
WG3
SG1
SV-3
J.M. Vacher
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.
September 1998
w1s2w910 – AMHS Security operation using Security Class 0. Based on paper presented to WG3 (WP225) Presented by Jean-Marc Vacher

SG will review the paper in detail and prepare comments for Meeting 10

7
WG1
SG2
SV-6
M. Bigelow
Definition of requirements of Security Management
September 1998


8
WG1
SG2
SV-8
M. Bigelow
Definition of security algorithm
January 1999


WG1 SG2 – Security Issues List



#
Issue
Comments
Status

1
The relationship between the Certification Authority (CA) hierarchies and the ATN addressing and ATN router hierarchies.
Current thinking is that there is no relationship necessary between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies
Closed

2
The institutional issues related to CA and the nature of bilateral agreements that would be needed among the highest tier of CA.
Material is planned for:

1.
Core and SV-1 SARPs

2.
Concept of Operations

3.
Global ATN Security Policy
Ongoing

3
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.
Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. Responses received from five states 
Ongoing

4
Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)
Included in SARPs as requirement to maintain backward compatibility.
Closed

5
The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.
Proposed as set of CA certified to a common specification
Closed

6
Application of Security to ATSMHS
Input from WG3 needed; This item is being worked under ACTIVITIES #6
Ongoing

7
Certificate assignment to Airman or Airframe
Current position of WG2 is that certificates for ATS should be on airframe basis. Included in SARPs as assignment to airframe. Remaining investigation on whether this should be at 24-bit id or application.
Resolved – with some ongoing

8
Initial load of certificate/key into avionics
Action to P. Hennig and M. Bigelow to work with AEEC – ACTION #23
Ongoing

9
Need for risk/threat analysis to determine exact nature of changes to application SARPs
Action to M. Bigelow to respond to WG3 (SG2). 
WP1314 submitted to WG3. Awaiting response.

10
Rule(s) for operation in case of revoked or expired certificate. 
Corollaries to this rule are operation during system failure. A possible approach to coverage of this issue was proposed in the form of consideration of a backup certificate


11
B-directional AG authentication
Papers are solicited. WG1SG2 will determine if this is a requirement and if so will refer to WG2 for specifics on an appropriate mechanism.


12
TEMPEST Risk Analysis
WG1SG2 must determine if this is needed. Papers are solicited.
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