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SUMMARY

This paper outlines the progress made by SG2 since the 9th meeting of WG1.��

�

1.	Introduction

The purpose of this working paper is to report to WG1 on the activities and results of the Security Subgroup (SG1) since the WG1/9 meeting held in Langen. In its’ recommendations the paper request specific input from WG1, WG2 and WG3.



2.	Work Plan

The subgroup has held two meetings during this time.

The work plan proposed to WG1 at Langen consists of investigation of a number of issues associated with utilization of security services, conduct of several activities related to investigation of operational requirements and development of a number of specific products. Changes to the version numbering have been made to allow incrementing of drafts produced for each subgroup meeting and includes a proposal that WG1 baseline at its’ meeting to Version 1.0, 2.0, etc. The revised product development plan is included in Section 3 below.

Progress has been made on all parts of the work plan with the specifics detailed in Section 3.



3.	Work progress

3.1	WG1 SG2 Issues

Specific issues being investigated and accounted for by SG2 include: 

#�Issue���1�The relationship between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies.���2�The institutional issues related to CAs and the nature of bilateral agreements that would be needed among the highest tier of CAs.���3�The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.���4�Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)���5�The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.���6�Application of Security to ATSMHS���Status

Current thinking is that there is no relationship necessary between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies

Ongoing

Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. 

Included in SARPs as requirement to maintain backward compatibility.

Proposed as set of CA certified to a common specification.

Ongoing (input from WG3 needed)



3.2	WG1 SG2 Products

SG2 is developing the following products.

Item�WG1/SG2 Products�Due Date(s)��1�Overall work plan of the subgroup�Oct. 1997��2�Ver. 0.x draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs (Proposed to WG1 as Ver 1.0)�WG1 Oct. 1997��3�Ver. 0.x draft GM�WG1 Oct 1997��4�Ver. 1.x draft ATN security SARPs for Core and SV1 �WG1 March 1998��5�Ver. 2.x Proposed ATN security SARPs text for Core & SV1 �WG1 June 1998��6�Ver. 0.y draft GM�WG1 June 1998��7�Ver. 1.0 Proposed ATN security GM�WG1 Sept 1998��Status

Unchanged (other than version numbering) from WG1/9.

Supplied to WG1/10 as WP10-18 and WP10-19

Supplied as WG1SG2WP3-7 (attached)

Future

Future

Future

Future

�

3.3	WG1 SG2 Activities

Activities related to the products assigned to SG2 are defined in the following table.

Item�Activity�Due Date(s)��1�Coordinate with the ATNP WG2 and WG3 subgroups to solicit their comments on the WG1 documentation, from the WG1 July 1997 meeting, on the high-level ATN security strategy�July - Oct. 1997

��2�Hold subgroup meeting to prepare Ver 0.1 �Aug – Sep 1997��3�Coordinate with WG2 and WG3 to insure consistency between the security provisions defined across the SARPs sub- volumes�on-going

 (each SG meeting)��4�Provide subgroup status reports to WG1�each WG1 meeting��5�Investigate Operational Requirements�Sept 1997��Status

Comments received from one WG2 participant

Two held.

Flimsies prepared to provide current thinking to WG2 and WG3 and to solicit direction from WG1.

Flimsy 2-2

This report

Submitted flimsy from Langen to ADSP requesting confirmation of proposed Security Strategy. Response from Chris Dalton indicates earliest feed back will likely be after June 1998. Have received copies of IFALPA Position Statement; following up with Patrick Bourdier for additional input.



4.	Recommendations

The Working Group is invited to accept the material in WP10-18 and WP10-19 as Version 1.0 draft SARPs (i.e. the initial baseline) for Core and SV-1 respectively. The Working Group is further invited to provide this Version to WG2 and WG3 for use in the development of associated detailed SARPs in SV-2 through SV-5 plus any new Sub Volumes.

The Working Group is invited to note the Draft Version 0.1 of SV-1 Guidance Material (attached WG1SG2WP3-7) and comment on the outline and scenarios.

The Working Group is invited to note the material in Flimsy 2-1 as a modification to the scenario provided in the original ATN Security Strategy.

The Working Group is requested to review Flimsy 3-1 (attached) and provide direction on this issue to SG2.

The Working Group is requested to forward Flimsy 3-2 (with Flimsy 2-2 as background) to WG2 and provide replies to SG2.

The Working Group is requested to forward Flimsy 3-3 to WG3 and provide replies to SG2.
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Security Scenario 1	(aircraft, ground CMA and ground CPLDC all support ATN security provisions)





1.	Aircraft either has:

a. 	pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number; or

b.	received an upload of current CMA address, corresponding public key and encryption algorithm version number from a trusted airline/service provider ground host



2.	Aircraft sends CMA log-on to ground CMA, message includes the aircraft’s (or pilot’s or airborne CM application’s ?) digital signature.



3.	Ground CMA uses X.500 (ground-ground) to obtain the security certificate (X.509) for the aircraft (or pilot or airborne CMA?) that has send the CMA logon.



4.	Ground CMA enters the certificate along with the CMA logon information into its data base. 



5.	Ground CMA generates CM logon response message that includes the ground CMA’s digital signature and includes public key and encryption algorithm version number for the other ground ATS applications (in addition to the other CMA version 1 information for each ground application).



6.	Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft must first access the ground CMA server and retrieve the aircraft’s address and security certificate information.  CMA server access should be restricted to authorized users.



7.	A ground ATS application (e.g., CPDLC) would include its digital signature with messages sent to the aircraft.



8.	Aircraft would include its digital signature with messages sent to ground ATS applications.



The CPDLC ground application would include security information (public key and encryption algorithm version number) for the next ATC facility’s CPDLC application as part of the next data authority message.



�
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Security Policy, Considerations and Requirements for 

The Exchange of ATN Routing Information







1.	Applicable ATN Security Policy (from ATNP WG1 Standing Document):



“Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay – that means that there will be a high level of assurance that no unauthorized entity can modify the routing characteristics of the ATN.”



2.	The implication of the above policy is to require authentication of routing information exchanges.  This would necessitate the consideration of ATN routers including digital signatures for IDRP updates.  The consequences of having an unauthorized ATN router enter the network is different for airborne vs. ground routers.



a.	An unauthorized ATN ground router (BIS), or air-ground router(BIS), could use IDRP to advertise paths that do not actually exist.  This could result in a substantial disruption to the ATN as ground-ground and/or air-ground traffic could be routed into a ‘black hole’.  This would be a very serious problem, especially if the unauthorized router were accepted as a backbone router. This situation could have serious system-wide impact on the ATN by causing denial of service to potentially many aircraft and/or many ground systems.



b.	An unauthorized router configured to appear as an airborne router could advertise a path for a specific aircraft.  If the network address that were advertised did not correspond to a actual aircraft currently under ATC control, then there would not be any direct serious consequences since the ground ATC facilities would not attempt to exchange ATC messages.  However, if the network address were to correspond to an actual aircraft currently receiving data link services, then ATC messages could be routed to the unauthorized router rather than to the router on the actual aircraft.  If authentication were employed by the application layer and ATC applications, then it would not be possible for the unauthorized system to operationally appear to be the actual aircraft.  Thus, the consequence of this situation would be denial of service to the actual aircraft being spoofed by the unauthorized router.  This would effect only a single aircraft and would not have significant system-wide impact on the ATN.  Also this would not compromise safety.  





3.	The above considerations show a benefit from the use of authentication for IDRP exchanges between ground routers.  If digital signatures were used to provide authentication, the issue must be addressed of how to distribute the required security keys without unnecessarily increasing the complexity of the ground and air-ground routers.  Three approaches have been considered:



a.	Ground and air-ground ATN BIS routers implement a X.500 user agent and retrieve the security certificate by standard X.500/X.509 mechanisms.  This approach would have significant impact on pre-existing ATN specific and commercial OSI routers used within the ground ATN infrastructure.



b.	Use site adaptation to manually configure the other BISs from which to accept IDRP updates.  The public key for these other BISs would be included in the manually configured data.  The specific mechanisms for local site adaptation would be a local implementation issue, not specified in SARPs.



Use systems management to remotely configure the other BISs from which to accept IDRP updates.  The public key for these other BISs would be included in data remotely configured by a system manager.  The alternative would require ATN SARPs specification of the data that could be remotely configured.

�ATNP WG1/SG2
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Security Service Negotiation



WG1 SG2 believes that the dialog service, as defined in Sub-Volume 4, should be extended to allow an application to select the level of ATN security services desired.  It has assumed that the ATN security services will be limited to authentication (i.e., the use of digital signature).  It has proposed that an ATN application which supports security should be able to request, and the dialog service should be able to support the following five levels of ATN security services, listed in order of increasing security:



Unsecured Service – no authentication for either the dialog establishment or for user application user data exchanges over the dialog



Secured Dialog Service– authentication used for the dialog establishment and maintenance (e.g., abort, end) but application user data exchanges over the dialog are not secured



Forward Path Secured Application Dialog – authentication used for the dialog establishment/maintenance and for all application user data exchanges from the application requesting the dialog to the application accepting the dialog.  However, no authentication would be used for exchanges between the user applications in the return direction.



Return Path Secured Application Dialog – authentication used for the dialog establishment/maintenance and for all application user data exchanges from the application accepting the dialog to the application requesting the dialog.  However, no authentication would be used for exchanges between the user applications in the forward direction.



Secured Application Dialog – authentication used for the dialog establishment/maintenance and for all application user data exchanges by user applications over the dialog.



These alternatives would provide the means for trading-off link overhead contributed by the ATN security services vs. the level of security provided.

�

Problem:



The selection of security level for particular applications could be on an administration or region basis and would require handling the problem of asymmetric selection during dialog establishment.  Options for handling the problem are discussed below.



Options:



Controlled – The initiator requests a level and the responder must accept that level or reject the dialog. Appropriate response codes could be used to allow the initiator to retry.



Negotiated – The initiator requests a level; the responder replies with an alternative (higher or lower) and the initiator accepts or rejects the dialog.



Request:



SG2 requests the direction of WG1 in which of these options to pursue.

�WG1SG2 Flimsy 3-2

Proposed WG1 Flimsy 



WG1 – Security Issues for WG2





1.	Does WG2 agree with the WG1/SG2 position (proposed in Flimsy 2-2) that authentication of routing information should be for IDRP routing exchanges among air-ground and ground BISs only (not between air-ground and airborne BISs)?



2.	WG1 has identified three alternatives approaches for BISs to receive and manage security certificates (as a X.500/X.509 users, local site configuration or configured by a systems manager).  

-	Does WG2 agree these are the only alternatives to be considered?

-	Which alternative does WG2 prefer?



�WG1SG2 Flimsy 3-3

Proposed WG1 Flimsy



1.1	WG1 – Security Issues for WG3





1.	Should an application be able to request a secured dialog?

-	would dialog service return an ‘unable to provide secured dialog’ to the requesting application if the peer does not support security or the digital signature cannot be authenticated?  If this happens what does the application do next, give up, request unsecured dialog, inform the controller (or pilot) and let them decide, etc.?

-	would the dialog service, control function or the application be responsible for performing the authentication function (decryption of the digital signature based on the peer’s public key and comparison with the hash result of the user message)

-	what should the dialog service and/or application do if a secured dialog is established then one of the peers stops sending the digital signature with their messages (i.e., terminate the dialog, leave the dialog up but inform the controller/pilot, etc)?

-	what extension are needed to dialog service/application interface to manage secured dialogs?



2.	Will the controller and/or pilot require an indication on their displays to indicate if a dialog is secured or not?



3.	Should all package-2 implementations be required to support security?

	- ULCS ?

- Dialog Service?

	- each air-ground application?

	- each ground application?

	

For maximum security, a digital signature should be used for dialog establishment and with each message but this could add significant overhead (e.g., 128 bits).  Are there some applications that would only require using the digital signature to authenticate the establishment of a dialog and not for each subsequent message over that dialog?  If so, an application would need to be able to select to authenticate all messages or just the dialog establishment.

WG1/SG2 proposes that an ATN application which supports security should be able to request, and the dialog service should be able to support the following five levels of ATN security services, listed in order of increasing security:



Unsecured Service – no authentication for either the dialog establishment or for user application user data exchanges over the dialog



Secured Dialog Service– authentication used for the dialog establishment and maintenance (e.g., abort, end) but application user data exchanges over the dialog are not secured



Forward Path Secured Application Dialog – authentication used for the dialog establishment/maintenance and for all application user data exchanges from the application requesting the dialog to the application accepting the dialog.  However, no authentication would be used for exchanges between the user applications in the return direction.



Return Path Secured Application Dialog – authentication used for the dialog establishment/maintenance and for all application user data exchanges from the application accepting the dialog to the application requesting the dialog.  However, no authentication would be used for exchanges between the user applications in the forward direction.



Secured Application Dialog – authentication used for the dialog establishment/maintenance and for all application user data exchanges by user applications over the dialog.



These alternatives would provide the means for trading-off link overhead contributed by the ATN security services vs. the level of security provided.
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SG2 - Redondo Beach, CA

21-22 October 1997



Prepared by Ron Jones





Draft Version 0.1 of SV-1 Guidance Material



�ATN SV-1 Guidance Material on ATN Security

Draft Version 0.1





x.x	ATN security strategy



x.x.1	Overview 



x.x.2	Objectives



x.x.3	ATN security architecture



x.x.4	ATN certification authorities



x.x.5	Design consideration



x.x.5.1		Timely retrieval of certificates



x.x.5.2 	Access control



x.x.6	Example Scenarios



x.x.6.1			Security Scenario 1	



In this example scenario the aircraft, ground CMA and ground CPLDC all support ATN security provisions.  The following sequence of events occur:



a)	Aircraft CMA either has:

i) 	pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number; or

ii)	received an upload of current CMA address, corresponding public key and encryption algorithm version number from a trusted airline/service provider ground host



b)	Aircraft's CMA requests a secure dialog then sends CMA log-on to ground CMA, message includes the aircraft’s (or pilot’s or airborne CM application’s ?) digital signature.



c)	Ground CMA uses X.500 (ground-ground) to obtain the security certificate (X.509) for the aircraft (or pilot or airborne CMA?) that has send the CMA logon.



d)	Ground CMA enters the certificate along with the CMA logon information into its data base. 



e)	Ground CMA generates CM logon response message that includes the ground CMA’s digital signature and includes public key and encryption algorithm version number for the other ground ATS applications (in addition to the other CMA version 1 information for each ground application).



f)	Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft must first access the ground CMA server and retrieve the aircraft’s address and security certificate information.  CMA server access should be restricted to authorized users.



g)	A ground ATS application (e.g., CPDLC) would include its digital signature with messages sent to the aircraft.



h)	Aircraft would include its digital signature with messages sent to ground ATS applications.



i)	The CPDLC ground application would include security information (public key and encryption algorithm version number) for the next ATC facility’s CPDLC application as part of the next data authority message.



x.x.6.2		Security Scenario 2	



In this example scenario the aircraft supports ATN security services but ground CMA does not.  The following sequence of events occur:





a)	Aircraft CMA either has:

i) 	pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number (when applicable); or

ii)	received an upload of current CMA address, corresponding public key and encryption algorithm version number (when applicable) from a trusted airline/service provider ground host



b)	Aircraft, for this scenario, has ground CMA address but not public key information.  Aircraft CMA requests an unsecured dialog service and then sends a logon request, without any security provisions (i.e., no digital signature).



c)	Ground CMA receives CM Logon request, looks at the aircraft's CMA version number.  If the aircraft and ground CMA are at the same CMA version number then the logon and exchange of address information proceeds as per the normal process specified by the ATN SARPs..	



d)	If the Ground and aircraft's CMA are at a difference version numbers then the later version reverts to a mode compatible with the earlier version of CMA, as specified by the ATN SARPs. 



e)	Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft must first access the ground CMA server and retrieve the aircraft’s address information .  Since in this scenario the ground CMA does not support ATN security services, the ground ATS applications, relying on this CMA server, would only be able to request or accept an unsecured dialog because they would not have access to the necessary key information to allow the use of digital signatures.



x.x.6.3		Security Scenario 3	



In this example scenario the aircraft does not support ATN security services but ground CMA and ATS applications do support ATN security services.  The following sequence of events occur:





a)	Aircraft CMA either has:

i) 	pre-stored a data base of ground CMA addresses: or

ii)	received an upload of current CMA address from a trusted airline/service provider ground host



b)	Aircraft CMA requests a dialog (unsecured) and then sends a logon request, without any security provisions (i.e., no digital signature).



c)	Ground CMA receives CM Logon request, looks at the aircraft's CMA version number.  If the aircraft and ground CMA are at the same CMA version number then the logon and exchange of address information proceeds as per the normal process specified by the ATN SARPs..	



d)	If the Ground and aircraft's CMA are at a difference version numbers then the later version reverts to a mode compatible with the earlier version of CMA, as specified by the ATN SARPs. 



e)	If either the aircraft version of CMA does not support ATN security services or the aircraft has explicitly requested an unsecured dialog then the ground CMA registers the aircraft within its data base as not receiving secured services.  Therefore there would be no security information (e.g., public key) included CMA data base entry for this aircraft.



f)	Ground ATS applications (e.g., CPDLC) desiring to communicate with the aircraft must first access the ground CMA server and retrieve the aircraft’s address information .  Since in this scenario the ground CMA data base entry for the aircraft will indicate that ATN security services are not to be provided, the ground ATS applications would only be able to request or accept an unsecured dialog with this aircraft.



x.x.6.4		Security Scenario 4	



In this example scenario the aircraft and ground CMA support ATN security provisions, but one or more ground ATS applications do not.  The following sequence of events occur:



a)	Aircraft CMA either has:

i) 	pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number; or

ii)	received an upload of current CMA address, corresponding public key and encryption algorithm version number from a trusted airline/service provider ground host



b)	Aircraft CMA requests a secure dialog and then sends CMA log-on to ground CMA, message includes the aircraft’s (or pilot’s or airborne CM application’s ?) digital signature.



c)	Ground CMA uses X.500 (ground-ground) to obtain the security certificate (X.509) for the aircraft (or pilot or airborne CMA?) that has send the CMA logon.



d)	Ground CMA enters the certificate along with the CMA logon information into its data base. 



e)	Ground CMA generates CM logon response message that includes the ground CMA’s digital signature and includes public key and encryption algorithm version number for the other ground ATS applications (in addition to the other CMA version 1 information for each ground application).  Ground ATS applications not support ATN security services would be indicated.



g)	Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft would first access the ground CMA server and retrieve the aircraft’s address and security certificate information.  For ground ATS applications supporting security services the scenario is the same as scenario 1.  For ground ATS systems not supporting ATN security services, the ground CMA would need to provide the aircraft information in a format compatible with the ground ATS application. 



h)	Ground ATS applications (e.g., CPDLC) not supporting security services could only initiate or accept unsecured dialogs to/from the aircraft














