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Agenda Item 1 Organizational Matters


Sub-Group 2 of Working Group 1 of the ATN Panel met for the first time in Langen, Germany. The agenda and a proposed work plan were distributed to attendees. The agenda and the modified work plan are attached to these minutes.








Agenda Item 2 Review of Deliverables


The group reviewed Part 4 of the work plan and agreed that the first deliverable, Ver 0.1 updates to Core and SV1 draft SARPs for system level security currently planned for October 1997, would not be sufficient for WG2 and WG3 to progress their work. This is because of the necessarily terse nature of the material in the Core and SV1. The group agreed to move the Ver 0.1 draft guidance material up to October to correct this and ensure adequate input to the other Working Groups. As preliminary input the group developed a topics list for the guidance material and solicit input for the guidance on these topics.


 


The topics list is:


1.	Statement of Operational Requirements


2.	Definition of Derived System Level Requirements


3.	Overview of Security Architecture


		Use of X.500, X.509 as basis for ATN Security


Cover Application requirements for secure services, secure protocols, key management services and cryptographic services. 


4.	Overview of Certification Authorities


		Including Hierarchy and Coordination


5.	Overview of Key Management


6.	Overview of Cryptography and Cryptographic Issues


7.	Security Policies e.g. Access Control








Agenda Item 3 Review of Activities


The group reviewed Part 5 of the work plan and added an activity to confirm the operational requirement for security. A WG1/SG2 Flimsy 1 (attached) was drafted to WG1 requesting communique through the ATN Panel Secretary to the ADS Panel Secretary. This flimsy outlined the requirements as perceived by the ATNP for the applications and services currently defined for ATN and asked the ADSP to confirm that these are operational requirements.


Note that in advance of the reconvened WG1 meeting but after consultation with the WG1 Rapporteur and the ATNP Secretary we have attempted to send this communique to ensure consideration during the ongoing ADSP working group meetings.





Agenda Item 4 Review of Issues List


The group reviewed Part 3 of the work plan and agreed these were the known issues. The group solicits input on these issues. Because the issue on the selection of a specific cryptographic algorithm is so critical, the group drafted Flimsy 2 requesting administrations to investigate the specific restrictions in their states and to report these to the Sub-Group.








Agenda Item 5 Schedule of Meetings


The next meeting of the group was set for the week of September 22 in the Annapolis, Maryland USA. This meeting will be run in coordination with SG3





Agenda Item 6 Other Business


The group agreed that a mail list supported on the CENA server would be most convenient. The chair will coordinate with CENA. In the meantime the chair will maintain a list and distribute material provided to him.  


There being no other business proposed the Sub-Group adjourned.
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PROPOSED Work Plan for Subgroup 2 of ATNP WG1





1.	Background


Subgroup 2 (SG2) has accepted the following tasking to assist WG1 in carrying out its work program:





Review the proposed high level ATN security strategy adopted by ATNP WG1 at its July 1997 meeting and organize the activities of the subgroup to further refine this ATN security strategy through research into the subject matter and coordination with ATNP WG2 and WG3.





Develop draft Core and Sub-Volume 1 SARPs and guidance material for the ATN system level security strategy/architecture based on the results of item a) above. 





2.	Basis of WG1 SG2 Security Strategy





SG2 shall use the following inputs from previous WG1 activities as the basis for the subgroup to progress their assigned tasks:





1.	WG1/WP6-10 Security Concept ATNP/2 (WG1 Standing Document)


2.	WG1/WP6-11 Overall Security Concept 


3.	High-level security strategy definition (from WG1, July 1997) 





3.	WG1 SG2 Issues





Specific issues, not addressed by the July 1997 security strategy from WG1, that must be investigated and accounted for when developing the draft ATN SARPs and guidance material include: 





#�
Issue�
�
�
1�
The relationship between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies.�
�
�
2�
The institutional issues related to CAs and the nature of bilateral agreements that would be needed among the highest tier of CAs.�
�
�
3�
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.�
�
�
4�
Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)�
�
�
5�
The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.�
�
�
6�
Application of Security to ATSMHS�
�
�












�



4.	WG1 SG2 Products





The following products shall be produced by SG2.





Item�
Products�
Due Date(s)�
�
1�
Overall work plan of the subgroup�
Oct. 1997�
�
2�
Ver. 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs�
WG1 Oct. 1997�
�
3�
Ver. 0.1 draft GM�
WG1 Oct 1997�
�
4�
Ver. 0.2 draft ATN security SARPs for Core and SV1 �
WG1 Feb. 1998�
�
5�
Ver. 1.0 Proposed ATN security SARPs text for Core & SV1 �
WG1 June 1998�
�
6�
Ver. 0.2 draft GM�
WG1 June 1998�
�
7�
Ver. 1.0 Proposed ATN security GM�
WG1 Sept 1998�
�



5.	WG1 SG2 Activities





Activities related to the products assigned to SG2 are defined in the following table.





Item�
Activity�
Due Date(s)�
�
1�
Coordinate with the ATNP WG2 and WG3 subgroups to solicit their comments on the WG1 documentation, from the WG1 July 1997 meeting, on the high-level ATN security strategy�
July - Oct. 1997


�
�
2�
Hold subgroup meeting to prepare Ver 0.1 �
Aug – Sep 1997�
�
3�
Coordinate with WG2 and WG3 to insure consistency between the security provisions defined across the SARPs sub- volumes�
on-going


 (each SG meeting)�
�
4�
Provide subgroup status reports to WG1�
each WG1 meeting�
�
5�
Investigate Operational Requirements�
Sept 1997�
�
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