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1
Introduction

1.1
Purpose and Background

This section of the CAMAL has been developed as companion documentation to the ATN standards and recommended practices (SARPs) and technical provisions related to Security. Those are contained in Annex 10, Volume III, Part I, Chapter 3 and Doc9705-AN/956. This documentation may be read alongside those documents in order to provide a greater understanding of the SARPS and technical specifications. Alternatively, readers who simply want to understand security in the ATN rather than the detail of the specification may read this material in lieu of the more technical documents.

The operational requirements for ADS, AIDC and CPDLC, as described in ICAO Doc9694‑AN/955, identify the need for security measures to be taken with respect to information flowing between end systems, whether these be air-ground or ground-ground flows. Risk analyses and studies have shown that data link systems and applications supported by the ATN and its sub-networks are vulnerable to certain security threats. These threats were identified as:

ATN services are vulnerable to Denial of Service attacks. 

Air/ground ATSC and AIDC messages are at risk from Modification, Replay and Masquerade attacks.

ATS MHS (X.400 messages) are at risk from Modification and Masquerade attacks.

System management is at risk from Modification, Replay and Masquerade attacks.

Further work exploring the threats and countermeasures relevant to the ATN resulted in the selection of a security architecture based on Public Key Cryptography and the use of X.509 based certificates.
1.2
Scope of Security Guidance Material

The aim of this section of the CAMAL is to describe the general security architecture of the ATN and to provide reference material to aid in the development and implementation of the security measures. In addition, a Concept of Operations (CONOPS) for Security within the ATN is provided to assist in understanding how security works within the ATN.

Security provisions in the ATN are limited to the use of certain services (defined in the SARPs and described below) for authentication of users of the ATN and data exchanges over the ATN. These provisions are however only a portion of the larger security context associated with the safety and performance of air traffic management. This larger context is addressed in Annex 17 and DOC 8973. Issues such as threats against the physical security of the systems that comprise the ATN are beyond the scope of the CAMAL but are covered in these other two documents.
[Editors note B There needs to be additional material on backward compatibility.

Security services other than those required by the ATN are supported by the security architecture selected for use in the ATN. Because they are not ATN required, detailed descriptions are beyond the scope of this guidance. However because they could be of value in other areas of the aeronautical community, a few words are provided.

Non-repudiation. X.509 based strong authentication provides a framework to provide non-repudiation services. Digital signatures are an essential tool used in providing non-repudiation services. However, the existence of a digital signature infrastructure does not, in itself, satisfy all non-repudiation requirements.

Confidentiality. X.509 (ISO/IEC 9594-8.2) based strong authentication provides access to public key information which could,on a local basis, be used to encrypt all or portions of the communications as part of a confidentiality security service.
1.3
Definitions

 [Ed. Note B Definitions will be developed in here then, prior to publication as part of the CAMAL, the appropriate entries will be moved to the front section of the CAMAL]

Audit

A procedure used to validate that controls are in place and adequate for their purposes. Includes recording and analyzing activities to detect intrusions or abuses into an information system. Inadequacies found by an audit are reported to appropriate management personnel.
Authentication

A process used to confirm the identity of a person or to prove the integrity of specific information. Message authentication involves determining its source and verifying that it has not been modified or replaced in transit. (Cf., Verify (A Digital Signature)) 

Authorization

The granting of rights, including the ability to access specific information or resources.
Availability

The extent to which information or processes are reasonably accessible and usable, upon demand, by an authorized entity, allowing authorized access to resources and timely performance of time-critical operations.
Certificate (Public Key Certificate)

A certificate contains information that associates a user with a public key in a fashion that can be trusted and verified.
Certificate Chain

An ordered list of certificates containing an end-user subscriber certificate and CA certificates (See Valid Certificate)
Certificate Expiration

The time and date specified in the certificate when the operational period ends, without regard to any earlier suspension or revocation.
Certificate Extension

An extension field to a certificate that may convey additional information about the public key being certified, the certified subscriber, the certificate issuer, and/or the certification process. Standard extensions are defined in Amendment 1 to ISO/IEC 9594-8:1995 (X.509).
Certificate Management

Certificate management includes, but is not limited to storage, dissemination, publication, revocation, and suspension of certificates.
Certificate Revocation List (CRL)

A periodically (or exigently) issued list, digitally signed by a CA, of identified certificates that have been suspended or revoked prior to their expiration dates. The list generally indicates the CRL issuer's name, the date of issue, the date of the next scheduled CRL issue, the suspended or revoked certificates' serial numbers, and the specific times and reasons for suspension and revocation.
Certificate Serial Number

A value that unambiguously identifies a certificate generated by a CA.
Certificate Authority (CA)

A person (see definition for Person) authorized to issue certificates. (Cf., Trusted Third Party)

Certification Practice Statement (CPS)

A statement of the practices that a certificate authority follows in issuing certificates.
Compromise

A violation (or suspected violation) of a security policy, in which an unauthorized disclosure of, or loss of control over, sensitive information may have occurred. (Cf., Data Integrity)

Confidentiality

The condition in which sensitive data is kept secret and disclosed only to authorized parties. 
Confirm

To ascertain through appropriate inquiry and investigation. (Cf., Authentication; Verify A Digital Signature)

Confirmation of Certificate Chain

The process of validating a certificate chain and subsequently validating an end-user subscriber certificate.
Controls

Measures taken to ensure the integrity and quality of a process.
Correspond

To belong to the same key pair. (See also Public Key; Private Key)

Cross-Certification

The issuance of a certificate by a CA having another CA as the subject of that certificate.
Cryptographic Algorithm

A clearly specified mathematical process for computation; a set of rules that produce a prescribed result.
Cryptography (Cf., Public Key Cryptography)

(i) The mathematical science used to secure the confidentiality and authentication of data by replacing it with a transformed version that can be reconverted to reveal the original data only by someone holding the proper cryptographic algorithm and key. 

(ii) A discipline that embodies the principles, means, and methods for transforming data in order to hide its information content, prevent its undetected modification, and/or prevent its unauthorized uses.
Cryptomodule

A trustworthy implementation of a cryptosystem which safely performs encryption and decryption of data.
Data

Programs, files, and other information stored in, communicated, or processed by a computer.
Database

A set of related information created, stored, or manipulated by a computerized management information system.
Data Integrity

A condition in which data has not been altered or destroyed in an unauthorized manner. (See also Threat; cf., Compromise)

Denial Of Service (See Availability)

Digital Signature 

A transformation of a message using an asymmetric cryptosystem such that a person having the initial message and the signer's public key can accurately determine whether the transformation was created using the private key that corresponds to the signer's public key and whether the message has been altered since the transformation was made.
Directory (Cf., Repository)

Distinguished Name

A set of data that identifies a real-world entity, such as a person in a computer-based context. 
Encryption

The process of transforming plaintext data into an unintelligible form (ciphertext) such that the original data either cannot be recovered (one-way encryption) or cannot be recovered without using an inverse decryption process (two-way encryption).
Extensions 

Extension fields in X.509 v3 certificates. (See X.509)

Hash Function

A (mathematical) function which maps values from a large (possibly very large) domain into a smaller range. A "good" hash function is such that the results of applying the function to a (large) set of values in the domain will be evenly distributed (and apparently at random) over the range.
One-way function
A (mathematical) function f which is easy to compute, but which for a general value y in the range, it is computationally difficult to find a value x in the domain such that f(x)=y. There may be a few values y for which finding x is not computationally difficult.
One-way hash function
An algorithm (function) that maps or translates one set of bits (that make up a message) into another (generally smaller) set in such a way that: 

A message yields the same result every time the algorithm is executed using the same message as input. 

It is computationally infeasible for a message to be derived or reconstituted from the result produced by the algorithm. 

It is computationally infeasible to find two different messages that produce the same hash result using the same algorithm.

Identification/Identity

The process of confirming the identity of a person. Identification is facilitated in public key cryptography by means of certificates.
Key Generation 

The trustworthy process of creating a private key/public key pair. The public key is supplied to a CA during the certificate application process.
Key Pair

A private key and its corresponding public key.
Message

A digital representation of information; a computer-based record. A subset of Record. (Cf., Record)

Name

A set of identifying attributes purported to describe an entity of a certain type.
Naming

Naming is the assignment of descriptive identifiers to objects of a particular type by an authority that follows specific issuing procedures and maintains specific records pertinent to an identified registration process. (Cf., Naming Authority) 

Naming Authority

A body that executes naming policy and procedures and has control over the registration and assignment of primitive (basic) names to objects of a particular class. (Cf., Naming) 

Nonrepudiation

Provides proof of the origin or delivery of data in order to protect the sender against a false denial by the recipient that the data has been received or to protect the recipient against false denial by the sender that the data has been sent. 
Note: Only someone with the authority to resolve disputes can make an ultimate determination of nonrepudiation. A verified digital signature can provide proof in support of a determination of nonrepudiation but does not by itself constitute nonrepudiation.

Organization

An entity with which a user is affiliated. An organization may also be a user.

Originator

A person by whom (or on whose behalf) a data message is purported to have been generated, stored, or communicated. It does not include a person acting as an intermediary. 
Person

A human being or an organization (or a device under the control of a human being or organization) capable of signing or verifying a message, either legally or as a matter of fact. (A synonym of Entity.) 

Private Key

(secretkey B deprecated) (in a public key cryptosystem) that key of a user's key pair is known only by that user. (See also Public Key Cryptography; Public Key) 

Public Key

(in a public key cryptosystem) that key of a user's key pair which is publicly known. (See also Public Key Cryptography; Private Key)

Public Key Certificate (See Certificate)

Public Key Cryptography (cf. Cryptography)

A type of cryptography that uses a key pair of mathematically related cryptographic keys. The public key can be made available to anyone who wishes to use it and can encrypt information or verify a digital signature; the private key is kept secret by its holder and can decrypt information or generate a digital signature. 
Public Key Infrastructure (PKI)

The architecture, organization, techniques, practices, and procedures that collectively support the implementation and operation of a certificate-based public key cryptographic system.

Public/Private Key Pair (See Public Key; Private Key; Key Pair)

Recipient (of a Digital Signature) 

A person who receives a digital signature and who is in a position to rely on it, whether or not such reliance occurs.
Record

Information that is inscribed on a tangible medium (a document) or stored in an electronic or other medium and retrievable in perceivable form. The term "record" is a superset of the two terms "document" and "message". (Cf., Document; Message)

Repository

A database of certificates and other relevant information accessible on-line. 
Repudiation (See Also Nonrepudiation)

The denial or attempted denial by an entity involved in a communication of having participated in all or part of the communication.
Revoke A Certificate

The process of permanently ending the operational period of a certificate from a specified time forward.
Root (CA)

Ordinarily, the CA that issues the first certificate in a certification chain. The root's public key must be known in advance by a certificate user in order to validate a certification chain. The root 's public key is made trustworthy by some mechanism other than a certificate, such as by secure physical distribution.
Note: In the ATN, ICAO is the root for naming and policies but does not issue certificates. Instead, the next layer of CA operates according to the policies established by ICAO and are the root of any certification chain in the ATN.
Security

The quality or state of being protected from unauthorized access or uncontrolled losses or effects. Absolute security is impossible to achieve in practice and the quality of a given security system is relative. Within a state-model security system, security is a specific "state" to be preserved under various operations.
Security Policy

A document that articulates the set of criteria for the provision of security services.
Security Services

Services provided by a set of security frameworks and performed by means of certain security mechanisms. Such services include, but are not limited to, access control, data confidentiality, and data integrity. 
Server

A computer system that responds to requests from client systems.
Sign

To create a digital signature for a message, or to affix a signature to a document, depending upon the context.
Signature

A method that is used or adopted by a document originator to identify himself or herself, which is either accepted by the recipient or its use is customary under the circumstances. (Cf., Digital Signature)

Subject (of a Certificate)

The holder of a private key corresponding to a public key. The term "subject" can refer to both the equipment or device that holds a private key and to the individual person, if any, who controls that equipment or device. A subject is assigned an unambiguous name which is bound to the public key contained in the subject's certificate. 
Subject Name 

The unambiguous value in the subject name field of a certificate that is bound to the public key.
Threat 

A circumstance or event with the potential to cause harm to a system, including the destruction, unauthorized disclosure, or modification of data and/or denial of service. 
Trust

Generally, the assumption that an entity will behave substantially as expected. Trust may apply only for a specific function. The key role of this term in an authentication framework is to describe the relationship between an authenticating entity and a CA. An authenticating entity must be certain that it can trust the CA to create only valid and reliable certificates, and users of those certificates rely upon the authenticating entity's determination of trust.
Trusted Third Party

In general, an independent, unbiased third party that contributes to the ultimate security and trustworthiness of computer-based information transfers. A trusted third party does not connote the existence of a trustor-trustee or other fiduciary relationship. (Cf., Trust)

Trustworthy System

Computer hardware, software, and procedures that are reasonably secure from intrusion and misuse; provide a reasonable level of availability, reliability, and correct operation; are reasonably suited to performing their intended functions; and enforce the applicable security policy. A trustworthy system is not necessarily a "trusted system" as recognized in classified government nomenclature. 
Unambiguous Name (See Distinguished Name)

User

An authorized entity that uses a certificate as applicant, subscriber, recipient or relying party, but not including the CA issuing the certificate. (Cf., Certificate Applicant; Entity; Person; Subscriber) 

Valid Certificate

A certificate issued by a CA and accepted by the subscriber listed in it.
Validate A Certificate (i.e., Of an End-User Subscriber Certificate) 

The process performed by a recipient or relying party to confirm that an end-user subscriber certificate is valid and was operational at the date and time a pertinent digital signature was created.
Validate A Certificate Chain 

For each certificate in a chain, the process performed by the recipient or relying party to authenticate the public key (in each certificate), confirm that each certificate is valid, was issued within the operational period of the corresponding CA certificate, and that all parties (CAs, end-user subscribers, recipients, and relying parties) have operated in accordance with the ATN CPS as to all certificates in the chain.
Validation (Of Certificate Application) 

The process performed by the CA following submission of a certificate application as a prerequisite to approval of the application and the issuance of a certificate. (Cf., Authentication; Software Validation)

Verify (A Digital Signature)

In relation to a given digital signature, message, and public key, to determine accurately that:

the digital signature was created during the operational period of a valid certificate by the private key corresponding to the public key contained in the certificate and

the associated message has not been altered since the digital signature was created. (Cf., Authentication; Confirm)

1.4
Applicable Documents

[Ed. Note B This section will be developed here then, prior to publication as part of the CAMAL, the appropriate entries will be moved to the front section of the CAMAL] 

[Ref 1]
ITU-T X.509:1997(ISO/IEC 9594-8.2)
Information Technology B Open Systems Interconnection B The Directory: Authentication Framework

[Ref 2]
ISO/IEC DIS 11586:1993
Information technology -  Open Systems Interconnection - Generic Upper Layers Security

[Ref 3]
ITU-T X.500:1992
Information Technology B Open Systems Interconnection B The Directory: Overview of Concepts, Models, and Services

[Ref 4]
ISO/IEC 8825-1:1994
Information Technology B ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

[Ref 5]
ISO/IEC 10747
Interdomain Routing Protocol (IDRP)

[Ref 6]
Annex 17
International Standards and Recommended Practices - Security - Annex 17 to the Convention on International Civil Aviation - Sixth edition - March 1997

[Ref 7]
ICAO Doc8973/5 - Fifth Edition - 1996
Security Manual for Safeguarding Civil Aviation against Acts of Unlawful interference

[Ref 8]
ICAO Doc9694‑AN/955
Manual of ATS Data Link Applications

2
Objectives

The objectives of security in the ATN are to provide certain specific countermeasures against the threats as identified a risk analysis in appendix A to this section. These threats were identified as denial of service, masquerade, modification and replay.
2.1
Security Policy

ATN users need to exchange information across networks while maintaining appropriate and effective security for data and applications. The ATN Security policy must be able to provide the appropriate guidelines to allow the management of certificates for a large distributed work force effectively while enforcing clear and consistent policy. This implies that the ATN Security policy must be flexible, scalable, manageable, and uniform. The security policy defines what needs to be protected, what the priorities are, and what the general approach to dealing with security problems should be.

The goal in developing a security policy is to define the expectations of proper computer and telecommunication network use and to specify procedures and technology to implement that policy. In formulating a security policy, objectives, direction, and risk(s) of the ATN community should be considered and policy must conform to existing rules, regulations and laws, both national and international, that the bear upon the ATN. 

Policy creation must be a joint effort by technical personnel, who understand the full ramifications and the implementation of the proposed policy and by decision-makers who have the power to enforce the policy. A policy that can not be implemented or enforced is meaningless.

The security policy by itself doesn't say how things are protected, however; that is the role of security procedures. The security policy should be presented in a high level document, giving general strategy.

3
ATN Security Framework

3.1
Overview 
The purpose of this section of the guidance material is to provide an overview of the ATN security framework. Basic security services and mechanisms are required due to the safety related information processed that ensure secure authenticated application and network layer data exchanges between ATN systems. 

The security framework described herein is intended to be used by ATN implementors in the development of subsystem and interface requirements as part of the design, procurement, and overall data communications security planning of the ATN and adheres to the security protocols and standards described in Section 2.1.  The Security Framework will be in accordance with provision of X.500 directory services integrated with other ATN applications such as configuration management (CM) & ATS MHS and X.509 v.3. 

Services such as confidentiality, controlled access, and non-repudiation, not specifically required by ATN specifications, are supported by the technologies employed allowing the use of which to be made at the discretion of the local state. 

3.1.1
ATN PKI
The ATN Public Key Infrastructure (ATN PKI) is the overall framework and environment, specific to ATN communications security, within which ATN security mechanisms will function. The ATN PKI is the Aunderlying structure@ that a user needs to access in order to make use of public key based security services. Generally, the ATN PKI will provide for the creation, distribution, and revocation of X.509 certificates. It provides the mechanisms by which the X.509 certificates will be used to provide security services. The ATN PKI designates the overall management structure associated with ATN communications security services.  ATN communications security services will provide protection at the application layer with X.509 strong authentication techniques, and at the network layer using IDRP authentication header security mechanisms.  These services will be provided in addition to the local physical security access mechanisms implemented at a local Afacility@ level.

General authentication and integrity checking within the X.509 framework requires that a number of services be preformed in direct support of that process.  Key management is required to allow for the creation, distribution, and tracking of cryptographic keys and their validity in association with the authentication process.  Certificate management is required to allow for the creation, distribution, and revocation of authentication certificates. Authentication service is required to take as input a digitally signed message and certificate information and output an indication of its authenticity.  Integrity service is required to take as input a digitally signed message and certificate information and output an indication of its integrity.  Certificate authority services, provided by Certificate Authorities, are required to validate associations between certificate users and their public keys.  An auditing function will be required to log all transactions within the system and produce reports and flag appropriate activity.  Certificate database and cross-certification services are required to maintain hierarchical and peer chains of trust within and between  individual top level Certificate Authorities.     

3.1.1.2
Client Interface 
Operation of the PKI will depend upon interactions between client personnel and operations and administration personnel at certificate management nodes. The main services provided by the PKI infrastructure, with respect to client interface services, are:

· providing the basis by which encryption entities may authenticate each other, as required to support key distribution processes (such authentication will employ public-key-based digital signature technology);

· involving the following service functions:  establishment of identification information and generation of key pairs used for authentication; updating of authentication key pairs used for authentication; distribution of identification information and key pairs used for authentication and revocation of public keys used for authentication.

· managing keys to be used for encryption key establishment (such key establishment processes will employ public-key technology);  

· involving the following service functions: generation of key establishment keys; updating of key establishment keys; distribution of key establishment keys; and revocation of key establishment keys.

· assisting in the making of authorization decisions as to whether or not a decryption key should be distributed to a particular system;

· providing a means for (short term) back-up or (long term) archival of established keys which, in some circumstances, enable decryption keys to be recovered;

· providing support for the recovery of a key in various circumstances, such as:

· on client request, in the event of key loss owing to such events as equipment failure or forgotten password;  on request of authorized management personnel in the client's organization.

· providing random seeds for use in initializing pseudo random number generators;  this can assist in ensuring that a key value used for data encryption, authentication, or key establishment does not have characteristics that might compromise the security of the cryptographic mechanism;

· providing security audit trail facilities.

3.1.1.2 X.509 Certificates
A key element of the X.509 Authentication Framework is the X.509 Certificate. A ACertificate@ contains information that associates a user/subject with a public key in a fashion that can be trusted and verified. The information describing this mapping of a public key to a user/subject is collected in the certificate and Asigned@with the private key of the Certificate Authority (CA). Anyone wishing to check the validity of the certificate information only needs to verify the certificate=s digital signature with the Certificate Authority=s public key to determine if the information is the same as originally signed by the CA.

Table 3.1 provides a tabular representation of the information content of an example hypothetical X.509 Certificate as issued by a representative ATN Certificate Authority for a Representative Airframe.

X.509 Certificate Information Content 
{INSERT table 3.1 here}

3.1.1.3
Key Management 

The assured use of authentication techniques means that the user must be confident that the cryptographic key information be correct and correctly associated with a particular Aother user@. This confidence is obtained though the distribution and use of key and certificate information.  

Authentication and Integrity are services provided to the ATN community by ATN PKI digital signatures. Authentication makes it possible for the receiver of a message to ascertain the origin of the message. Integrity makes it possible for the receiver of a message to make sure that the message has not been altered in transit. 

The use of asymmetric cryptographic systems within the ATN PKI does not eliminate the classic Akey distribution problem@. The problem is the difficulty in the management, creation, distribution, revocation, and Aagreement among parties@ of cryptographic keys. More precisely, the problem originates from the fact that a secure channel must exist to pass key material but the reason cryptographic techniques are used in the first place is the very non-existence of a secure channel.  The ACertificate Authority@ (CA) is the mechanism by which asymmetric key material is managed and the mechanism by which trusted key distribution problems are addressed. Within the overall ATN PKI environment, regions, states, and organizations will need to coordinate some form of distributed or hybrid Certificate Authority hierarchy to facilitate the management of keys via the X.509 Certificate construct. 
An ATN user generates a digital signature on a data item using a private key known only to that user. Any ATN user can validate that digital signature, using a public key that can be freely made known to any potential ATN user. To ensure the integrity of public keys, a public key is distributed in the form of a public-key certificate, digitally signed by a certificate authority. 

The main services provided by the PKI infrastructure, with respect to digital signature key management, are:

· ensuring the integrity of the binding between the private key used by a signer and the public key used by verifiers;  

· providing a means to obtain, with high integrity, a public key from a signing entity which generates its own key pairs (the PKI then generates a certificate for that public key for the purposes of further distribution);

· generating public key certificates and distributing such certificates to verifiers;

· providing a means for archival of verification keys;

· providing a means for revocation of previously-distributed public keys, as a result of such events as change in authorization or suspected signing key compromise;

· providing seed keys to assist in ensuring that a signing key value used does not have characteristics that might compromise the security of the signature mechanism;

· providing security audit trail facilities.
3.1.2
Non-Repudiation 
Non-repudiation services are not formally included in the requirements but are support with the use of digital signatures. Non-repudiation involves the generation, accumulation, retrieval, and interpretation of evidence that a particular party was responsible for a particular data item. This entails proof of origin or delivery of data to protect the sender against false denial by the recipient.  It can also be used to protect the recipient against false denial by the sender. The evidence must be capable of convincing an independent third party, potentially at a much later time, as to the validity of a claim. Digital signatures are an essential tool used in providing non-repudiation services, but the existence of a digital signature infrastructure does not, in itself, satisfy all non-repudiation requirements. A digital signature verified can provide proof in support of non-repudiation but does not by itself constitute non-repudiation. 

Beyond basic digital signature support, the following services to support non-repudiation can be provided by the PKI infrastructure to those users requiring them if the state wishes to add them:

· storing of evidence to assist in possible future dispute resolution;

· evidence retrieval and interpretation, in the event of dispute situations;

· time-stamping of electronic transactions, i.e., affixing of a high-assurance signed time-stamp, as evidence as to the time at which a transaction was signed or communicated.

3.1.3
Distributed Database 
Directory services constitute a primary means of distributing certificates and other information regarding people and functional components that use or form part of the ATN PKI. These services are used to support digital signature key management. Directory services employ a distributed (as opposed to centralized) directory system. For directory services, the ATN PKI will employ the X.500 architecture and X.500-based protocols. Use of these protocols will span directory services operated by states and organization and by the operating authorities of ATN PKI nodes.

A distributed database management system is required to manage certificate information via the X.500 directory system. The primary role of directory services in the ATN PKI is the distribution of public-key certificates and certificate revocation lists to end entities (users) or other systems requiring them. Directory services used for this purpose do not require a high level of trust because certificates and CRLs do not require confidentiality and provide their own integrity internally.  In general, requests for certificates or CRLs will be chained to the appropriate directory service agents (DSAs)  in any of these directory services. Provision should also be made for replicating non-safety related directory entry information in DSAs of different directory services. In particular, entry information for all ATN certificate authorities should be replicated to any directory service requesting it. 

The main distributed database services provided by the PKI infrastructure are:

· maintaining directory entries for encryption entities; information included in such an entry might include, for example, public-key certificate(s), network address, and contact information;

· maintaining directory entries for signers that participate in the digital signature system; information included in such an entry might include, for example, public-key certificate and contact information;

· maintaining directory entries for CAs; information included in such an entry will typically include public-key certificates with that CA as the subject, public-key certificates for other CAs, and certificate revocation lists (CRLs) issued by that CA;

· ensuring that unique names exist for all objects (including encryption entities, digital signature entities, and certification authorities) in the PKI. A single name may be used for an entity which has both encryption and digital signature capabilities (reference section 3.4.4 figure 2);

· providing servers that make confidential directory information available to authorized persons/systems within the PKI environment (this does not apply to certificates and CRLs but might apply to administrative information held in the directory, e.g., entries for personnel operating PKI services);

· delivering non-confidential directory information to external directory servers used by PKI entities and/or entities persons/systems outside the PKI environment;

· maintaining access control information, and enforcing access control, to ensure that only properly authorized persons or systems can read information in the directory entries, and that only properly authorized persons can create or modify such entries. Only authorized CAs will be given access to the creation, deletion and modification of directory information

3.1.4
Certificate Management tc \l3 "3.1.4
Certificate Management 
Certificate management services are used to support digital signature key management. The main certificate management services provided by the PKI infrastructure are:

· generation of public-key certificates for signers that participate in the digital signature system;

· generation of public-key certificates for use in authenticating encryption entities and/or in establishing encryption keys for use between communicating encryption entities;

· generation of public-key certificates for CAs, signed by other CAs, for use in verifying certificate chains;

· generation of certificate revocation lists (CRLs);  a CRL is a signed list of the certificates which have been revoked by a certification authority; the list is signed by that certification authority;

· posting certificates for distribution, via Directory Services, to any system requiring them;

· providing a means for an entity to initially obtain, and to maintain, a reliable copy of a public key to be used as a starting point in verifying certificate signatures (potentially in a certificate chain);

· providing security audit trail facilities associated with certificate generation and revocation.

3.1.5
Confidentialitytc \l3 "3.1.5
Confidentiality
While no technical provisions are defined for explicit provision of confidentiality services the ATN PKI does provide the framework within which confidentiality could be implemented on a local basis if desired. Confidentiality is that service which hides meaning from those not intended to receive it. ATN security does not require confidentiality services. 
3.2
Communications Security
The ATN security framework shown in Figure 3.1, is based on the Open System Interconnection Basic Reference Model ISO 7498-1 and Security Model (ISO 7498-2). In addition, this security framework is consistent with the overall ATN security policy as stated in Section 2.2 of this guidance material. The implementation of OSI architecture is specified as a general requirement together with the use of appropriate ITU-T X.500 directory authentication services with ITU-T X.509 Authentication Framework and protocols, and network layer security as specified in TBD.

{INSERT Figure 3.1 here}

3.2.1
Digital Signatures

The Certificate and the Certificate Authority exist as a mechanism to assure the accurate and valid distribution of public keys and key/user associations. There is a need for assured data bases of this information that will exist in many places, this is currently TBD. This information will need to be continuously updated through communication with various Certificate Authorities and through the incorporation of Certificate and Certificate Revocation List information. 

When an Ainitiating user@ possesses authenticated Atarget user@ public key information and possesses its own public/private key pair information, the Ainitiating user@ may engage in authenticated communications with any Atarget user@ and visa versa.

The digital signature process is as follows:

- User-A wishes to communicate with User-B

- User-A generates a message

- Using a known Amessage digest@ or Ahashing@ algorithm as defined in the SARPs, User-A calculates the message digest value for his message.

- User-A encrypts this message digest value with his own Aprivate key@. This is the Asignature@. Only User-A knows the value of his private key. Anyone with access to User-A=s public key can apply that public key to the signature to obtain the message digest value originally calculated by User-A, but only someone with knowledge of User-A=s private key could have produced the signature. 

-User-A sends the original message and the signature to User-B

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

-User-B receives the message supposedly from User-A, supposedly unaltered.

-User-B compares his message digest value with the value obtained through applying User-A=s known public key to the signature. If they match, the message is authentic, unaltered, and must have originated from User-A  (as long as User-A=s private key is unknown to anyone else). 
3.2.2
X.509 Authentication

X.509 defines a framework for the provision of authentication services by directory to its users. It describes two levels of authentication: simple authentication, using a password as a verification of claimed identity; and strong authentication, involving credentials formed using cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only strong authentication should be used as the basis for providing secure services.

For strong authentication, the return certification path must be established.  User certificates, including the distinguished name, a digital signature, lifetime, algorithm identifier and public key, are held within the Directory as attributes. Once a certificate path is known the validity of received certificates can be checked. The basic encoding rules defined in ISO/IEC 8825-1 apply with some restrictions, i.e. distinguished encoding rules only.

In general, X.509 specifies the form of authentication information held by the directory and how authentication information may be obtained from the X.500 directory.  

While X.509 does not specify the use of public-key cryptographic techniques (secret-key may be used) the most effective use of X.509 specifically within the overall context of simplifying the key-management problem, would be with public-key (asymmetric) techniques.
3.2.2
Network Authentication and Routing Control

ATN security mechanisms are defined for authentication of application message exchange, routing information exchanged between Boundary Intermediate Systems (BISs) and system management to agent and to system manager. 

ATN security mechanisms are defined for authentication of routing information exchanged between Boundary Intermediate Systems (BISs). The Interdomain Routing Protocol (IDRP, ISO/IEC 10747) allows the option for authentication information (i.e., digital signature) to be carried within the Validation Pattern field of the fixed part of the BISPDU header. Air-ground and ground ATN BISs, supporting the ATN security services (i.e., using Type 2 authentication as defined by ISO/IEC 10747) allow for peer BISs to authenticate all routing information exchanges. The means by which a BIS obtains the certificate, or at least the public key, for the peer BIS is considered a local matter. Alternatives for ground BISs include:

· local static configuration with the public key information for all peer air-ground or ground ATN BISs;

· static configuration of the public key information from a centralized systems manager,

· retrieval from an X.500 server, which would require an X.500 user agent within the BIS.
3.23
Messaging Authenticity

TBD

3.2.4
System Management

TBD

3.3
PKI

The ATN PKI is X.509 based and X.509 strong authentication suggests the use of Asymmetric APublic-Key@ type cryptographic techniques. These techniques utilize pairs of related public and private keys. Material encrypted with one of these keys - it doesn=t matter which one - can only be decrypted with the other. With these systems, each end of a communicating pair would have one or many unique public/private key pairs. With these systems, secret information does not have to be shared by any participant in the communication system. The private key is kept secret and the public key is distributed. With asymmetric systems, one can prove authentication/integrity/non-repudiation without disclosing (and thus destroying the continued use) the private key.

X.509 recommendations are to be found in Volume VIII of the ITU-T Blue Book. X.509 is technically aligned with ISO 9594 Part 8. It is part of the family X. 500‑521 of recommendations covering Data Communication Networks Directory, i.e. a database of the network location of sets of objects (this can be an electronic mail address, for example) in the real world.

X.509 defines a framework for the provision by the Directory to its users of services for peer to peer authentication between entities, including the Directory itself. This framework specifies how authentication information is formed, obtained and used. Authentication certificates may be held within the directory and are obtained using a Directory Access Protocol e.g. as defined in X.519. Both Simple (Password) and Strong (based on asymmetric public key cryptosystems) Authentication are specified. Although no particular cryptographic algorithm is mandated by X.509, the ATN does so in [Editors note B need the sub-Volume of Doc 9705]. 

X.509 also specifies the syntax (ASN.1) of a public key certificate, which is necessary when using asymmetric (or public) key cryptographic technology.

With respect to strong authentication, it is intended that the framework shall be applicable to any hash function or algorithm

One, two and three-way authentication are described in the X.509 standard. These establish the identities of the parties, the authentication tokens transmitted or received, their integrity and originality. Three-way avoids the need for timestamping but all include a random number to prevent replay or forgery. Protocols and procedures have been specified to address each mode.

In each case where Strong Authentication is to take place, a user must obtain the public key of the peer, and the return certification path from peer to user, prior to any exchange of information. 

Peer entity authentication between a Directory User Agent (DUA) and a Directory Service Agent (DSA) or between two DSAs requires that both support the same cryptographic algorithm and hash function. These generally are  specified in the security policy of the administrative domain. For the ATN, these are specified by SARPs and 9705. Keys may be generated by the authenticating parties, which require that ability by the DSA or DUA, or obtained from the certification authority or another third party.

It should be noted that X.509 provides for an AAuthentication Framework@ and while some example information exchange protocols are given in the specification, none are mandated by the X.509 standard. In addition, the specifics of Akey distribution@ are not addressed by X.509. 
3.3.1
Certificate Authority
At the top level, there is no single Certificate Authority, and decision logic will be applied based on agreements between top level Certificate Authorities as to whether recognition is given or not to other top level Certificate Authorities.

{Insert Figure 3.2 here}
The assured use of authentication techniques means that the user must be confident that the cryptographic key information be correct and correctly associated with a particular Aother user@. This confidence is obtained though the distribution and use of key associations originating with Certificate Authorities.

A user obtains and validates a public key for other users by obtaining and validating a certificate from a Certificate Authority that contains the public key associated with the other user. The validity of this information may be checked with a trusted public key of the Certificate Authority. In turn, the public key this Certificate Authority may need to be obtained from still another Certificate Authority.

Certificate Authorities are responsible for Abeing trusted@, for protecting their private key(s), publishing their public keys, and maintaining and publishing Certificate Revocation Lists which invalidate Aold@ certificates.

The ATN security services will use the standard public-key certificate format that is defined in the Directory Authentication Framework X.509 [ISO/IEC 9594-8.2].

Access by both the CA for management of the public key data and by client ATN user agents to query the DSA to obtain certificates will by via the ATBD@. ATN user certificates will be signed by an ATN certificate authority and verified by the ATBD@ before being actioned. ATN users must be able to determine if they can trust a signature for a particular application. This requires verification of certificates and certificate chains, and evaluating the assurance associated with the binding of identity to a certificate.

Certificates need to be distributed to:

· digital signature verifier entities, which use such certificates to obtain reliable copies of public keys for use in verifying digital signatures; 

· encryption entities, which use such certificates to obtain reliable copies of public keys for use in authenticating and/or establishing encryption keys with other encryption entities.

A chain of multiple certificates may be needed to prove the validity of a single public key association with a particular end-entity. This chain of certificates is identified as the Certification Path. Somewhere, some Atrusted@ association must be initiated and a user obtain a Atrusted@ public key. (Physically obtaining public key certification from a CA by physically appearing and proving identity would be one example.)

Certification paths may be hierarchical or distributed. Figure 2 shows one possible hierarchical structure associated with the ATN certificate authority path. 

If 2 or more ATN users use the same CA, then verification of a user=s public key is straightforward and is accomplished through the single certificate issued by the single common CA. 

If 2 or more ATN users use different CAs then the verification process is more complicated. In that case, each ATN user would need to possess the certificates for each CA in the chain of CAs up to the common points in the hierarchy structure and back down again to the other user who=s public key they are trying to verify. 

A certification authority issues public-key certificates for its subjects.  A subject may be a digital signature signer entity, encryption entity,  or another certification authority. The issuing certification authority must:

· have been assigned administrative responsibility for the subject digital signature entity, an encryption entity, or certification authority; and 

· have assurance that, as a result of a past or future end-entity initialization or key-pair updating process, the public key being certified is associated with a private key that has been installed, or will be installed, in the identified subject end-entity.

3.3.1.1
Certificate Authority Roles and Responsibilities
An ATN Certificate Authority is a trusted entity that:

· Meets the criteria as defined in Annex 10 and Doc 9705.

· associates a unique name with an ATN entity, 

· joins that name with the public key associated with that ATN entity, 

· verifies that association through digitally signing the information contained in that certificate, and 

· makes that digitally signed information - the certificate - available to users of the system.

An ATN CA must be responsible for creating, maintaining and distributing Certificate Revocation Lists (CRLs) which are used to disseminate information regarding entity/public key associations that have become invalid. 

A primary function of the CA is to develop and utilize procedures that assure the truth of the information contained in the certificate. It is the responsibility of the CA to make every effort to make this so. 

The CA should not issue a certificate unless it has assured itself that the association affirmed is valid and correct. The CA should set up procedures to guaranty this assurance. These procedures would include Ademonstration of identity@ protocols and perhaps the physical presence of an individual authorized to obtain a certificate and capable of providing credentials to prove identity and authority.

The private keys belonging to the ATN CA, which are used to digitally sign certificates, are very sensitive. Maintaining their security is extremely critical to the trustworthiness of the entire system. A strong effort must be made to keep them secure. These efforts will include measures ranging from Aclearing@ personnel who will have access to this information, to physical security measures such as limited physical access to the parts of the CA directly involved with the CA=s private key(s). It is also possible to engage in Asecret splitting@ or Asecret sharing@ protocols to prevent any 1 individual from having the capability to know or disseminate CA secret key information.

If the private key of a CA becomes known, certificates may be forged under the name of that particular CA. 

The CA will need to maintain its own public/private key pair(s), and make its own public key information widely available.  ATN CA=s will have associated with them, their own certificates, digitally signed by the CA above them in the hierarchy. ATN top level CAs will need to share certificate information, based on agreements between each other, with levels of guaranteed assurance deemed appropriate by each top level ATN CA.
3.3.1.2
Nomenclaturetc \l3 "3.3.1.2
Nomenclature
Certificates, cross-certificates and CRLs are all directory attributes from the X.509 standard, and defined there in the ASN.1 syntax [X.509 97], . Formal names in ASN.1 are written without spaces and the separate words in the names are indicated by capitalizing the first letter of each word except for the first word. For example, the formal ASN.1 name of a cross-certificate is AcrossCertificatePair,@ while the formal name of a certificate is Acertificate.@  In this CONOPS, when it is useful to be very specific that a word means a particular formal directory attribute, as defined in X.509, they are shown in their ASN.1 form, for example: certificate, crossCertificatePair, and certificateRevocationList.

 (Editor=s Note: X.509 encoding/decoding rules may require a need for different rules at the application and presentation layers with negotiated transfer syntax.)
3.3.1.3
Cross Certificationtc \l3 "3.3.1.3
Cross Certification
Users must be able to determine if they can trust a signature for a particular application. This requires verification of certificates and certificate chains, and evaluating the assurance associated with the binding of identity to a certificate.

The ATN Security framework will support the X.509 cross-certificate-pair construct to build bi-directional chains of trust between CAs. The cross-certificate-pair construct contains two certificates: a "forward" certificate and a "reverse" certificate. The subject of the "forward" certificate is the issuer of the "reverse" certificate and vice-versa.
3.3.1.4
Revocation List Managementtc \l3 "3.3.1.4
Revocation List Management
It is at times necessary to revoke certificates, for example when the certificate holder leaves the issuing organization or when the private key is compromised. The mechanism defined in X.509 for revoking certificates is the Certificate Revocation List (CRL).

A certificate includes a validity period. Certificate revocation results from one of the following occurring prior to the expiry date/time:

· The public key is no longer considered valid, e.g., because of suspected compromise of the corresponding private key.

· The subject entity identified in the certificate is no longer considered an authorized user of the corresponding private key, e.g., because a person has changed his or her organizational affiliation, or because authorized privileges have changed.

Other information in the certificate has changed, e.g., some component of the subject's name or some attribute in the certificate has changed.

3.3.2
Repositories
TBD

3.4
Security Management
TBD
4
ATN Security Concept of Operations
4.1
Purpose

This section is to describe how the security features of the ATN may be used to provide an operational capability for authentication of:

a)
Exchanges between peer applications

b)
Exchanges of systems management information 

c)
Exchanges of routing information between peer Boundary Intermediate Systems (BIS)

The concept of operations will describe a method for a Public Key Infrastructure (PKI) approach which ATN can use for unclassified but safety related applications, and will describe the functionality of the framework's components.

 [Editors note B The Concept of Operations needs to 'speak' to backward compatibility]
4..1.1
Repositories
Repositories provide a way to find certificates and certification paths. The normal repository for CAs is a directory that uses X.500 distinguished names. Directories may be maintained for broader purposes than the public key infrastructure, and such general directories may be used. Repositories are not normally trusted entities and strong authentication of the repository is not normally provided. Validity of certificates or CRLs obtained from a repository is established by actually verifying the signatures through a certification path back to a signature by a trusted authority whose public key is independently known to the verifier.

4.1.2
Audit
Every certificate management node will be required to maintain a local audit trail of security-significant events. A subset of these events may need to be reported back to the superior certificate management node. Centralized audit trail accumulation can occur at the central archive facility maintained by each organization. A security alarm facility should also be provided at each certificate management node, for signalling such events as suspected local node penetration or privilege violation, or failure of on-line services.

4.1.3
Servers and Agents
Some security related servers and agents may be operated by the ATN Administrative Domain, or be used by the ATN Administrative Domain. The infrastructure will be augmented by a variety of security-related servers and agents. These servers or agents will generally be trusted users with certificates issued by some appropriate authority. They will support the needs of users.

4.1.4
Distributed Data Management
Distributed information to be managed from a ground to ground perspective includes: 

· PKI structure information. This includes information regarding which certificate management nodes,  encryption entities, and digital signature entities are administered by each certificate management node. It also includes information as to the certification authority or authorities associated with a certificate management node.

· PKI node privilege information. When a subdomain of the PKI is hierarchically structured, the privileges of a node may be administered by a node's superior management node. The node privilege information indicates which safety related optional functions a node may perform and any configuration restrictions.

· PKI operator privilege information. This includes information on individual operators, and their privileges, at each certificate management node. In some cases, operator privileges will be entirely local to a particular certificate management node. In other cases, an operator may have privileges to access information at multiple certificate management nodes.

· Other directory information associated with the PKI.

4.2
PKI
4.2.1
Preparations Required for Data Exchangetc \l3 "4.2.1
Preparations Required for Data Exchange
X.509 defines a security framework that can be applied to the ATN ground infrastructure to provide for the assignment, management and distribution of security key information. The integrated X.500 with the air-ground context management (CM) application is the tool needed to accomplish this infrastructure. The security approach is to upgrade the CM application for version 2 to include the necessary air-ground support for public key distribution. An example of a process that could be employed for an airborne user to receive secured ATN communication services is described below as a series of steps.

1. In any public key cryptographic system, each user has a unique id and key pair.  Due to the complexity of the math involved, one key can be made public while the other key is kept secret. In the X.509 standard, the user id and public-keys are placed into a structure called a certificate along with some other data and bound together with a digital signature. Certificates augment public-key cryptography by providing the means to validate the public key. As defined by the X.509 standard, a certificate is a digital document that binds a public key to the identity of its principal. The user either creates a key pair or has his designated certificate authority (CA) assign him a key pair. Each user must have a unique identifier and this identifier must be bound to the user's public key(s) in a manner which can be verified by other users in the system.

2. Users are registered into the system by the CA. The user's unique identifier and public key information is placed into a structure called a certificate and this information is bound together by the digital signature of a CA. A CA creates and signs the certificate with his own private signature key, vouching for the authenticity of the key and the identity of its owner.  At a minimum a certificate must contain a user's unique identifier and public key information bound together by a mechanism which can be authenticated. The public key certificate is based on the certificate defined by the 1997 CCITT X.509 Recommendation.  It is a signed ASN.1 encoded sequence of information.

3. Most organizations already have procedures in place to identify employees, their roles, responsibilities and privileges.  It is assumed that at a minimum a user will be required to offer proof of his/her identify such as a picture identification.  It is the responsibility of the issuer to document in some manner, the information provided to him for user registration. The steps involved in building a certificate are:

  (1) provide the user with a unique subject distinguished name,

  (2) assign a unique Key Material Identifiers (KMID),

  (3) generate the user's public\private key pairs or obtain them from user,

  (4) assign the user's clearance and privilege values, 

  (5) build the certificate, 

  (6) bind the user's unique identifier and public keys using a digital signature.

4. Distribution of certificates falls into two categories, distribution from the CA to user and the distribution of the user's certificate to other users. Once a user's certificate is generated, the CA must store the certificate in a local database for future reference, place the certificate into an X.500 directory system and distributed the certificate to the user. Distribution of certificates to other users will be accomplished by having the CAs input the certificates to an X.500 directory system.  Other users can then request and retrieve the desired certificates from the directory system.

5. It is at times necessary to revoke certificates, for example when the certificate holder leaves the issuing organization or when the private key is compromised. The mechanism defined in X.509 for revoking certificates is the Certificate Revocation List (CRL). The CAs will be required to archive the certificates and CRLs that they generate. Currently, archived data will be retained indefinitely.  CAs must make provisions to retain this data and be able to retrieve it when requested. A certificate may become invalid and need to be removed from the system.  A revocation becomes necessary whenever any information in the certificate changes before the certificate expires or the key material is suspected to be compromised. The mechanism used to revoke certificates is a CRL.  A CRL contains the following information: the identifier of the algorithm used to sign the CRL, the identity of the issuer of the CRL, the dates of issue of the current and next CRL, the serial numbers of the revoked certificates and the date revoked and the digital signature of the issuer of the CRL to bind the information together.

4.2.6
Adding New Users
TBD
4.2.7
Frequencies of Key Change

TBD

4.2.8
Propagation of Key Change

TBD

4.2.9
Actions for Key Verification

TBD

4.3
Communications Security
The ATN security services will not only be limited to authentication (i.e., the use of digital signature) but that an ATN application which supports security should be able to request, and the dialog service should be able to support the following five levels of ATN security services.

· Unsecured Service B no authentication for either the dialog establishment or for user application user data exchanges over the dialog

· Secured Dialog ServiceB authentication used for the dialog establishment and maintenance (e.g., abort, end) but application user data exchanges over the dialog are not secured

· Forward Path Secured Application Dialog B authentication used for the dialog establishment/maintenance and for all application user data exchanges from the application requesting the dialog to the application accepting the dialog.  However, no authentication would be used for exchanges between the user applications in the return direction.

· Return Path Secured Application Dialog B authentication used for the dialog establishment/maintenance and for all application user data exchanges from the application accepting the dialog to the application requesting the dialog.  However, no authentication would be used for exchanges between the user applications in the forward direction.

· Secured Application Dialog B authentication used for the dialog establishment/maintenance and for all application user data exchanges by user applications over the dialog.

4.3.1 Security Scenario 1  (aircraft, ground CMA and ground CPLDC all support ATN security provisions)
1.  To verify the integrity and origination of a message, one needs the public digital signature key of the creator/originator. Users are registered into the system by their certificate authority.  Although user registration is mostly a local matter and policies and procedures are determined locally. Aircraft CMA either has:

a. pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number; or

b. received an upload of current CMA address, corresponding public key and encryption algorithm version number from a trusted airline/service provider ground host

2.  Aircraft's CMA requests a secure dialog then sends CMA log-on to ground CMA, message includes the aircraft=s digital signature. This digital signature is used to identify the sender. As previously mentioned the user's unique identifier and public key information is placed into a structure called a certificate and this information is bound together by the digital signature of a certificate authority.

3. Ground CMA accesses X.500 server (ground-ground) to obtain the security certificate (X.509) for the aircraft that has send the CMA logon. The user's certificate should be posted publicly in an X.500 directory system. The directory serves to tie the system together by providing common policies, knowledge, and information distribution. 

4.  Ground CMA enters the certificate along with the CMA logon information into its data base. 

5.  Ground CMA generates CM logon response message that includes the ground CMA=s digital signature and includes public key and encryption algorithm version number for the other ground ATS applications (in addition to the other CMA version 1 information for each ground application).

6.  Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft must first access the ground CMA server and retrieve the aircraft=s address and security certificate information.  CMA server access should be restricted to authorized users.

7.  A ground ATS application (e.g., CPDLC) would include its digital signature with messages sent to the aircraft.

8.  Aircraft would include its digital signature with messages sent to ground ATS applications. 

9.  The CPDLC ground application would include security information (public key and encryption algorithm version number) for the next ATC facility=s CPDLC application as part of the next data authority message.

4.3.2  Security Scenario 2  (aircraft supports ATN security services but ground CMA does not)
1.  To verify the integrity and origination of a message, one needs the public digital signature key of the creator/originator. Users are registered into the system by their certificate authority.  Although user registration is mostly a local matter and policies and procedures are determined locally. Aircraft CMA either has:

a.  pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number (when applicable); or

b.  received an upload of current CMA address, corresponding public key and encryption algorithm version number (when applicable) from a trusted airline/service provider ground host

2.  Aircraft, for this scenario, has ground CMA address but not public key information.  Aircraft CMA requests an unsecured dialog service and then sends a logon request, without any security provisions (i.e., no digital signature). This digital signature is used to identify the sender. As previously mentioned the user's unique identifier and public key information is placed into a structure called a certificate and this information is bound together by the digital signature of a certificate authority.

3.  Ground CMA receives CM Logon request, looks at the aircraft's CMA version number.  If the aircraft and ground CMA are at the same CMA version number then the logon and exchange of address information proceeds as per the normal process specified by the ATN SARPs. 

4.  If the Ground and aircraft's CMA are at a difference version numbers then the later version reverts to a mode compatible with the earlier version of CMA, as specified by the ATN SARPs. 

5.  Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft must first access the ground CMA server and retrieve the aircraft=s address information .  Since in this scenario the ground CMA does not support ATN security services, the ground ATS applications, relying on this CMA server, would only be able to request or accept an unsecured dialog because they would not have access to the necessary key information to allow the use of digital signatures.

4.3.3  Security Scenario 3  (aircraft does not support ATN security services but ground CMA and ATS applications do support ATN security services)
1.  To verify the integrity and origination of a message, one needs the public digital signature key of the creator/originator. Users are registered into the system by their certificate authority.  Although user registration is mostly a local matter and policies and procedures are determined locally. Aircraft CMA either has:

a.  pre-stored a data base of ground CMA addresses: or

b.  received an upload of current CMA address from a trusted airline/service provider ground host

2.  Aircraft CMA requests a dialog (unsecured) and then sends a logon request, without any security provisions (i.e., no digital signature). This digital signature is used to identify the sender. As previously mentioned the user's unique identifier and public key information is placed into a structure called a certificate and this information is bound together by the digital signature of a certificate authority.

3.  Ground CMA receives CM Logon request, looks at the aircraft's CMA version number.  If the aircraft and ground CMA are at the same CMA version number then the logon and exchange of address information proceeds as per the normal process specified by the ATN SARPs.

4.  If the Ground and aircraft's CMA are at a difference version numbers then the later version reverts to a mode compatible with the earlier version of CMA, as specified by the ATN SARPs. 

5.  If either the aircraft version of CMA does not support ATN security services or the aircraft has explicitly requested an unsecured dialog then the ground CMA registers the aircraft within its data base as not receiving secured services.  Therefore there would be no security information (e.g., public key) included in the CMA data base entry for this aircraft.

6.  Ground ATS applications (e.g., CPDLC) desiring to communicate with the aircraft must first access the ground CMA server and retrieve the aircraft=s address information.  Since in this scenario the ground CMA data base entry for the aircraft will indicate that ATN security services are not to be provided, the ground ATS applications would only be able to request or accept an unsecured dialog with this aircraft.

4.3.4  Security Scenario 4 (aircraft and ground CMA support ATN security provisions, but one or more ground ATS applications do not)
1.  To verify the integrity and origination of a message, one needs the public digital signature key of the creator/originator. Users are registered into the system by their certificate authority.  Although user registration is mostly a local matter and policies and procedures are determined locally. Aircraft CMA either has:

a.  pre-stored a data base of ground CMA addresses, corresponding public key and encryption algorithm version number; or

b.  received an upload of current CMA address, corresponding public key and encryption algorithm version number from a trusted airline/service provider ground host

2.  Aircraft CMA requests a secure dialog and then sends CMA log-on to ground CMA, message includes the aircraft=s (or pilot=s or airborne CM application=s ?) digital signature. This digital signature is used to identify the sender. As previously mentioned the user's unique identifier and public key information is placed into a structure called a certificate and this information is bound together by the digital signature of a certificate authority.

3.  Ground CMA uses X.500 (ground-ground) to obtain the security certificate (X.509) for the aircraft (or pilot or airborne CMA?) that has send the CMA logon. The user's certificate should be posted publicly in an X.500 directory system. The directory serves to tie the system together by providing common policies, knowledge, and information distribution.

4.  Ground CMA enters the certificate along with the CMA logon information into its data base. 

5.  Ground CMA generates CM logon response message that includes the ground CMA=s digital signature and includes public key and encryption algorithm version number for the other ground ATS applications (in addition to the other CMA version 1 information for each ground application).  Ground ATS applications not supporting ATN security services would be indicated.

6.  Ground ATS applications (e.g., CPDLC) desiring to communicate with an aircraft would first access the ground CMA server and retrieve the aircraft=s address and security certificate information.  For ground ATS applications supporting security services the scenario is the same as scenario 1.  For ground ATS systems not supporting ATN security services, the ground CMA would need to provide the aircraft information in a format compatible with the ground ATS application. 

7.  Ground ATS applications (e.g., CPDLC) not supporting security services could only initiate or accept unsecured dialogs to/from the aircraft

4.3.5  Authentication of exchanges between ground/air-ground Boundary Intermediate Systems (BISs)
ATN security mechanisms are defined for authentication of routing information exchanged between BISs. The Interdomain Routing Protocol (IDRP, ISO/IEC 10747) allows the option for authentication information (i.e., digital signature) to be carried within the Validation Pattern field of the fixed part of the BISPDU header. Air-ground and ground ATN BISs, supporting the ATN security services (i.e., using Type 2 authentication as defined by ISO/IEC 10747), allow for peer BISs to authenticate all routing information exchanges. The means by which a BIS obtains the certificate, or at least the public key, for the peer BIS is considered a local matter. Alternatives include:

a)
local static configuration with the public key information for all peer air-ground or ground ATN BISs;

b)
static configuration of the public key information from a centralized systems manager

c)
retrieval from an X.500 server, which would require an X.500 user agent within the BIS

4.3.6  Authentication of exchanges between air-ground and airborne Boundary Intermediate Systems (BISs)
Support for mobile users within the ATN imposes certain ATN unique requirements for the use of authentication services in conjunction with IDRP. The ATN security model requires only authentication of routing information exchanges from an airborne BIS to an air-ground BIS and not in the reverse direction. Also the ATN security model recognizes that there will be non-uniform support for the ATN security services. That is, a given air-ground or airborne may be either support authentication of routing exchanges or not. The authentication mechanisms supported by the base IDRP standard do not directly provide the flexibility needed for the ATN mobile environment in that ISO/IEC 10747 requires symmetrical authentication service between peer BISs and no mechanism is defined for negotiating the level of authentication to be used. It therefore was necessary to define ATN unique requirements that enhance the authentication mechanisms defined by ISO/IEC 10747. These modifications have been isolated to only those airborne and air-ground BISs that support the ATN security services. The specific sequence of events that occur in opening an IDRP connection and exchanging routing information is described below along with an indication of the ATN unique aspects of the authentication service.

<Editor=s note:  This can only be competed after ATNP WG2 decides on which alternative mechanism to require in Sub-Volume 5 of the ATN SARPs>
4.3.7
Denial of Service
TBD
5
Transition
TBD
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