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SUMMARY

This paper proposes a set of definitions to be included in the guidance material.

Introduction

The current version of guidance material contains no definitions. The attached document proposes definitions for many of the terms used in the current guidance text. Certain of these definitions may require additional changes to make them ATN specific.

Recommendation

The subgroup is invited review these definitions, change and augment as appropriate and include the result in the next version of guidance material.

Audit

A procedure used to validate that controls are in place and adequate for their purposes. Includes recording and analyzing activities to detect intrusions or abuses into an information system. Inadequacies found by an audit are reported to appropriate management personnel.

Authentication

A process used to confirm the identity of a person or to prove the integrity of specific information. Message authentication involves determining its source and verifying that it has not been modified or replaced in transit. (Cf., Verify (A Digital Signature)) 

Authorization

The granting of rights, including the ability to access specific information or resources.

Availability

The extent to which information or processes are reasonably accessible and usable, upon demand, by an authorized entity, allowing authorized access to resources and timely performance of time-critical operations.

Certificate (Public Key Certificate)

A message (see definition for Message) that, at least, states a name or identifies the IA, identifies the subscriber, contains the subscriber's public key, identifies the certificate's operational period, contains a certificate serial number, and is digitally signed by the IA

Certificate Chain

An ordered list of certificates containing an end-user subscriber certificate and IA certificates (See Valid Certificate)

Certificate Expiration

The time and date specified in the certificate when the operational period ends, without regard to any earlier suspension or revocation.

Certificate Extension

An extension field to a certificate that may convey additional information about the public key being certified, the certified subscriber, the certificate issuer, and/or the certification process. Standard extensions are defined in Amendment 1 to ISO/IEC 9594-8:1995 (X.509).

Certificate Management

Certificate management includes, but is not limited to storage, dissemination, publication, revocation, and suspension of certificates. An IA undertakes certificate management functions by serving as a registration authority for subscriber certificates. An IA designates issued and accepted certificates as valid by publication.

Certificate Revocation List (CRL)

A periodically (or exigently) issued list, digitally signed by an IA, of identified certificates that have been suspended or revoked prior to their expiration dates. The list generally indicates the CRL issuer's name, the date of issue, the date of the next scheduled CRL issue, the suspended or revoked certificates' serial numbers, and the specific times and reasons for suspension and revocation.

Certificate Serial Number

A value that unambiguously identifies a certificate generated by an IA.

Certificate Authority (CA)

A person (see definition for Person) authorized to issue certificates. (Cf., Trusted Third Party)

Certification Practice Statement (CPS)

A statement of the practices that a certificate authority follows in issuing certificates.

Compromise

A violation (or suspected violation) of a security policy, in which an unauthorized disclosure of, or loss of control over, sensitive information may have occurred. (Cf., Data Integrity)

Confidentiality

The condition in which sensitive data is kept secret and disclosed only to authorized parties. 

Confirm

To ascertain through appropriate inquiry and investigation. (Cf., Authentication; Verify A Digital Signature)

Confirmation of Certificate Chain

The process of validating a certificate chain and subsequently validating an end-user subscriber certificate.

Controls

Measures taken to ensure the integrity and quality of a process.

Correspond

To belong to the same key pair. (See also Public Key; Private Key)

Cross-Certification

The issuance of a certificate by a CA having another CA as the subject of that certificate.

Cryptographic Algorithm

A clearly specified mathematical process for computation; a set of rules that produce a prescribed result.

Cryptography (Cf., Public Key Cryptography)

(i) The mathematical science used to secure the confidentiality and authentication of data by replacing it with a transformed version that can be reconverted to reveal the original data only by someone holding the proper cryptographic algorithm and key. 

(ii) A discipline that embodies the principles, means, and methods for transforming data in order to hide its information content, prevent its undetected modification, and/or prevent its unauthorized uses.

Cryptomodule

A trustworthy implementation of a cryptosystem which safely performs encryption and decryption of data.

Data

Programs, files, and other information stored in, communicated, or processed by a computer.

Database

A set of related information created, stored, or manipulated by a computerized management information system.

Data Integrity

A condition in which data has not been altered or destroyed in an unauthorized manner. (See also Threat; cf., Compromise)

Denial Of Service (See Availability)

Digital Signature 

A transformation of a message using an asymmetric cryptosystem such that a person having the initial message and the signer's public key can accurately determine whether the transformation was created using the private key that corresponds to the signer's public key and whether the message has been altered since the transformation was made.

Directory (Cf., Repository)

Distinguished Name

A set of data that identifies a real-world entity, such as a person in a computer-based context. 

Encryption

The process of transforming plaintext data into an unintelligible form (ciphertext) such that the original data either cannot be recovered (one-way encryption) or cannot be recovered without using an inverse decryption process (two-way encryption).

Extensions 

Extension fields in X.509 v3 certificates. (See X.509)

Hash (Hash Function)

An algorithm that maps or translates one set of bits into another (generally smaller) set in such a way that: 

1. A message yields the same result every time the algorithm is executed using the same message as input. 

2. It is computationally infeasible for a message to be derived or reconstituted from the result produced by the algorithm. 

3. It is computationally infeasible to find two different messages that produce the same hash result using the same algorithm. 

Identification/Identity

The process of confirming the identity of a person. Identification is facilitated in public key cryptography by means of certificates.

Issuing Authority (IA) 

The CA that issues, suspends, or revokes a certificate. IAs are identified by a distinguished name on all certificates and CRLs they issue.

Key Generation 

The trustworthy process of creating a private key/public key pair. The public key is supplied to an IA during the certificate application process.

Key Pair

A private key and its corresponding public key. The public key can verify a digital signature created by using the corresponding private key. In addition, depending upon the type of algorithm implemented, key pair components can also encrypt and decrypt information for confidentiality purposes, in which case a private key uniquely can reveal information encrypted by using the corresponding public key. 

Message

A digital representation of information; a computer-based record. A subset of Record. (Cf., Record)

Name

A set of identifying attributes purported to describe an entity of a certain type.

Naming

Naming is the assignment of descriptive identifiers to objects of a particular type by an authority that follows specific issuing procedures and maintains specific records pertinent to an identified registration process. (Cf., Naming Authority) 

Naming Authority

A body that executes naming policy and procedures and has control over the registration and assignment of primitive (basic) names to objects of a particular class. (Cf., Naming) 

Nonrepudiation

Provides proof of the origin or delivery of data in order to protect the sender against a false denial by the recipient that the data has been received or to protect the recipient against false denial by the sender that the data has been sent. 

Note: Only someone with the authority to resolve disputes can make an ultimate determination of nonrepudiation. A verified digital can provide proof in support of a determination of nonrepudiation but does not by itself constitute nonrepudiation.

Organization

An entity with which a user is affiliated. An organization may also be a user.

Originator

A person by whom (or on whose behalf) a data message is purported to have been generated, stored, or communicated. It does not include a person acting as an intermediary. 

Person

A human being or an organization (or a device under the control of a human being or organization) capable of signing or verifying a message, either legally or as a matter of fact. (A synonym of Entity.) 

Private Key

A mathematical key (kept secret by the holder) used to create digital signatures and, depending upon the algorithm, to decrypt messages or files encrypted (for confidentiality) with the corresponding public key. (See also Public Key Cryptography; Public Key) 

Public Key

A mathematical key that can be made publicly available and which is used to verify signatures created with its corresponding private key. Depending on the algorithm, public keys are also used to encrypt messages or files which can then be decrypted with the corresponding private key. (See also Public Key Cryptography; Private Key)

Public Key Certificate (See Certificate)

Public Key Cryptography (cf. Cryptography)

A type of cryptography that uses a key pair of mathematically related cryptographic keys. The public key can be made available to anyone who wishes to use it and can encrypt information or verify a digital signature; the private key is kept secret by its holder and can decrypt information or generate a digital signature. 

Public Key Infrastructure (PKI)

The architecture, organization, techniques, practices, and procedures that collectively support the implementation and operation of a certificate-based public key cryptographic system.

Public/Private Key Pair (See Public Key; Private Key; Key Pair)

Recipient (of a Digital Signature) 

A person who receives a digital signature and who is in a position to rely on it, whether or not such reliance occurs.

Record

Information that is inscribed on a tangible medium (a document) or stored in an electronic or other medium and retrievable in perceivable form. The term "record" is a superset of the two terms "document" and "message". (Cf., Document; Message)

Repository

A database of certificates and other relevant information accessible on-line. 

Repudiation (See Also Nonrepudiation)

The denial or attempted denial by an entity involved in a communication of having participated in all or part of the communication.

Revoke A Certificate

The process of permanently ending the operational period of a certificate from a specified time forward.

Root

The IA that issues the first certificate in a certification chain. The root's public key must be known in advance by a certificate user in order to validate a certification chain. The root 's public key is made trustworthy by some mechanism other than a certificate, such as by secure physical distribution.

Security

The quality or state of being protected from unauthorized access or uncontrolled losses or effects. Absolute security is impossible to achieve in practice and the quality of a given security system is relative. Within a state-model security system, security is a specific "state" to be preserved under various operations.

Security Policy

A document that articulates the set of criteria for the provision of security services.

Security Services

Services provided by a set of security frameworks and performed by means of certain security mechanisms. Such services include, but are not limited to, access control, data confidentiality, and data integrity. 

Server

A computer system that responds to requests from client systems.

Sign

To create a digital signature for a message, or to affix a signature to a document, depending upon the context.

Signature

A method that is used or adopted by a document originator to identify himself or herself, which is either accepted by the recipient or its use is customary under the circumstances. (Cf., Digital Signature)

Subject (of a Certificate)

The holder of a private key corresponding to a public key. The term "subject" can refer to both the equipment or device that holds a private key and to the individual person, if any, who controls that equipment or device. A subject is assigned an unambiguous name which is bound to the public key contained in the subject's certificate. 

Subject Name 

The unambiguous value in the subject name field of a certificate that is bound to the public key.

Threat 

A circumstance or event with the potential to cause harm to a system, including the destruction, unauthorized disclosure, or modification of data and/or denial of service. 

Trust

Generally, the assumption that an entity will behave substantially as expected. Trust may apply only for a specific function. The key role of this term in an authentication framework is to describe the relationship between an authenticating entity and an IA. An authenticating entity must be certain that it can trust the IA to create only valid and reliable certificates, and users of those certificates rely upon the authenticating entity's determination of trust.

Trusted Third Party

In general, an independent, unbiased third party that contributes to the ultimate security and trustworthiness of computer-based information transfers. A trusted third party does not connote the existence of a trustor-trustee or other fiduciary relationship. (Cf., Trust)

Trustworthy System

Computer hardware, software, and procedures that are reasonably secure from intrusion and misuse; provide a reasonable level of availability, reliability, and correct operation; are reasonably suited to performing their intended functions; and enforce the applicable security policy. A trustworthy system is not necessarily a "trusted system" as recognized in classified government nomenclature. 

Unambiguous Name (See Distinguished Name)

User

An authorized entity that uses a certificate as applicant, subscriber, recipient or relying party, but not including the IA issuing the certificate. (Cf., Certificate Applicant; Entity; Person; Subscriber) 

Valid Certificate

A certificate issued by an IA and accepted by the subscriber listed in it.

Validate A Certificate (i.e., Of an End-User Subscriber Certificate) 

The process performed by a recipient or relying party to confirm that an end-user subscriber certificate is valid and was operational at the date and time a pertinent digital signature was created.

Validate A Certificate Chain 

For each certificate in a chain, the process performed by the recipient or relying party to authenticate the public key (in each certificate), confirm that each certificate is valid, was issued within the operational period of the corresponding IA certificate, and that all parties (IAs, end-user subscribers, recipients, and relying parties) have operated in accordance with the ATN CPS as to all certificates in the chain.

Validation (Of Certificate Application) 

The process performed by the IA following submission of a certificate application as a prerequisite to approval of the application and the issuance of a certificate. (Cf., Authentication; Software Validation)

Verify (A Digital Signature)

In relation to a given digital signature, message, and public key, to determine accurately that (i) the digital signature was created during the operational period of a valid certificate by the private key corresponding to the public key contained in the certificate and (ii) the associated message has not been altered since the digital signature was created. (Cf., Authentication; Confirm)
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