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SUMMARY

This paper is the consolidation of the work done by SG2 on production of a first draft .of the Guidance Material on Security. The document contains introductory material, explanations of the security architecture, and a Concept of Operations.
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1 Introduction
1.1 Purpose

This section of the CAMAL has been developed as companion documentation to the ATN standards and recommended practices (SARPs) and DOC. 9705 related to Security. This documentation may be read alongside those documents in order to provide a greater understanding of the SARPS and technical specifications. Alternatively, readers who simply want to understand security in the ATN rather than the detail of the specification may read this material in lieu of the SARPs and technical specification.

1.2 Scope of GM

The aim of this section of the CAMAL is to describe the general security architecture for the ATN and to provide reference material to aid the development and implementation of the security measures. This section also includes a Concept of Operations (CONOPS) for Security within the ATN to assist in understanding how security works within the ATN. Security provisions in the ATN are limited to the use of a certain services (described below) for authentication of users of the ATN and data exchanges over the ATN. These provisions are however only a portion of the larger security context associated with the safety and performance of air traffic management supported by the ATN. This larger context is addressed in Annex 17 and DOC 8973 [Ref 6 & 7] . Issues such as threats against the physical security of the systems that comprise the ATN are beyond the scope of the CAMAL but are covered in these other two documents.

1.3 Background

The operational requirements for ADS, AIDC and CPDLC, as described in ICAO Doc. xxxx [Ed. Note – needs document number] , identify the need for security measures to be taken with respect to information flowing between end systems, whether these be air-ground or ground-ground flows. Starting with the first ATNP WG meeting, various risk analysis and studies have shown that data link systems and applications supported by the ATN and its sub-networks were vulnerable to certain security threats. These threats may include denial of service, modification, replay, and masquerade. A copy of the final paper recommending specific countermeasure is included in this material as Section [Ed. Note – needs section reference] Further work exploring the threats and countermeasures relevant to the ATN has resulted in the SARPs, technical material and this guidance material.

1.4 Definitions

 [Ed. Note – check if this should be part of the CAMAL] 

1.5 Applicable Documents

[Ref 1]
ITU-T X.509:1997

(ISO/IEC 9594-8.2)
Information Technology – Open Systems Interconnection – The Directory: Authentication Framework

[Ref 2]
ISO/IEC DIS 11586:1993
Information technology -  Open Systems Interconnection - Generic Upper Layers Security

[Ref 3]
ITU-T X.500:1992
Information Technology – Open Systems Interconnection – The Directory: Overview of Concepts, Models, and Services

[Ref 4]
ISO/IEC 8825-1:1994
Information Technology – ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

[Ref 5]
ISO/IEC 10747
Interdomain Routing Protocol (IDRP)

[Ref 6]
Annex 17
International Standards and Recommended Practices - Security - Annex 17 to the Convention on International Civil Aviation - Sixth edition - March 1997

[Ref 7]
ICAO Doc 8973/5 - Fifth Edition - 1996
Security Manual for Safeguarding Civil Aviation against Acts of Unlawful interference

2 Objectives
The objectives of security in the ATN are to provide certain specific countermeasures against the threats as identified in the WG1 Standing Document on Security. These threats were identified as masqarade 

2.1 Security Policy

ATN users need to exchange information across commercial networks while maintaining appropriate and effective security for data and applications. The ATN Security policy must be able to provide the appropriate guidelines to allow the management of certificates for a large distributed work force effectively while enforcing clear and consistent policy. This implies that the ATN Security policy must be flexible, scalable, manageable, and uniform. The security policy defines what needs to be protected, what the priorities are, and what the general approach to dealing with security problems should be.

The goal in developing a security policy is to define the expectations of proper computer and telecommunication network use and to specify procedures and technology to implement that policy. In formulating a security policy, objectives, direction, and risk(s) of the ATN community should be considered and policy must conform to existing rules, regulations and laws, both national and international, that the bear upon the ATN. 

Policy creation must be a joint effort by technical personnel, who understand the full ramifications and the implementation of the proposed policy and by decision-makers who have the power to enforce the policy. A policy that can not be implemented or enforced is meaningless.

The security policy by itself doesn't say how things are protected, however; that is the role of security procedures. The security policy should be presented in a high level document, giving general strategy.

The ATN Security Policy consists of;

1. The policy shall be that there will be no effort to guard against communication monitoring and third party traffic analysis – neither of these constitute a safety hazard.

2.
Data link messages shall be protected from modification, masquerade and replay. This means that for data messages between aircraft and air traffic control centers there will be a high level of assurance that a message comes from where it claims, has not been tampered with, and is not a repeat of an obsolete message.

3.
Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay - that means that there will be a high level of assurance that no unauthorized entity can modify the routing characteristics of the ATN system.

4.
The services that support messages to and from the aircraft shall be protected against denial of service attacks to some (to be specified) level of probability - this means having alternative communications paths available in case one path gets jammed.

5.
ATN Hosts and routers shall be protected from unauthorized physical access - this means that physical security measures will be provided to prevent unauthorized persons gaining access to the ATN hardware and/or software.

3 ATN Security Architecture Overview
3.1 Scope 

The purpose of this section of the guidance material is to provide an overview of the ATN security architecture. Basic security services and mechanisms are required due to the safety related information processed that ensure secure authenticated application and network layer data exchanges between ATN systems. 

The motivation for provision of this guidance material is: 

1) All ATN applications are vulnerable to Denial of Service attacks. 

2) Air traffic control messages are at risk from Modification, Replay and Masquerade attacks.

3) ATS MHS (X.400 messages) are at risk from modification and masquerade attacks.

4) System management is at risk from modification, replay and masquerade attacks. 

The focus of this GM is to provide guidance information on secure communications between any combination of ATN end system to end system (ES-ES) and intermediate system to intermediate system (IS-IS) that is interconnected using the ISO/ITU-T protocols
 as referenced in this guidance material. This guidance material will address minimum-security functions of authentication, integrity, and discretionary access control. 

The minimum-security functions are consistent with the security policy as stated in Section 2.2 of this guidance material.

Non-repudiation services are not formally included in the requirements but are unavoidable with the use of digital signatures. ATN X.509 based strong authentication does provide a framework so that non-repudiation services could be provided. 

Confidentiality services are not included in the requirements for ATN security. ATN X.509 (ISO/IEC 9594-8.2) based strong authentication provides access to public key information which could be used as part of a separately developed set of confidentiality services and would be consistent with those services.

Protocols/Standards

The security architecture described herein is intended to be used by ATN in the development of interface requirements as part of the design, procurement, and overall data communications security planning of the ATN and adheres to the security protocols and standards described above in Section 2.x.

3.2 Security Architecture and Model

The security architecture and model shown in Figure 1, is based on the Open System Interconnection Basic Reference Model ISO 7498-1 and Security Model (ISO 7498-2). In addition, this security architecture and model is consistent with the security policy as stated in Section 2.2 of this guidance material. The implementation of OSI architecture is specified as a general requirement together with the use of appropriate ITU-T X.500 directory authentication services with ITU-T X.509 Authentication Framework and protocols, and network layer security as specified in TBD.

ATN security mechanisms are defined for authentication of routing information exchanged between Boundary Intermediate Systems (BISs). 

X.509 recommendations are to be found in Volume VIII of the CCITT (now ITU) Blue Book approved by its plenary session every four years. X.509 is technically aligned with ISO 9594 Part 8. It is part of the family X. 500‑521 of recommendations covering Data Communication Networks Directory, i.e. a database of the network location of sets of objects (this can be an electronic mail address, for example) in the real world.

X.509 defines a framework for the provision by the Directory to its users of services for peer to peer authentication between entities, including the Directory itself. This framework specifies how authentication information is formed, obtained and used. Authentication certificates may be held within the directory and are obtained using the Directory Access Protocol defined in X.519. Both Simple (Password) and Strong (based on asymmetric public key cryptosystems) Authentication are specified. No particular cryptographic algorithm is mandated. 

X.509 also specifies the syntax (ASN.1) of a public key certificate, which is necessary when using asymmetric (or public) key cryptographic technology.

With respect to strong authentication, it is intended that the framework shall be applicable to any hash function or algorithm

One, two and three-way authentication are described in the X.509 standard. These establish the identities of the parties, the authentication tokens transmitted or received, their integrity and originality. Three-way avoids the need for timestamping but all include a random number to prevent replay or forgery.

Protocols and procedures will be specified to address each mode.

In each case where Strong Authentication is to take place, a user must obtain the public key of the target, and the return certification path from target to user, prior to any exchange of information. 

Peer entity authentication between a Directory User Agent (DUA) and a Directory Service Agent (DSA) or between two DSAs requires that both support the same cryptographic algorithm and hash function. These may be specified in the security policy of the administrative domain. Keys may be generated by the authenticating parties, which require that ability by the DSA or DUA, or obtained from the certification authority or another third party.

It should be noted that X.509 provides for an “Authentication Framework” and while some example information exchange protocols are given in the specification, none are mandated by this standard. In addition, the problem of “key distribution” is also not addressed by X.509. 
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3.2.1 Security Technology

The authentication algorithms used as part of ATN processes are TBD.

3.2.2 Security Framework

The Security Framework will be in accordance with provision of X.500 directory services integrated with other ATN applications such as configuration management (CM) & ATS MHS and X.509 v.3. 

X.509 defines a framework for the provision of authentication services by directory to its users. It describes two levels of authentication: simple authentication, using a password as a verification of claimed identity; and strong authentication, involving credentials formed using cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only strong authentication should be used as the basis for providing secure services.

For strong authentication, the return certification path must be established. The public key is obtained from the certificate authority. User certificates, including the distinguished name, a digital signature, lifetime, algorithm identifier and public key, are held within the Directory as attributes. Once a certificate path is known the validity of received certificates can be checked. The basic encoding rules defined in ISO/IEC 8825-1 apply with some restrictions, i.e. distinguished encoding rules only.

In general, X.509 specifies the form of authentication information held by the directory and how authentication information may be obtained from the X.500 directory.  

While X.509 does not specify the use of public-key cryptographic techniques (secret-key may be used) the most effective use of X.509 specifically within the overall context of simplifying the key-management problem, would be with public-key (asymmetric) techniques.

3.2.3 Public Key Infrastructure (PKI)

The ATN Public Key Infrastructure (ATN PKI) is the overall framework and environment, specific to ATN communications security, within which ATN security mechanism will function. The ATN PKI is the “underlying structure” that a user needs to access in order to make use of public key based security services. Generally, the ATN PKI will provide for the creation, distribution, and revocation of X.509 certificates. It provides the mechanisms by which the X.509 certificates will be used to provide security services. The ATN PKI designates the overall management structure associated with ATN communications security services.

PKI Services, Section 4.3 of this guidance material, addresses PKI and PKI services in greater detail. 

3.2.4 X.509 Certificates

A key element of the X.509 Authentication Framework is the X.509 Certificate. A “Certificate” contains information that associates a user/subject with a public key in a fashion that can be trusted and verified. The information describing this mapping of a public key to a user/subject is collected in the certificate and “signed”with the private key of the Certificate Authority (CA). Anyone wishing to check the validity of the certificate information only needs to verify the certificate’s digital signature with the Certificate Authority’s public key to determine if the information is the same as originally signed by the CA.

Table 1 provides a tabular representation of the information content of an example hypothetical X.509 Certificate as issued by a representative ATN Certificate Authority for a Representative Airframe.

X.509 Certificate Information Content for an Example 

“Representative Airframe”

As Issued by a Representative 

“ATN Certificate Authority”
Version
X.509 v.3 (Version 3)

Serial Number
0987654321 (Unique within the particular Certificate Authority)

Signature Algorithm Identifier

    -Algorithm

    -Parameters
- RSA

- 2048 bit modulus      (Algorithm used by the CA to sign the certificate)

Issuer
ATN Certificate Authority (Name of the CA that issued the certificate)

Period of Validity

    -Not Before Date

    -Not After Date
- January 1, 1998

- December 31, 1998

Subject
Representative Airframe (This certificate testifies to the association between this subject, “Representative Airframe”, and the subject’s public key as given in this certificate for use by others.)

Subject’s Public Key Information

    -Algorithm

    -Parameters

    -Public Key
- RSA 

- 1024 bit modulus

-

-----BEGIN PUBLIC KEY BLOCK-----

mQCNAzVbLZ0AAAEEAMBME3hkxml5deXFJZ7poOTmkWIoPqbG7PLxIYY/viIfCEOrKvW2bcNN8ZP59nfZESq3qErUClp39yRBkw/cpmnjgN41tGLLvxxzUNrg7Kt56ayKLI3skMDmOL4SriFm35+iQXje+RXwv6Kxs7NM5HQjIiDpDakQQh1ZNnBoDjH9AAURtCVKb2huIFNtaXRoICA8MTIzNC41Njc4QGNvbW11bml0eS5vcmc+=FNKf

-----END PUBLIC KEY BLOCK-----



Issuer Unique Identifier
Issuer_caa_xyz_051598-abcdefg  (Version 2 and 3 only)

Subject Unique Identifier
Airframe 000-00-0000—datetoday__123456-ICAO_ID  (Version 2 and 3 only)

Extensions
(Particular extension field types may be specified in standards or may be defined and registered by any organization or community. ISO/IEC and ANSI X9 have developed standard extensions for use in the v3 extensions field. Extensions can convey such data as additional subject identification information, key attribute information, policy information, and certification path constraints.)



Signature 
-----BEGIN Signature-----

iQEVAwUBNVs7uECTqP0pIOzFAQHnIwf+Js05XDBPooXfWEWqu5VQ/GcwLxaNRglyepLQfY+n4nbVsQ/+XJVZQJTSRdLOwcAlg7tjq5K7R8TJpn6epmpny0tUd304fmCXiJu3oqiFNh4VVbvh2t0/p9vOW9ppq2upBlGZ1SR1NcZQfmlQLwNn4ZZG/6A24FhdWWQ1x4s1vIiDvYP0pmD05p+mm2qlh+mBQT2x1etr3qmPbrStB75RmoCAdYmBsFAkWN2ebS1yRY3CTFGSJKlmTbqImjRdTFfd3FHHDjLTD/Zb3bC5XUhzxCF+CJXfaJ6+/iL2jztN8RpZ9XHjvBgDcbPUAZdV8eP+5hyNl4xOQfvRdz6djzHv3g

-----END Signature-----

(Signature is calculated on all of the above fields in this certificate.)

Table 1

3.2.5 Asymmetric Cryptographic Systems (Public-Key Systems)

The ATN PKI is X.509 based and X.509 strong authentication suggests the use of Asymmetric “Public-Key” type cryptographic techniques. These techniques utilize pairs of related public and private keys. Material encrypted with one of these keys - it doesn’t matter which one - can only be decrypted with the other. With these systems, each end of a communicating pair would have one or many unique public/private key pairs. With these systems, secret information does not have to be shared by any participant in the communication system. The private key is kept secret and the public key is distributed. With asymmetric systems, one can prove authentication/integrity/non-repudiation without disclosing (and thus destroying the continued use) the private key.

The use of asymmetric cryptographic systems within the ATN PKI does not eliminate the classic “key distribution problem”. The problem is the difficulty in the management, creation, distribution, revocation, and “agreement among parties” of cryptographic keys. (More precisely, the problem originates from the fact that a secure channel must exist to pass key material but the reason cryptographic techniques are used in the first place is the very non-existence of a secure channel.)  The “Certificate Authority” (CA) is the mechanism by which asymmetric key material is managed and the mechanism by which key distribution problems are addressed. Within the overall ATN PKI environment, regions, states, and organizations will need to coordinate some form of distributed or hybrid Certificate Authority hierarchy to facilitate the management of keys via the X.509 Certificate construct. 

3.2.6 Digital Signatures

The Certificate and the Certificate Authority exist as a mechanism to assure the accurate and valid distribution of public keys and key/user associations. There is a need for assured data bases of this information that will exist in many places, this is currently TBD. This information will need to be continuously updated through communication with various Certificate Authorities and through the incorporation of Certificate and Certificate Revocation List information. 

When an “initiating user” possesses authenticated “target user” public key information and possesses its own public/private key pair information, the “initiating user” may engage in authenticated communications with any “target user” and visa versa.

The digital signature process is as follows:

- User-A wishes to communicate with User-B

- User-A generates a message

- Using a known “message digest” or “hashing” algorithm, User-A calculates the message digest value for his message.

- User-A encrypts this message digest value with his own “private key”. This is the “signature”. Only User-A knows the value of his private key. Anyone with access to User-A’s public key can apply that public key to the signature to obtain the message digest value originally calculated by User-A, but only someone with knowledge of User-A’s private key could have produced the signature. 

-User-A sends the original message and the signature to User-B

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

-User-B receives the message supposedly from User-A, supposedly unaltered.

-User-B compares his message digest value with the value obtained through applying User-A’s known public key to the signature. If they match, the message is authentic, unaltered, and must have originated from User-A  (as long as User-A’s private key is unknown to anyone else). 

3.2.7 Network Layer Authentication

[Ed. Note - Additional information on IDRP authentication of routing information per ISO/IEC 10747 is TBD]

[This paragraph as shown below is duplicated in section 4 of this guidance material]

ATN security mechanisms are defined for authentication of routing information exchanged between Boundary Intermediate Systems (BISs). The Interdomain Routing Protocol (IDRP, ISO/IEC 10747) allows the option for authentication information (i.e., digital signature) to be carried within the Validation Pattern field of the fixed part of the BISPDU header. Air-ground and ground ATN BISs, supporting the ATN security services (i.e., using Type 2 authentication as defined by ISO/IEC 10747) allow for peer BISs to authenticate all routing information exchanges. The means by which a BIS obtains the certificate, or at least the public key, for the peer BIS is considered a local matter. Alternatives include:

a) local static configuration with the public key information for all peer air-ground or ground ATN BISs;

b) static configuration of the public key information from a centralized systems manager

c) retrieval from an X.500 server, which would require an X.500 user agent within the BIS

3.3 Services

Security services will provide protection at the application layer with X.509 strong authentication techniques, and at the network layer using IDRP authentication header security mechanisms.  These services will be provided in addition to the local physical security access mechanisms implemented at a local “facility” level.

Sections 4.3 and 4.4 of this guidance material reference in detail PKI security services. The services discussed below include those required by ATN standards, and those which result as a consequence of the technologies employed, the use of which could be made with little or no additional effort on a case by case basis.

 These services include

· Digital Signature Key Management 

· Certificate Management

· Distributed Database Services

· Non-Repudiation

· Integrity

· Authentication

· Client Interface

· Certificate

· Certificate Revocation

· Certificate Authority

· Cross Certification (Cross Authentication)

· Revocation List Management

· Audit

· Discretionary Controlled Access

· Confidentiality

3.3.1 Discretionary Controlled Access

3.3.1.1 TBD

3.3.2 Authentication/Integrity/Non-Repudiation

Authentication, Integrity, and Non-Repudiation are services provided to the ATN community by ATN PKI digital signatures.

Authentication makes it possible for the receiver of a message to ascertain the origin of the message.

Integrity makes it possible for the receiver of a message to make sure that the message has not been altered in transit.

Non-Repudiation makes it impossible for the sender to deny later that they sent a message. Non-Repudiation is not formally required by ATN requirements. Non-repudiation is an unavoidable consequence resulting from the use of digital signature techniques within the ATN PKI.  

3.3.3 Confidentiality

While no technical provisions are defined for explicit provision of confidentiality services the ATN PKI does provide the framework within which confidentiality could be implemented on a local basis if desired. Confidentiality is that service which hides meaning from those not intended to receive it. ATN security does not require confidentiality services. 

Threats and Protection

Table 2 shows threats against the ATN and the protections gained through ATN PKI security services.

Threats
Services


Entity

Authentication
Data

Integrity
Non-

Repudiation
(Not required but easily available within 

X.509 based ATN PKI)
Data

Confidentiality
(Not required but easily available within 

X.509 based ATN PKI)

Masquerade
(




Modification

(



Replay
(
(
(


Denial of Service
(
(



Data Interception

(Not formally a threat within the ATN ATC context.)



(

Repudiation

(Not formally a threat within the ATN ATC context.)


(


Table 2

3.4 Certificate Authority

3.4.1 Certificate Authority

The assured use of these authentication techniques means that the user must be confident that the cryptographic key information be correct and correctly associated with a particular “other user”. This confidence is obtained though the distribution and use of key information/associations through Certificate Authorities.

A user obtains and validates a public key for other users by obtaining and validating a certificate from a Certificate Authority that contains the public key associated with the other user. The validity of this information may be checked with a trusted public key of the Certificate Authority. In turn, the public key this Certificate Authority may need to be obtained from still another Certificate Authority.

Certificate Authorities are responsible for “being trusted”, for protecting their private key(s), publishing their public keys, and maintaining and publishing Certificate Revocation Lists which invalidate “old” certificates.

A chain of multiple certificates may be needed to prove the validity of a single public key association with a particular end-entity. This chain of certificates is identified as the Certification Path. Somewhere, some “trusted” association must be initiated and a user obtain a “trusted” public key. (Physically obtaining public key certification from a CA by physically appearing and proving identity would be one example.)

Certification paths may be hierarchical or distributed. Figure 2 shows one possible hierarchical structure associated with the ATN certificate authority path. 

If 2 or more ATN users use the same CA, then verification of a user’s public key is straightforward and is accomplished through the single certificate issued by the single common CA. 

If 2 or more ATN users use different CAs then the verification process is more complicated. In that case, each ATN user would need to possess the certificates for each CA in the chain of CAs up to the common points in the hierarchy structure and back down again to the other user who’s public key they are trying to verify. 

At the top level, there is no single Certificate Authority, and decision logic will be applied based on agreements between top level Certificate Authorities as to whether recognition is given or not to other top level Certificate Authorities.

Section 4.3.6 of this guidance material discusses in detail Certificate Authority.
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3.4.2 Certificate Authority Roles and Responsibilities

An ATN Certificate Authority is a trusted entity that:

· associates a unique name with an ATN entity, 

· joins that name with the public key associated with that ATN entity, 

· verifies that association through digitally signing the information contained in that certificate, and 

· makes that digitally signed information - the certificate - available to users of the system.

An ATN CA must be responsible for creating, maintaining and distributing Certificate Revocation Lists (CRLs) which are used to disseminate information regarding entity/public key associations that have become invalid. 

A primary function of the CA is to develop and utilize procedures that assure the truth of the information contained in the certificate. It is the responsibility of the CA to make every effort to make this so. 

The CA should not issue a certificate unless it has assured itself that the association affirmed is valid and correct. The CA should set up procedures to guaranty this assurance. These procedures would include “demonstration of identity” protocols and perhaps the physical presence of an individual authorized to obtain a certificate and capable of providing credentials to prove identity and authority.

The private keys belonging to the ATN CA, which are used to digitally sign certificates, are very sensitive. Maintaining their security is extremely critical to the trustworthiness of the entire system. A strong effort must be made to keep them secure. These efforts will include measures ranging from “clearing” personnel who will have access to this information, to physical security measures such as limited physical access to the parts of the CA directly involved with the CA’s private key(s). It is also possible to engage in “secret splitting” or “secret sharing” protocols to prevent any 1 individual from having the capability to know or disseminate CA secret key information.

If the private key of a CA becomes known, certificates may be forged under the name of that particular CA. 

The CA will need to maintain its own public/private key pair(s), and make its own public key information widely available.  ATN CA’s will have associated with them, their own certificates, digitally signed by the CA above them in the hierarchy. ATN top level CAs will need to share certificate information, based on agreements between each other, with levels of guaranteed assurance deemed appropriate by each top level ATN CA.

4 ATN Security Concept of Operations
4.1 Introduction

4.1.1 Purpose

The purpose of ATN security concept of operations is to describe how the security features of the ATN may be used to provide an operational capability for authentication of:

a)
Exchanges between peer applications

b)
Exchanges of systems management information 

c)
Exchanges of routing information between peer Boundary Intermediate Systems (BIS)

The concept of operations will define an architecture for a Public Key Infrastructure (PKI) approach which ATN can use for unclassified but safety related applications, and will describe the functionality of the architecture's components.

Application of public-key technology requires the user of a public key to be confident that the public key belongs to the correct remote person or system with which an encryption or digital signature mechanism will be used. This confidence is obtained through the use of public-key certificates distributed via a public-key infrastructure. A public-key certificate is a data structure that binds a public key bit-string to data that identifies a subject. The binding is achieved by having a trusted certification authority (CA) digitally sign the certificate.

4.1.2 Scope

TBD

4.1.3 Assumptions

It is assumed that the PKI will be used to provide the following basic forms of protection:

· ensuring the authenticity and integrity of safety related information in electronic transactions;

· protection of the confidentiality of safety related information is not provided however the mechanisms do exists;

· protection against re-play provided by application time stamp;

· non-repudiation is provided through digital signatures..

The following basic assumptions are made with respect to overall PKI structure:

· The PKI is to have distributed functionality. From the administrative perspective, it will be hierarchically structured, in the form of PKI nodes, each of which has been delegated authority to support a sub-community of user systems and, optionally, to administer a set of subordinate PKI nodes. There is no fundamental requirement to fix the number of hierarchical levels nor have a single node on top. Thus making the number of levels variable will allow for greater flexibility in serving large or small client organizations.

· In general, key generation functions are to be distributed, i.e., placed as low as practical in the hierarchy.

· Transaction logging and local audit trail accumulation functions are to be built into systems at all levels of the hierarchy. Provision is also to be made for automatically transferring certain audit records to a superior system.

· A global ATN wide X.500 directory service will evolve as the PKI evolves. This directory service can be used to facilitate the distribution of ATS information.

4.2 An Example Scenario

X.509 defines a security framework that can be applied to the ATN ground infrastructure to provide for the assignment, management and distribution of security key information. The integrated X.500 with the air-ground context management (CM) application is the tool needed to accomplish this infrastructure. The security approach is to upgrade the CM application for version 2 to include the necessary air-ground support for public key distribution. An example of a process that could be employed for an airborne user to receive secured ATN communication services is described below as a series of steps:

Step 1 -
aircraft owner/operator obtains their public and private assignments from their designated certification authority (CA). With this they also are given the public key of the CA.

Step 2 -
the aircraft owner/operator implements X.500 Director User Agent (DUA) in their ground automation system (e.g., automation system used for flight plan). For a general aviation user, they could work though a CAA operated or authorized organization, which in turn has implemented a X.500 DUA.

Step 3 -
the aircraft owner/operator provides the information for a X.500 entry that includes the aircraft's ATN network address(es) and the CA issued Certificate that contains the public key information. 

Step 4 -
once entered into the X.500 directory the ATN ground infrastructure provides authorized ATN ground users with global access to this information. Note that the X.509 authentication procedures would apply to all X.500 access thus providing the means to ensure that only authorized ground users can access the X.500 directory.

Step 5 -
an aircraft using a version 2 of the Context Management (CM) application generates a CM logon request message that includes an indication that secured services are requested. One alternative would be for this logon request message itself to not be secured. If the ground CM application were still at the version 1 level (i.e., as per package-1 ATN SARPs) then the air and ground CM applications would revert to a version 1 CM service, not supporting the security provisions. 

Step 6 -
if both air and ground CM applications are at version 2 level and the aircraft has requested secured services then the goal would be for all subsequent ATS (or at least ATC) exchanges to employ digital signatures. The ground CM application needs to incorporate a X.500 directory user agent. Having received the initial aircraft CM logon requesting secured services, the ground CM application would use X.500/X.509 to obtain the certification path and ultimately the directory entry for the given aircraft. This directory entry would include the Certificate that in turn includes the public key for the aircraft. The directory entry would also include addressing information for that aircraft that could be compared against the information in the CM logon request.

Step 7 -
having obtained the public key for the aircraft, the ground CM application has the information it needs to generate a secured message to the aircraft. Note than only an authorized ground X.500 user has access to this directory information. The ground CM application, having obtained the public key for the aircraft, can now respond to the CM logon request with a secured CM logon response message. However, up to this point the aircraft does not have the public key for the ground CM application. The ground CM application's logon response message could include the public key information for itself and the public keys of the ground ATS applications. Since this message would be secured, only the aircraft with the correct private key would be able to decrypt the received CM logon confirmation message.

Step 8 -
ground applications (such as CPDLC) desiring to initiate a dialog with an aircraft would obtain the addressing and public key information from the ground CM application. The ground access to the CM application would also need to be secured to ensure that only authorized ground applications can access the public key information contained in the CM database. Next data authority messages generated by the ground CPDLC application could include the public key as well as the address information for the next ATC authority.

The above is an example of how X.500, X.509 and an enhanced CM application would be used to support secured services on the ATN. The ATN security framework, based on X.500/X .509, would also support ATN systems management by providing the means for key management and distribution in support of secured systems manager-to-manager and manager-to-agent communications.

4.3 PKI Services

4.3.1 Digital Signature Key Management Services

In the above example step 1, the CA generates a digital signature on a data item using a private key known only to the CA. Any ATN user can validate that digital signature, using a public key that can be freely made known to any potential ATN user. To ensure the integrity of public keys, a public key is distributed in the form of a public-key certificate, digitally signed by a certification authority. 

The main services provided by the PKI infrastructure, with respect to digital signature key management, are:

· ensuring the integrity of the binding between the private key used by a signer and the public key used by verifiers;  

· providing a means to obtain, with high integrity, a public key from a signing entity which generates its own key pairs (the PKI then generates a certificate for that public key for the purposes of further distribution);

· generating public key certificates and distributing such certificates to verifiers;

· providing a means for archival of verification keys;

· providing a means for revocation of previously-distributed public keys, as a result of such events as change in authorization or suspected signing key compromise;

· providing seed keys to assist in ensuring that a signing key value used does not have characteristics that might compromise the security of the signature mechanism;

· providing security audit trail facilities.

4.3.2 Certificate Management Services

Certificate management services are used to support digital signature key management. The main certificate management services provided by the PKI infrastructure are:

· generation of public-key certificates for signers that participate in the digital signature system;

· generation of public-key certificates for use in authenticating encryption entities and/or in establishing encryption keys for use between communicating encryption entities;

· generation of public-key certificates for certification authorities, signed by other certification authorities, for use in verifying certificate chains;

· generation of certificate revocation lists (CRLs);  a CRL is a signed list of the certificates which have been revoked by a certification authority; the list is signed by that certification authority;

· posting certificates for distribution, via Directory Services, to any system requiring them;

· providing a means for an entity to initially obtain, and to maintain, a reliable copy of a public key to be used as a starting point in verifying certificate signatures (potentially in a certificate chain);

· providing security audit trail facilities associated with certificate generation and revocation.

4.3.3 Distributed Database Services

Directory services constitute a primary means of distributing certificates and other information regarding people and functional components that use or form part of the ATN PKI. These services are used to support digital signature key management. Directory services employ a distributed (as opposed to centralized) directory system.

A distributed database management system is required to manage this information via the X.500 directory system which is used for certificate management. The primary role of directory services in the ATN PKI is the distribution of public-key certificates and certification revocation lists to end entities or other systems requiring them. Directory services used for this purpose do not require a high level of trust because certificates and CRLs do not require confidentiality and provide their own integrity internally.

For directory services, the ATN PKI will employ the X.500 architecture and X.500-based protocols. Use of these protocols will span directory services operated by states and organization and by the operating authorities of ATN PKI nodes. In general, requests for certificates or CRLs will be chained to the appropriate DSA in any of these directory services. Provision should also be made for replicating non-safety related directory entry information in directory service agents (DSAs) of different directory services. In particular, entry information for all ATN certificate authorities should be replicated to any directory service requesting it. 

The main distributed database services provided by the PKI infrastructure are:

· maintaining directory entries for encryption entities; information included in such an entry might include, for example, public-key certificate(s), network address, and contact information;

· maintaining directory entries for signers that participate in the digital signature system; information included in such an entry might include, for example, public-key certificate and contact information;

· maintaining directory entries for certification authorities; information included in such an entry will typically include public-key certificates with that certification authority as the subject, public-key certificates for other certification authorities issued by that certification authority, and certificate revocation lists (CRLs) issued by that certification authority;

· ensuring that unique names exist for all objects (including encryption entities, digital signature entities, and certification authorities) in the PKI. A single name may be used for an entity which has both encryption and digital signature capabilities (reference section 3.4.4 figure 2);

· providing servers that make confidential directory information available to authorized persons/systems within the PKI environment (this does not apply to certificates and CRLs but might apply to administrative information held in the directory, e.g., entries for personnel operating PKI services);

· delivering non-confidential directory information to external directory servers used by PKI entities and/or entities persons/systems outside the PKI environment;

· maintaining access control information, and enforcing access control, to ensure that only properly authorized persons or systems can read information in the directory entries, and that only properly authorized persons can create or modify such entries. Only authorized CAs will be given access to the creation, deletion and modification of directory information  

4.3.4 Non-Repudiation Services

Non-repudiation services are not formally included in the requirements but are unavoidable with the use of digital signatures. Non-repudiation involves the generation, accumulation, retrieval, and interpretation of evidence that a particular party was responsible for a particular data item. The evidence must be capable of convincing an independent third party, potentially at a much later time, as to the validity of a claim. Digital signatures are an essential tool used in providing non-repudiation services, but the existence of a digital signature infrastructure does not, in itself, satisfy all non-repudiation requirements.

Beyond basic digital signature support, the following services to support non-repudiation can be provided by the PKI infrastructure to those users requiring them:

· storing of evidence to assist in possible future dispute resolution;

· evidence retrieval and interpretation, in the event of dispute situations;

· time-stamping of electronic transactions, i.e., affixing of a high-assurance signed time-stamp, as evidence as to the time at which a transaction was signed or communicated.

4.3.5 Client Interface Services

Operation of the PKI will depend upon interactions between client personnel and operations and administration personnel at certificate management nodes. The main services provided by the PKI infrastructure, with respect to client interface services, are:

· providing the basis by which encryption entities may authenticate each other, as required to support key distribution processes (such authentication will employ public-key-based digital signature technology);

· involving the following service functions:  establishment of identification information and generation of key pairs used for authentication; updating of authentication key pairs used for authentication; distribution of identification information and key pairs used for authentication and revocation of public keys used for authentication.

· managing keys to be used for encryption key establishment (such key establishment processes will employ public-key technology);  

· involving the following service functions: generation of key establishment keys; updating of key establishment keys; distribution of key establishment keys; and revocation of key establishment keys.

· assisting in the making of authorization decisions as to whether or not a decryption key should be distributed to a particular system;

· providing a means for (short term) back-up or (long term) archival of key establishment keys which, in some circumstances, enable decryption keys to be recovered;

· providing support for the recovery of a decryption key in various circumstances, such as:

· on client request, in the event of key loss owing to such events as equipment failure or forgotten password;  on request of authorized management personnel in the client's organization;  
on request of law enforcement agencies with appropriate authorization.

· providing random seeds for use in initializing pseudo random number generators;  this can assist in ensuring that a key value used for data encryption, authentication, or key establishment does not have characteristics that might compromise the security of the cryptographic mechanism;

· providing security audit trail facilities.

4.3.6 PKI Data Structures

4.3.6.1 Certificates

The ATN security services will use the standard public-key certificate format that is defined in the Directory Authentication Framework X.509 [ISO/IEC 9594-8.2].

Access by both the ATN PKI administrator for management of the public key data and by client ATN user agents to query the DSA to obtain certificates will by via the “TBD”. ATN user certificates will be signed by an ATN certificate authority and verified by the “TBD” before being actioned. ATN users must be able to determine if they can trust a signature for a particular application. This requires verification of certificates and certificate chains, and evaluating the assurance associated with the binding of identity to a certificate.

Certificates need to be distributed to:

· digital signature verifier entities, which use such certificates to obtain reliable copies of public keys for use in verifying digital signatures; 

· encryption entities, which use such certificates to obtain reliable copies of public keys for use in authenticating and/or establishing encryption keys with other encryption entities.

4.3.6.2 Nomenclature

Certificates, cross-certificates and CRLs are all directory attributes from the X.509 standard, and defined there in the ASN.1 syntax [X.509 97], . Formal names in ASN.1 are written without spaces and the separate words in the names are indicated by capitalizing the first letter of each word except for the first word. For example, the formal ASN.1 name of a cross-certificate is “crossCertificatePair,” while the formal name of a certificate is “certificate.”  In this CONOPS, when it is useful to be very specific that a word means a particular formal directory attribute, as defined in X.509, they are shown in their ASN.1 form, for example: certificate, crossCertificatePair, and certificateRevocationList.

(Editor’s Note: X.509 encoding/decoding rules may require a need for different rules for at the application and presentation layers with negotiated transfer syntax.)

4.3.6.3 Certificate Authority Structure

A certification authority issues public-key certificates for its subjects.  A subject may be a digital signature signer entity, encryption entity,  or another certification authority. The issuing certification authority must:

· have been assigned administrative responsibility for the subject digital signature entity, an encryption entity, or certification authority; and

· have assurance that, as a result of a past or future end-entity initialization or key-pair updating process, the public key being certified is associated with a private key that has been installed, or will be installed, in the identified subject end-entity.

4.3.6.3.1 Cross Certification

Users must be able to determine if they can trust a signature for a particular application. This requires verification of certificates and certificate chains, and evaluating the assurance associated with the binding of identity to a certificate.

The ATN Security CONOPS will support the X.509 cross-certificate-pair construct to build bi-directional chains of trust between CAs. The cross-certificate-pair construct contains two certificates: a "forward" certificate and a "reverse" certificate. The subject of the "forward" certificate is the issuer of the "reverse" certificate and vice-versa.

4.3.6.3.2 Revocation List Management

It is at times necessary to revoke certificates, for example when the certificate holder leaves the issuing organization or when the private key is compromised. The mechanism defined in X.509 for revoking certificates is the Certificate Revocation List (CRL).

A certificate includes a validity period. Certificate revocation results from one of the following occurring prior to the expiry date/time:

· The public key is no longer considered valid, e.g., because of suspected compromise of the corresponding private key.

· The subject entity identified in the certificate is no longer considered an authorized user of the corresponding private key, e.g., because a person has changed his or her organizational affiliation, or because authorized privileges have changed.

· Other information in the certificate has changed, e.g., some component of the subject's name or some attribute in the certificate has changed.

4.3.7 Security Levels

TBD

4.4 Intra-Domain Communication

4.4.1 Introduction

This section will discuss the suggested methods for communicating between administrative domains. 

4.4.2 Levels of security

TBD

4.4.3 End Systems to End Systems

This section provides suggested methods for using a PKI infrastructure between end systems. One way to provide interoperability between various public key cryptosystems is to enable end users to verify signatures from multiple types of cryptosystems.

4.4.3.1 Ground to Ground

4.4.3.1.1 PKI Technologies

The ATN Security CONOPS will establish guidelines for the archiving, logging, and auditing of PKI entities with respect to ground to ground entities. These guidelines will specify minimum contents of archives and logs and length of time they must be maintained. Audit standards will address the generation and systematic review of system audit trails.

4.4.3.1.2 PKI Interoperation

The ATN Security CONOPS will ensure interoperability of ground to ground entities and clients by selecting appropriate standards to support PKI transactions. Certain algorithms and information formats will be supported within the ATN Security CONOPS due to their status as formal or de facto standards.

4.4.3.1.3 Servers and Agents

Some security related servers and agents may be operated by the ATN Administrative Domain, or be used by the ATN Administrative Domain. The important services that have been identified are described in some detail below. The following list is not exhaustive, and a need for additional kinds of security servers and agents may be identified. The infrastructure will be augmented by a variety of security-related servers and agents. These servers or agents will generally be trusted users with certificates issued by some appropriate authority. They will support the needs of users.

4.4.3.1.3.1 Repositories

Repositories provide a way to find certificates and certification paths. The normal repository for CAs in the ATN Security CONOPS is a directory that uses X.500 distinguished names. Directories may be maintained for broader purposes than the public key infrastructure, and such general directories may be used. Repositories are not normally trusted entities and strong authentication of the repository is not normally provided. Validity of certificates or CRLs obtained from a repository is established by actually verifying the signatures through a certification path back to a signature by a trusted authority whose public key is independently known to the verifier.

4.4.3.1.4 Functional Description

4.4.3.1.4.1 Certificate Management

This subsection addresses the management of public-key certificates used to support digital signature verification or the identification and authentication needs of encryption key distribution from a ground to ground perspective. This includes the posting of certificates to external Directory services and the revocation of certificates.

4.4.3.1.4.2 Audit

Every certificate management node will be required to maintain a local audit trail of security-significant events. A subset of these events may need to be reported back to the superior certificate management node. Centralized audit trail accumulation can occur at the central archive facility. A security alarm facility should also be provided at each certificate management node, for signalling such events as suspected local node penetration or privilege violation, or failure of on-line services.

4.4.3.1.4.3 Distributed Data Management

Distributed information to be managed from a ground to ground perspective includes: 

· PKI structure information. This includes information regarding which certificate management nodes,  encryption entities, and digital signature entities are administered by each certificate management node. It also includes information as to the certification authority or authorities associated with a certificate management node.

· PKI node privilege information. When a subdomain of the PKI is hierarchically structured, the privileges of a node may be administered by a node's superior management node. The node privilege information indicates which safety related optional functions a node may perform and any configuration restrictions.

· PKI operator privilege information. This includes information on individual operators, and their privileges, at each certificate management node. In some cases, operator privileges will be entirely local to a particular certificate management node. In other cases, an operator may have privileges to access information at multiple certificate management nodes.

· Other directory information associated with the PKI.

4.4.3.1.4.4 Communication Protocols

This section discusses the communications protocols required to support on-line communications among certificate management nodes, organizational registration authorities, end entities, and directory services.

4.4.3.2 Air to Ground

4.4.3.2.1 PKI Technologies

The ATN Security CONOPS will establish guidelines for the archiving, logging, and auditing of PKI entities with respect to air to ground entities. These guidelines will specify minimum contents of archives and logs and length of time they must be maintained. Audit standards will address the generation and systematic review of system audit trails.

4.4.3.2.2 PKI Interoperation

The ATN Security Architecture will ensure interoperability of air to ground entities and clients by selecting appropriate standards to support PKI transactions. Certain algorithms and information formats will be supported within the ATN Security Architecture due to their status as formal or de facto standards.

4.4.3.2.3 Servers and Agents

Some security related servers and agents may be operated by the ATN Administrative Domain, or be used by the ATN Administrative Domain. The important services that have been identified are described in some detail below. The following list is not exhaustive, and a need for additional kinds of security servers and agents may be identified. The infrastructure will be augmented by a variety of security-related servers and agents. These servers or agents will generally be trusted users with certificates issued by some appropriate authority. They will support the needs of users.

4.4.3.2.3.1 Repositories

Repositories provide a way to find certificates and certification paths. The normal repository for CAs in the ATN Security CONOPS is a directory that uses X.500 distinguished names. Directories may be maintained for broader purposes than the public key infrastructure, and such general directories may be used. Repositories are not normally trusted entities and strong authentication of the repository is not normally provided. Validity of certificates or CRLs obtained from a repository is established by actually verifying the signatures through a certification path back to a signature by a trusted authority whose public key is independently known to the verifier.

4.4.3.2.4 Functional Description

4.4.3.2.4.1 Certificate Management

This subsection addresses the management of public-key certificates used to support digital signature verification or the identification and authentication needs of encryption key distribution from an air to ground perspective. This includes the posting of certificates to external Directory services and the revocation of certificates.

4.4.3.2.4.2 Audit

Every certificate management node will be required to maintain a local audit trail of security-significant events. A subset of these events may need to be reported back to the superior certificate management node. Centralized audit trail accumulation can occur at the central archive facility. A security alarm facility should also be provided at each certificate management node, for signalling such events as suspected local node penetration or privilege violation, or failure of on-line services.

4.4.3.2.4.3 Distributed Data Management

Distributed information to be managed from an air to ground perspective includes: 

· PKI structure information. This includes information regarding which certificate management nodes,  encryption entities, and digital signature entities are administered by each certificate management node. It also includes information as to the certification authority or authorities associated with a certificate management node.

· PKI node privilege information. When a subdomain of the PKI is hierarchically structured, the privileges of a node may be administered by a node's superior management node. The node privilege information indicates which safety related optional functions a node may perform and any configuration restrictions.

· PKI operator privilege information. This includes information on individual operators, and their privileges, at each certificate management node. In some cases, operator privileges will be entirely local to a particular certificate management node. In other cases, an operator may have privileges to access information at multiple certificate management nodes.

· Other directory information associated with the PKI.

4.4.3.2.4.4 Communication Protocols

This section discusses the communications protocols required to support on-line communications among certificate management nodes, organizational registration authorities, end entities, and directory services.

4.4.4 Intermediate Systems to Intermediate Systems

This section would contain similar material but from an intermediate system perspective.
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4.5.4.1.4.4 Communication Protocols

4.5.4.2 Air to Ground

4.5.4.2.1 Authentication of exchanges between ground/air-ground Boundary Intermediate Systems (BISs)

ATN security mechanisms are defined for authentication of routing information exchanged between BISs. The Interdomain Routing Protocol (IDRP, ISO/IEC 10747) allows the option for authentication information (i.e., digital signature) to be carried within the Validation Pattern field of the fixed part of the BISPDU header. Air-ground and ground ATN BISs, supporting the ATN security services (i.e., using Type 2 authentication as defined by ISO/IEC 10747), allow for peer BISs to authenticate all routing information exchanges. The means by which a BIS obtains the certificate, or at least the public key, for the peer BIS is considered a local matter. Alternatives include:

a)
local static configuration with the public key information for all peer air-ground or ground ATN BISs;

b)
static configuration of the public key information from a centralized systems manager

c)
retrieval from an X.500 server, which would require an X.500 user agent within the BIS

4.5.4.2.2 PKI Technologies

4.5.4.2.3 PKI Interoperation

4.5.4.2.4 Servers and Agents

4.5.4.2.4.1 Repositories

4.5.4.2.5 Functional Description

4.5.4.2.5.1 Certificate Management

4.5.4.2.5.2 Audit

4.5.4.2.5.3 Distributed Data Management

4.5.4.2.5.4 Communication Protocols

4.5.4.2.5.5 Authentication of exchanges between air-ground and airborne Boundary Intermediate Systems (BISs)

Support for mobile users within the ATN imposes certain ATN unique requirements for the use of authentication services in conjunction with IDRP. The ATN security model requires only authentication of routing information exchanges from an airborne BIS to an air-ground BIS and not in the reverse direction. Also the ATN security model recognizes that there will be non-uniform support for the ATN security services. That is, a given air-ground or airborne may be either support authentication of routing exchanges or not. The authentication mechanisms supported by the base IDRP standard do not directly provide the flexibility needed for the ATN mobile environment in that ISO/IEC 10747 requires symmetrical authentication service between peer BISs and no mechanism is defined for negotiating the level of authentication to be used. It therefore was necessary to define ATN unique requirements that enhance the authentication mechanisms defined by ISO/IEC 10747. These modifications have been isolated to only those airborne and air-ground BISs that support the ATN security services. The specific sequence of events that occur in opening an IDRP connection and exchanging routing information is described below along with an indication of the ATN unique aspects of the authentication service.

<Editor’s note:  This can only be competed after ATNP WG2 decides on which alternative mechanism to require in Sub-Volume 5 of the ATN SARPs>
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SUMMARY

The question of technical security mechanisms in the context of the ATN SARPs has been discussed in both WG1 and WG3 during the period from ATNP/1 to date.  This paper summarises the main issues (security threats and vulnerabilities), and the counter-measures that are available to protect ATC data traffic from attack, with the current status in ATNP Working Group discussions.
7 Introduction and Status
7.1 Scope

A number of papers have been presented and discussed in WG1 under the heading of "Security".  This paper summarises the issues, status and recommendations relating specifically to security in the context of protection of the network and information interchange from deliberate acts of interference by third parties, outside the intended user community.

7.2 Status

For ATNP 2, a paper describing in much greater detail the issues relating to security, threats, vulnerabilities and countermeasures has been developed.  This can be used by planners and implementors of ATN elements as an indication of the issues and possible future evolution of security in the ATN.

However, there are important issues that need further investigation .  In particular:

· it is not practicable to give guidance on "Institutional Issues" (such as key generation, distribution and management) before ATNP 2.

· it is not technically feasible to mandate the use of cryptographic check sums for protection of data or IDRP routing information messages before ATNP 2

It has therefore been concluded that there will be no technical security features in the SARPs for ATNP 2, but that States and Organisations will be expected to provide physical security for ATN components in accordance with their existing practices.

8 Discussion
8.1 Threats and Vulnerability

The threats that have been identified are summarised below:

· Message read by wrong party

· Message never reaches right party

· Message received by (delivered to) wrong party

· Duplicate message received

· Wrong message sent

The forms of attack that can result in the above include:

· monitoring the transmission medium

· modification (to the address information or the content)

· jamming or flooding the network or a particular transmission medium

· masquerading as a genuine user (phantom controllers, phantom pilots)

· replaying an earlier valid message at an inappropriate time

· Modification to the routing information tables of the network.

The main areas of vulnerability of the ATN are seen as:

· Air-ground data path - satellite, VHF, HF and Mode-S

· Data transfer on shared service networks (e.g. through services provided by public carriers)

· Physical access to equipment and circuits - impracticability of achieving physical security at isolated or remote locations.

8.2 Security Policy

The following baseline security policy has been proposed for the operation of the ATN:

· Communication monitoring and third party traffic analysis - neither of these constitute a safety hazard, so there is no need to guard against them.

· Data link messages shall be protected from modification, masquerade and replay - that means that for data messages between aircraft and air traffic control centres there will be a high level of assurance that a message comes from where it claims, has not been tampered with, and is not a repeat of an obsolete message.

· Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay - that means that there will be a high level of assurance that no unauthorised entity can modify the routing characteristics of the ATN.

· The services that support messages to and from the aircraft shall be protected against denial of service attacks to some (to be specified) level of probability - this means having alternative communications paths available in case one path gets jammed.

· ATN Hosts and routers shall be protected from unauthorised physical access - this means that physical security measures will be provided to prevent unauthorised persons gaining access to the ATN hardware and/or software.

8.3 Counter-measures

There are two main identified countermeasures:

· physical security to protect against unauthorised access to equipment and circuits

· technical security, by means of a cryptographic check sum, to protect against modification or replay of user messages,  to protect routing information carried in IDRP, and to authenticate the origin of a message.

The provision of physical security is seen as a State / Regional Planning matter.  Cryptographic check sums are seen as a desirable enhancement to be introduced at ATNP 3, but are not provided in the SARPs for ATNP 2.

8.4 Cryptographic Check Sum

8.4.1 Overview

A cryptographic checksum relies on the computation by the sender of information of a binary pattern (the check sum) in accordance with a "well-known" algorithm (i.e.  known by all communicating parties, in this case all aircraft and all control centres). The pattern is then encrypted using two complementary keys.  One half of the key pair is widely published, and is known to all potential communicating parties.  It is known as the "Public Key".  The other is kept secret by the owner, and is called the "Secret Key".

When a communicating partner encrypts the computed check sum using his secret key, anyone who has access to the public key can decrypt the pattern and re-compute the check sum, to determine that no modifications have been made to the message.  A cryptographic check sum therefore provides assurance that:

· the message comes from the correct sender (only the correct sender has the secret key to encrypt the check sum)

· the message has not been modified (because the check sum would be invalid)

· by inclusion of a message sequence number, the message is not a replay.

8.4.2 Issues with using a Cryptographic Check Sum

The issues of introducing a cryptographic check sum are:

· computational overhead to calculate the check sum and encrypt /decrypt

· protocol overhead (bits on the line) to carry the check sum and message sequence number

· protection to be afforded to the secret keys

· management of the public keys

· key generation, distribution and management function

The technical issues are all resolvable.  However, key generation, distribution and management require a trusted organisational infrastructure to:

· generate valid key pairs

· distribute in a secure manner secret keys to the authorised owner of the key

· publishing in a "secure" (tamper-proof) manner the public keys for authorised communicating entities

· revoking of any compromised key

In practical terms, a number of agencies may collaborate to provide key generation, distribution and management services, and the means by which these bodies would co-operate and work together in an environment of mutual trust is still to be determined.  The requirement for "trust" is to prevent the issue of apparently useable key pairs, where the safeguarding of the "Secret" key by the issuer is suspect (either not safeguarded, or the same key pair issued to more than one party.)  These matters are identified as "Institutional Issues".

9 Recommendations
Three recommendations for future work arise from the above discussions and status:

1. The safety and security implications of unauthorised interference with user messages and IDRP messages containing routing information should be further investigated in the context of the operation of the ATN.

2. Based on the above investigation, the use of a cryptographic check sum to protect user messages and IDRP messages containing routing information should be investigated, and appropriate SARPs and Guidance Material developed.

3. Guidance material to States and Organisations on how to address the administrative and organisational issues of key generation, distribution and management associated with any cryptographic security solution should be developed.

4. The Panel is invited to attach the deliverable WG 1-11 Overall Security Concept to the Panel report.
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