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Summary


The goal of this paper provides a brief summary of the constraints inferred  by the French legislation in defining a policy for the security of data communication exchanges in the ATN together with its links with recommendation issued by European council on the subject.
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1. Introduction


This document deals with the policy defined by the French legislation in the frame of data communication. It does not deal with other kind of security mechanisms involved, in particular, in physical security nor access control to resources. This means that we will mainly deal with cryptographic mechanisms (means and services) and the associated resources (Certification Authorities, Key generators…) which can be used in order to implement secured data-link communications over an ATN communication stack.


Together with this analysis, we will provide a summary of European recommendation to its members on cryptography policies.


Main references come from the French “Journal officiel” which is the basic source for legislation.


The basic law text which defines the rules for the data communication is the law n°90-1170 issued on the 29th of December 1990, [Ref.1]. It has been somewhat rewritten in the law n°96-659 from the 26th of July 1996, [Ref.9]; the modifications which concern security concepts (article 28 of [Ref.1]) are amended in article 17 of [Ref.1]. The other texts provide amendments on this law or particular focuses on certain topics: procedure for declaration, definition of terms, etc.


It should be noted that, even if the [Ref.9] law issued describes a strict frame for use and provision of cryptography, the decree of application of this law has not yet been issued and, according to DSSI representative, should be made available by the beginning of March 1998. This document will be “referenced” using [REF. TBD].


2. Definitions


Two main concepts are defined in [Ref.1] an [Ref.9]: cryptographic service and cryptographic means.


Cryptographic service (“prestation cryptographique” in French): all the services aiming at the transformation, using secret conventions, of clear information or signals into information or signals non-intelligible for external parties, or the achievement of the reverse process, using means, hardware or software designed for this purpose.


Cryptographic means (“moyen cryptographique” in French): as stated in the previous definition, the cryptographic means consist of any hardware or software equipment which have been specifically designed, tuned or modified in order to provide the cryptographic benefits.


The following additional definitions will apply in this document:


Authentication: means a function for establishing the validity of a claimed identity of a user, device or another entity in an information or communications system.


Availability: means the property that data, information, and information and communications systems are accessible and usable on a timely basis in the required manner.


Confidentiality: means the property that data or information is not made available or disclosed to unauthorised individuals, entities, or processes.


Cryptography: means the discipline which embodies principles, means, and methods for the transformation of data in order to hide its information content, establish its authenticity, prevent its undetected modification, prevent its repudiation, and/or prevent its  unauthorised use.


Cryptographic key: means a parameter used with a cryptographic algorithm to transform, validate, authenticate, encrypt or decrypt data.


Cryptographic methods: means cryptographic techniques, services, systems, products and key management systems.


Data: means the representation of information in a manner suitable for communication, interpretation, storage, or processing.


Decryption: means the inverse function of encryption.


Encryption: means the transformation of data by the use of cryptography to produce unintelligible data (encrypted data) to ensure its confidentiality.


Integrity: means the property that data or information has not been modified or altered in an unauthorised manner.


Interoperability: of cryptographic methods means the technical ability of multiple cryptographic methods to function together.


Key management system: means a system for generation, storage, distribution, revocation, deletion, archiving, certification or application of cryptographic keys.


Key-holder: means an individual or entity in possession or control of cryptographic keys. A key-holder is not necessarily a user of the key.


Law enforcement: or "enforcement of laws" refers to the enforcement of all laws, without regard to subject matter.


Lawful access: means access by third party individuals or entities, including governments, to plain text, or cryptographic keys, of encrypted data, in accordance with law.


Mobility: of cryptographic methods only means the technical ability to function in multiple countries or information and communications infrastructures.


Non-repudiation: means a property achieved through cryptographic methods, which prevents an individual or entity from denying having performed a particular action related to data (such as mechanisms for non-rejection of authority (origin); for proof of obligation, intent, or commitment; or for proof of ownership).


Personal data: means any information relating to an identified or identifiable individual.


Plain-text: means intelligible data.


Portability: of cryptographic methods means the technical ability to be adapted and function in multiple systems.


3. French regulation


3.1 Policies


The French legislation defines two main policies concerning the regulation of cryptographic means: the need for declaration of providing, exporting or using cryptographic means, and the need for authorisation for providing, exporting or using cryptographic means. Both the declaration and the authorisation depend, roughly, on the goal of the cryptographic means. The agreements are delivered by the services of the Prime Minister or by the Prime Minister.


3.2 Levels of agreement


Three level have been defined for having the possibility to use a cryptographic mean or service: the declaration, which does not require to be confirmed, a requirement for authorisation which has to be presented to Prime Minister services, and a preliminary agreement which has to be obtained from Prime Minister.


The means needed for authentication of the communication (entities authentication and data integrity) only need to follow a declaration procedure.


The means needed for other security mechanisms (data encryption, in particular) are subject to a preliminary agreement.


The scope of the declaration or agreement concerns:


The use of the cryptographic means:


 is free:


If the cryptographic mean or service cannot provide with confidentiality functionality, in particular if it has the only objective to authenticate a communication or to provide the integrity in message transmission.


Or, if the cryptographic mean or service provides with confidentiality functionality, but only uses secret conventions which are managed according to pre-defined procedures and by an entity which are both agreed by Prime Minister.


is submitted to Prime minister authorisation in all other cases. 


The supply, importation from foreign countries which lay outside of the European Community, and the exportation to any foreign country of either a cryptographic means or a cryptographic service is submitted to:


Preliminary agreement from Prime Minister when they support confidentiality.


 Declaration to Prime Minister in the other cases.


A decree [Ref. TBD] will be issued in the first quarter of 1998 which will define a simplified declaration and authorisations procedure.


3.3 Elements of procedure


This part will be completed as soon as the official document (Journal officiel) will be available.


A decree of application [Ref. TBD] defines the conditions under which the declarations should be questioned and the authorisation can be obtained. Four kind of approaches have been retained:


For those means or for those users which can accommodate with low level security means, a simplified declaration or authorisation protocol can be followed; a precise definition should be issued soon.


For those cryptographic means or services which, as they support confidentiality, need a particular survey, but do not need a preliminary agreement from Prime Minister, an authorisation should be questioned, instead of a declaration,


For those cryptographic means or services which cannot provide with confidentiality functionality, or which provides with confidentiality functionality, but only uses secret conventions which are managed according to procedures and by an entity which both conform to requirements described in [REF.TBD], no preliminary procedure should be followed.


3.4 External authorised entities


We will group under this terminology all the entities which are in charge of managing cryptography means or services which provide with confidentiality. These entities are mainly represented by Certification Authorities and the entities which aim at generating private information.


These entities, together with their management, the procedures that they must implement,  and the tolerance which will be applicable to their use, constitute the main target of the application decree which should be issued by March 1998. According to DSSI representative, the French government intends, by this decree, to keep a strict control over the access to the private information (Private keys generation). This may lead to the obligation to get private information – or private information which can be considered as difficult to access without the agreement of its user - from agreed (by French Prime Minister) entities.


4. European council guidelines for cryptography policy


4.1 European council considerations


The European council, as it does not aim at affecting its members sovereign rights, but is more involved in co-ordinating them, in particular in the frame of exchanges of information. It has developed a somewhat different point of view which is based on the exchange of information across frontiers rather than the protection of local strategic interests.


Its main point concern the fact that there is a need, at least for economic development, to be able to transfer information and access data via world-wide communication means in a way which can be trusted by its users, in term of integrity, confidentiality, availability of the information and the ability to prove the origin the receipt of data.


This has to be provided, according to local legislation, and in a way appropriated to the effective needs raised for these communication: different means should be used for data integrity, authentication and non-repudiation. Furthermore, appropriate managerial, organisational and operational procedures should be used to provide an acceptable level of protection which would respect and provide protection for public safety, national security, the enforcement of laws, business interests, and consumer interests or privacy.


4.2 European council recommendations


Trust in cryptographic methods: Cryptographic methods should be trustworthy in order to generate confidence in the use of information and communications systems


Choice of cryptographic methods: Users should have a right to choose any cryptographic method, subject to applicable law.


Market driven development of cryptographic methods: Cryptographic methods should be developed in response to the needs, demands and responsibilities of individuals, businesses and governments


Standards for cryptographic methods: Technical standards, criteria and protocols for cryptographic methods should be developed and promulgated at the national and international level.


Protection of privacy and personal data: The fundamental rights of individuals to privacy, including secrecy of communications and protection of personal data, should be respected in national cryptography policies and in the implementation and use of cryptography policies and in the implementation and use of cryptographic methods.


Lawful access: National cryptography policies may allow lawful access to plain text, or cryptographic keys, of encrypted data. These policies must respect the other principles contained in the guidelines to the greatest extend possible.


Liability: Whether established by contract or legislation, the liability of individuals and entities that offer cryptographic services or hold or access cryptographic keys should be clearly stated.


International co-operation: Governments should co-operate to co-ordinate cryptography policies. As part of this effort, governments should remove, or avoid creating in the name of cryptography policy, unjustified obstacles to trade.


In summary:


European council recommendations essentially aim at co-ordinating members states strategies in the definition of security policies, and this, in order to harmonise these policies inside the European community.


European council does not aim at requiring its members states to modify their laws in order to provide security policies which would be harmonised inside the European community. Furthermore, it re-enforces the need for the use of security in the frame of applicable laws.


From this, we can conclude that the elaboration of security strategy, in particular in France, and the redaction of the associated texts of law will not be constraint by European council recommendation, although their elaboration will take these recommendation into account.


5. First approach of impact on the ATN security policy


Most of the constraints coming from legislation in the elaboration of a security policy, comes from the fact that governments (French government, in particular), will always need to be able to gain access to the private information (encrypted data, private keys…) in its plain-text form.


5.1 Data encryption


In order to simplify the provision for security mechanisms in the ATN, it could be considered as preferable to avoid the implementation of mechanisms which involves data encryption mechanisms.


If we conform to operational needs for security, as they are defined in [Ref.10] document, confidentiality is not required for the exchange of information in the frame of the ATN. The needs for security can all be fulfilled by implementing mechanisms based on cryptographic keys for authentication of origin, and for digital signature of data. From the two possible symmetric or asymmetric based algorithms, the former should be avoided as it implies the use of complex confidential exchanges between each communicating entity and a trusted third party.


5.2 Private information generation


The a-symmetric algorithms based key management strictly limits confidential exchange of information when the key generator for the private keys (usually a trusted third party), needs to communicate their private key to the communicating entities. This happens during:


initialisation phase: in order to provide the entities with an initial value for their private key,


authentication renewing phase: in order to provide the entities with a new private key when the previous one has expired.


In order to minimise these exchanges, it can be envisaged to strictly avoid key renewing during flight phase.


The initial phase of private keys exchange between the communicating entities and the key generators, could then be strictly limited to off line activity and left to local administration responsibility. In order to help implementers, it could be judicious to limit the possible mechanisms to a set where, at least, one element providing with the mean for exchanging private information, could be acceptable by everyone (under local legislation constraints).


It should be noted that, as the concern of governments in limiting the use of security is mainly to be able to gain access to the comprehensible data using acceptable means within an acceptable amount of time, it can be envisaged to use confidentiality mechanisms under two main conditions:


The private keys used during the data encryption provide enough protection against most of the potential threats, but encoded data can still be decrypted using more powerful means. To illustrate this, we could refer to secured commercial exchanges on the internet which involve credit card data encryption using small keys.


The keys used during the encryption have been provided by an agreed key generator, from which local authorities can gain access to the key and decrypt the exchanges. This implies that key generating entities are strictly under governmental control and provide service for private information generation, and that these entities will probably be out of control of Civil Aviation Administrations which may only be users of the services they provide.
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