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Summary





ATN security processes under discussion depend on the use of digital signature.  This paper describes requirements and issues for Certification Authorities for Digital Signature in ATN.


�
�
�
Introduction





A Certification Authority (CA) is an entity that:





Issues asymmetric cryptosystem keys to users for their use in digital signature, and


Revokes those certificates when they are compromised.





Requirements for Certification Authorities for ATN





There are currently no legal or otherwise binding requirements that dictate how a CA conducts it’s business.  CAs should publish a Certification Practices Statement (CPS) that describes its operating procedures and commitments to users of certificates it issues (for an example of a CPS, see ARINC’s CPS at http://www.digsig.arinc.com).  Every CA can have a different CPS.





It is important that the CAs used for ATN follow consistent, standard operating practices and procedures.  Compliance with such standard procedures should be verified through independent audit.





As an example of an issue that should be covered: current business practices for CAs typically call for the revocation of certificates within one business day of the CA being notified of a compromise.  A notification to the CA on Friday, for example, may not be listed by the CA as revoked until Monday.  This may be appropriate for commercial business practice, but more immediate action is required for ATS purposes.





Certificates for Use by Air Traffic Services





CAs offer a number of certificate classes to meet varying user requirements. Simple applications, such as protecting the privacy of personal messages, can be adequately served by certificates issued with minimal proofing (proof of identity) requirements. Certificates issued to support electronic commerce involving the transfer of funds, would require a certificate based on a much more extensive proofing process. The parties that validate signatures based on these certificates can decide whether or not to accept them based on the quality of the certificate, business practices associated with this type of transaction, and many other considerations.





Many applications of certificates within the aviation industry, particularly those involving ATN, ultimately involve public safety. This suggests that there needs to be a minimum set of requirements established for certificates used for applications involving public safety. These requirements would specify the minimal proofing requirements and basic CA practices required for ATN.  Audit procedures should be established and audits conducted on candidate CAs (and repeated at appropriate periods).





The result would be a list of certification authorities (and possibly specific certificate classes within those authorities) that could be used for ATN applications. Only certificates from those CAs would be allowed to be used by the ATN.


 


Digital signatures will be used for many different purposes within the aviation industry and throughout society.  Certificates and keys will be held by many individuals and systems for both aviation and non-aviation purposes.  In using digital signatures, there is the threat that a person could use a digital signature key, that was issued for a non-ATS purpose, and send an unauthorized ATS message to an aircraft.  A methodology should be incorporated that will allow a digital signature that is authorized for ATS purposes to be differentiated from one that is not authorized for ATS purpose.  An optional key usage extension field can be used that limits the use of the certificate to ATS purposes.  ATS avionics and ground systems should accept digital signatures based only on certificates that have this optional key usage extension field.





Multiplicity and Hierarchy of Certification Authorities





As discussed in WP 9-5, it is unlikely that all of the world’s airlines and aviation authorities will be able to agree on the use of a single CA for ATN.  Even if it were possible for such an agreement to be reached, for flexibility reasons, the ATN solution should not rule out multiple CAs.  It will also be difficult for all of the world’s airlines and aviation authorities to decide upon a single CA for the top of any hierarchy of CAs.  It would be best if the ATN solution could support multiple CAs that are considered as peers without hierarchy (or a network of CAs).





ATNP/WG1 WP 9-5 suggests the case of cross-certification of CAs (alternative d). However, this bilateral negotiation between each pair of CAs is a difficult process with uncertain results (particularly if there is no reference set of requirements). An end user will most likely depend on its CA to ensure that the entire chain is trustworthy to the level associated with its certificate, unless told otherwise. Even a sophisticated end user will have difficulty determining if all the CAs in the chain have similar practices and equivalent certificate classes.





Option c in WP 9-5, users directly having the certificate and corresponding public key to the approved ATN CAs, should be reconsidered. The initial certificates would be distributed in some public off-line process, similar to the way each user is provided the certificate for its own CA. Thus, each end user could check any signature, regardless of issuing CA, with no certificate chain.  This becomes even more viable if CAs are qualified in accordance with the requirements stated in Section � REF _Ref398966670 \n �2�.





Recommendations





Recommendation 1: After the ATN working group has solidified its security strategies, this should be followed by the development of a standard CPS (operating practices) for CAs supporting ATN.  There are some efforts to develop guidelines for CPSs that can be used as a starting point.  A good example of such guidelines is the Internet Engineering Task Force (IETF) Internet-Draft on Internet Public Key Infrastructure Part IV: Certificate Policy and Certification Practices Framework.





Recommendation 2:  Establish minimum proofing requirements for ATN certificates.





Recommendation 3: Consider option c in WP 9-5 as a viable approach to CA interaction.
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