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Summary





This paper provides an alternative solution for ATN security requirements.


�
�
�
Introduction





ATNP/WG1 WP 9-5 proposed a solution for ATN security requirements.  This paper agrees with the concept of using digital signature for ATS.  However, there are some concerns with some of the steps in the solution proposed in ATNP/WG1 WP 9-5 and those are discussed below. This paper provides an variation for consideration and further discussion.





ATN X.500 Directory Access





Step 4 in ATNP/WG1 WP 9-5 assumes that only authorized ATN ground users will have access to the public keys stored in ATN X.500 directories.  These keys are later used to set up a secure session with the aircraft as described in Step 7.  





The ATN community is world-wide. It is likely and probable that terrorist groups would be able to access the ATN X.500 directory either surreptitiously or with the help of authorized ATN ground users.  Even though the directory can be access limited with user authentication, the ability of terrorist organizations to obtain directory information through and with the help of individuals with authorized access make this methodology a security risk.





The compromise of these keys would enable a non-authorized person to set up a secure session with the aircraft and send fraudulent ATS information to the aircraft.





Encryption Export and Key Recovery





ATNP/WG1 WP 9-5 calls for the encryption of public key information for transmission to the aircraft (Step 7).





There is a significant amount of legislative and regulatory action underway in the U.S. that has the potential to limit the export of encryption products.  (Only U.S. activity is considered since the author does not have similar information regarding non-U.S. activity.) Since many aircraft fly international routes, such export restrictions could have a significant impact on the ability to use encryption products in a global ATS environment. 





It may be safest to steer clear of any methodologies that encrypt data or cryptographic keys for transmission.  It appears however that encryption as used when digitally signing a message (where only the message digest or hash is encrypted, but not the message itself) should be legally safe to pursue.








Scenario Summary





This paper presents a possible scenario below that: 





Provides for real-time validation of digital signature certificates/keys.


Removes any requirement for encryption of data (only the digital signature message digest or hash is encrypted; not the message itself).  This will minimize exposure to any current or future issues regarding encryption export controls and key recovery.


Provides for the upgrade of keys as required by compromise or more powerful analysis capabilities.


Allows for multiple Certification Authorities (CAs) without needing a single Certification Authority (CA) at the top of a hierarchy.


Minimizes the storage space required in avionics and ground systems and allows for real-time, automated loading (without human intervention) of certificates as they are needed by the systems.





Proposed Solution





Upon start up, the avionics would have its own private key and the certificates of the appropriate CAs, but would not have copies of the certificates of any ground system.  The ground system would have its own private key and the certificates of the appropriate CAs, but would not have copies of the certificates of any avionics. 





Although private keys could be issued to pilots, controllers, Air Traffic Control (ATC) sectors, etcetera, for ease of illustration, assume that private keys are issued to the “avionics” and the “ground system”.





The sequence of events would then be as follows.





The avionics would digitally sign the first message from the avionics to the ATC ground system. For the purposes of this discussion, the nature of that message is not important.  What is important is that the message is digitally signed by the private key of the avionics.


When the ground system received that initial message, the ground system would not initially be able to validate the digital signature because the ground system does not have a copy of the avionics’ certificate.  The ground system would then request a copy of the avionics’ certificate from the appropriate CA identified in the avionics’ signature on the message.


The CA would send the certificate to the ground system.  The ground system would know that the certificate was valid because it would be signed by the CA’s private key and the ground system would already have a copy of the CAs certificate in memory.  


The ground system could then validate the initial message.  The ground system would store the avionics’ certificate.  Subsequent messages from the avionics would be validated without contact with the CA. 


The avionics’ certificate would be removed from the ground system’s memory after the expiration of a configurable inactivity timer.


As a consequence of the initial contact by the avionics to the ground system, the ground system would send a digitally signed message to the avionics.


When the avionics received that initial message, the avionics would not be able to validate the digital signature because the avionics would not have a copy of the ground system’s certificate.  The avionics would then request a copy of the ground system’s certificate from the appropriate CA identified in the ground system’s signature on the message.  


The CA would send the certificate to the avionics.  The avionics would know that the certificate was valid because it would be signed by the CA’s private key and the avionics would already have a copy of the CA’s certificate in memory.  


The avionics could then validate the initial message and subsequent messages.


A ground system’s certificate would be removed from the avionics memory after the expiration of a configurable inactivity timer for that particular ground system.





In order to expedite the flow of information, upon the initial request from the avionics to the CA for the certificate of the ATC entity, the certificates of other nearby ATC entities could be uploaded as well.  For instance, the initial logon contact may be clearance delivery at a particular airport.  The CA could upload certificates associated with that airport’s ground control, tower, and departure control as well.  This would require further analysis.





This process:





Provides the avionics and ground systems with current and valid certificates;


Allows the CA to effectively revoke any compromised certificate by simply providing only current and valid certificates to the avionics or ground system; and


Simplifies the configuration management of certificates because only the CAs’ certificates need to be pre-loaded into the avionics and ground systems.  All other certificates are loaded dynamically.





CA Redundancy





Since this scenario depends heavily on access to the CAs, each CA must be implemented in a manner that provides for redundancy and resiliency.  This can be handled through call redirection and the duplication of certificates in certificate repositories. 





Recommendation





Recommendation 1:  WG1 SG2 should reconsider whether the scenario described in WP 9-5 is appropriate. WG1 SG2 should consider the scenario described above and subject it to further analysis and comment.





Recommendation 2: WG1 SG2 should address the issue of determining which entities/individuals will receive private keys.





Recommendation 3: WG1 SG
