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Summary





Aeronautical Telecommunications Network (ATN) security processes under discussion depend on the use of cryptographic techniques, including the encryption of data and/or cryptographic keys, and digital signatures.  This paper describes the current status of U.S. regulatory and legislative actions and case law regarding the export of encryption products.  These will have a significant impact on the techniques selected for use in ATN.


�
�
1.	�
Encryption Export and Key Recovery Policy Introduction





There is a significant amount of legislative and regulatory action underway in the U.S. that has the potential to limit the export of encryption products.  Since many aircraft fly international routes, such export restrictions could have a significant impact on the use of encryption products in an air traffic control environment.  This paper describes the current status of some of this activity (only U.S. activity is presented since the author does not have similar information regarding non-U.S. activity). This paper also describes certain technical difficulties associated with the key recovery methodology that is required by some of this proposed legislation.


2.	Administration Position





U.S. Department of Commerce interim rule (61 Fed. Reg. 68572, 12/30/96) amends the Export Administration Regulations (EAR) by imposing national security and foreign policy controls on certain information security systems and equipment, cryptographic devices, software and components specifically designed or modified therefor, and related technology.  





This rule allows U.S. persons to export and re-export 56-bit key length DES (Data Encryption Standard) encryption hardware and software products.  To export 56-bit encryption products however, product developers must commit to develop and sell future products, over the next two years, which support key recovery.





The Administration’s key recovery vision presumes that a trusted party would recover the user's confidentiality key for the user or for law enforcement officials acting under proper authority.  Access to keys would be provided in accordance with destination country policies and bilateral understandings.  Once providers implement key recovery, no key length limits or algorithm restrictions will apply to any exported encryption products.





This interim rule does not control encryption items specifically designed, developed, configured, adapted or modified for military applications (including command, control and intelligence applications). Such items remain on the U.S. Munitions List, and continue to be controlled by the Department of State.





This interim rule also does not control:





Equipment using “fixed” band scrambling not exceeding 8 bands and in which the transpositions change not more frequently than once every second;


Equipment using “fixed” band scrambling exceeding 8 bands and in which the transpositions change not more frequently than once every ten seconds;


Equipment using “fixed” frequency inversion and in which the transpositions change not more frequently than once every second;


Facsimile equipment;


Restricted audience broadcast equipment;


Civil television equipment;


Equipment specially designed to suppress emanations for reasons of health and safety.


“Personalized smart cards” or specially designed components therefor, with any of the following characteristics: a) not capable of message traffic encryption or encryption of user-supplied data or related key management functions therefor; or b) when restricted for use in equipment or systems excluded from control under this rule;


Equipment containing “fixed” data compression or coding techniques;


Receiving equipment for radio broadcast, pay television or similar restricted audience television of the consumer type, without digital encryption and where digital decryption is limited to the video, audio or management functions;


Portable or mobile radiotelephones for civil use (e.g., for use with commercial civil cellular radio communications systems) that are not capable of end-to-end encryption;


Decryption functions specially designed to allow the execution of copy-protected “software,” provided the decryption functions are not user-accessible; 


Access control equipment, such as automatic teller machines, self-service statement printers or point of sale terminals, that protects password or personal identification numbers (PIN) or similar data to prevent unauthorized access to facilities but does not allow for encryption of files or text, except as directly related to the password or PIN protection;


Data authentication equipment that calculates a Message Authentication Code (MAC) or similar result to ensure no alteration of text has taken place, or to authenticate users, but does not allow for encryption of data, text or other media other than that needed for the authentication;


Cryptographic equipment specially designed and limited for use in machines for banking or money transactions, such as automatic teller machines, self-service statement printers or point of sale terminals.


“Software required” for the “use” of equipment excluded from control under this rule;


“Software” providing any of the functions of equipment excluded from control under this rule.





Items 14, 16, and 17 appear to exclude equipment and software used to create and authenticate digital signatures. Therefore, Aeronautical Telecommunications Network (ATN) requirements for the use of X.509 certificates and digital signature technology seem to be exempt from this rule.





Items 13, 15, 16, and 17 exclude banking equipment and software from the rule.  This provides a precedent for exempting an entire industry.  Thus, should encryption be required in the ATN, these and item 7 could be used to argue for an exemption based on public safety. 


3.	Legislation





The Security and Freedom through Encryption (SAFE) bill, first introduced in 1996, would: 





Make it easier to export products with encryption functionality in them, 


Prohibit the government from mandating key escrow systems, 


Assert Americans' right to use encryption of their choice without key escrow, and 


Make it a crime to use encryption in a felony, specifically to thwart law enforcement





Although the SAFE bill started life with broad support, on September 9, 1997, the House National Security Committee voted 45-1 to return export control to the president. Privacy advocates are concerned that Congress may even pass a more restrictive bill that would require domestic key recovery and “immediate” decryption for law enforcement.  Political issues, privacy concerns, and security concerns are driving these votes.





On July 9, 1997, the Senate Commerce Committee approved the McCain-Kerrey "Secure Public Networks Act" (S. 909).  This legislation would force the U.S. domestic market for encryption to adopt key recovery encryption systems.  Though presented as a compromise between Administration policy and encryption reform bills now pending in Congress, the McCain-Kerrey bill is very close to the Administration’s position. 


4.	Court Challenges/Case Law


4.1	Daniel Bernstein





On August 26, 1997, the U.S. District Court, Northern District of California, struck down Commerce Department export restrictions on encryption, concluding that "the encryption regulations are an unconstitutional prior restraint in violation of the First Amendment." The decision knocks out a major part of the Clinton Administration's effort to force companies to design government surveillance into computers, telephones, and consumer electronics.  The Administration is appealing the decision.


4.2	Phil Karn





The US State Department Office of Defense Trade Controls has ruled that the book, Applied Cryptography by Bruce Schneier (copyright 1994, John Wiley & Sons; ISBN 0-471-59756-2) is freely exportable from the United States even though it contains complete source code for several strong cryptographic algorithms. But a floppy disk, a verbatim copy of the source code printed in the book, has been formally designated as a "defense article under category XIII(b)(1) of the United States Munitions List"! The State Department ruled that even though the book itself is "in the public domain" and hence outside their jurisdiction, a floppy disk containing the exact same source code as printed in the book is a "munition" requiring a license to export. 


5.	Technical Feasibility of Key Recovery





On May 27, 1997, eleven of the world’s most recognized cryptography experts* issued a report entitled “The Risks of Key Recovery, Key Escrow, and Trusted Third-Party Encryption.”  In it they concluded that:  Key recovery systems are inherently less secure, more costly, and more difficult to use than similar systems without a recovery feature. The massive deployment of key-recovery-based infrastructures to meet law enforcement's specifications will require significant sacrifices in security and convenience and substantially increased costs to all users of encryption. Furthermore, building the secure infrastructure of the breathtaking scale and complexity that would be required for such a scheme is beyond the experience and current competency of the field, and may well introduce ultimately unacceptable risks and costs.





6.	Conclusion





Methodologies that encrypt data or cryptographic keys for transmission may be export restricted.  On the other hand, it appears that encryption as used when digitally signing a message (where only the message digest or hash is encrypted, but not the message itself) should be legally safe to pursue.





The group is invited to include the information provided in this paper in its considerations.








________________


* Hal Abelson, Ross Anderson, Steven M. Bellovin, Josh Benaloh, Matt Blaze, Whitfield Diffie, John Gilmore, Peter G. Neumann, Ronald L. Rivest, Jeffrey I. Schiller, and Bruce Schneier.
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