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Summary





ATN security processes under discussion depend on the use of cryptographic techniques such as digital signature.  Previously submitted papers have identified various requirements.  This paper provides additional requirements that should be considered for ATN.


�
�
�
Introduction





Proposed ATN security processes depend on the use of cryptographic techniques such as digital signature.  Previous papers submitted to the working group have developed a number of requirements for ATN security.  The requirements stated in this document are in addition to the requirements in ATNP/WG1 WP 6-10, WP 6-11, and WP 9-5.





Compromise of Keys and Ciphers





It is a basic tenet in cryptography that it is only a matter of time before ciphers and keys will be compromised or broken.   Keys can be compromised by being lost, broken, or stolen. All work to incorporate cryptography into the ATN environment must address the problems inherent in this tenet.





For digital signature purposes, this requires that ATN systems have real-time access to CAs.  When a private key is compromised, the CA must quickly revoke the certificate that contains the corresponding public key. ATN systems must frequently check with CAs in order to determine if a private key used in a digital signature is invalid because its corresponding certificate has been revoked (the periodicity of these checks is subject to further analysis).





Furthermore, the system must provide for recovery from the compromise of a CA’s private key as well as the private key of end users/systems.  A CA’s private key is less susceptible to theft or loss than a key issued to a pilot on a smart card, but the CA private key is certainly susceptible to cryptoanalysis.  This situation needs to be handled in a manner that allows for the rapid and automatic update of avionics and ground systems.





Transition and Accommodation of Different Algorithms and Key Lengths





As processing power available to those who would attack cryptography systems becomes more powerful, key lengths and cryptography algorithms will need to be changed to lengthen keys or increase the capability of the algorithm.  ATN must provide an architecture that supports such transitions.  These transitions must be handled in a manner that can allow for planned upgrades to strengthen the system over time, as well as for quick upgrades required when a key is compromised.  This situation requires that avionics and ground systems be built with the capability of elegant transition and upgrade, and that a mechanism be incorporated that allows these systems to detect when a transition to a new key or algorithm is appropriate.





Certificate Holders





One certificate could be issued to each aircraft and to each aviation authority.  It is also possible that each pilot and air traffic controller could be issued a certificate.





There are certain logistics and security issues to having the certificate issued to a particular aircraft.  They include:





If the avionics equipment is replaced for maintenance purposes, the certificate might follow the computer rather than the aircraft.


When the aircraft is unattended, the certificate is subject to theft or other compromise.


Compromise of a private key on the avionics might not be detected until well after the compromise. 


Passwords are used to protect the private key from compromise.  Aircrew would need to know the password associated with the private key for every aircraft that they might fly!


This minimizes the number of certificates issued.





An alternative is to issue certificates to aircrew:





The private key would follow the aircrew as they transition to various aircraft.


The identity of the aircraft is still part of the ATN information exchange.


The identity of the message originator is then the aircrew and the aircraft.


One possible approach is that smart cards could be used by the aircrew to insert their private key into the process as long as that particular crew were on the aircraft.


Passwords are used to protect the private key from compromise.  Aircrew would need to know only the password associated with their own private key.


There are already efforts underway to issue digital signature certificates to airmen.  The FAA has fielded applications and systems that will use digital signature when airmen apply for their airman ‘licenses’.  Several airlines are investigating the use of digital signature by pilots and mechanics as part of flight dispatch and maintenance operations.





Composition and Transmission of Certificates





Certificates used by commercially available software products can become quite lengthy.  Recently, one CA has issued certificates that were 4,000 bytes in size.  Other CAs issue certificates that are in the 1,800 byte range.





Current digital signature products sometimes send a copy of the signer’s digital signature certificate as part of the signed message.  This information is not required within the closed community of ATN users and could be eliminated in order to reduce bandwidth usage. 





For bandwidth conservation purposes, in the event that certificates will be transmitted over the air/ground link, the size of certificates used for ATN needs to be minimized.





Recommendations





Recommendation 1: WG1 SG2 should investigate the advantages and other efforts towards issuing certificates to aircrew (on smart cards or other token) for ATN and whether an airman should use their own private key for all ATN transmissions while the airman is in control of an aircraft.





Recommendation 2: WG3 conduct additional analysis to determine the minimum amount of data that could be transmitted with an ATN digital signature certificate.  Each element specified in X.509 should be scrutinized in order to determine if it can be eliminated or at least reduced in size
