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1	Introduction





2.	Objectives and Definitions





2.1	Objectives 





2.2	Definitions





3.	ATN Security Architecture





	3.1  	ATN Security Model


		- use of X.500/X.509


		- based on public keys/private keys


		- CAs issue certificates


		- integration with CM


		- encompasses aircraft and ground systems


- intermediate systems (IDRP)


- end systems 	


- system managers


- certification authorities


- backward compatibility (accommodates users without security capability)


		- etc.





	3.2  	ATN Security Services


		- authentication


		- data encryption for distribution of security keys





4.	Certification Authorities (CAs)





4.1	Roles and Responsibilities of CAs





4.1.1 	General


4.1.2 	Role of the CAs Supporting States


4.1.3  	Role of the CAs supporting Air Carriers


4.1.4  	Role of the CAs supporting Service Providers 





4.2	Hierarchy of CAs





4.3	Bilateral/Multilateral Agreements among CAs


	


5.	Design Considerations





	5.1	Timely retrieval of certificates


		- store copies of certificates for frequent users


		- minimize the certification path length 





	5.2	Controlling Access to Certificates





6.	Example Scenario
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