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ATTACHMENT B — High Level Validation Tool Descriptions

B.1
AMA ATN Security Services Validation Initiative

Tool Identification 

Name
ATN EC Cryptographic Package

Category
Prototype implementation

Description
Prototype implementation of the ATN Cryptographic Primitives.  The implementation is developed as an Application Program Interface (API) that can be compiled into any application environment.

The implementation is developed to the underlying standards for Sub-volume VIII so that it is not ATN specific.  For example, different key sizes and different elliptic curve parameters may be used with the API with no code change. 

Contact Point and/or Supplier
Supplier: SOFREAVIA

Contact point:  Mr Frédéric Picard

Tool Version and Date
Only current version is maintained, June 2000 

Supporting Hardware
· PC PIII 450MHz

· PC 486 33MHz (ATSU-like) 

Supporting Operating System and/or Software
Red Hat Linux 6.2



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information:  Not applicable.

Notes

This tool was used in the scope of the SECATN project. Aérospatiale Matra Airbus  (AMA) with the assistance of Sofréavia launched in may 2000 the SECATN project to analyse the impacts of the implementation of  the ATN security services in an avionics environment. Sofréavia ported its EC cryptographic software package on a PC environment and is conducting benchmark exercises to assess the level of performance of such processing in the Airbus ATSU. The project also analysed the potential operational impact of the ATN security solution and investigated some of the interoperability, certification and institutional issues induced by the security management. The following work packages are in progress:

· Analysis of the ATN Security Services,

· Performances Issues,

· Certification Issues,

· Development and cost issues.

ATTACHMENT C — Coverage of Validation Objectives by Validation Exercises

C.1
List of Validation Initiatives

Initiative Name
Title
Attachment

SECATN
Aérospatiale Matra Airbus ATN Security Services Validation Initiative
tbd

C.2
Cross Reference List

Validation Objective
Validation Initiative
Validation Exercise
Exercise Title

SVO1
 
 


SVO2




SVO3




FVO1




FVO2
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO3
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO4
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO5
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO6
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO7
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

TVO1
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

TVO2
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

TVO3




TVO4




FVO5
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO6
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO7
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO8
SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

 
SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

ATTACHMENT F — Aérospatiale Matra Airbus ATN Security Services Validation Initiative

This report presents the results of the Aérospatiale Matra Airbus (AMA) ATN Security Services Validation Initiative that have been obtained in the period from December 1999 through July 2000.  It summarizes the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of AMA on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

F.1
Initiative Reference & Title

SECATN: AMA ATN Security Services Initiative 

F.2
Type

Prototype implementation and analysis.

F.3
Responsible State/Organisation

Aérospatiale Matra Airbus.

F.4
Contact Point

State/Organisation
Contact Details

Aérospatiale Matra Airbus
Mr. Gilles Gobbo

BTE/SY/AVSM

Tel: 33 (0)5 61 18 09 89

Fax: 33 (0)5 61 93 80 90

e-mail: gilles.gobbo@avions.aerospatiale.fr

F.5
References

[1] 
Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume VIII.



[2]
WG1/SG2 WP1907 Validation Report for the ATN Test Vectors for the Cryptographic Infrastructure

[3]
Aérospatiale Matra Airbus (AMA) Validation Initiative - Validation Report

F.6
Validation tools involved

The SECATN is being conducted at the Sofréavia ATM Department in Toulouse (France) for Aérospatiale Matra Airbus. One PC PIII dedicated to the SECATN project was used to port and test the EC Cryptographic Package on the Linux OS.

The ATN EC Cryptographic package supports the ATN Digital Signature Scheme (ADSS), the ATN Keyed Message Authentication Code Scheme (AMACS) and most of the ATN auxiliary functions (ATN hash function and ATN random variable generator). It provides a programmatic interface (API) compliant with the function interface specified in SARPs section 8.5 [1]. The two domain parameter sets defined for ATN are supported by the package. In addition, functions are provided to encode and decode certificates and certificate revocation lists. The API is being updated to include all the functions defined in the SARPs.

The ATN EC Cryptographic Package API was linked to a test application that generated the test vectors in a format suitable for comparison with the expected output described in document WG1SG2 1907.

In parallel, 2 paper analysis were performed on different topics: potential technical and operational impacts of the ATN security in  the aircraft, certification issues, etc… These studies were based on a detailed review of Doc 9705 and the CONOPS which generated comments and requests for information to WG1SG2. 

F.7
Validation Period

The validation of the ATN Cryptographic Infrastructure portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII and the review of the ATNP documentation on ATN Security spanned from May through August 2000.

F.8
Objectives

The SECATN project was set up to study the ATN Security Framework from an avionics perspective. The review of the ICAO document (Doc 9705, CONOPS, etc…) by the SECATN team was the opportunity to review – an therefore to validate to some extent - the ATN Security concept by independent experts. The AMA ATN Security Services Validation Initiative is addressing a subset of the Requirement Groupings included in Sub-Volume VIII.  The AMA ATN Security Services Validation Initiative mainly aims at demonstrating that: 

1. the applicable Requirement Groupings are implementable in an airborne environment,

2. the applicable Requirement Groupings are complete, consistent, and unambiguous.

F.9
Validation Strategy

The objective of the SECATN project was two-fold:

· to validate some of the technical provisions in Doc 9705 Sub-Volume VIII with the use of an ATN EC Cryptographic tool (i.e. section 8.5), and

· to analyze the overall ATN security solution from an avionics point's of view through analysis and inspection of Doc 9705 and the ATN Security CONOPs document.

Two Validation Exercises have been defined to cover separately those two objectives.

The validation approach was to test the ATN EC Cryptographic package against the reference test vectors defined by the FAA in the WG1SG2 WP 1907 -- Validation Report for the Aeronautical Telecommunications Network (ATN) – Test Vectors for the Cryptographic Infrastructure. 

The principle of the initiative was first to develop an API for the ATN Cryptographic Package compliant with third edition of Doc 9705 Sub-Volume VIII.  The API was then integrated into a test driver that utilizes them to produce the ATN Test Vectors.  The test driver is then executed to produce the ATN Test Vectors in a format suitable for comparison with the expected results documented in WP 1907. 

The second step consisted in porting the ATN Cryptographic Package in a computer having equivalent processing capability than the ATSU to check that the processing and memory requirements for handling ATN security were acceptable for an airborne computer.

The API and test driver were developed independent of the specification activity.  That is, they were implemented by individuals who have not participated to the production of the SARPs. This provides further level of confidence that the SARPs are complete, consistent, and unambiguous. During implementation, the WG1SG2 experts participating to the consider any requests for clarification, or questions raised by the development team. Those issues requiring correction to Sub-Volume VIII, and/or provision of additional guidance were reported to the WG1/SG2 in [3].

Production of the ATN Test Vectors satisfied the test coverage required for the Validation Objectives assigned to this initiative.  Production of the ATN Test Vectors can be decomposed into a series of individual ATN Validation Exercises.  The results of these ATN Validation Exercises were reported in [3].

This summary was produced on the basis of the outcomes of the implementation phase and the results documented in [3].

F.10
Validation exercises

The AMA ATN Security Services Validation Initiative consists of the 2 ATN Validation Exercises (AVE) listed by title in the following table. 
AVE name
AVE title

AVE_100
Test Vectors for the ATN Cryptographic Infrastructure

This exercise consists in running the Test Vectors ATN Cryptographic Infrastructure defined in WG1SG2 WP-1907 with the EC Cryptographic package and compare the results with the expected results specified in WP-1907. It also addresses performances aspects.

AVE_200
Doc 9705 Edition 3 and CONOPs Review

This paper exercise addresses the analysis of the Security CONOPs and Doc 9705 Sub-Volume III performed by the SECATN team.

F.11
Implementation status

The following table summarizes the current status of the implementation of the ATN Security Services.

Label
Requirement Group
Implementation status

SEC3-01
ATN Security Strategy
Not planned

SEC3-02
ATN Security Architecture
Not planned

SEC3-03
ATN Security Backward Compatibility
Not planned

SEC3-04
ULCS Security Services
Not planned

SEC3-05
CM Security Services
Not planned

SEC3-06
Other Applications Security Services
Not planned

SEC3-07
Key Management and Distribution
Not planned

SEC3-08
ATN Certificate Authority Architecture
Not planned

SEC3-09
ATN PKI Certificates
Partial (PER encoding/decoding functions)

SEC3-10
ATN Compressed Certificates
Not planned

SEC3-11
ATN Certificate Revocation Lists
Partial (PER encoding/decoding functions)

SEC3-12
ATN Cryptographic Setting
Complete

SEC3-13
ATN Key Agreement Scheme (AKAS)
Complete (except AKDF)

SEC3-14
ATN Digital Signature Scheme (ADSS)
Complete

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
Complete

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
Complete

SEC3-17
ATN System Security Object (SSO)
Not planned

F.12
Findings

· No major deficiency was identified for the applicable SARPs requirements which are considered complete, unambiguous and consistent. 

Independent validation projects including the AMA validation initiative resulted in several defects on the third edition of Doc 9705 Sub-Volumes II, IV, V and VIII. All these defects have been reported to the Sub-Volume editors and have been resolved by the relevant ATNP SG by amending the draft third edition or through the identification of items to be included as additional Guidance Material. 

· Processing capability requirements to support the ATN Cryptographic functions do not seem to be incompatible with the technical constraints of the ATSU but further analysis needs to be performed.

The following table provides the performance figures obtained for a PC presenting similar processing characteristics than the ATSU. 


80486 DX 33 MHz (ATSU-like PC)


N=163
N=233

Signature generation
625 ms
1000 ms

Signature checking
740 ms
1300 ms

Shared Secret Value Computation
640 ms
1000 ms

Hashing (HMAC)
2 ms/KO

· The processing time overhead caused by the ATN security computation may impact the overall ATN service response time.

The time overhead for the processing of a CM-logon by the airborne End System is estimated at about 3 seconds. Compared to the total processing and transit delay for the complete CM-logon exchange and given that the CM-logon is performed several minutes before operational exchanges are made, the time overhead due to the ATN security is considered as fully acceptable but may have an impact once considering the transitional phase and/or failure conditions in operational use. For other applications, digital signature generation and checking should not induce significant overhead but needs to be confirmed.   

Notice: even if the test have attempted to be as close as possible to the real hardware environment, real operational operation where several process are running together (e.g. Automatic Dependant Surveillance, Airline Operational Control) may impact appreciably the overall end to end performance thus implying that further studies would need to be conducted in this area. In addition, the effect on the capacity of the different type of memory required to run those new processes needs further to be considered.

· The ATN Security Framework specified in Doc 9705 and the Security CONOPs is globally well specified. However, complete validation of it could be considered achieved only when the following open issues are fully addressed and validated:

[ISSUE 1]
Too many functions are considered as local matter within security domains. As such, they are not described in the SARPs. These "local-matter functions" need to be specified and validated before the overall ATN security can be fully considered validated. For instance:

· Data exchanges between aircraft, airlines, ATSOs, State CAs, AOE CAs and ground users are not specified (e.g, distribution of public keys between the aircraft and the AOEs or State CAs). The procedures, the contents of the data exchanged, the constraints on the users – addressing both technical and institutional aspects – need to be investigated in the aeronautical environment. 

· The ATN security solution assumes some "implicit functions" which are obvious in a ground environment (e.g. banking environment). These functions could be difficult to implement in the avionics. For instance, keeping secret the private key in the aircraft could be a major problem. An other example is the clock synchronization required for checking the certificate validity. These functions should be identified either in the SARPs or in the CONOPS and investigated in the aeronautical environment.

[ISSUE 2] 
Provisions in Doc 9705 are not provided for secure connection-less mode applications. This is essential for supporting AOC secure applications over the ATN. 

[ISSUE 3] 
The systematic closure of the underlying dialogue upon security failure detection could be too drastic in some situations where the time and the overhead needed to re-establish a new dialogue are operationally more costly than to drop the invalid message (e.g. an ADS report with an integrity problem).

[ISSUE 4]
Operational procedures in case of security failure are not standardised. The information presented to the pilot and the procedures to apply in case of security alarm may vary depending of the source of alarm (ES vs. BIS, local vs. remote detection), the nature of the application impacted (ATC vs. AOC, CPDLC vs. D-METAR), etc…  

[ISSUE 5] 
The base cryptographic functions will probably be provided by COTS (it is unlikely that ECC libraries will be developed by aircraft and ground ATC systems manufacturers). Known EC COTS implement 20.000 to 100.000 lines of C codes. The way to certify these COTS and the level of certification need to be investigated.

F.13
Conclusion

As a result of the success of the validation exercises, Aérospatiale Matra Airbus is in position to express its confidence regarding the technical feasibility to integrate the ATN cryptographic functions in the airborne data link environment and regarding the quality in the SARPs of the specification of the security related functions and communication protocols. 

However, AMA recommends that further experiments and studies be carried out to close the open issues identified by the SECATN project, the objective being to prove that:

· security related functions not subject to standardization correctly support the ATN Security Framework (local functions and intra-domain data exchanges),

· the ATN correctly provides security services to non-ATC applications,

· cryptographic software can be certified,

· the overall behavior and performance of the secure ATN system is fully acceptable to operational users.

The validation activity successfully carried out in the 1999/2000 timeframe which consisted to validate in parts the Doc 9705 sub-volumes should be consolidated by a validation of all components involved in the security processing: air and ground ES and BIS integrating cryptographic functions and security specific protocols, ATN PKI entities and the CAs entities.  

SUMMARY


This paper addresses the proposed Aérospatiale Matra Airbus (AMA) input for the WG1/SG2 Validation Report for the Working Group of the Whole Meeting 4 in Berlin in August 2000. The material in this paper is expected to be copied into the subgroup report.
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