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ATTACHMENT B — High Level Validation Tool Descriptions

B.1
US NASA Ames Research Center ATN Security Services Validation Initiative

Tool Identification 

Name
NASA Ames Research Center PKI Validation Tool 

Category
Prototype implementation

Description
Prototype implementation of the ATN Public Key Infrastructure (PKI).  The implementation utilises commercially available, off-the-shelf PKI applications that execute on standard personal computer workstations.

The implementation is configured to the ATN standards for Doc 9705, Sub-volume VIII.  

Contact Point and/or Supplier
Supplier: Honeywell Advanced Systems Technology Group

               Columbia, Maryland   USA

Contact point:  Mr. Donald C. Kauffman

Tool Version and Date
Only current version is maintained, August 2000 

Supporting Hardware
Compaq PC Workstation Platform

Supporting Operating System and/or Software
Windows NT4.0



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes



ATTACHMENT C — Coverage of Validation Objectives by Validation Exercises

C.1
List of Validation Initiatives

Initiative Name
Title
Attachment

NASA_Sec
US NASA Ames Research Center ATN Security Services Validation Initiative
G

C.2
Cross Reference List

Validation Objective
Validation Initiative
Validation Exercise
Exercise Title

SVO1




SVO2




SVO3




FVO1
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO2
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO3
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO4
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO5
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO6
NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO7




TVO1




TVO2
NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

TVO3
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation

TVO4
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation

TVO5




TVO6
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

TVO7
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

TVO8
NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

ATTACHMENT G — US NASA Ames Research Center ATN Security Services Validation Initiative

This report presents the results of the US NASA Ames Research Center ATN Security Services Validation Initiative that have been obtained in the period from February through August 2000.  It summarises the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of NASA on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

G.1
Initiative Reference & Title

NASA_Sec: US NASA Ames Research Center ATN Security Services Initiative 

G.2
Type

Prototype implementation and analysis

G.3
Responsible State/Organisation

NASA Ames Research Center

G.4
Contact Point

State/Organisation
Contact Details

NASA Ames Research Center
Mr. John Wang

NASA Ames Research Center 
Applied Information Technology Division

Technical Consultants to the US FAA Panel Member

Tel: +1 650 604-5525

Fax: +1 650 604-6999

e-mail: jwang@mail.arc.nasa.gov

G.5
References

REF1 
Draft ATN SARPs Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume VIII.



REF2
WG1/SG2 WP2107 Independent Cryptographic Expert Validation Report for the Aeronautical Telecommunications Network (ATN) Security Concept and Architecture

REF3
WG1/SG2 WP2106 Validation Report for the Aeronautical Telecommunications Network (ATN) Public Key Infrastructure (PKI) Laboratory

G.6
Validation tools involved

The experiments were conducted at the Honeywell Advanced Systems Technology Group (ASTG) ATN Public Key Infrastructure (PKI) laboratory located in Columbia, Maryland, USA.  The PKI laboratory consists of multiple Compaq workstations executing the PKI Certificate Authority (CA) and Registration Authority (RA) applications, along with a X.500 Directory Server application, all of which are interconnected via a local area network. 

One Compaq workstation, with Windows NT4.0 operating system, hosted the Entrust Certificate Authority and Registration Authority applications, Entrust/Authority™ Revision 5.0 and Entrust/RA™ Revision 5.0, respectively.  These revisions of the applications support selection of elliptic curves for the digital signature algorithm (ECDSA).

One Compaq workstation, with Windows NT4.0 operating system, hosted the Baltimore Technologies Certificate Authority application, UniCERT™ Version 3.0.6. A second Compaq workstation, with Windows NT4.0 operating system, hosted the Baltimore Technologies Registration Authority (RA), also UniCERT™ Version 3.0.6.  These versions of the applications support selection of elliptic curves for the digital signature algorithm (ECDSA).

One Compaq workstation, with Windows NT4.0 operating system, hosted the Peer Logic Directory Server application, i500® Directory General Release 8A.3.  The directory was used as the repository for the X.509 public key certificates generated by the Entrust and Baltimore Technologies Certificate Authority applications.

G.7
Validation Period

The independent cryptographic expert validation of the ATN Security and Architecture portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spanned from February through July 2000.

The validation of the ATN PKI portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spanned from February through August 2000.

G.8
Objectives

G.8.1
General objectives of the US NASA Ames Research Center Security Services Initiative

The NASA Ames Research Center ATN Security Services Validation Initiative addresses requirement validation from two perspectives.  The first is an analysis of the security concept and architecture specified in Doc 9705 Sub-Volume VIII performed by an independent cryptographic expert.  The second is validation by prototype implementation of a subset of the Requirement Groupings related to the ATN Public Key Infrastructure included in Doc 9705 Sub-Volume VIII.  

The NASA Ames Research ATN Security Services Validation Initiative targets demonstrating:  

1. The applicable Requirement Groupings meet functional validation objectives FVO1 through FVO6.

2. The applicable Requirement Groupings meet technical validation objectives TVO2 through TVO8.

G.8.2
Detailed Objectives of the US NASA Ames Research Center ATN Security Services Initiative

The following table summarises the Validation Objectives covered by the NASA Ames Research Center ATN Security Service Initiative for each supported Requirements Grouping.  The following table also summarises the Validation Means achieved to date for each Requirements Grouping and Validation Objective.  An empty cell indicates that that intersection of Requirements Grouping and Validation Objective was not addressed by this initiative. 

Requirements Grouping
Sub-Volume VIII Requirements
SVO
FVO
TVO



1
2
3
1
2
3
4
5
6
7
1
2
3
4
5
6
7
8

ATN Security Strategy
8.2



g
g
g
g
g





g

g
g


ATN Security Architecture
8.3



g
g
g
g
g





g

g
g


ATN Security Backward Compatibility
8.2.1.12



g
g
g
g
g





g

g
g


ULCS Security Services
8.3.1.4



g
g
g
g
g




g


g
g


CM Security Services
8.3.1.5



g
g
g
g
g




g


g
g


Other Applications Security Services
8.3.1.6



g
g
g
g
g




g


g
g


Key Management and Distribution
8.3.1.2, 8.3.1.9



e
e
g
g
g
e




g
e
e
g
e

ATN Certificate Authority Architecture
8.3.1.2



g
g
g
g
g





g
e
g
g


ATN PKI Certificates
8.4.1, 8.4.2, 8.4.3.1, 8.4.3.2, 8.4.5, 8.4.6



e
e
g
g
g
e



g
g
e
e
g
e

ATN Compressed Certificates
8.4.3.3, 8.4.3.4



g
g
g
g
g
g


g
g
g
g
g
g
g

ATN Certificate Revocation Lists
8.4.4



g
e
g
g
g
e



g
g
e
e
g
e

ATN Cryptographic Setting
8.5.3



g
e
e
e
e
e



g
g
e
e
e
e

ATN Key Agreement Scheme (AKAS)
8.5.4



g
g
g
g
g




g
g

g
g


ATN Digital Signature Scheme (ADSS)
8.5.5



g
g
g
g
g




g
g

g
g


ATN Keyed Message Authentication Code Scheme (AMACS)
8.5.6



g
g
g
g
g




g
g

g
g


ATN Auxiliary Cryptographic Primitives and Functions
8.5.7



g
g
g
g
g




g
g

g
g


ATN Security Object (SSO)
8.6



g
g
g
g
g




g


g
g


G.9
Validation Strategy

The US NASA Ames Research Center ATN Security Services Validation Initiative addresses two main components of Doc 9705 Sub-Volume VIII: ATN Security Concept and Architecture and the ATN Public Key Infrastructure (PKI).

G.9.1
Validation Strategy for the ATN Security Concept and Architecture 

The overall strategy for the validation of the ATN Security Concept and Architecture was to enlist Independent Cryptographic Experts, who have no prior involvement in the generation of the ATN security concept or architecture, to review and analyse the ATN Security Concept and Architecture documented in Doc 9705 Sub-Volume VIII.  The first step in the strategy was to determine the applicable Validation Objectives, which include FVO1 through FVO5 and TVO3, TVO4, TVO6, and TVO7, and the applicable Requirement Groupings, which include all groupings.  The second step was to provide the Independent Cryptographic Experts with relevant guidance and background material to gain an understanding of the overall ATN and ATN security needs.

Once familiar with the relevant documentation, the Independent Cryptographic Experts performed a detailed analysis of all Requirement Groupings contained in Doc 9705 Sub-Volume VIII, pursuant to the FVOs and TVOs specified in REF2.  In particular the analysis included consideration of:

Threat Model
Random Number generation
Crypto-system Strength
Public Key Infrastructure (PKI)
Communication Protocols

The detailed findings of the Independent Cryptographic Expert analysis and a summary of the actions taken to correct identified defects are documented in REF2.

G.9.2
Validation Strategy for the ATN Public Key Infrastructure

The overall strategy for the validation of the Public Key Infrastructure was to first define the applicable Validation Objectives, which include FVO1 through FVO6, TVO2, and TVO5 through TVO8.  The first step also included identification of the applicable Requirement Groupings, which include Key Management and Distribution, ATN PKI Certificates, ATN Compressed Certificates, ATN Certificate Revocation Lists, and the ATN Cryptographic Setting.

The second step of the strategy was to determine the test scenarios required to validate applicable Validation Objectives.  The next step was implementation of the Public Key Infrastructure requirements via the use of commercially available, off-the-shelf PKI systems, which were used to execute the test scenarios.  For the final step of the overall strategy, which is in progress, ATN PKI Certificates, ATN Compressed Certificates, and ATN CRLs will be generated to validate the related Sub-Volume VIII requirements against the selected validation objectives.

The PKI test scenarios were developed independent of the specification activity.  That is, individuals who have not participated in the production of the SARPs implemented the test scenarios.  This provides further level of confidence that the SARPs are complete, consistent, and unambiguous.  During implementation, the NASA and Honeywell experts presented to the ATNP/WG1/SG2 requests for clarification, or questions raised by the development team. Those issues requiring correction to Sub-Volume VIII, and/or provision of additional guidance, were reported to the WG1/SG2 in REF3.

The detailed results of the PKI prototype implementation and a summary of the actions taken to correct identified defects are documented in REF3.

G.10
Implementation status

The following table summarises the current status of the implementation of the US NASA Ames Research Center ATN Security Services.

Label
Requirement Group
Implementation status

SEC3-01
ATN Security Strategy
Not planned

SEC3-02
ATN Security Architecture
Not planned

SEC3-03
ATN Security Backward Compatibility
Not planned

SEC3-04
ULCS Security Services
Not planned

SEC3-05
CM Security Services
Not planned

SEC3-06
Other Applications Security Services
Not planned

SEC3-07
Key Management and Distribution
In Progress

SEC3-08
ATN Certificate Authority Architecture
Not planned

SEC3-09
ATN PKI Certificates
In Progress

SEC3-10
ATN Compressed Certificates
In Progress

SEC3-11
ATN Certificate Revocation Lists
In Progress

SEC3-12
ATN Cryptographic Setting
In Progress

SEC3-13
ATN Key Agreement Scheme (AKAS)
Not planned

SEC3-14
ATN Digital Signature Scheme (ADSS)
Not planned

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
Not planned

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
Not planned

SEC3-17
ATN System Security Object (SSO)
Not planned

G.11
Findings

No major deficiency was identified for the applicable Requirement Groupings.

The Independent Cryptographic Expert analysis and prototype PKI implementation effort resulted in the identification of defects contained in the third edition of Doc 9705 Sub-Volume VIII.  All of the defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 through amendment of Sub-Volume VIII or through the identification of items to be included as additional Guidance Material.  A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified via redline revision marks.

G.12
Validation exercises results report

G.12.1
Introduction

The US NASA Ames Research Center ATN Security Services Validation Initiative consists of the two NASA Ames Research Center Validation Exercises (NVE) listed by title in the following table. NVE_100 consisted of independent cryptographic expert analysis, and NVE_200 exercise consisted of PKI test scenarios.  For each Validation Exercise, a separate 'NVE Result Report' has been produced (REF2 and REF3). These Result Reports are made available to the ATN community via the ATNP archive at the following URL:


http://www.tls.cena.fr/atnp/wg1/sg2/

NVE name
NVE title
NVE Result Report

NVE_100
Independent Cryptographic Expert Validation
w1s2wp2107.doc

NVE_200
Public Key Infrastructure (PKI) Laboratory
w1s2wp2106.doc

The following sections provide a summary of the results of these validation exercises. 

G.12.2

NVE_100 Results

For FVO1, FVO2, FVO3, FVO4, FVO5, TVO6, and TVO7, the Validation Exercised achieved level g validation for all Requirement Groupings (SEC3-1 through SEC3-17) in Sub-Volume VIII.  

For TVO3, the Validation Exercise achieved level g validation for Requirements Groupings SEC3-4, 5, 6, 9, 10, 11, 12, 13, 14, 15,16 and 17 in Sub-Volume VIII.

For TVO4, the Validation Exercise achieved level g validation for Requirements Groupings SEC3-1, 2, 3, 7, 8, 9, 10, 11, 12, 13, 14, 15 and 16 in Sub-Volume VIII.

G.12.3

NVE_200 Results

For FVO1, FVO2, FVO6, TVO5, TVO6, and TVO8, the Validation Exercise achieved a level e validation for Requirement Groupings SEC3-7, 9 and 11 and a level g validation for Requirement Grouping SEC3-10 in Sub-Volume VIII.  To date, partial implementation of the ATN Public Key Infrastructure requirements has been achieved with minor exceptions. In a few cases, neither of the commercial off-the-shelf PKI systems was able to implement all applicable requirements of Sub-Volume VIII.  However, discussions with the PKI vendors indicated that the changes required bring their product into compliance with Sub-Volume VIII requirements were minimal and in some cases were already on the product development schedule of the vendor.  The PKI laboratory Validation Exercise is an ongoing activity with a goal of achieving a level b validation for SEC-11 and level c validation for SEC3-7, 9 and 10. 

For FVO3, FVO4, FVO5, and TVO7, the Validation Exercise achieved level g validation for Requirement Groupings SEC3-7, 9, 10, and 11 in Sub-Volume VIII.  This was achieved during development of the test scenarios and implementation of the PKI prototype.
G.13
Conclusion

As a result of the success of the validation exercises completed to date, NASA Ames Research Center, as Technical Consultant to the US FAA Panel Member, is in position to express its confidence regarding the quality and validity of the Requirement Groupings identified in G.8.2.  These Requirements Groupings were found to be compliant with the Validation Objectives identified in G12.2 and G12.3.  All identified defects have been incorporated into the latest draft of Doc 9705 Sub-Volume VIII.  Validation Exercise NVE_200 is an ongoing validation activity focused on improving confidence in the ability to use commercial off-the-shelf PKI systems to implement the ATN PKI.

SUMMARY


This paper documents the US NASA Ames Research Center summary input for incorporation into the composite WG1/SG2 Validation Report to be presented at the Working Group of the Whole, Meeting 4, in Berlin, Germany in August 2000.  The material in this paper is expected to be incorporated into the subgroup report.
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