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B.1
US FAA ATN Security Services Validation Initiative

	Tool Identification 

	Name
	FAA ATN Cryptographic Infrastructure Validation Tool 

	Category
	Prototype implementation

	Description
	Prototype implementation of the ATN Cryptographic Primitives.  The implementation is developed as an Application Program Interface (API) that can be compiled into any application environment.

The implementation is developed to the underlying standards for Sub-volume VIII so that it is not ATN specific.  For example, different key sizes and different elliptic curve parameters may be used with the API with no code change. 

	Contact Point and/or Supplier
	Supplier: BCI

Contact point:  Mr Thomas McParland

	Tool Version and Date
	Only current version is maintained, July 2000 

	Supporting Hardware
	Intel PC Platform

	Supporting Operating System and/or Software
	SCO UnixWare 7, Red Hat Linux 6.2

	

	ATN Systems
	· End System 

· Intra-Domain Intermediate System

· Ground-gorund BIS

· Air-ground BIS

· Airborne BIS

· Other

	Protocols
	Not Applicable

	CNS/ATM-2 Specifics
	Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

	Connectivity Information:  Not applicable.

	Notes

	


	Tool Identification 

	Name
	FAA ATN System Security Object (SSO)

	Category
	Prototype implementation

	Description
	Prototype implementation of the ATN System Security Object (SSO).  The implementation is developed as an Application Program Interface (API) that can be compiled into any application environment.

The SSO implementation uses the ATN Cryptographic Infrastructure API for all cryptographic functions.

	Contact Point and/or Supplier
	Supplier: BCI

Contact point:  Mr Thomas McParland

	Tool Version and Date
	Tool development is in progress.  Expected completion in August 2000.  Only current version is maintained. 

	Supporting Hardware
	Intel PC Platform

	Supporting Operating System and/or Software
	SCO UnixWare 7, Red Hat Linux 6.2

	

	ATN Systems
	· End System 

· Intra-Domain Intermediate System

· Ground-gorund BIS

· Air-ground BIS

· Airborne BIS

· Other

	Protocols
	Not Applicable

	CNS/ATM-2 Specifics
	Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

	Connectivity Information:  Not applicable.

	Notes

	


	Tool Identification 

	Name
	FAA ATN Certificate Tools

	Category
	Prototype implementation

	Description
	Prototype implementation for ATN X.509 certificates and ATN compressed certificates.  The implementation is developed as three separate, special-pupose, utility programs.
The SSO implementation uses the ATN Cryptographic Infrastructure API for all cryptographic functions.

	Contact Point and/or Supplier
	Supplier: BCI

Contact point:  Mr Thomas McParland

	Tool Version and Date
	Only current version is maintained. 

	Supporting Hardware
	Intel PC Platform

	Supporting Operating System and/or Software
	Red Hat Linux 6.2, OSS ASN.1 Compiler, version 5.1+

	

	ATN Systems
	· End System 

· Intra-Domain Intermediate System

· Ground-gorund BIS

· Air-ground BIS

· Airborne BIS

· Other

	Protocols
	Not Applicable

	CNS/ATM-2 Specifics
	Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

	Connectivity Information:  Not applicable.

	Notes

	


ATTACHMENT C — Coverage of Validation Objectives by Validation Exercises

C.1
List of Validation Initiatives

	Initiative Name
	Title
	Attachment

	FAA_Sec
	US FAA ATN Security Services Validation Initiative
	F


C.2
Cross Reference List

	Validation Objective
	Validation Initiative
	Validation Exercise
	Exercise Title

	SVO1
	
	
	

	SVO2
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	SVO3
	
	
	

	FVO1
	
	
	

	FVO2
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	FVO3
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	FVO4
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	FVO5
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	FVO6
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	FVO7
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	TVO1
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	TVO2
	FAA_Sec
	FVE_400
	ATN Certificates

	TVO3
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	TVO4
	
	
	

	TVO5
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	TVO6
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	TVO7
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates

	TVO8
	FAA_Sec
	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure

	
	FAA_Sec
	FVE_300
	ATN SSO Analysis

	
	FAA_Sec
	FVE_400
	ATN Certificates


ATTACHMENT F — US FAA ATN Security Services Validation Initiative

This report presents the results of the US FAA ATN Security Services Validation Initiative that have been obtained in the period from December 1999 through July 2000.  It summarizes the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of the FAA on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

F.1
Initiative Reference & Title

FAA_Sec: US FAA ATN Security Services Initiative 

F.2
Type

Prototype implementation and analysis

F.3
Responsible State/Organisation

FAA Technical Center (ACT-350)

F.4
Contact Point

	State/Organisation
	Contact Details

	FAA Technical Center
	Mr. Vidyut Patel

FAA ACT-350

Tel: 609-485-5046

Fax: 609-485-5802

e-mail: vidyut.patel@tc.faa.gov


F.5
References

	REF1 
	WG1/SG2 WP2109, Final Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Sub-Volume VIII.



	REF2
	WG1/SG2 WP1907 Validation Report for the ATN Test Vectors for the Cryptographic Infrastructure

	REF3
	WG1/SG2 WP1908 Validation Report for the Aeronautical Telecommunications Network (ATN) System Security Object (SSO) Analysis, Draft 1

	REF4
	WG1/SG2 WP21__ Validation Report for the Aeronautical Telecommunications Network (ATN) Certificates


F.6
Validation tools involved

The experiments were conducted at the William J Hughes Technical Center (WJHTC) ATN interoperability test laboratory.  The WJHTC ATN interoperability test laboratory consists of multiple Intel workstations running FAA ATN Router and end system software, and which can be interconnected in multiple ways through X.25 subnetworks according to the test scenarios requirements. Two workstations are available for validation purposes; however, for test configurations that require more than 2 systems, it is possible to run multiple instances of the ATN Router and/or end system software on each of the available workstations, and to interconnect each running instance of an ATN system through either real or simulated X.25 subnetworks. 

The FAA ATN Router software is a re-host of the FAA’s Data Link Processor (DLP) software. The FAA ATN Router software has been updated to be compliant with applicable Edition 2 Doc 9705 features.  In particular, support for traffic types and a network management capability have been added.  The FAA ATN Router has undergone preliminary interoperability with ACI’s RRI router.  The FAA ATN Router is to be used for testing the ATN infrastructure as part of the FAA’s CPDLC program.

The FAA ATN end system software consists of the original prototype developed for the validation of Edition 1 of Doc 9705.  This end system software consists of a pre-Edition 1 Upper Layer Communication Service (ULCS) and skeleton Context Management (CM) application.  As part of the ATN Security Services Validation Initiative, the FAA will update the ULCS to be Edition 2 compliant.

One Intel workstation was used for the validation of the ATN Cryptographic Infrastructure.  The ATN Cryptographic Infrastructure API was linked to a test application that generated the test vectors in a format suitable for publication in Standards for Efficient Cryptography Group (SECG) GEC2 draft document.  Certicom independently verified the test vectors.

One Intel workstation was used  for the validation of the ATN Certificates.  The implementation used the OSS Nokalva ASN.1 Compiler for C, version 5.1.3 for Linux.

One Intel workstation was used for the validation of the ATN System Security Object (SSO).  All SSO functions were implemented as an API.  They have not been incorporated into the ULCS.  Current plans call for the incorporation of the SSO into the ULCS prototype after August 2000.

F.7
Validation Period

The validation of the ATN Cryptographic Infrastructure portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spanned from December 1999 through August 2000.

The validation of the ATN SSO portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spans from December 1999 through September 2000.
The validation of the ATN Certificates took place during August 2000.
F.8
Objectives

F.8.1
General objectives of the US FAA ATN Security Services Initiative

The FAA ATN Security Services Validation Initiative is addressing a subset of the Requirement Groupings included in Sub-Volume VIII.  The FAA ATN Security Services Validation Initiative mainly aims at demonstrating that: 

1. the applicable Requirement Groupings are implementable.

2. the applicable Requirement Groupings are complete, consistent, and unambiguous.

F.8.2
Detailed Objectives of the US FAA ATN Security Services Initiative

The following table depicts the Validation Objectives covered for each supported Requirements Grouping for the ATN Cryptographic Infrastructure and ATN SSO.  The following table also depicts the Validation Means achieved for each Requirements Grouping and Validation Objective.  An empty cell indicates that that intersection of Requirements Grouping and Validation Objective was not addressed by the US FAA ATN Security Services Validation Initiative. 

	Requirements Grouping
	Sub-Volume VIII Requirements
	SVO
	FVO
	TVO

	
	
	1
	2
	3
	1
	2
	3
	4
	5
	6
	7
	1
	2
	3
	4
	5
	6
	7
	8

	ATN Security Strategy
	8.2
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Architecture
	8.3
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Security Backward Compatibility
	8.2.1.12
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ULCS Security Services
	8.3.1.4
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	CM Security Services
	8.3.1.5
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Other Applications Security Services
	8.3.1.6
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Key Management and Distribution
	8.3.1.2, 8.3.1.9
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Certificate Authority Architecture
	8.3.1.2
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN PKI Certificates
	8.4.3.1, 8.4.5.1
	-
	-
	-
	-
	d
	d
	d
	d
	d
	d
	d
	-
	-
	-
	
	d
	d
	d

	ATN Compressed Certificates
	8.4.3.2
	-
	-
	-
	-
	d
	d
	d
	d
	d
	d
	d
	d
	-
	-
	d
	d
	d
	d

	ATN Certificate Revocation Lists
	8.4.4
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	ATN Cryptographic Setting
	8.5.3
	
	-
	-
	-
	b
	b
	b
	b
	b
	
	
	
	
	
	b
	b
	b
	b

	ATN Key Agreement Scheme (AKAS)
	8.5.4
	
	-
	-
	-
	b
	b
	b
	b
	b
	
	
	
	
	
	b
	b
	b
	b

	ATN Digital Signature Scheme (ADSS)
	8.5.5
	
	-
	-
	-
	b
	b
	b
	b
	b
	
	
	
	
	
	b
	b
	b
	b

	ATN Keyed Message Authentication Code Scheme (AMACS)
	8.5.6
	
	-
	-
	-
	b
	b
	b
	b
	b
	
	
	
	
	
	b
	b
	b
	b

	ATN Auxiliary Cryptographic Primitives and Functions
	8.5.7
	
	-
	-
	-
	b
	b
	b
	b
	b
	
	
	
	
	
	b
	b
	b
	b

	ATN Security Object (SSO)
	8.6
	
	g
	-
	-
	g
	g
	g
	g
	g
	g
	g
	g
	g
	-
	g
	g
	g
	g


F.9
Validation Strategy

The US FAA ATN Security Services Validation Initiative addressed three main pieces of Sub-Volume VIII: the ATN Compressed Certificates, the ATN Cryptographic Infrastructure, and the ATN System Security Object.

F.9.1
Validation Strategy for the ATN Compressed Certificates 

There are two types of certificate in the ATN: X.509 certificates and compressed certificates.  Compressed certificates are exchanged dynamically between two ATN entities.  X.509 certificates are used with a certificate delivery service.

The X.509 certificates are used to bind an identity to a public key.  These X.509 certificates are compressed when exchanged dynamically between two ATN entities involved in a communication session.  These entities include ATN application entities and IDRP entities.

A separate validation effort was undertaken to validate the ATN PKI.  The X.509 certificates are part of the ATN PKI and the bulk of the validation of these X.509 certificates falls under that initiative.

This initiative addressed the process of compressing an X.509 certificate and then recovering the X.509 certificate from a compressed certificate.
The results of this validation exercise is reported in REF4.

F.9.2
Validation Strategy for the ATN Cryptographic Infrastructure

The overall strategy for the validation of the Cryptographic Infrastructure was to first define the applicable Validation Objectives as defined in the ATN Technical Provisions, ICAO Document 9705, Sub-Volume VIII.  The second step of the strategy was to determine the test scenarios required to validate said Validation Objectives and implement the Cryptographic Infrastructure requirements in order to run the test scenarios.  For the final step of the overall strategy, BCI will submit test vectors to Certicom for verification and report problem areas within the Cryptographic Infrastructure requirements.

The principle of the initiative is first to develop an API for the ATN Cryptographic Infrastructure compliant with third edition of Doc 9705 Sub-Volume VIII.  The API was then integrated into a test driver that utilizes them to produce the ATN Test Vectors.  The test driver is then executed to produce the ATN Test Vectors in a format suitable for publication in SECG GEC2.

The API and test driver were developed independent of the specification activity.  That is, they were implemented by individuals who have not participated to the production of the SARPs. This provides further level of confidence that the SARPs are complete, consistent, and unambiguous. During implementation, the FAA experts participating to the ATNP/WG1/SG2 consider any requests for clarification, or questions raised by the development team. Those issues requiring correction to Sub-Volume VIII, and/or provision of additional guidance were reported to the WG1/SG2 in REF2.

Production of the ATN Test Vectors satisfied the test coverage required for the Validation Objectives assigned to this initiative.  Production of the ATN Test Vectors can be decomposed into a series of individual ATN Validation Exercises.  The results of these ATN Validation Exercises were reported in REF2.

This summary was produced on the basis of the outcomes of the implementation phase and the results documented in REF2.

F.9.3
Validation Strategy for the ATN System Security Object

The strategy for the validation of the SSO by analysis and inspection was to trace the requirements from Sub-Volume II to Sub-Volume IV to Sub-Volume VIII for the CM-logon thread.  Tracing this thread touches all of the major SSO functionality.  The only threads not touched by this method were SSO-Stop and securing ground-ground communications by generating signatures rather than MAC tags with SSO-ProtectSign and and verifying them with SSO-ProtectSignCheck.

SSO-Stop functionality is straight-forward and need not be analyzed in any processing thread.  It was analyzed, though, to make sure that it performed its intended functionality.

The generation of signatures is covered by SSO-Sign and SSO-SignCheck.  SSO-ProtectSign and SSO-ProtectSignCheck reuse the functionality used by SSO-Sign and SSO-SignCheck.  Therefore, the validation of generating and verifying signatures with SSO-Sign and SSO-SignCheck is sufficient for claiming validation of SSO-ProtectSign and SSO-ProtectSignCheck.

This summary of the analysis effort was produced on the basis of the results documented in REF3.

The US FAA is currently developing a prototype implementation of the SSO.  Completion of this prototype is anticipated for early September 2000.  A report on the results of that effort will be produced and summarized here.

F.10
Implementation status

The following table summarizes the current status of the implementation of the ATN Security Services.

	Label
	Requirement Group
	Implementation status

	SEC3-01
	ATN Security Strategy
	Not planned

	SEC3-02
	ATN Security Architecture
	Not planned

	SEC3-03
	ATN Security Backward Compatibility
	Not planned

	SEC3-04
	ULCS Security Services
	In Progress

	SEC3-05
	CM Security Services
	Not planned

	SEC3-06
	Other Applications Security Services
	Not planned

	SEC3-07
	Key Management and Distribution
	Not planned

	SEC3-08
	ATN Certificate Authority Architecture
	Not planned

	SEC3-09
	ATN PKI Certificates
	Complete

	SEC3-10
	ATN Compressed Certificates
	Complete

	SEC3-11
	ATN Certificate Revocation Lists
	Not planned

	SEC3-12
	ATN Cryptographic Setting
	Complete

	SEC3-13
	ATN Key Agreement Scheme (AKAS)
	Complete

	SEC3-14
	ATN Digital Signature Scheme (ADSS)
	Complete

	SEC3-15
	ATN Keyed Message Authentication Code Scheme (AMACS)
	Complete

	SEC3-16
	ATN Auxiliary Cryptographic Primitives and Functions
	Complete

	SEC3-17
	ATN System Security Object (SSO)
	In Progress


F.11
Findings

No major deficiency was identified for the applicable Requirement Groupings.

The implementation effort for the ATN Cryptographic Infrastructure resulted in 3 defects on the third edition of Doc 9705 Sub-Volume VIII. All these defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 by amending the draft third edition or through the identification of items to be included as additional Guidance Material.  A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified using revision marks (red lines and strikeouts).

F.12
Validation exercises results report

F.12.1
Introduction

The US FAA ATN Security Services Validation Initiative consists of the x FAA ATN Validation Exercises (FVE) listed by title in the following table. These Validation Exercises are specified in [tbd]. Each exercise comprised multiple Validation Tests. For each Validation Exercise, a separate 'FVE Result report' has been produced. These Result Reports are made available to the ATN community via the ATNP archive at the following URL

http://www.tls.cena.fr/atnp/wg1/sg2/WPs

	FVE name
	FVE title
	FVE Result Report

	FVE_200
	Test Vectors for the ATN Cryptographic Infrastructure
	REF2

	FVE_300
	ATN SSO FVE Series
	REF3

	FVE_400
	ATN Certificates
	REF4


The following sections provide a summary of the results of these exercises. 

F.11.2

FVE_200 Results

Description of how the results of this FVE prove that the assigned VOs were satisfied.

Example: FVO3 (unambiguous reqts): The FAA was able to implement all of the ATN Cryptographic Infrastructure requirements.  Two ambiguities were raised.  With the solution of these ambiguities, and the subsequent independent verification of the FAA’s implementation by Certicom, the FAA claims level b validation for FVO3 for Requirements Groupings SEC3-12, 13, 14, 15, and 16.

F.11.3

FVE_300 Results
F.11.3

FVE_400 Results

F.13
Conclusion

As a result of the success of the validation exercises, the WJHTC is in position to express its confidence regarding the quality and the validity of the Requirements Groupings identified in F.8.2.  These Requirements Groupings were found to be consistent and unambiguous.  All identified defects have been incorporated in the latest draft of Sub-Volume VIII.

SUMMARY


This paper addresses the proposed US FAA Input for the WG1/SG2 Validation Report for the Working Group of the Whole Meeting 4 in Berlin in August 2000.  The material contained in the paper will be updated prior to Berlin.  The material in this paper is expected to be copied into the subgroup report.
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