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Validation Report for the

Aeronautical Telecommunications Network (ATN)

Certificates

1. Introduction

1.1. Document Scope

This report addresses the validation of the ATN Certificates, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on completed activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.

1.2. Document Overview

This document is organized as follows:

· Section 1 – Introduction

The introduction identifies the scope of the document, summarizes the document organization, provides references to applicable documents, identifies dependencies on external standards, and defines terminology used throughout the document.

·  Section 2 – Validation Objectives for the ATN Certificates

This section documents the relationship to high-level ATN validation objectives, describes the high-level objectives for validation of the ATN Certificates, and provides a cross-reference to specific SARPS requirements.

· Section 3 – Validation Strategy for the ATN Certificates

This section defines the strategy for achieving the validation objectives, including assumptions, constraints and test scenarios.

· Section 4 – Defect Reports

This section reports any incomplete, ambiguous or inconsistent requirements.

· Section 5 – Results and Analysis

This section reports the results and analysis of this validation test.

· Section 6 – Conclusions

This section offers conclusions drawn from the validation of the ATN Certificates.

1.3. Reference Documents

ATNP WG1SG2 WP2109, Final Draft ATN SARPS Technical Provisions, ICAO Document 9705, Edition 3, Sub-Volume VIII.

1.4. Dependencies on External Standards

· ISO/IEC 9594-2|ITU-T X.501, Information technology – Open Systems Interconnection – The Directory: Models

· ISO/IEC 9594-8|ITU-T X.509, Information technology – Open Systems Interconnection – The Directory: Authentication Framework

1.5. Terminology

AKAS
ATN Key Agreement Scheme

ADSS
ATN Digital Signature Scheme

AMACS
ATN Keyed Message Authentication Code Scheme

ASP
ATN Signature Primitive

ATN
Aeronautical Telecommunications Network

ATNP
Aeronautical Telecommunications Network Panel

AVP
ATN Verification Primitive

C
Country

CMA
Context Management Application

CN
Common Name

DER
Distinguished Encoding Rules

FVO
Functional Validation Objective

O
Organization

PER
Packed Encoding Rules

PKI
Public Key Infrastructure

SARPs
Standards and Recommended Practices

SSO
System Security Object

SVO
System Validation Objective

TVO
Technical Validation Objective

ULCS
Upper Layer Communications Service

VO
Validation Objective

2. Validation Objectives for the ATN Certificates

2.1. Relationship to ATN Validation Objectives

The primary goal is to address the ATN Certificates portion of several Sub-Volume VIII Validation Objectives by implementing a series of special-purpose utilities.

Table 1.  High-level Sub-Volume VIII Validation Objectives Allocated to the ATN Certificates

Sub-Volume VIII 

Validation

Objective
Description
Validation Objective

Allocated to

Validation of the ATN Certificates

SVO 1
To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
None.

SVO 2
Validate that the Sub-Volume VIII requirements trace to other SARPs sub-volumes, where applicable.
None.

SVO 3
Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
None.

FVO 1
Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
None.

FVO 2
Validate that Sub-Volume VIII requirements are complete.
Validate that the Sub-Volume VIII ATN Certificate requirements are complete.

FVO 3
Validate that Sub-Volume VIII requirements are unambiguous.
Validate that the Sub-Volume VIII ATN Certificate requirements are unambiguous.

FVO 4
Validate that Sub-Volume VIII requirements are consistent.
Validate that the Sub-Volume VIII ATN Certificate requirements are consistent.

FVO 5
Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in the Sub-Volume VIII that are not necessary for CNS/ATM-1 package functionality, or to achieve migration to future CNS/ATM.  It is not meant to eliminate possible duplicate statements of requirements.
Determine if there are Sub-Volume VIII ATN Certificate requirements that would have no effect if removed.  

Note: Interpret this VO to mean that there are no requirements in the Sub-Volume VIII that are not necessary for proper functionality, or to achieve migration to future CNS/ATM.  It is not meant to eliminate possible duplicate statements of requirements.

FVO 6
To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
To determine if provision has been made to ensure that Sub-Volume VIII ATN Certificate requirements are implementation independent.

FVO 7
To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
To determine if Sub-Volume VIII ATN Certificate requirements provide for security services necessary for all security users.

TVO 1
Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
Validate that Sub-Volume VIII ATN Certificate requirements include provisions for both mobile and fixed ATN users.

TVO 2
Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.


Validate that Sub-Volume VIII ATN Certificate requirements minimize air-ground security related protocol overhead.



TVO 3
Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
None.

TVO 4
Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
None.

TVO 5
Validate that independent implementations built in accordance to Sub-Volume VIII will be interoperable.
Validate that independent implementations of the ATN Certificates built in accordance to the Sub-Volume VIII will inter-operate with one another.

TVO 6
Determine if the ATN security solution has any unacceptable behavior.
Determine if the ATN Certificate requirements has any unacceptable behavior.

TVO 7
Determine if provision for future migration has been addressed.
Determine if provision for future migration for the ATN Certificates has been addressed.

TVO 8
Determine if the functionality described in Sub-Volume VIII is implementable.
Determine if the ATN Certificate functionality described in Sub-Volume VIII is implementable.

2.2. Relationship to SARPs Requirements 

The following individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements were allocated to the validation of the ATN Certificates.

8.4.3.1 [all]
Uncompressed Certificates

8.4.3.2 [all]
Compressed Certificates

8.4.5.1 [all]
Certificate Validation

2.3. High-Level Validation of Cryptographic Primitives Objectives

Table 2 identifies individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements cross-referenced to specific Validation Objectives that were addressed.  Table entries indicate the validation means for this validation effort to be applied to the intersection of the requirement(s) and validation objective as defined in Table 3.  A cell with a hyphen (‘-‘) indicates that the intersection of he requirement and validation objective is not applicable.

Table 2. Objectives and Means for Validation of Cryptographic Primitives

Requirements Grouping
Sub-Volume VIII Requirements
SVO
FVO
TVO
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2
3
1
2
3
4
5
6
7
1
2
3
4
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Table 3.  Validation Means

Code
Description

a
Two or more independently developed interoperating implementations validated by two or more states/organizations.

b
Two or more independently developed interoperating implementations validated by one state/organization.

c
One implementation validated by more than one state/organization.

d
One implementation validated by one state/organization.

e
Partial implementation validated by one state/organization.

f
Simulation, analysis using tools e.g. compiler, modeling tools.

g
Analysis and inspection.

Validation Strategy for the ATN Certificates

2.4. Overall Strategy

There are two types of certificate in the ATN: X.509 certificates and compressed certificates.  Compressed certificates are exchanged dynamically between two ATN entities.  X.509 certificates are used with a certificate delivery service.

The X.509 certificates are used to bind an identity to a public key.  These X.509 certificates are compressed when exchanged dynamically between two ATN entities involved in a communication session.  These entities include ATN application entities and IDRP entities.

A separate validation effort was undertaken to validate the ATN PKI.  The X.509 certificates are part of the ATN PKI and the bulk of the validation of these X.509 certificates falls under that initiative.

This initiative addressed the process of compressing an X.509 certificate and then recovering the X.509 certificate from a compressed certificate.

2.5. Assumptions and Constraints

ATN X.509 certificates and compressed certificates are used with a variety of different entity types.  This initiative used a ground end system entity type for validation purposes.  There are no constraints on the ATN Certificate requirements that require the validation initiative to test the exhaustive list of possible ATN identity types.

ATN X.509 certificates also contain an X.501 name for the certificate issuer.  At the time of implementation, the required fields of the Certificate Authority X.501 name were not known.  The validation initiative assumed a sequence similar to Country, Organization, and Common Name would be used.  This sequence is expected to be the minimal sequence available for the definition of Certificate Authority names.  An alternate definition has no impact on the results of the validation initiative since each entity is expected to maintain a lookup table of issuer alternate name to issuer X.501 name.

2.6. Test Scenarios

To demonstrate interoperability of ATN X.509 certificates, the generated X.509 certificate was viewed with the Certificate Viewer applet provided with Microsoft Windows 98.  The Certificate Viewer applet was able to display all the fields of the certificate, though it was not able to verify the signature on the certificate.

The following subsections describe the test scenarios that were used.

2.6.1. Create an ATN X.509 Certificate

The following steps were followed to create an ATN X.509 Certificate.

1. Create a To Be Signed Certificate using the requirements of 8.4.3.1.  (The To Be Signed Certificate is a portion of the X.509 Certificate.)

a. Use an Issuer X.501 Name of C=US, O=FAA, CN=Certificate Authority.

b. Use a validity period of 1 year.

c. Use a subject of the US FAA New York En Route Center CMA.

d. Use a 163-bit public key in compressed format.

e. Use key agreement public key.

2. Encode the To Be Signed Certificate using DER.

3. Generate the ASP signature over the DER-encoded To Be Signed Certificate.

4. Encode the ASP signature using DER.

5. Add the encoded ASP signature to the X.509 Certificate.

6. Encode the X.509 Certificate using DER.

7. Write the DER-encoded X.509 Certificate to a file.

2.6.2. Compress an ATN X.509 Certificate into an ATN Compressed Certificate

The following steps were followed to compress an ATN X.509 Certificate into an ATN Compressed Certificate.

1. Read the DER-encoded X.509 Certificate from a file (generated in Step 7 of 3.3.1).

2. Decode the DER-encoded X.509 Certificate.

3. Create the ATN Compressed Certificate from the X.509 Certificate using the requirements of 8.4.3.2.

4. Encode the ATN Compressed Certificate using PER.

5. Write the PER-encoded ATN Compressed Certificate to a file.  (This step is similar to exchanging the Compressed Certificate with a peer.)

2.6.3. Reconstruct an ATN X.509 Certificate from an ATN Compressed Certificate

The following steps were followed to create an ATN X.509 Certificate.

1. Read the PER-encoded ATN Compressed Certificate from a file (generated in Step 5 of 3.3.2).  (This step is similar to exchanging the Compressed Certificate with a peer.)

2. Decode the PER-encoded ATN Compressed Certificate.

3. Reconstruct the X.509 Certificate using the requirements of 8.4.3.1 and 8.4.3.2.

4. Encode the To Be Signed Certificate using DER.  (The To Be Signed Certificate is a portion of the X.509 Certificate.)

5. Use AVP to verify the X.509 Certificate ASP signature using the DER-encoded To Be Signed Certificate as the octet string over which the signature was generated.

6. Encode the X.509 Certificate using DER.

7. Write the DER-encoded X.509 Certificate to a file.  (Strictly, an ATN user involved in an operational exchange does not need to perform the final two steps here.  They were added for validation purposes only.)

3. Defect Reports

3.1. Defects Found During Test Scenario Preparation

No defects were found in the ATN Certificate requirements.

4. Results and Analysis

Subsections 5.1, 5.2, and 5.3 list the out generated from the three special-purpose utilities developed to execute the test scenarios described in 3.3.  Subsection 5.4 lists the analysis of the results against the applicable validation objectives.

4.1. X.509 Certificate Generation Output

STEP 1: The (unencoded) To Be Signed Certificate

value TBSCertificate ::= 

{

  version v3,

  serialNumber 2147483647,

  signature 

  {

    algorithm { 1 2 840 10045 4 1 },

    parameters Parameters : implicitCA : NULL

  },

  issuer rdnSequence : 

    {

      {

        {

          type { 2 5 4 6 },

          value AttributeValue : "US"

        }

      },

      {

        {

          type { 2 5 4 10 },

          value AttributeValue : "FAA"

        }

      },

      {

        {

          type { 2 5 4 3 },

          value AttributeValue : "Certificate Authority"

        }

      }

    },

  validity 

  {

    notBefore utcTime : "000816172600Z",

    notAfter utcTime : "000916172600Z"

  },

  subject rdnSequence : 

    {

    },

  subjectPublicKeyInfo 

  {

    algorithm 

    {

      algorithm { 1 2 840 10045 2 1 },

      parameters Parameters : namedCurve : { 1 3 132 0 15 }

    },

    subjectPublicKey '00000011 00000100 00011111 11001111 00011111 11001100 11010011 11011000 01111000 11111011 01001111 11101000 11100111 10000100 00010110 00101101 00110100 01010111 11001010 10010000 00111101 01101111'B

  },

  extensions 

  {

    {

      extnId { 2 5 29 35 },

      extnValue '300A8008486F7451A2B8E209'H

    },

    {

      extnId { 2 5 29 15 },

      extnValue '03020308'H

    },

    {

      extnId { 2 5 29 17 },

      extnValue '300B88092B1B028B9A8E190001'H

    },

    {

      extnId { 2 5 29 18 },

      extnValue '300688042B1B0601'H

    }

  }

}

STEP 2: The (DER-encoded) To Be Signed Certificate

3081F1A0 03020102 02047FFF FFFF300B 06072A86 48CE3D04 01820030 3B310B30

09060355 04061302 5553310C 300A0603 55040A13 03464141 311E301C 06035504

03131543 65727469 66696361 74652041 7574686F 72697479 301E170D 30303038

31363137 32363030 5A170D30 30303931 36313732 3630305A 3000302B 30100607

2A8648CE 3D020181 052B8104 000F0317 0003041F CF1FCCD3 D878FB4F E8E78416

2D3457CA 903D6FA3 4B304930 13060355 1D23040C 300A8008 486F7451 A2B8E209

300B0603 551D0F04 04030203 08301406 03551D11 040D300B 88092B1B 028B9A8E

19000130 0F060355 1D120408 30068804 2B1B0601 

STEP 3: The (unencoded) signature over the TBSCertificate

value ECDSA-Sig-Value ::= 

{

  r '00C75CFBF122F52979419F819C66C394E34722EB1E0D426501115DA5EBA8'H,

  s '008CFE18E5FD2B79F93DC5139EBECA8BD3CA9A3540C594F7E88D17E415B5'H

}

STEP 4: The (DER-encoded) signature over the TBSCertificate

3040801E 00C75CFB F122F529 79419F81 9C66C394 E34722EB 1E0D4265 00115DA5

EBA8811E 008CFE18 E5FD2B79 F93DC513 9EBECA8B D3CA9A35 40C594F7 E88D17E4

15B5

STEP 5: The (unencoded) Certificate

value Certificate ::= 

{

  toBeSigned 

  {

    version v3,

    serialNumber 2147483647,

    signature 

    {

      algorithm { 1 2 840 10045 4 1 },

      parameters Parameters : implicitCA : NULL

    },

    issuer rdnSequence : 

      {

        {

          {

            type { 2 5 4 6 },

            value AttributeValue : "US"

          }

        },

        {

          {

            type { 2 5 4 10 },

            value AttributeValue : "FAA"

          }

        },

        {

          {

            type { 2 5 4 3 },

            value AttributeValue : "Certificate Authority"

          }

        }

      },

    validity 

    {

      notBefore utcTime : "000816172600Z",

      notAfter utcTime : "000916172600Z"

    },

    subject rdnSequence : 

      {

      },

    subjectPublicKeyInfo 

    {

      algorithm 

      {

        algorithm { 1 2 840 10045 2 1 },

        parameters Parameters : namedCurve : { 1 3 132 0 15 }

      },

      subjectPublicKey '00000011 00000100 00011111 11001111 00011111 11001100 11010011 11011000 01111000 11111011 01001111 11101000 11100111 10000100 00010110 00101101 00110100 01010111 11001010 10010000 00111101 01101111'B

    },

    extensions 

    {

      {

        extnId { 2 5 29 35 },

        extnValue '300A8008486F7451A2B8E209'H

      },

      {

        extnId { 2 5 29 15 },

        extnValue '03020308'H

      },

      {

        extnId { 2 5 29 17 },

        extnValue '300B88092B1B028B9A8E190001'H

      },

      {

        extnId { 2 5 29 18 },

        extnValue '300688042B1B0601'H

      }

    }

  },

  algorithmIdentifier 

  {

    algorithm { 1 2 840 10045 4 1 },

    parameters Parameters : implicitCA : NULL

  },

  encrypted '00110000 01000000 10000000 00011110 00000000 11000111 01011100 11111011 11110001 00100010 11110101 00101001 01111001 01000001 10011111 10000001 10011100 01100110 11000011 10010100 11100011 01000111 00100010 11101011 00011110 00001101 01000010 01100101 00000000 00010001 01011101 10100101 11101011 10101000 10000001 00011110 00000000 10001100 11111110 00011000 11100101 11111101 00101011 01111001 11111001 00111101 11000101 00010011 10011110 10111110 11001010 10001011 11010011 11001010 10011010 00110101 01000000 11000101 10010100 11110111 11101000 10001101 00010111 11100100 00010101 10110101'B

}

STEP 6: The (DER-encoded) Certificate

30820146 3081F1A0 03020102 02047FFF FFFF300B 06072A86 48CE3D04 01820030

3B310B30 09060355 04061302 5553310C 300A0603 55040A13 03464141 311E301C

06035504 03131543 65727469 66696361 74652041 7574686F 72697479 301E170D

30303038 31363137 32363030 5A170D30 30303931 36313732 3630305A 3000302B

30100607 2A8648CE 3D020181 052B8104 000F0317 0003041F CF1FCCD3 D878FB4F

E8E78416 2D3457CA 903D6FA3 4B304930 13060355 1D23040C 300A8008 486F7451

A2B8E209 300B0603 551D0F04 04030203 08301406 03551D11 040D300B 88092B1B

028B9A8E 19000130 0F060355 1D120408 30068804 2B1B0601 300B0607 2A8648CE

3D040182 00034300 3040801E 00C75CFB F122F529 79419F81 9C66C394 E34722EB

1E0D4265 00115DA5 EBA8811E 008CFE18 E5FD2B79 F93DC513 9EBECA8B D3CA9A35

40C594F7 E88D17E4 15B5

4.2. ATN Certificate Compression Output

STEP 1: Read (DER-encoded) X.509 certificate

30820146 3081F1A0 03020102 02047FFF FFFF300B 06072A86 48CE3D04 01820030

3B310B30 09060355 04061302 5553310C 300A0603 55040A13 03464141 311E301C

06035504 03131543 65727469 66696361 74652041 7574686F 72697479 301E170D

30303038 31363137 32363030 5A170D30 30303931 36313732 3630305A 3000302B

30100607 2A8648CE 3D020181 052B8104 000F0317 0003041F CF1FCCD3 D878FB4F

E8E78416 2D3457CA 903D6FA3 4B304930 13060355 1D23040C 300A8008 486F7451

A2B8E209 300B0603 551D0F04 04030203 08301406 03551D11 040D300B 88092B1B

028B9A8E 19000130 0F060355 1D120408 30068804 2B1B0601 300B0607 2A8648CE

3D040182 00034300 3040801E 00C75CFB F122F529 79419F81 9C66C394 E34722EB

1E0D4265 00115DA5 EBA8811E 008CFE18 E5FD2B79 F93DC513 9EBECA8B D3CA9A35

40C594F7 E88D17E4 15B5

STEP 2: The (decoded) X.509 certificate

value Certificate ::= 

{

  toBeSigned 

  {

    version v3,

    serialNumber 2147483647,

    signature 

    {

      algorithm { 1 2 840 10045 4 1 },

      parameters Parameters : implicitCA : NULL

    },

    issuer rdnSequence : 

      {

        {

          {

            type { 2 5 4 6 },

            value AttributeValue : "US"

          }

        },

        {

          {

            type { 2 5 4 10 },

            value AttributeValue : "FAA"

          }

        },

        {

          {

            type { 2 5 4 3 },

            value AttributeValue : "Certificate Authority"

          }

        }

      },

    validity 

    {

      notBefore utcTime : "000816172600Z",

      notAfter utcTime : "000916172600Z"

    },

    subject rdnSequence : 

      {

      },

    subjectPublicKeyInfo 

    {

      algorithm 

      {

        algorithm { 1 2 840 10045 2 1 },

        parameters Parameters : namedCurve : { 1 3 132 0 15 }

      },

      subjectPublicKey '00000011 00000100 00011111 11001111 00011111 11001100 11010011 11011000 01111000 11111011 01001111 11101000 11100111 10000100 00010110 00101101 00110100 01010111 11001010 10010000 00111101 01101111'B

    },

    extensions 

    {

      {

        extnId { 2 5 29 35 },

        extnValue '300A8008486F7451A2B8E209'H

      },

      {

        extnId { 2 5 29 15 },

        extnValue '03020308'H

      },

      {

        extnId { 2 5 29 17 },

        extnValue '300B88092B1B028B9A8E190001'H

      },

      {

        extnId { 2 5 29 18 },

        extnValue '300688042B1B0601'H

      }

    }

  },

  algorithmIdentifier 

  {

    algorithm { 1 2 840 10045 4 1 },

    parameters Parameters : implicitCA : NULL

  },

  encrypted '00110000 01000000 10000000 00011110 00000000 11000111 01011100 11111011 11110001 00100010 11110101 00101001 01111001 01000001 10011111 10000001 10011100 01100110 11000011 10010100 11100011 01000111 00100010 11101011 00011110 00001101 01000010 01100101 00000000 00010001 01011101 10100101 11101011 10101000 10000001 00011110 00000000 10001100 11111110 00011000 11100101 11111101 00101011 01111001 11111001 00111101 11000101 00010011 10011110 10111110 11001010 10001011 11010011 11001010 10011010 00110101 01000000 11000101 10010100 11110111 11101000 10001101 00010111 11100100 00010101 10110101'B

}

STEP 3: The (unencoded) compressed certificate is:

value CompressedUserCertificate ::= 

{

  serialNumber 2147483647,

  validity 

  {

    notBefore 

    {

      date 

      {

        year 2000,

        month 8,

        day 16

      },

      time 

      {

        hours 17,

        minutes 26,

        seconds 0

      }

    },

    notAfter 

    {

      date 

      {

        year 2000,

        month 9,

        day 16

      },

      time 

      {

        hours 17,

        minutes 26,

        seconds 0

      }

    }

  },

  subjectPublicKey '00000011 00000100 00011111 11001111 00011111 11001100 11010011 11011000 01111000 11111011 01001111 11101000 11100111 10000100 00010110 00101101 00110100 01010111 11001010 10010000 00111101 01101111'B,

  subjectAltName atn-ats-es-id : rel-ground-ap-title : { 23496473 0 1 },

  issuerAltName atn-ca-id : { 1 },

  keyUsage { keyAgreement },

  encrypted '00110000 01000000 10000000 00011110 00000000 11000111 01011100 11111011 11110001 00100010 11110101 00101001 01111001 01000001 10011111 10000001 10011100 01100110 11000011 10010100 11100011 01000111 00100010 11101011 00011110 00001101 01000010 01100101 00000000 00010001 01011101 10100101 11101011 10101000 10000001 00011110 00000000 10001100 11111110 00011000 11100101 11111101 00101011 01111001 11111001 00111101 11000101 00010011 10011110 10111110 11001010 10001011 11010011 11001010 10011010 00110101 01000000 11000101 10010100 11110111 11101000 10001101 00010111 11100100 00010101 10110101'B

}

STEP 4: The (PER-encoded) compressed certificate is:

023FFFFF FF8477C5 A00243E2 D0101600 6083F9E3 F99A7B0F 1F69FD1C F082C5A6

8AF95207 ADE20D17 351C3200 02804041 43042060 81003C01 8EB9F7E2 45EA52F2

833F0338 CD8729C6 8E45D63C 1A84CA00 22BB4BD7 51023C01 19FC31CB FA56F3F2

7B8A273D 7D9517A7 95346A81 8B29EFD1 1A2FC82B 6A

4.3. ATN Certificate Reconstruction Output

STEP 1: Read (PER-encoded) compressed certificate

023FFFFF FF8477C5 A00243E2 D0101600 6083F9E3 F99A7B0F 1F69FD1C F082C5A6

8AF95207 ADE20D17 351C3200 02804041 43042060 81003C01 8EB9F7E2 45EA52F2

833F0338 CD8729C6 8E45D63C 1A84CA00 22BB4BD7 51023C01 19FC31CB FA56F3F2

7B8A273D 7D9517A7 95346A81 8B29EFD1 1A2FC82B 6A

STEP 2: The (decoded) compressed certificate

value CompressedUserCertificate ::= 

{

  serialNumber 2147483647,

  validity 

  {

    notBefore 

    {

      date 

      {

        year 2000,

        month 8,

        day 16

      },

      time 

      {

        hours 17,

        minutes 26,

        seconds 0

      }

    },

    notAfter 

    {

      date 

      {

        year 2000,

        month 9,

        day 16

      },

      time 

      {

        hours 17,

        minutes 26,

        seconds 0

      }

    }

  },

  subjectPublicKey '00000011 00000100 00011111 11001111 00011111 11001100 11010011 11011000 01111000 11111011 01001111 11101000 11100111 10000100 00010110 00101101 00110100 01010111 11001010 10010000 00111101 01101111'B,

  subjectAltName atn-ats-es-id : rel-ground-ap-title : { 23496473 0 1 },

  issuerAltName atn-ca-id : { 1 },

  keyUsage { keyAgreement },

  encrypted '00110000 01000000 10000000 00011110 00000000 11000111 01011100 11111011 11110001 00100010 11110101 00101001 01111001 01000001 10011111 10000001 10011100 01100110 11000011 10010100 11100011 01000111 00100010 11101011 00011110 00001101 01000010 01100101 00000000 00010001 01011101 10100101 11101011 10101000 10000001 00011110 00000000 10001100 11111110 00011000 11100101 11111101 00101011 01111001 11111001 00111101 11000101 00010011 10011110 10111110 11001010 10001011 11010011 11001010 10011010 00110101 01000000 11000101 10010100 11110111 11101000 10001101 00010111 11100100 00010101 10110101'B

}

STEP 3: The (unencoded) reconstructed X.509 certificate

value Certificate ::= 

{

  toBeSigned 

  {

    version v3,

    serialNumber 2147483647,

    signature 

    {

      algorithm { 1 2 840 10045 4 1 },

      parameters Parameters : implicitCA : NULL

    },

    issuer rdnSequence : 

      {

        {

          {

            type { 2 5 4 6 },

            value AttributeValue : "US"

          }

        },

        {

          {

            type { 2 5 4 10 },

            value AttributeValue : "FAA"

          }

        },

        {

          {

            type { 2 5 4 3 },

            value AttributeValue : "Certificate Authority"

          }

        }

      },

    validity 

    {

      notBefore utcTime : "000816172600Z",

      notAfter utcTime : "000916172600Z"

    },

    subject rdnSequence : 

      {

      },

    subjectPublicKeyInfo 

    {

      algorithm 

      {

        algorithm { 1 2 840 10045 2 1 },

        parameters Parameters : namedCurve : { 1 3 132 0 15 }

      },

      subjectPublicKey '00000011 00000100 00011111 11001111 00011111 11001100 11010011 11011000 01111000 11111011 01001111 11101000 11100111 10000100 00010110 00101101 00110100 01010111 11001010 10010000 00111101 01101111'B

    },

    extensions 

    {

      {

        extnId { 2 5 29 35 },

        extnValue '300A8008486F7451A2B8E209'H

      },

      {

        extnId { 2 5 29 15 },

        extnValue '03020308'H

      },

      {

        extnId { 2 5 29 17 },

        extnValue '300B88092B1B028B9A8E190001'H

      },

      {

        extnId { 2 5 29 18 },

        extnValue '300688042B1B0601'H

      }

    }

  },

  algorithmIdentifier 

  {

    algorithm { 1 2 840 10045 4 1 },

    parameters Parameters : implicitCA : NULL

  },

  encrypted '00110000 01000000 10000000 00011110 00000000 11000111 01011100 11111011 11110001 00100010 11110101 00101001 01111001 01000001 10011111 10000001 10011100 01100110 11000011 10010100 11100011 01000111 00100010 11101011 00011110 00001101 01000010 01100101 00000000 00010001 01011101 10100101 11101011 10101000 10000001 00011110 00000000 10001100 11111110 00011000 11100101 11111101 00101011 01111001 11111001 00111101 11000101 00010011 10011110 10111110 11001010 10001011 11010011 11001010 10011010 00110101 01000000 11000101 10010100 11110111 11101000 10001101 00010111 11100100 00010101 10110101'B

}

STEP 4: The (DER-encoded) To Be Signed Certificate

3081F1A0 03020102 02047FFF FFFF300B 06072A86 48CE3D04 01820030 3B310B30

09060355 04061302 5553310C 300A0603 55040A13 03464141 311E301C 06035504

03131543 65727469 66696361 74652041 7574686F 72697479 301E170D 30303038

31363137 32363030 5A170D30 30303931 36313732 3630305A 3000302B 30100607

2A8648CE 3D020181 052B8104 000F0317 0003041F CF1FCCD3 D878FB4F E8E78416

2D3457CA 903D6FA3 4B304930 13060355 1D23040C 300A8008 486F7451 A2B8E209

300B0603 551D0F04 04030203 08301406 03551D11 040D300B 88092B1B 028B9A8E

19000130 0F060355 1D120408 30068804 2B1B0601 

STEP 5: Certificate signature verified!

STEP 6: The (DER-encoded) X.509 certificate

30820146 3081F1A0 03020102 02047FFF FFFF300B 06072A86 48CE3D04 01820030

3B310B30 09060355 04061302 5553310C 300A0603 55040A13 03464141 311E301C

06035504 03131543 65727469 66696361 74652041 7574686F 72697479 301E170D

30303038 31363137 32363030 5A170D30 30303931 36313732 3630305A 3000302B

30100607 2A8648CE 3D020181 052B8104 000F0317 0003041F CF1FCCD3 D878FB4F

E8E78416 2D3457CA 903D6FA3 4B304930 13060355 1D23040C 300A8008 486F7451

A2B8E209 300B0603 551D0F04 04030203 08301406 03551D11 040D300B 88092B1B

028B9A8E 19000130 0F060355 1D120408 30068804 2B1B0601 300B0607 2A8648CE

3D040182 00034300 3040801E 00C75CFB F122F529 79419F81 9C66C394 E34722EB

1E0D4265 00115DA5 EBA8811E 008CFE18 E5FD2B79 F93DC513 9EBECA8B D3CA9A35

40C594F7 E88D17E4 15B5

4.4. Validation Objective Results

4.4.1. SVO 1

To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.

None.

4.4.2. SVO 2

Validate that the Sub-Volume VIII requirements trace to other SARPs sub-volumes, where applicable.

None.

4.4.3. SVO 3

Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.

None.

4.4.4. FVO 1

Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.

None.

4.4.5. FVO 2

Validate that the Sub-Volume VIII ATN Certificate requirements are complete.

Implementation showed that the Sub-Volume VIII ATN Certificate requirements are complete.

4.4.6. FVO 3

Validate that the Sub-Volume VIII ATN Certificate requirements are unambiguous.

Implementation showed that the Sub-Volume VIII ATN Certificate requirements are unambiguous.

4.4.7. FVO 4

Validate that the Sub-Volume VIII ATN Certificate requirements are consistent.

Implementation showed that the Sub-Volume VIII ATN Certificate requirements are consistent.

4.4.8. FVO 5

Determine if there are Sub-Volume VIII ATN Certificate requirements that would have no effect if removed.  

All identified requirements were needed for implementation.

4.4.9. FVO 6

To determine if provision has been made to ensure that Sub-Volume VIII ATN Certificate requirements are implementation independent.

To demonstrate interoperability of ATN X.509 certificates, the generated X.509 certificate was viewed with the Certificate Viewer applet provided with Microsoft Windows 98.  The Certificate Viewer applet was able to display all the fields of the certificate, though it was not able to verify the signature on the certificate.  This result demonstrates implementation independence for the X.509 certificates.  Implementation independence for the Compressed Certificates was not demonstrated.

4.4.10. FVO 7

To determine if Sub-Volume VIII ATN Certificate requirements provide for security services necessary for all security users.

The ASN.1 for the X.509 Certificates and the ATN Compressed Certificates supports all known ATN users and also provides for extensibility to other users.  The implementation covered only the ATN ATS ground end system ATN user, but the implementation could easily be expanded to support all users.  There were no missing requirements or requirements that prevented the implementation from supporting these other types. 

4.4.11. TVO 1

Validate that Sub-Volume VIII ATN Certificate requirements include provisions for both mobile and fixed ATN users.

The ASN.1 for X.509 certificates and compressed certificates supports both mobile and fixed ATN users.

4.4.12. TVO 2

Validate that Sub-Volume VIII ATN Certificate requirements minimize air-ground security related protocol overhead.

Implementation showed that the use of compressed certificates is more than 200 octets smaller than the size of X.509 certificates.  The compression process removed all static information or information that can be determined using apriori knowledge from the exchanged certificate.

4.4.13. TVO 3

Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).

None.

4.4.14. TVO 4

Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).

None.

4.4.15. TVO 5

Validate that independent implementations of the ATN Certificates built in accordance to the Sub-Volume VIII will inter-operate with one another.

Use of the Microsoft Windows 98 Certificate Viewer applet demonstrates interoperability for X.509 certificates, though this was not a main validation objective for this initiative.

4.4.16. TVO 6

Determine if the ATN Certificate requirements has any unacceptable behavior.

Implementation did not uncover any unacceptable behavior.

4.4.17. TVO 7

Determine if provision for future migration for the ATN Certificates has been addressed.

Future migration is addressed with X.509 certificates using Open types and with compressed certificates using extensibility.

4.4.18. TVO 8

Determine if the ATN Certificate functionality described in Sub-Volume VIII is implementable.

Completion of this implementation initiative demonstrates that this validation objective was met.

5. Conclusions

All validation objectives assigned to the ATN Certificates were met with the FAA’s prototype implementation.  The FAA Technical Center is in the position to claim level d validation for the ATN Certificates.  The FAA Technical Center is willing to exchange both the X.509 certificate and the compressed certificate with other organizations that wish to participate in multi-organization validation.  The FAA Technical Center is able, with some advance notice, to generate an X.509 certificate and compressed certificate for any ATN entity and is able to reconstruct an X.509 certificate from any compressed certificate.

SUMMARY





This report addresses the validation of ATN Certificates, which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on the planned activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.
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