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Independent Cryptographic Experts Validation Report for the

Aeronautical Telecommunications Network (ATN)

Security Concept and Architecture
1. Introduction
1.1. Document Scope

This report addresses the Independent Cryptographic Expert Validation program which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on the planned activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.

1.2. Document Overview

This document is organized as follows:

· Section 1 – Introduction

The introduction identifies the scope of the document, summarizes the document organization, provides references to applicable documents, identifies dependencies on external standards, and defines terminology used throughout the document.

· Section 2 – Independent Cryptographic Expert Validation Objectives

This section documents the relationship to high-level ATN validation objectives, describes the high-level Independent Cryptographic Expert validation objectives, and provides a cross-reference to specific SARPS requirements.

· Section 3 – Independent Cryptographic Expert Validation Strategy

This section defines the strategy for achieving the validation objectives, including assumptions, constraints and test scenarios.

· Section 4 – Defect Report

This section lists the defects identified in Sub-Volume VIII.

· Section 5 – Results and Analysis

This section provides further detail about the review, including limitations within the current documentation, a description of the threat model used during analysis, and recommendations for fixing the document.

· Section 6 – Conclusions

The conclusion summarizes the reviewer’s conclusions about Sub-Volume VIII and the proposed security solution.

1.3. Reference Documents

Draft ATN SARPS Technical Provisions, ICAO Document 9705 Sub-Volume VIII, W1WP1708.

Appendix I, Doc 9705 – Sub-Volume VIII (Security), Validation Report, ATNP/3.

1.4. Dependencies on External Standards

1.4.1. PKI

· ITU-T X.509

1.4.2. ASN.1/PER

· ISO 8825-2

1.5. Terminology

ASN
Abstract Syntax Notation

ATN
Aeronautical Telecommunications Network

ATNP
Aeronautical Telecommunications Network Panel

CA
Certificate Authority

CM
Context Management

COTS
Commercial Off-The-Shelf

CRL
Certificate Revocation List

FVO
Functional Validation Objective

ICAO
International Civil Aviation Organization

IDRP
Inter-Domain Routing Protocol

PER
Packed Encoding Rules

PKI
Public Key Infrastructure

SARPs
Standards and Recommended Practices

SVO
System Validation Objective

TVO
Technical Validation Objective

ULCS
Upper Layer Communication Services

2. Independent Cryptographic Expert Validation Obectives
2.1. Relationship to ATN Validation Objectives

The primary goal of the Independent Cryptographic Expert Validation program is to address the ATN Security Concept and Architecture of several Sub-Volume VIII Validation Objectives by having independent cryptographic experts analyze the document.  These primary Validation Objectives include FVO1, FVO2, FVO3, FVO4, FVO5, TVO3, TVO4, TVO6 and TVO7 as defined in Table 1.  The Independent Cryptographic Expert program does not address Validation Objectives SVO1, SVO2, SVO3, FVO6, FVO7, TVO1, TVO2, TVO5 and TVO8.

Table 1.  High-level Sub-Volume VIII Validation Objectives Allocated to the Independent Cryptographic Expert Program

Sub-Volume VIII 

Validation

Objective
Description
Validation Objective 

Allocated to

Independent Cryptographic Expert Program

SVO 1
To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
None.

SVO 2
Validate that the Sub-Volume VIII requirements trace to other SARPS sub-volumes, where applicable.
None.

SVO 3
Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
None.

FVO 1
Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.

FVO 2
Validate that Sub-Volume VIII requirements are complete.
Validate that the Sub-Volume VIII requirements are complete.

FVO 3
Validate that Sub-Volume VIII requirements are unambiguous.
Validate that the Sub-Volume VIII requirements are unambiguous.

FVO 4
Validate that Sub-Volume VIII requirements are consistent.
Validate that the Sub-Volume VIII requirements are consistent.

FVO 5
Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.
Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.

FVO 6
To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
None.

FVO 7
To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
None.

TVO 1
Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
None.

TVO 2
Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.
None.

TVO 3
Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).

TVO 4
Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).

TVO 5
Validate that independent implementations built in accordance to Sub-Volume VIII will be able to interoperate.
None.

TVO 6
To determine if the ATN security solution has any unacceptable behaviour.
To determine if the ATN security solution has any unacceptable behaviour.

TVO 7
To determine if provision for future migration has been addressed.
To determine if provision for future migration has been addressed.

TVO 8
To determine if the functionality described in Sub-Volume VIII is implementable.
None.

2.2. Relationship to SARPS Requirements 

The following individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements are to be validated by Independent Expert analysis.

8.2

ATN Security Strategy

8.3

ATN Security Architecture

8.4

ATN Public Key Infrastructure

8.5. Cryptographic Infrastructure

8.6. System Security Object

2.3. High-Level Independent Expert Analysis Objectives

Table 2 identifies individual Sub-Volume VIII requirements or complete sections of Sub-Volume VIII requirements cross-referenced to specific Validation Objectives that are to be addressed by the Independent Expert Analysis effort.  Table entries indicate the validation means to be applied to the intersection of the requirement(s) and validation objective as defined in Table 3.

Table 2. Validation Objectives and Means of Independent Cryptographic Expert Validation Program

Requirements Grouping
Sub-Volume VIII Requirements
SVO
FVO
TVO



1
2
3
1
2
3
4
5
6
7
1
2
3
4
5
6
7
8

ATN Security Strategy
8.2



g
g
g
g
g





g

g
g


ATN Security Architecture
8.3



g
g
g
g
g





g

g
g


ATN Security Backward Compatibility
8.2.1.12



g
g
g
g
g





g

g
g


ULCS Security Services
8.3.1.4



g
g
g
g
g




g


g
g


CM Security Services
8.3.1.5



g
g
g
g
g




g


g
g


Other Applications Security Services
8.3.1.6



g
g
g
g
g




g


g
g


Key Management and Distribution
8.3.1.2, 8.3.1.9



g
g
g
g
g





g
 
g
g


ATN Certificate Authority Architecture
8.3.1.2



g
g
g
g
g





g

g
g


ATN PKI Certificates
8.4.1, 8.4.2, 8.4.3.1, 8.4.3.2, 8.4.6



g
g
g
g
g




g
g
 
g
g


ATN Compressed Certificates
8.4.3.3, 8.4.3.4



g
g
g
g
g




g
g
 
g
g


ATN Certificate Revocation Lists
8.4.4



g
g
g
g
g




g
g
 
g
g


ATN Cryptographic Setting
8.5.2



g
g
g
g
g




g
g
 
g
g


ATN Key Agreement Scheme (AKAS)
8.5.3



g
g
g
g
g




g
g

g
g


ATN Digital Signature Scheme (ADSS)
8.5.4



g
g
g
g
g




g
g

g
g


ATN Keyed Message Authentication Code Scheme (AMACS)
8.5.5



g
g
g
g
g




g
g

g
g


ATN Auxiliary Cryptographic Primitives and Functions
8.5.6



g
g
g
g
g




g
g

g
g


ATN Security Object (SSO)
8.6



g
g
g
g
g




g


g
g


Table 3.  Validation Means

Code
Description

a
Two or more independently developed interoperating implementations validated by two or more states/organizations.

b
Two or more independently developed interoperating implementations validated by one state/organization.

c
One implementation validated by more than one state/organization.

d
One implementation validated by one state/organization.

e
Partial implementation validated by one state/organization.

f
Simulation, analysis using tools e.g. compiler, modeling tools.

g
Analysis and inspection.

Independent CryptographIc Expert Validation Strategy

2.4. Overall Strategy

The overall strategy for the Independent Cryptographic Expert Validation effort is to validate selected ATN Validation Objectives and specific ATN Technical Provisions, ICAO Document 9705, Sub-Volume VIII requirements using the analytical expertise of independent cryptographic experts.

2.5. Assumptions and Constraints

It is important to note that this review is strictly limited to the material with Sub-Volume VIII.  While the independent cryptographic experts examined some associated guidance material for background, the review specifically did not consider that material as part of the system’s specification.  Further, the experts did not examine any material found in other Sub-Volumes.

An additional constraint arises because the Sub-Volume is trying not to dictate local implementation.  This policy means that many of the implementation details are not documented and therefore cannot be validated in this review.

The final limitation on this review is the documentation.  The independent cryptographic experts have formed a basic understanding of the ATN system and have used that understanding to develop a threat model and perform this review.  However the documentation makes many assumptions about the reader’s familiarity with the ATN architecture.  Therefore, it is entirely possible that an assumption underlying this review is incorrect.  The ATNP WG1SG2 should review this document carefully, particularly the threat model described in Section 5.3.

2.6. Analysis To Be Conducted

Independent cryptographic experts will review guidance and background material as suggested by ATNP WG1SG2 and deemed necessary by the independent cryptographic experts for the performance of the ATN Architecture review. 

Independent cryptographic experts will then review the ATN Architecture, pursuant to the FVOs and TVOs specified in this document, and analyze it for shortcomings and other flaws.  Where shortcomings or flaws are identified, the independent cryptographic experts will make recommendations as to how best to resolve them.  In particular, the following areas will be reviewed and analyzed:

Threat Model

The threat model that the proposed ATN Architecture must be robust against will be reviewed.  If no such model exists, one will be proposed and the ATN Architecture evaluated against it.  By ensuring the appropriateness of the threat model, the security of the proposed architecture can be accurately reviewed and correct recommendations made.

Random Number Generation

The ability to produce high quality random or pseudorandom numbers is of critical importance to the security of cryptosystems.  The review will focus on any described random number generation criteria.  In the absence of any specifications, appropriate recommendations will be made.

Cryptosystem Strength

Based on the threat description and information lifetime, the specified cryptosystems will be reviewed to determine if they offer appropriate protection.

Public Key Infrastructure (PKI) Recommendations

The proposed architecture is PKI-centric.  As appropriate to the specified FVOs and TVOs, PKI security will be reviewed and commented.  Certificate lifetimes, revocation and cross-certification issues will be examined.

Protocol Analysis

As appropriate to the specified FVOs and TVOs, the security protocol between the aircraft and ground station and between ground stations themselves will be analyzed for weaknesses.

3. Defect Report
This section lists the defects found in Sub-Volume VIII.  For convenience, the defects are grouped into three categories: major, minor, and query.  Major defects are problems that could have serious security or interoperability consequences.  Minor defects are problems that are easily fixed, generally by minor changes to the documentation.  Queries are questions about areas that may or may not be defects.  The disposition of each defect is indicated in bold-italics.

Defect

Number
Validation

Objective
SV-8

Section
Defect 

Description

MAJ 1
FVO 2

Document contains no threat model for the system.  See Sections 5.2 and 5.3 below.

(Accept: To be addressed in Guidance Material.)

MAJ 2
FVO 2
8.3.1.5
The airborne CM application distributes X and the private key to ATS applications.  The ground CM distributes X, but not the private key.  How do the ground ATS applications derive the session key?

(Accept: Notes previously added during WG1SG2 Meeting 19.)

MAJ 3
FVO 3
All
Document is extremely difficult to read without extensive knowledge of the ATN system and its security goals. This limited the thoroughness of the review, and could have future effects on the implementation quality.  See Section 5.2 for further discussion.

(Accept: To be addressed in Guidance Material.)

MAJ 4
FVO 3
8.4.5.2 and

8.6.3
It is not clear whether airborne systems must use CRLs. There are a number of ways to handle the revocation problem in airborne systems: load CRLs when the plane is serviced, ignore revocation, put very short validity periods on certificates verified by these systems, or send CRLs over the air.  Section 8.6.3.6 describes checking the CRL when the SSO has access to a distribution service, and notes that this access is a local matter.  If the only options supported by this system will be the first two, then this is a purely local matter and the documentation is correct.  If the certificates need to have very short expirations, as is suggested by the guidance material, then that should be specified in this document.  It is not clear if over-the-air retrieval would require special treatment, or if it is already possible using the ULCS.

(Accept:  No change is necessary for Section 8.6 since access to CRLs is purely a local matter (e.g., loading the CRLs when the aircraft is serviced) that is beyond the scope of SARPs.  However, added a new requirement to paragraph 8.3.1.2 to specify that CM will have short-lived certificates.

MAJ 5
FVO 4
8.5.5.1.2 and 8.6
Section 8.5.5.1.2 states that intermediate systems will use 80-bit HMAC tags.  However, section 8.6 consistently states that ground-ground communication is secured using a purely asymmetric solution and the SSO contains no provision for 80-bit HMAC tag generation.  If both types of authentication are being used, then the document should clarify which systems are using ECDSA and which are using HMAC.  Otherwise, the references to HMAC in section 8.5.5.1.2 should be removed.

(Accept: Reworded note in paragraph 8.6.3.12 to clearly specify asymmetric solution for communication between ground peer applications, as opposed to ground intermediate systems which do use 80-bit tags.)

MAJ 6
TVO 7
All
Key sizes are inadequate for 20-year lifetime, see discussion in threat model below.

(Accept: Mackey length increased from 80 bits to 160 bits per recommendation herein.)

MAJ 7
TVO 7
8.3.1.12
Backward compatibility with systems that do not support security services guarantees certain security problems.  An attacker that can alter messages will be able to force both sides to fall back to no security, even if both have implemented ATN security.  The ATNP should consider eventually removing this capability or adding additional checks.

(Accept: Note added.)

QRY 1
FVO 2

There is one major area of security that is not addressed by this document.  This area is denial of service.   It is impossible to completely eliminate denial of service attacks, and the common defenses are not cryptographic.  It is therefore completely reasonable not to address these attacks in this document.  However, the working group needs to know that the system as described is vulnerable to this type of attack and other types of defenses may be appropriate in this system.

(Accept: To be addressed in Guidance Material.)

QRY 2
FVO 2
8.3.1.2.3
This section says that a given CA may be the designated state CA for multiple states.  This needs further amplification.  If countries A and B share a CA, do they have separate root keys or do they share a common root?  Assuming that they share a common root, is the next level in the hierarchy state CAs for A and B, or is the common root considered the state CA for both countries?  The most efficient mechanism is for the root key to be the state CA key for both.  However, if this is the case, is there a mechanism for a state to cross-certify with some, but not all of the multiple states sharing the CA?  Also, if there were a revolution or other major upheaval, is there a way to revoke a single state’s keys without revoking the others?

(Accept: To be addressed in Guidance Material.)

QRY 3
FVO 2 TVO 7
8.3.1.12
How are the version numbers or security options protected in the security protocol?

(Accept: Current note modified to state that entities must have a priori knowledge of security option support.)

QRY 4
FVO 2
8.4.3.3
What does the “. . .” stand for in the compressed certificates?

(Reject: Valid ASN1 syntax.)

QRY 5
FVO 2

FVO 3
8.6.3.7
Is this function really intended only to get the certificate path of the entity’s own public key?  How does the ground system request the certificate for the airborne system?

(Accept:  Reworded Note 2 in paragraph 8.6.3.7 to reflect that SSO-GetCertificatePath is to be used to retrieve the certificate path for any ATN entity.)

QRY 6
FVO 3
8.6.3.8
Note 4 implies that this function is only used for key agreement public keys and not for signature keys.  Is this correct? 

(Accept:  Note 4 is incorrect; however, removed paragraph 8.6.3.8 from the specification since GetPublicKey is an internal SSO function that does not require specification in SARPs.)

MIN 1
FVO 3
8.1.2 and 8.5.1
Math symbols are corrupted in current document.

(Accept: Reviewed and corrected where necessary.)

MIN 2
FVO 5
8.2.3
This requirement states that data cannot be altered or destroyed.  The requirement about destruction is not achievable.  If the attacker can completely block all communication, the data will be destroyed.  The security system can detect alteration or partial destruction of data, but it cannot prevent it.

(Reject: Wording is consistent with ISO 7498-2.)

MIN 3
FVO 3 FVO 2
8.3.1.3.1
It is not clear what is meant by data origin authentication of routing information.  If the air-ground BIS sends routing information to the airborne BIS, must some additional authentication be performed since the airborne BIS is not required to authenticate the air-ground BIS?

(Accept: Reworded requirement and added note stating that airborne BIS supports if it also supports mutual entity authentication with peer air-ground BIS.)

MIN 4
FVO 3
8.3.1.4
The document does not define any difference between dialogue service security types 2 and 3.

(Accept: Wording previously changed during WG1SG2 Meeting 19.)

MIN 5
FVO 4
8.3.1.5
Dialogue security type 2 seems to have slight variations in its abstract value between the table, 8.3.1.5.1 and 8.3.1.5.2.

(Accept: Paragraph 8.3.1.5.1 reworded for consistency with Table 8.3-1 and 8.3.1.5.2.)

MIN 6
FVO 3
8.5.1
The notation ds and dsig for the static key exchange and the signing private key could easily create confusion.  We suggest dkey and dsig.

(Reject: Notation is consistent with referenced standards documents.)

MIN 7
FVO 2
8.5.2.3.1
Either explain how the curve was chosen randomly from a seed or cite the document that does.  This will confuse non-cryptographers.

(Reject: Existing notes in paragraphs 8.5.3.3 and 8.5.3.3.1.3 are sufficient.)

MIN 8
TVO 6
8.5.2.3.2
Note the strength of hash is considerably less than that of the key for CA signatures.  If the system requires more than 280 of strength against forgery of even a single message, then the hash is too short.

(Reject: SHA-1 is best hashing algorithm that is currently available.  The solution supports migration to other hash algorithms such as SHA-2.)

MIN 9
FVO 5
8.5.3.2.2
There is no security benefit in making X a function of the shared secret, Z.  We suggest letting X equal the shared info (ATN signature and RAND).

(Accept: Wording previously changed during WG1SG2 Meeting 19.)

MIN 10
FVO 2 TVO 7
8.5.5.3.1
The MAC verify should accept the tag length of the MAC as input.  This value may not be known (see MAJ 3).  Also, it could easily change in future versions of the protocol.

(Accept: Notation in 8.5.1 modified to include mactaglen, and text description of primitive modified in 8.5.6.)

MIN 11
FVO 2
8.5.6.1.1
Add requirements for cryptographically secure pseudorandom number generators.  At a minimum, you should specify that the generator must be seeded with true randomness at least as strong as the generated keys. 

(Accept: New requirement and note added as paragraph 8.5.3.4.  Text recommended in Section 5.4-17 of this document to be included in Guidance Material.)

MIN 12
FVO 3
8.6.3
For several of the SSO functions, there are steps that are performed conditionally, for example if the exchange is a first exchange.  It would be nice if these steps were grouped in some way that makes it very clear which steps are part of the conditional processing and which are always performed.  There are several points where I suspect someone could become confused.

(Accept:  Re-structured requirements to eliminate the confusion regarding conditional processing.)

MIN 13
FVO 3
8.6.3
Clarify the difference between protect sign and sign.

(Accept: Added a description of each SSO function in Section 8.6.3 as Notes 1 and 2.

MIN 14
FVO 3
8.6.3
It might clarify things if you listed items like the ATN signature and shared secret that are assumed to be stored within the SSO.

(Accept: Added a note to Section 8.6.1 that includes a detailed description of all stored information.)

MIN 15
FVO 3
8.6.3.5
Notes 8 and 9 are confusing.

(Accept:  Removed Notes 8 and 9.

MIN 16
FVO 2
8.6.3.13.5
Sub-Volume VIII does not make it clear if the ATN signature is sent back to the signer.  We assume not because of bandwidth.  However, if there is any chance that it might be, this section needs additional information.  It should require that the SSO use the stored ATN signature originally created by the SSO and not the copy that was sent in the message with the Random value.  Failure to do this leaves the system vulnerable to replay attacks.

(Reject: The ATN signature is not sent back to the signer.  Note 6 of Section 8.6.1 indicates that the ATN signature is retained after sending.)

4. Summary of Analysis
4.1. Overview

This document examines the ATN security provisions documented in Sub-Volume VIII according to the objectives described in Section 2.  It is important to note that this review is strictly limited to the material with Sub-Volume VIII, and is subject to all of the constraints described in Section 3.2.  As a result, deficiencies listed in this document may be addressed in other places.  These other documents could also introduce new vulnerabilities not described in Sub-Volume VIII.  We strongly encourage the ATNP to have an independent cryptographic review of all other documents describing this system.

The basic steps of the review process were as follows.  First, we reviewed Sub-Volume VIII and the associated guidance material to develop an overall view of the system and proposed security solution.  Second, we attempted to define the requirements of the system and the types of threats it needs to withstand.  Since there was no general description of the threat model for this system, we generated one, documented in section 5.3.  Third, we used our threat model and the objectives of Section 2 to do an exhaustive review of Sub-Volume VIII, pinpointing defects.  Fourth, we made recommendations for fixing those defects.  

4.2. Documentation

The reader may find it surprising that two of the five major problems listed in Section 4 concern inadequate documentation.  These two defects may seem less important than the more specific defects identified in that section.  However, the single most important cause of security system failures is poor implementation.  It is extremely unlikely that the implementers of the system specified in Sub-Volume VIII will be experts at both encryption and the ATN system.  It is entirely possible that they have very little background in either subject.   The documentation must therefore be as clear and complete as possible.

Sub-Volume VIII was clearly written for individuals with a thorough knowledge of the ATN system and its security goals.  Defect MAJ 3 notes that it is extremely difficult to read the Sub-Volume without that knowledge.  This limited the thoroughness of the review.  More importantly, it could have future effects on the implementation quality.  We recommend adding considerable tutorial material for implementers of the system.  This information could be added to the Sub-Volume or as additional guidance material for implementers.  This material should include a list of all ATN-related acronyms and definitions for all ATN terms used in the Sub-Volume.  It should also include a brief description of the entities involved, the communication layers and the type of security provided by each.

Defect MAJ 3 notes that the Sub-Volume contains no description of the threat model for this system.  There is no description of the types of attacks that this system is designed to prevent or list of overall security requirements that this system is intended to fulfill.  This description may exist elsewhere.  If not, we highly recommend documenting these requirements.  Otherwise, there is a danger that people will begin to assume that the system provides non-existent features or that future revisions will inadvertently destroy security features they do not understand.  This is particularly important for this document because it is a standard that must be maintained by people with little cryptographic background.  Also, we note that the lack a threat model does affect our security review.  We have analyzed the document under a threat model that we consider reasonable.  This threat model is documented in Section 5.3.  It may not match exactly that intended by the working group.  The working group must examine any significant differences, since these differences will directly effect the accuracy of this review.

There is one other feature of the Sub-Volume that must be discussed in a security review.  The Sub-Volume is very careful to avoid dictating local implementation except where required for interoperability.  We acknowledge this necessity, but point out that it does increase the probability that local implementers will not achieve the required security.  For example, as Defect MIN 11 notes, there are no specific requirements for the pseudorandom number generator.  This is a notorious source of implementation problems.  We believe that the document could specify more specific requirements without dictating local implementation.  Defect MAJ 4 is another example of this type of problem.  However, this defect is more likely to be realized because confusion on this issue will cause interoperability problems.

4.3. Threat Model

The ATN system faces unique threats.  Few commercial systems have as many inherent design issues involving international cooperation.  Further, the potential results of a compromise are dreadful.

When evaluating the potential threats against the ATN security provisions, it is important to understand that these occur at two layers.  One layer is the security between routers on the network.  Another layer protects application data such as air traffic control information.  Attacks against the routers are relatively uninteresting.  The ground routers authenticate airborne routers to prevent attackers from trivially joining the network.  This authentication limits the system’s vulnerability to certain types of denial of service attacks and makes it more difficult for attackers to perform some types of attack against the application layer.  The airborne routers do not need to authenticate the ground routers, since application data will be authenticated.  However, authenticating the ground routers would prevent certain attacks aimed below the application layer.

Attacks against the application data are much more important.  These are attacks that could cause plane crashes.  We will focus most of our attention at this level.  The solutions at the two levels are remarkably similar.  Security that is strong enough at the more vulnerable layer should be adequate for the entire system.

The first question for the threat model is the type of attack we are attempting to prevent.  The system is attempting to verify that the data is coming from a valid source and has not been altered.  Thus we want data origin authentication and integrity protection.  The system is trying to prevent replay of valid messages.  The system is not trying to provide non-repudiation. The system is not trying to prevent monitoring of the data at any level.  There is no confidentiality requirement in the Sub-Volume.  (Note that confidentiality may be added as a feature for certain types of data in the future.)  Except for the protection provided by verifying airborne routers, the security provisions in Sub-Volume VIII are not trying to prevent denial of service attacks.

The next question for the threat model is the resources available to the attacker.  We see three general types of attackers in this system: hackers, terrorists, and government-funded agencies.  Hackers are basically the same threat that is commonly described for Internet systems.  These attackers have relatively small budgets, but they have access to a large number of networked computers and they are willing to devote a fair amount of their time.  In general, these attackers are more interested in breaking the system than in doing damage.  However, they may cause inadvertent damage, and more malicious attackers can use their success.  Terrorists have larger budgets than hackers do.  We expect terrorists to be interested in attacking the system if they can get results with less effort or with more impressive consequences than normal physical attacks.  The third type of attack is that of a government-funded agency.  We do not mean to imply that legitimate governments would have a policy of attempting to crash civilian airlines.  However, this is an international standard that could last a long time.  It is entirely possible that a legitimate government will be overthrown or that two countries could go to war and lose perspective.  Estimating the resources that could be available in such a situation is difficult.  We must assume large budgets and significant knowledge.  

The next part of the threat model is the lifetime of the data being protected.  If data must be protected over a long period of time, the key length must be sufficient to prevent search over that entire lifetime, allowing for improvements in computing power.  Similarly, the lifetime of the key must be considered.  If a key is used over a long period of time and protects a large amount of data, an attacker has more time to attack it and gets more value from recovering the key.  Finally, the lifetime of the system must be considered.  Once systems are fielded, people are reluctant to change them.  The classic example of this process is the banking ATM network.  Most of the network currently uses 56-bit DES, which is vulnerable to search by adversaries with fairly modest funds.  However, it will be years, if ever, before the entire network is upgraded to use larger keys.

Our assumption in this analysis is that data is short-lived and needs no special consideration against future attacks.  Asymmetric key lifetimes are 20 years for CA keys and 5 years for key agreement and other signing keys.  MAC key lifetimes are less than a day.  The possible exception to this rule is the router traffic.  If ground routers use MACs on connections with other ground routers (see Defect MAJ 5) and if individual connections are maintained continuously, the key that protects that traffic has value over an extended period of time.  Such a key would protect a large depth of traffic.  We recommend restarting the connections periodically to reduce the value of attacking a router MAC key.  With that precaution, the given key lengths appear appropriate.  The lifetime of the system is more problematic.  It will probably be several years before ATN is widely adopted.  Once it is adopted, it will continue to be used for quite some time.  We assume that a lifetime of 20 years is not unreasonable.  Applying Lenstra/Verheul’s analysis of key size requirements for future security, we find that the key sizes in this document are not sufficient for that time period, particularly for the HMAC keys.  If the expected lifetime of the system is 12-13 years, then the key sizes are fine.  The current key sizes are also appropriate if the ATNP is committed to increasing the key sizes in 10 years.  If that is the intention, then Sub-Volume VIII should require that implementations support variable key sizes.  Otherwise, many of the applications will not be able to use the longer keys.

4.4. Recommendations

We have the following suggestions for the ATNP.  Some of these are discussed above.

1. Examine the threat model described in section 5.3 and determine if it meets the needs of the system.  A corrected version of this threat model should be included in the sub-volume or accompanying guidance material.  (MAJ 1)

2. Add a requirement to section 8.3.1.5, “The ground CM application shall support the authenticated and encrypted distribution to ground-based ATS applications the ground CM’s private key.”  Note that this is not necessary if the ground CM and ground-based ATS applications do not share a private key.  However, that does require the change in X described in number 15 below.  (MAJ 2)

3. Improve the documentation in Sub-Volume VIII.  Add a section defining all acronyms used in the document, even if those acronyms are defined in other sub-volumes.  Expand the guidance material. (MAJ 3)

4. Add a requirement, “The validity period of any certificate used by an aircraft must be short enough to mitigate the need to pass CRLs over RF links.”  (MAJ 4)

5. Determine if any of the systems are using 80-bit HMAC tags.  Correct the sub-volume appropriately. (MAJ 5)

6. Determine the expected lifetime of the ATN system.  If this period is over 10 years, either document now the method for increasing key sizes in 10 years time, or use longer keys.  (MAJ 6)

7. Limit the amount of time you allow backward compatibility with systems without security, or add additional checks.  For example, verify that an aircraft claiming no ATN security does not have a certificate.  (MAJ 7)

8. Add guidance material about sharing state CAs and revocation.  (QRY 2)

9. Document how the version numbers or security options are protected in the security protocol.  One possibility is to add a requirement that the signature used in key derivation include the highest version of the protocol supported or a list of all supported security options.  Another possibility is to include this information on an entity’s certificate.  (QRY 3)

10. Fix the math symbols in the document.  (MIN 1)

11. Re-write 8.2.3 as “Data integrity services shall be provided to ensure that ATN data is not altered or partially destroyed in an unauthorized manner without being detected.” (MIN 2)

12. Use dkey and dsig instead of ds and dsig for the static key exchange and the signing private key. (MIN 6)

13. Either explain how the curve was chosen randomly from a seed or cite the document that does.  (MIN 7)

14. Consider using SHA-2 instead of SHA-1 for all signatures using key sizes over 163 bits.  If SHA-2 will not be released in time for initial ATN rollout, be prepared to migrate to this algorithm over time.  Since certificates include the hashing algorithm, this should not require changes to the protocol messages.  However, implementations will need the capability to add a new algorithm.  (MIN 8)

15. Let the shared key derivation parameter (X) equal the parameter SharedInfo (the concatenation of 0016, a signature S, and a random variable Rand).  (MIN 9)

16. Accept the tag length of the MAC as input to the MAC verify function.  (MIN 10)

17. Add a requirement, “If a pseudorandom number generator is used, it must be seeded with true random numbers of at least the strength of the keys being generated.  Thus, if the ARVP is used to generate 163-bit signing or Diffie-Hellman keys, it must be seeded with at least 82 bits of true randomness.  Similarly, a system generating 233-bit ECC keys must be seeded with at least 117 bits.”  (MIN 11)

18. Standardize the SSO functions so that the condition steps are clearly marked and the values stored locally are identified (MIN 12, MIN 14)

19. Clarify the data origin authentication of routing information (MIN 3), the difference between dialogue service security types 2 and 3 (MIN 4),  the abstract value of dialogue security type 2 (MIN 5), the “. . .” notation in the definition of compressed certificates (QRY 4), the difference between protect sign and sign (MIN 13), notes 8 and 9 (MIN 15), which function the ground system uses to request the certificate for the airborne system (QRY 5)

20. Define how the SSO gets a signature public key or alter Note 4 to include both signature and key agreement public keys.  (QRY 6)

21. Document clearly the values actually transmitted in the protocol.  (MIN 16)

22. If an ATN signature is ever transmitted back to the original signer in the protocol, add a note to 8.6.3.13.5, “Note: if the SSO generated the ATN signature, this step must use the signature originally generated and stored and not a received value of the signature.”  (MIN 16)

5. Results and Analysis
5.1. SVO 1

To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
The Independent Cryptographic Expert Validation exercise did not address this validation objective.

5.2. SVO 2

Validate that the Sub-Volume VIII requirements trace to other SARPS sub-volumes, where applicable.
The Independent Cryptographic Expert Validation exercise did not address this validation objective.

5.3. SVO3

Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
The Independent Cryptographic Expert Validation exercise did not address this validation objective.

5.4. FVO 1

Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
As determined by Independent Cryptographic Expert analysis and inspection, this functional objective is satisfied by Sub-Volume VIII.

5.5. FVO 2

Validate that Sub-Volume VIII requirements are complete.
Defects detected during Independent Cryptographic Expert analysis and inspection have been rectified in Sub-Volume VIII in accordance with the disposition of defects recorded in Section 4 of this report.

5.6. FVO 3

Validate that Sub-Volume VIII requirements are unambiguous.
Defects detected during Independent Cryptographic Expert analysis and inspection have been rectified in Sub-Volume VIII in accordance with the disposition of defects recorded in Section 4 of this report.

5.7. FVO 4

Validate that Sub-Volume VIII requirements are consistent.
Defects detected during Independent Cryptographic Expert analysis and inspection have been rectified in Sub-Volume VIII in accordance with the disposition of defects recorded in Section 4 of this report.

5.8. FVO 5

Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.

Defects detected during Independent Cryptographic Expert analysis and inspection have been rectified in Sub-Volume VIII in accordance with the disposition of defects recorded in Section 4 of this report.

5.9. FVO 6

To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
The Independent Cryptographic Expert Validation Program did not address this validation objective. 

5.10. FVO 7

To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
The Independent Cryptographic Expert Validation Program did not address this validation objective.

5.11. TVO 1

Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
The Independent Cryptographic Expert Validation Program did not address this validation objective.

5.12. TVO 2

Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.
The Independent Cryptographic Expert Validation Program did not address this validation objective.

5.13. TVO 3

Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
As determined by Independent Cryptographic Expert analysis and inspection, this technical objective is satisfied by Sub-Volume VIII.

5.14. TVO 4

Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
As determined by Independent Cryptographic Expert analysis and inspection, this technical objective is satisfied by Sub-Volume VIII.

5.15. TVO 5

Validate that independent implementations built in accordance to Sub-Volume VIII will be able to interoperate.
The Independent Cryptographic Expert Validation Program did not address this validation objective.

5.16. TVO 6

To determine if the ATN security solution has any unacceptable behaviour.
Defects detected during Independent Cryptographic Expert analysis and inspection have been rectified in Sub-Volume VIII in accordance with the disposition of defects recorded in Section 4 of this report.

5.17. TVO 7

To determine if provision for future migration has been addressed.
Defects detected during Independent Cryptographic Expert analysis and inspection have been rectified in Sub-Volume VIII in accordance with the disposition of defects recorded in Section 4 of this report.
5.18. TVO 8

To determine if the functionality described in Sub-Volume VIII is implementable.
The Independent Cryptographic Expert Validation Program did not address this validation objective.

6. Conclusions
The security solution described in this document appears to be adequate for its intended purpose.  The solution is based on standard cryptographic primitives that are widely accepted. Static Diffie-Hellman key exchange does have certain limitations against replay attacks, but those limitations appear appropriately prevented by the mechanisms described in Sub-Volume VIII.

Given the constraints of the review, we found no security holes which required redesigning the system.  We do recommend extending and correcting the documentation as described in previous sections.  We also strongly recommend a review of the system in its entirety, including all documents that describe any portion of the system.  In particular, such a review should focus on the architecture and operation of the PKI and implementation details of the cryptographic system with respect to the threat model.
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SUMMARY





This report addresses the Independent Cryptographic Expert Validation program which is one of many programs established to support the validation of the ATN Security Provisions, Document 9705, Sub-Volume VIII.  The purpose of this document is to report on the planned activities and coverage of Sub-Volume VIII validation objectives and Sub-Volume VIII requirements.
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