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Summary

This report describes the validation initiative of DFS concerning the validation of the ATN cryptographic settings and the ATN cryptographic algorithms and presents the results obtained during this validation initiative. The presented material is offered for inclusion into the Final Validation Report of Sub-Volume 8 prepared by WG1 and the Final Validation Report of Sub-Volume 5 prepared by WG2, if appropriate.

1 Introduction

This report presents the framework and the results of the DFS ATN Security Validation Initiative which has been performed in the period from February to August 2000. This German validation initiative has focused on the following two specific security aspects:

· ATN cryptographic settings as specified in section 8.5.3 of Sub-Volume 8, and

· ATN cryptographic algorithms as specified in sections 8.5.4 through 8.5.7 of Sub-Volume 8.

Although the validated ATN security features are described in Sub-Volume 8 of the ATN SARPs the obtained validation results also apply to Sub-Volume 5 which specifies the use of the validated ATN cryptographic algorithms in the context of IDRP authentication.

As layout reference for this paper, the format of the Validation Report of Sub-Volume 5 has been used. However, the material presented in this paper may be easily merged into both the validation report of Sub-Volume 5 and Sub-Volume 8.

2 DFS ATN Security Validation Initiative

2.1 General

The ATN Security Validation Initiative has been undertaken by the Deutsche Flugsicherung Gmbh (DFS) to contribute toward the validation of the third edition of ICAO Doc 9705, in particular Sub-Volume 8 and Sub-Volume 5.

The DFS ATN Security Validation Initiative includes validation of the ATN cryptographic settings through detailed inspection and analysis, and validation of the ATN cryptographic algorithms through pre-operational implementation and test of the ATN cryptographic primitives.

This report summarises the outcomes of the validation initiative, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of the DFS on the quality and correctness of the ATN security features as specified in Sub-Volumes 5 and 8.
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Email: klauspeter.hauf@dfs.de

University of the Federal Armed Forces
Mr. Klaus-Peter Graf
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2.7 Validation Tools Involved

The validation exercises within the context of the DFS ATN Security Validation Initiative were conducted at the University of the Federal Armed Forces in Munich under sponsorship by DFS.

The validation of the ATN cryptographic setting was an analytical exercise which examined the elliptic curve and its domain parameters with the objective to assess the cryptographic strength of the specified ATN cryptosystem and to find potential holes in the proposed security solution. Furthermore, this exercises included a detailed analysis and inspection of the requirements in section 8.5 of Sub-Volume 8. More details can be found in [Ref 5].

The validation of the ATN cryptographic algorithms included a pre-operational implementation of the ATN cryptographic schemes and the ATN cryptographic primitives and functions to verify correctness, completeness, consistency and unambiguity of the ATN specification in this field. The cryptographic schemes and primitives have been implemented in C++ in a stand-alone environment using the Borland C++ Builder. The individual software modules have been integrated into a graphical user interface running under Windows NT on any commercial PC. Integration of the implemented schemes and primitives into other ATN protocols (e.g. IDRP) or procedures (e.g. aircraft log-on) was outside the scope of the DFS ATN Security Validation Initiative and may be completed in a further step.

2.8 Validation Period

The DFS ATN Security Validation Initiative of the third edition of ICAO Doc 9705 was performed in the period from February to August 2000.

2.9 Objectives of the DFS ATN Security Validation Initiative

2.9.1 General Objectives

The DFS ATN Security Validation Initiative mainly aimed at demonstrating that:

1. the ATN elliptic curve domain parameters are consistent and satisfy the user requirements specified Sub-Volume 8,

2. the ATN cryptographic algorithms specified in the third edition of ICAO Doc 9705 are implementable,

3. the ATN cryptographic algorithms specified in the third edition of ICAO Doc 9705 are complete, consistent, and unambiguous.

2.9.2 Detailed Objectives

The overall strategy for the validation of the third edition of ICAO Doc 9705 has been defined by ATNP/WGW/3 on the basis of past experience on the validation of previous editions of ICAO Doc 9705. The starting point of the validation process was the definition of a unique set of ATN Validation Objectives (AVOs) (see [Ref 4]). AVOs are statements which express the various verifications and evaluations required in order to declare related part of the third edition of ICAO Doc 9705 as validated. An AVO can either be a System Level Validation Objective (SVO), Functional Validation Objective (FVO), or Technical Validation Objective (TVO) (see [Ref 2]).

The following AVOs have been covered by the DFS ATN Security Validation Initiative:

AVO Type / No.
Description

SVO 2
Validate that the Sub-Volume 8 requirements trace to other SARPs Sub-Volumes, where applicable.

FVO 3
Validate that the Sub-Volume 8 requirements are unambiguous.

FVO 4
Validate that the Sub-Volume 8 requirements are consistent.

TVO 2
Validate that the Sub-Volume 8 minimises air-ground security-related protocol overhead.

TVO 6
To determine if the ATN security solution has any unacceptable behaviour.

TVO 8
To determine if the functionality described in Sub-Volume 8 is implementable.

2.10 Validation Strategy

The principle of the DFS ATN Security Validation Initiative was first to examine the ATN cryptographic environment through detailed inspection and analysis of the applicable requirements and specifications, and secondly to develop the ATN cryptographic algorithms compliant with the third edition of ICAO Doc 9705 Sub-Volume 8.

The analytical review of the SARPs and the system development was performed independent of the specification activity, i.e. by individuals who have not participated to the production of the SARPs. This provides further level of confidence that the SARPs are complete, consistent, and unambiguous.

During implementation, the DFS experts participating to the ATN standardisation process considered any requests for clarification, or questions raised by the development team. Those issues requiring correction to the third edition of ICAO Doc 9705 and/or provision of additional guidance were reported to the relevant expert group(s).

Once the implementation of the cryptographic schemes and primitives was completed, the focus was directed on the testing of the new functionality. The test vectors published in [Ref 6] were used.

2.11 Implementation Status

The following table summarises the current status of implementation and the level of validation achieved by the DFS ATN Security Validation Initiative:

Requirement Group
Implementation Status
Validation Means


ATN Cryptographic Setting
not applicable
f

ATN Key Agreement Scheme (AKAS)
Complete Implementation
d

ATN Digital Signature Scheme (ADDS)
Complete Implementation
d

ATN Keyed Message Authentication Code Scheme (AMACS)
Complete Implementation
d

ATN Auxiliary Cryptographic Primitives and Functions
Complete Implementation
d

The software implements all procedures and options related to the use of the ATN Secret Value Derivation Primitive (ASVDP), ATN Signature Generation Primitive (ASP), ATN Signature Verification Primitive (AVP), ATN Keyed Message Authentication Code Generation Primitive (AMACP), ATN Keyed Message Authentication Code Verification Primitive (AMACVP), ATN Key Derivation Function (AKDF), and ATN Hash Function (AHASH).

2.12 Validation Exercises Results Report

2.12.1 Introduction

The DFS ATN Security Validation Initiative consists of the 2 ATN Validation Exercises (AVEs) listed by title in the following table. Each exercise comprised multiple validation tests. The result of these AVEs are available to the ATN community at the URL http://home.germany.net/101-209111/diplom/frame.htm

AVE Name
AVE Title
AVE Result Report

AVE_1
Validation of ATN Cryptographic Setting
REF 5

AVE_2
Validation of ATN Cryptographic Schemes and Functions
REF 5

2.12.2 AVE_1 Results

This validation exercise allowed verifying that both sets of specified ATN elliptic curve domain parameters (i.e. ATN user set and ATN certificate authority set) provide sufficient security strength to satisfy known user requirements. Although the extension degree m of the ATN user parameters set Tstan is close to the lower edge of the recommended range, the specified ATN cryptosystem is considered secure given the current knowledge on methods for attacking elliptic curve cryptosystems and the computational power available today and in the foreseeable future. More detailed findings resulting from the examination of the ATN cryptosystem can be found in [Ref 5].

2.12.3 AVE_2 Results

This validation exercise allowed verifying that the ATN cryptographic algorithms can be implemented, provide the intended functionality, and work correctly. No major deficiency has been identified on the ATN security functions.

The implementation of the ATN cryptographic algorithms allowed the detection of some areas in the specification where clarifications were required. However, in general, Sub-Volume 8 of ICAO Doc 9705 was found to be consistent and unambiguous.

2.13 Conclusion

As a result of the successful analysis of the ATN cryptographic setting and the successful implementation and test of the ATN cryptographic algorithms specified in the third edition of ICAO Doc 9705, and considering the success of the validation exercises conducted in the frame of the DFS ATN Security Validation Initiative, the DFS is in a position to express its confidence regarding the quality and the validity of the ATN SARPs on the cryptographic features contained in Sub-Volume 8.

� For a definition of validation means in the context of ATN SARPs validation see [Ref 4].





SEITE  
DFS_Validation.doc
Page 6

