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SUMMARY

This is the Validation Report for WGW/4 relating to the draft Technical Provisions for Sub-Volume VIII, Security.

This report presents the results of the validation and implementation programs that have been undertaken by various States and Organizations, which apply to the requirements in Sub-Volume VIII.  It summarizes the Sub-Volume VIII-related results and analyzes them against a set of high-level validation objectives (VOs).  It concludes that the Sub-Volume VIII technical provisions are sufficiently validated for inclusion in ICAO Doc. 9705.
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1. Introduction

1.1 Scope

Since the start of the development of the Sub-Volume VIII, Security, a number of validation programs have been established due to the efforts of a number of Organizations and States.  The purpose of this document is to report on the results of those programs that have reported their Security-related results so far, and to draw conclusions on the level of validation of Sub-Volume VIII that has been achieved. 

1.2 Background

Sub-Volume VIII has been developed from a series of working papers and flimsies developed by WG1/SG2. The recent history of the development of Sub-Volume VIII is summarized in the following table.

Table 1.1.  Sub-Volume VIII Development History

Working Paper
Version
Date
Title/Comments

W1S2W1006
0.1
Dec 1998
“ATN Security Provisions Doc 9705, Sub-Volume VIII – Version 0.1 Draft Text”

W1S2W1106
0.2
Jan 1999
“ATN Security Provisions Doc 9705, Sub-Volume VIII – Version 0.2 Draft Text”

W1S2W1208
1.1
Mar 1999
“ATN Security Provisions Doc 9705, Sub-Volume VIII – Version 1.1 Draft Text”

W1S2W1310

May 1999
“Draft Update Text To Sub-Volume VIII For Context Management, End System, and Intermediate System Authentication”

W1S2F1305

May 1999
“Draft Update Text for SV8”

W1S2W1510

Aug 1999
“Section 8.5 of SV8 Draft Specification of ATN Cryptographic Algorithms”

W1S2W1607a
1.2
Oct 1999
“Draft Update Text to Sub-Volume VIII”

W1WP1708
2.0
Dec 1999
“Draft Version 2.0 Text to Sub-Volume VIII”

See also:

W1S2W1506, AlliedSignal, “Elliptic Curve Domain Parameters for ATN”, August 1999.

W1S2W1713, AlliedSignal, “Public Key Infrastructure for the Aeronautical Telecommunications Network”, November 1999 (Revision of W1S2W1512).

W1S2W1706, AlliedSignal, “Application Security Solution for the Aeronautical Telecommunications Network”, November 1999 (Revision of W1S2W1611, W1S2W1406a, and W1S2W1308).

W1S2W1707, AlliedSignal, “AMHS Security for the Aeronautical Telecommunications Network”, November 1999 (Revision of W1S2W1612).

1.3 Relationships to other Sub-Volumes

Sub-Volume VIII contains the high-level security requirements for the ATN.  It describes the required ATN security infrastructure requirements, the ATN security primitives and schemes, and the public key infrastructure (PKI).  Sub-Volume VIII also levies requirements to other SARPs Sub-Volumes.  As such, validation of Sub-Volume VIII cannot be completed until the requirements in the other SARPs Sub-Volumes are validated.  References to the validation reports of the other SARPs Sub-Volumes are sufficient documentation for the relevant text within this validation report.

Portions of Sub-Volume VIII cannot be completely validated in isolation and must be considered in combination with the other SARPs sections affected. For example, there is no requirement that the Security System Object (SSO) should be explicitly realized in an implementation. Therefore, the SSO must be validated along with the Upper Layer Communication Service (ULCS), which itself must be validated in conjunction with the ATN Applications that use the ULCS.

1.4 Dependencies on External Standards

Sub-Volume VIII incorporates by reference a number of standards produced by accredited international standards bodies. A potential advantage of using ISO/IEC or ITU-T standards is that they are pre-validated, i.e. studied and approved by national standards bodies, implemented and interoperability demonstrated between independent implementations. To benefit from such pre-validation, the validation status of each referenced standard needs to be verified. For each referenced external standard, the following points must be answered:

· What is the status of the standard (committee draft, draft or fully ratified)?

· Do implementations exist?  

· Has interoperability been demonstrated?

· Are there any outstanding defect reports?

· Are the references to the standard sufficiently precise (version number, amendments and defect reports included)?

1.4.1 Security Framework

The ATN information security architecture is based on ISO/IEC 7498-2, ISO/IEC 10181-1, ISO/IEC 10181-2, ISO/IEC 10181-3, and ISO/IEC 10181-6.  As these are framework standards, it is proposed not to validate these standards any further in this effort. 

References:

ISO/IEC 7498-2:1989(E) Information processing systems – Open Systems Interconnection – Basic Reference Model – Part 2: Security Architecture.

ISO/IEC 10181-1: 1996 Information Technology - Security Frameworks in Open Systems - Frameworks Overview.

ISO/IEC 10181-2: 1996 Information Technology - Security Frameworks in Open Systems - Authentication Framework.

ISO/IEC 10181-3: 1996 Information Technology - Security Frameworks in Open Systems - Access Control Framework.

ISO/IEC 10181-6: 1996 Information Technology - Security Frameworks in Open Systems - Integrity Framework.

1.4.2 ASN.1/PER

The Packed Encoding Rules (ISO 8825-2) are assumed to be stable.  It is proposed not to validate this standard any further in this effort.

1.4.3 Generic Upper Layer Security (GULS)

The System Security Object is based on the security transformation concept described in ISO 11586-1. GULS is assumed to be stable. It is proposed not to validate this standard any further in this effort.

References:

ISO/IEC 11586-1:1996(E) Information Technology – Open Systems Interconnection – Generic Upper Layers Security: Overview, models and notation.

1.4.4 AMHS Security

References:

ISO/IEC 10021-4:1997, Information technology – Message Handling Systems (MHS):  Message transfer system:  Abstract service definition and procedures plus Technical Corrigendum 1 (1997) and Technical Corrigendum 2 (1997) and Technical Corrigendum 3 (1998) (ITU-T Recommendation X.411 (1995))

These standards are assumed to be stable.  It is proposed not to validate these standards any further in this effort.

1.4.5 IDRP Security

References: ISO/IEC 10747:1993

This standard is assumed to be stable.  It is proposed not to validate this standard any further in this effort.

1.4.6 Public Key Infrastructure

References: ISO/IEC 9594-8 (ITU-T Recommendation X.509)

These standards are assumed to be stable.  It is proposed not to validate these standards any further in this effort.

1.4.7 Security Audit Trail/Access Control

References:

ISO/IEC 10164-8:1993, Information technology – Open Systems Interconnection – Systems Management:  Security audit trail function plus Technical Corrigendum 1 (1995) and Technical Corrigendum 2 (1996) and Technical Corrigendum 3 (1998)
ISO/IEC 10164-9:1995, Information technology – Open Systems Interconnection – Systems Management:  Objects and attributes for access control plus Technical Corrigendum 1 (1996) and Technical Corrigendum 2 (1998)

These standards are assumed to be stable.  It is proposed not to validate these standards any further in this effort.

1.4.8 ATN Cryptographic Algorithms

A number of draft industry standards were used in the development of the ATN Cryptographic Algorithm specification; however, there are no requirements that an implementation of the ATN Cryptographic Algorithms be based on these standards.  Any implementation of the ATN Cryptographic Algorithms should be compatible with those standards.  There is no external validation requirement for these external standards and they are provided as information only.  It is expected that each of these external standards will become stable and will be validated by their respective organizations.

References:

ANSI X9.63, Public Key Cryptography For The Financial Services Industry:  Key Agreement and Key Transport Using Elliptic Curve Cryptography.

ANSI X9.62, Public Key Cryptography For The Financial Services Industry:  The Elliptic Curve Digital Signature Algorithm.

SEC1, Standards for Efficient Cryptography.
IEEE P1363, Institute of Electrical and Electronics Engineers, Standard Specifications for Public Key Cryptography.

ISO/IEC 15946-2: Cryptographic techniques based on elliptic curves – Part 2: Signatures.

ISO/IEC 15946-3: Cryptographic techniques based on elliptic curves – Part 2: Key establishment.

NIST, Recommended elliptic curves for federal government use.

High Level Validation Objectives

At the lowest level of validation, every technical provision clause (“shall” and “should” statement) is validated for correctness, consistency, lack of ambiguity and lack of duplication. This is typically done as an integral stage of implementation.  This report concentrates instead on high-level validation objectives.  Each validation objective is categorized as:

· System Level Validation Objective (SVO), relating to the system level requirements that are based on operational requirements within the ICAO Draft Manual of ATS Data link Applications, or elsewhere.

· Functional Validation Objective (FVO), relating to the functional characteristics described in the Technical Provisions.

· Technical Validation Objective (TVO), relating to the technical details in the Technical Provisions

The following Table lists the high-level validation objectives adopted for Sub-Volume VIII.

Table 2.1.  Validation Objectives

VO
Description

SVO 1
To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.

SVO 2
Validate that the Sub-Volume VIII requirements trace to other SARPs sub-volumes, where applicable.

SVO 3
Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.

FVO 1
Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of the SARPs, as determined by States/Organizations.

FVO 2
Validate that the Sub-Volume VIII requirements are complete.

FVO 3
Validate that the Sub-Volume VIII requirements are unambiguous.

FVO 4
Validate that the Sub-Volume VIII requirements are consistent.

FVO 5
Determine if there are Sub-Volume VIII requirements that would have no effect if removed.  

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.

FVO 6
To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.

FVO 7
To determine if Sub-Volume VIII includes provision for security services necessary for all security users.

TVO 1
Validate that Sub-Volume VIII includes provision for both mobile and fixed ATN users.

TVO 2
Validate that Sub-Volume VIII minimizes air-ground security-related protocol overhead.

TVO 3
Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communication Services (ULCS).

TVO 4
Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).

TVO 5
Validate that independent implementations built in accordance to Sub-Volume VIII will be able to interoperate.

TVO 6
To determine if the ATN security solution has any unacceptable behaviour.

TVO 7
To determine if provision for future migration has been addressed.

TVO 8
To determine if the functionality described in Sub-Volume VIII is implementable.

1.5 Grouping of Requirements

For the validation of the ATN Security Solution, the following functional groups of requirements have been identified:

· ATN Security Strategy, and

· ATN Security Architecture, and

· ATN Security Backward Compatibility, and

· ULCS Security Services, and

· CM Security Services, and

· Other Application Security Services, and

· Key Management and Distribution, and

· ATN Certificate Authority Architecture, and

· ATN PKI Certificates, and

· ATN Compressed Certificates, and

· ATN Certificate Revocation Lists, and

· ATN Cryptographic Setting, and

· ATN Key Agreement Scheme (AKAS), and

· ATN Digital Signature Scheme (ADSS), and

· ATN Keyed Message Authentication Code Scheme (AMACS), and

· ATN Auxiliary Cryptographic Primitives and Functions, and

· ATN System Security Object (SSO).

Each of these groupings (“high-level requirements”) is made up of an identified set of low-level requirements (“shall” clauses) and recommendations (“should” clauses).

Validation Means

The following generic means of validation have been identified, and are used in Table 4.1.

a) Two or more independently developed interoperating implementations validated by two or more states/organizations.

b) Two or more independently developing interoperating implementations validated by one state/organization.

c) One implementation validated by more than one state/organization.

d) One implementation validated by one state/organization.

e) Partial implementation validated by one or more state/organization.

f) Simulation, analysis using tools e.g. ASN.1 compiler, modeling tools.

g) Analysis and inspection.

Validation means a) through e) are accomplished via test and/or demonstration methods.  The Test method uses quantitative analytical data to compare measured performance against specific requirements; the Demonstration method uses qualitative criteria to assure correct performance of functions and capabilities against specific requirements.
Functional Validation Achieved by States and Organizations

The validation program has employed a number of validation methods including inspection and desk checking, the specification of an API based on the abstract service interface, simulation and modeling of the CF protocol machine, as well as multiple interoperating implementations. 

The following table summarizes the validation activities that have completed to date. The letters in the table correspond to the validation means given in section 3.

Table 4.1.  Validation Activities Summary

Group
Highest level achieved
WG1/SG2 
FAA Technical Center
NASA / Honeywell
AMA
DFS

ATN Security Strategy
g
g

g
g


ATN Security Architecture
g
g

g
g


ATN Security Backward Compatibility
g
g

g



ULCS Security Services
g
g

g



CM Security Services
g
g

g



Other Application Security Services
g
g

g



Key Management and Distribution
e
g

e



ATN Certificate Authority Architecture
e
g

e



ATN PKI Certificates
d
g
d
e
e


ATN Compressed Certificates
d
g
d
g



ATN Certificate Revocation Lists
e
g

e
e


ATN Cryptographic Setting
d
g
b
e
d
f

ATN Key Agreement Scheme (AKAS)
d
g
b
g
d
d

ATN Digital Signature Scheme (ADSS)
d
g
b
g
d
d

ATN Keyed Message Authentication Code Scheme (AMACS)
d
g
b
g
d
d

ATN Auxiliary Cryptographic Primitives and Functions
d
g
b
g
e
d

ATN System Security Object (SSO)
g
g
g
g



Summary of Activities Supporting Validation

1.6 FAA Technical Center Validation Activities

The US Federal Aviation Administration is sponsoring activities at the William J. Hughes FAA Technical Center and at the Mitre Corporation for validation of the security enhancements to edition three of Doc 9705.

The Technical Center activities are direct validation efforts that examine security changes to Sub-Volume V and Sub-Volume VIII.  In support of Sub-Volume V validation, the Technical Center is implementing Ground-Ground IDRP authentication and is conducting an overall analysis of the IDRP changes.  The implementation will use the key agreement and keyed message authentication cryptographic primitives specified in Sub-Volume VIII.  This work will complement the French efforts which examines Air-Ground IDRP authentication but without the primitives.  In support of Sub-Volume VIII validation, the Technical Center is implementing all of the cryptographic primitives and is developing a set of test vectors which will be independently verified by Certicom Corporation under sponsorship of NASA/Honeywell.  The Technical Center is also implementing a system for the generation of uncompressed and compressed ATN certificates.  The Technical Center is also conducting an evaluation of the System Security Object through analysis and inspection.

1.7 NASA/Honeywell

NASA Ames Research Center and Honeywell International Inc. (formerly AlliedSignal) have two validation programs underway. The first is an analysis of the security concept and architecture specified in Doc 9705 Sub-Volume VIII performed by an independent cryptographic expert, who has no prior involvement in the generation of the ATN security concept and architecture.  The second is validation by prototype implementation of a subset of the Requirements Groupings related to the ATN Public Key Infrastructure included in Doc 9705 Sub-Volume VIII.  The prototype uses commercially available, off-the-shelf PKI systems to execute test scenarios developed independent of the specification activity.

The NASA Ames Research ATN Security Services Validation Initiative targets demonstrating:  

1. The applicable Requirements Groupings meet functional validation objectives FVO1 through FVO6.

2. The applicable Requirements Groupings meet technical validation objectives TVO2 through TVO8.
1.8 AMA

Aérospatiale Matra Airbus (AMA) with the assistance of Sofréavia launched the SECATN project to analyze the impacts of the implementation of  the ATN security services in the avionics environment. Sofréavia ported its EC cryptographic software package on a PC environment and conducted benchmark exercises to assess the level of performance of such processing in the Airbus ATSU. The project also analyzed the potential operational impact of the ATN security solution and investigated some of the interoperability, certification and institutional issues induced by the security management.

By analyzing the ATN Security framework proposed by ICAO and developing a prototype of the ATN cryptographic functions specified in Doc 9705 Sub-Volume VIII, the SECATN project has participated to some extent to the on-going validation activity. 

The objective of the AMA ATN Security Project (SECATN) was two-fold:

· to validate some of the technical provisions in Doc 9705 Sub-Volume VIII with the use of an ATN EC Cryptographic tool, and

· to analyze the proposed solution from an avionics point's of view through analysis and inspection of Doc 9705 and the ATN Security CONOPs document.

1.9 DFS

The ATN Security Validation Initiative has been undertaken by the Deutsche Flugsicherung Gmbh (DFS) to contribute toward the validation of the third edition of ICAO Doc 9705, in particular Sub-Volume 8 and Sub-Volume 5.

The DFS ATN Security Validation Initiative includes validation of the ATN cryptographic settings through detailed inspection and analysis, and validation of the ATN cryptographic algorithms through pre-operational implementation and test of the ATN cryptographic primitives.

1.10 CENA CHARME project

No formatted summary report is available for this activity so no appendix is included. A description of the project activity and its conclusions is provided here. This material is based on individual project input and no document reference is available.

The objectives of CHARME are to provide the French DGAC (CENA and STNA) with:

a) an ATN platform for data-link experiments on Package-1 applications,

b) a base for the prototyping of future air/ground data-link applications,

c) an infrastructure for the validation of some of the ATN Package-2 features, with a priority on: security services, naming and addressing extension, system management related to security, and key management mechanisms by CM ASE.

The CHARME developments consist of commercial off the shelf (COTS) products, and CENA-originated components. The COTS components are: the CO Session and Presentation layers, an ASN.1 compiler and associated PER runtime libraries, and the development environment for the CENA components. This COTS environment provides testing and integration facilities, and proved to enable the porting of CHARME components to various hardware platforms and operating systems. CENA developments for CHARME include: the CL Session, Presentation and CO/CL Application layers, together ASEs issued from OSI (CO/CL ACSE/Ed 2, ROSE, CMISE) or ICAO Package-1 specifications (ADS, ADS Report Forwarding, CM, CPDLC, and FIS). APIs are provided for each ASE, and for the Dialogue Service.

CHARME has successfully been integrated on SUN and DEC ALPHA systems with the ProATN lower layers. This integration resulted in:

a) a Package-1 connection oriented full ATN stack,

b) a Package-2 connection oriented, and connectionless ATN stack. 

The Package-2 stack includes the ATN ASEs, ROSE and CMISE for system management, and the Security ASO for upper-layers security.

CHARME is part of the simulated data-link infrastructure of CENA, which includes:

a) simulated sub-networks (Mode S, AMSS and VDL mode 2) access, real sub-network access (X.25 WAN, LAN) and loop-back facilities.

b) air traffic simulator, cockpit simulator and pseudo-pilot interface,

c) experimental ground control facilities.

The following CHARME developments are completed:

a) a full package 1 connection oriented ATN stack: CO Session and Presentation layers, ACSE and Dialogue control function, together with APIs,

b) CO and CL Session and Presentation layers,

c) CO/CL package 2 dialogue control function, and CO/CL ACSE,

d) Package 2 ATN applications,

e) ROSE and CMISE ASEs integrated in upper-layers (FastMIP profile).

f) Security ASO for upper-layers security,

Future CHARME activities (post mid-2000) should address:

a) System management for the management of security,

b) Prototyping activities (X.500).

CENA has a project underway to modify the previously developed CHARME prototype implementations of the applications and ULCS to incorporate the security enhancements. These implementations will be available for interoperability testing with other organizations. This validation initiative is focussed on the validation of upper-layer and application mechanisms. At present, only the development of the SSO is in the scope of SV8 validation. 

a) the software of the SSO will be produced and integrated in the ATN upper layers architecture of the CHARME platform.
Conclusions

The integration of the security provision for the CHARME Upper Layers Architecture is still in progress. A number of validation findings resulting from the implementation activities have been reported to the relevant ATNP sub-groups.

1.11 FAA/Mitre

No formatted summary report is available for this activity so no appendix is included. A description of the project activity and its conclusions is provided here. This material is based on individual project input and no document reference is available.

The Center for Advanced Aviation Systems Development (CAASD), a Federally Funded Research and Development Center (FFRDC) run by the MITRE Corporation for the Federal Aviation Administration (FAA), has the responsibility to validate the Interdomain Routing Protocol (IDRP) authentication provisions documented in the Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN). The IDRP security provisions under investigation make use of provisions appearing in Sub-Volume 5: Internet Communications Services, Sub-Volume 7: Directory Services, and Sub-Volume 8: ATN Security Services. Sub-Volume 5 details how the ATN routing initiation protocol and IDRP determine when peer entities use the cryptographic services for authentication. Sub-Volume 7 defines a directory service used to distribute internationally the public keys required to operate the cryptographic algorithms. Sub-Volume 8 defines the cryptographic algorithms to be used and how to apply them. 

IDRP is used to exchange domain-specific routing information between peer entities. The peers can be two ground IDRP implementations, each in a different domain, such as the U.S. and Canada; or an aircraft and a ground ATN router, which is directly connected to the data link used to communicate between aircraft and ground. The ATN security provisions require that the IDRP exchanges be authenticated, using an elliptic curve digital signature algorithm (ECDSA). There are three aspects to the validation work:

1. Verification that ground/ground IDRP routing initiation supports IDRP authentication;

2. Verification that air/ground routing initiation can support the invocation of IDRP authentication.

3. Verification that distribution of the key pairs required for the above authentication can be supported using the proposed X500 database.

The first area, ground/ground authentication, is not explicitly covered, as it is believed that Item 2 includes this function, albeit using a more restrictive link. Validation of the air/ground hop necessarily validates the ground/ground hop. 

Conclusions

A functional evaluation of the ATN security provisions indicated that no significant inconsistencies, faults, or omissions exist. Performance evaluation showed areas of possible concern when traffic loads are significant. However, it should be possible to eliminate such concerns with careful consideration of the type of equipment and placement of such equipment used by the ATN. Consequently, the functional and performance evaluation should be considered a success, insofar as implemented within the ACET facility and insofar as the extent of the ATN security provisions. 

Defect Report Summary

1.12 Defect Reports submitted/resolved

1.12.1 FAA Technical Center Validation Activities

1.12.2 NASA/Honeywell

No major deficiency was identified for the applicable Requirement Groupings.

The Independent Cryptographic Expert analysis and prototype PKI implementation effort resulted in the identification of defects contained in the third edition of Doc 9705 Sub-Volume VIII. All of the defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 through amendment of Sub-Volume VIII or through the identification of items to be included as additional Guidance Material. A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified via redline revision marks.

1.12.3 AMA

No major deficiency was identified for the applicable SARPs requirements which are considered complete, unambiguous and consistent. 

Independent validation projects including the AMA validation initiative resulted in several defects on the third edition of Doc 9705 Sub-Volumes II, IV, V and VIII. All these defects have been reported to the Sub-Volume editors and have been resolved by the relevant ATNP SG by amending the draft third edition or through the identification of items to be included as additional Guidance Material. 

1.12.4 DFS

No major deficiency was identified.

1.12.5 CENA/CHARME

No major deficiency was identified.

A number of validation findings resulting from the implementation activities have been reported to the relevant ATNP sub-groups. These have been resolved by amending the draft third edition or through the identification of items to be included as additional Guidance Material.

1.12.6 FAA/Mitre

A functional evaluation of the ATN security provisions indicated that no significant inconsistencies, faults, or omissions exist. Performance evaluation showed areas of possible concern when traffic loads are significant. However, it should be possible to eliminate such concerns with careful consideration of the type of equipment and placement of such equipment used by the ATN. Consequently, the functional and performance evaluation should be considered a success, insofar as implemented within the ACET facility and insofar as the extent of the ATN security provisions. 

1.13 Defects/issues unresolved

1.13.1 Defects

To best knowledge of the sub-group there are no outstanding defects. Effective with the conclusion of the WGW/4 any defects found in SV 8 are to be handled through the CCB/PDR process.

1.13.2 Issues

Issues raised by the validation activities and not resolved by changes to Sub-Volume VIII or proposed additions to Guidance material have been added to the WG1SG2 Issues list, reported to WG1 in W1WP1810 and referred to either WGA or WGB.

Analysis and Conclusions

Based on the results reported to WG1SG2 and summarized in sections 4 and 5 and appendices A, B, and C, it is concluded that the enhanced technical provisions in Sub-Volume VIII are sufficiently validated for inclusion in ICAO Doc. 9705.

It should be noted that validation activities continue. Work is in progress and more is planned to develop test implementations of the incorporating ATN Security Services. Interoperability testing between independent implementations is planned. Reports of this testing will be submitted to the appropriate working groups as they become available.






















Version:0.4
Date: 22 August 2000
Page: ii

