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Introduction

1.1 Document Scope

Aérospatiale Matra Airbus (AMA) with the assistance of Sofréavia launched the SECATN project to analyze the impacts of the implementation of  the ATN security services in the avionics environment. Sofréavia ported its EC cryptographic software package on a PC environment and conducted benchmark exercises to assess the level of performance of such processing in the Airbus ATSU. The project also analyzed the potential operational impact of the ATN security solution and investigate some of the interoperability, certification and institutional issues induced by the security management.

By analyzing the ATN Security framework proposed by ICAO and developing a prototype of the ATN cryptographic functions specified in Doc 9705 Sub-Volume VIII, the SECATN project has participated to some extent to the on-going validation activity. 

This document reports the part of the project results applicable to the validation of the ATN Security framework. A companion document [2] was also produced for inclusion in the final validation report of WG1SG2. 

1.2 Reference Documents

[1] 
ICAO Document 9705 – Draft Edition 3 – 10 December 1999.

[2] 
Aérospatiale Matra Airbus (AMA) ATN Security Services Validation Initiative:  Input for the WG1/SG2 Validation Report.

[3] 
WG1SG2 WP 1907 -- Validation Report for the Aeronautical Telecommunications Network (ATN) – Test Vectors for the Cryptographic Infrastructure.

2 The AMA Validation Initiative

The objective of the AMA ATN Security Project (SECATN) was two-fold:

· to validate some of the technical provisions in Doc 9705 Sub-Volume VIII with the use of an ATN EC Cryptographic tool, and

· to analyze the proposed solution from an avionics point's of view through analysis and inspection of Doc 9705 and the ATN Security CONOPs document.

This section presents the approach used to fulfill those two aspects. 

2.1 Use of an ATN EC Cryptographic Software

The ATN EC Cryptographic package supports the ATN Digital Signature Scheme (ADSS), the ATN Keyed Message Authentication Code Scheme (AMACS) and most of the ATN auxiliary functions (ATN hash function and ATN random variable generator). It provides a programmatic interface (API) compliant with the function interface specified in SARPs section 8.5 [1]. The two domain parameter sets defined for ATN are supported by the package. In addition, functions are provided to encode and decode certificates and certificate revocation lists.

The AMA package is the third known implementation of the ATN cryptographic functions participating in the validation (in addition to BCI for the US FAA and Certicom for NASA). The validation approach was to test the ATN EC Cryptographic package against the reference test vectors defined by the FAA in the WG1SG2 WP 1907 -- Validation Report for the Aeronautical Telecommunications Network (ATN) – Test Vectors for the Cryptographic Infrastructure. 

 The following functions described in Sub-Volume VIII have been tested:

AHASH
ATN Hash Function
Tested

AKDF
ATN Key Derivation Function
Not tested

AMACP
ATN Message Authentication Code Primitive
Tested

AMACVP
ATN Message Authentication Code Verification Primitive
Tested

ARVP
ATN Random Variable Primitive
Tested

ASP
ATN Signature Primitive
Tested

ASVDP
ATN Secret Value Derivation Primitive
Tested

AVP
ATN Verification Primitive
Tested

2.2 Paper Analysis

The AMA ATN Security project aimed at performing preliminary investigations in the three following domains:  

· General analysis of the ATN Security Services in the avionics framework. This task describes the ATN security services and assesses the main technical and operational impacts to the aircraft and pilots. This task produced some general remarks on the ATN Security Framework summarized later in this document. 

· Performance and Capacity Issues. A major matter for concern for avionics people was the integration of the SARPs compliant security software within the avionics. This task checks that the ATN security software can be implemented in the ATSU constrained environment by extrapolating performance results to the technical characteristics of the ATSU calculator. Preliminary results are provided later in this document.

· Certification Issues. This task identifies the certification related issues not yet addressed in the SARPs. This task is on-going and results are not yet available.

2.3 Validation Objectives Coverage

The following table summarises the Validation Objectives covered by the AMA ATN Security Service Initiative for each supported Requirements Grouping. The following table also summarises the Validation Means achieved to date for each Requirements Grouping and Validation Objective. An empty cell indicates that the intersection of Requirements Grouping and Validation Objective was not addressed by this initiative.

Label
Requirements Grouping
SVO
FVO
TVO



1
2
3
1
2
3
4
5
6
7
1
2
3
4
5
6
7
8

SEC3-01
ATN Security Strategy




g
g
g












SEC3-02
ATN Security Architecture




g
g
g












SEC3-03
ATN Security Backward Compatibility



















SEC3-04
ULCS Security Services



















SEC3-05
CM Security Services



















SEC3-06
Other Applications Security Services



















SEC3-07
Key Management and Distribution



















SEC3-08
ATN Certificate Authority Architecture



















SEC3-09
ATN PKI Certificates




g
g
g
g
g
g
g
g


e
e
g
e

SEC3-10
ATN Compressed Certificates



















SEC3-11
ATN Certificate Revocation Lists




g
g
g
g
g
g
g
g


e
e
g
e

SEC3-12
ATN Cryptographic Setting




g
g
g
g
g
g
g



d
d
g
d

SEC3-13
ATN Key Agreement Scheme (AKAS)




g
g
g
g
g
g
g
d


d
d
g
d

SEC3-14
ATN Digital Signature Scheme (ADSS)




g
g
g
g
g
g
g
d


d
d
g
d

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)




g
g
g
g
g
g
g
d


d
d
g
d

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions




g
g
g
g
g
g
g



e
e
g
e

SEC3-17
ATN Security Object (SSO)



















3 Overview of the results

3.1 Validation objectives

The following table indicates which VOs the SECATN project considers as achieved. 

System Validation Objective
Description
SECATN 

Analysis

SVO 1
To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.
Not addressed.

SVO 2
Validate that the Sub-Volume VIII requirements trace to other SARPS sub-volumes, where applicable.
Not addressed.

SVO 3
Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.
Not addressed.

Functional Validation Objective
Description
SECATN 

Analysis

FVO 1
Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of SARPs, as determined by States/Organizations.
Not addressed.

FVO 2
Validate that Sub-Volume VIII requirements are complete.
Achieved in 8.5. Some Requests For Information (RFI) were sent to WG1SG2 requesting to clarify some issues and to add some information to make the specification complete (see section 3.4) . However, the completeness of the ATN framework is not achieved (ISSUE 1).

FVO 3
Validate that Sub-Volume VIII requirements are unambiguous.
Achieved in 8.5. Some RFIs were sent to WG1SG2 requesting to clarify some issues and to add some information to make the specification completely unambiguous (see section 3.4).

FVO 4
Validate that Sub-Volume VIII requirements are consistent.
Achieved in 8.5. Some RFI were sent to WG1SG2 requesting to clarify some issues and to add some information to make the specification completely consistent (see section 3.4).

FVO 5
Determine if there are any Sub-Volume VIII requirements that would have no effect if removed.
Achieved in 8.5.

FVO 6
To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.
Achieved in 8.5.  

FVO 7
To determine if Sub-Volume VIII includes provision for security services necessary for all security users.
Not fully achieved in SV 4 and 8. Security services are not provided to connection-less ATN applications (ISSUE 2).

Technical Validation Objective
Description
SECATN 

Analysis

TVO 1
Validate that Sub-Volume VIII includes provisions for both mobile and fixed ATN users.
Achieved for mobile users. It is assumed that SV 8 provisions can be implemented in airborne computers. No major incompatibility with airborne environment has been found.

TVO 2
Validate that Sub-Volume VIII minimizes air-ground security related protocol overhead.


Achieved in SV8 (use of PER, definition of compressed certificates, no CRLs transmitted over the mobile subnetwork, etc…). Additional provisions could be envisaged (e.g. add PER-visible constraints in the ASN.1, relative OID). The traffic overhead can appear too big for ECDH and ECDSA but is acceptable since this overhead is to be supported only during secure connection establishment phase (initial CM-logon or IDRP OPENPDU).  

TVO 3
Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communications Service (ULCS).
Not addressed.

TVO 4
Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).
Not addressed.

TVO 5
Validate that independent implementations built in accordance to Sub-Volume VIII will be interoperable.
Achieved. The use of reference test vectors showed that cryptographic function of independent implementations generated the same output data. Because of the complexity of the EC functions, it could be concluded from these tests that interoperability is provided for any input data.  

TVO 6
Determine if the ATN security solution has any unacceptable behavior.
Technically achieved. Operationally, issues are still open (ISSUE 3).

TVO 7
Determine if provision for future migration has been addressed.
Achieved in SV 8 (possibility to switch to another signature algorithms, extensibility markers, etc…).

TVO 8
Determine if the functionality described in Sub-Volume VIII is implementable.
Achieved for 8.5. In terms of required memory space and processing resources, the security software can be implemented in a resource-limited avionics computer, as the ATSU. Use of COTS could be a problem (ISSUE 4).

3.2 General Remarks on the ATN Security Framework

The ATN Security Framework specified in Doc 9705 and the Security CONOPs is globally well specified. However, complete validation of it could be considered achieved only when the following open issues are fully addressed and validated:

 [ISSUE 1]
Too many functions are considered as local matter within security domains. As such, they are not described in the SARPs. These "local-matter functions" need to be specified and validated before the overall ATN security can be fully considered validated. For instance:

· Data exchanges between aircraft, airlines, ATSOs, State CAs, AOE CAs and ground users are not specified (e.g, distribution of public keys between the aircraft and the AOEs or State CAs). The procedures, the contents of the data exchanged, the constraints on the users – addressing both technical and institutional aspects – need to be investigated in the aeronautical environment. 

· The ATN security solution assumes some "implicit functions" which are obvious in a ground environment (e.g. banking environment). These functions could be difficult to implement in the avionics. For instance, keeping secret the private key in the aircraft could be a major problem. An other example is the clock synchronization required for checking the certificate validity. These functions should be identified either in the SARPs or in the CONOPS and investigated in the aeronautical environment.

[ISSUE 2] 
Provisions in Doc 9705 are not provided for secure connection-less mode applications. This is essential for supporting AOC secure applications over the ATN. 

[ISSUE 3] 
The systematic closure of the underlying dialogue upon security failure detection could be too drastic in some situations where the time and the overhead needed to re-establish a new dialogue are operationally more costly than to drop the invalid message (e.g. an ADS report with an integrity problem).

[ISSUE 4]
Operational procedures in case of security failure are not standardized. The information presented to the pilot and the procedures to apply in case of security alarm may vary depending of the source of alarm (ES vs. BIS, local vs. remote detection), the nature of the application impacted (ATC vs. AOC, CPDLC vs. D-METAR), etc…  

[ISSUE 5] 
The base cryptographic functions will probably be provided by COTS (it is unlikely that ECC libraries will be developed by aircraft and ground ATC systems manufacturers). Known EC COTS implement 20.000 to 100.000 lines of C codes. The way to certify these COTS and the level of certification need to be investigated.
3.3 Performance Benchmarks

Performance tests were performed on two platforms:

· on the development PC (PIII PC 450 MHz) to evaluate the processing time of the security functions in an up-to-date technical environment,

· on a 80486 DX PC 33 MHz simulating the processing characteristics of the airborne ATSU computer.  


PIII PC 450 MHz
80486 DX 33 MHz


N=163
N=233
N=163
N=233

Signature generation (1)
7 ms
10 ms
625 ms
1000 ms

Signature checking
16 ms
28 ms
740 ms
1300 ms

Shared Secret Value Computation

640 ms
1000 ms

Hashing (HMAC)

2 ms/KO

(1) with no pre-computation.

Notice: even if the test have attempted to be as close as possible to the real ATSU hardware environment, real operational operation where several process are running together (e.g. Automatic Dependant Surveillance, Airline Operational Control) may impact appreciably the overall end to end performance thus implying that further studies would need to be conducted in this area. In addition, the effect on the capacity of the different type of memory required to run those new processes needs further to be considered.

3.4 Defect Reports

Defect Number
Objective Violated
Section
Description

MAJ 1


Efficiency of the ECs. EC on GF(p) should be preferred in place of EC over GF(2^m) because EC over GF(2^m) have much more properties than EC over GF(p). Some of these properties might be used to compute the discrete logarithm.

· Nigel Smart, Florian Hess (Uni. Sydney), Pierrick Gaudry (Ecole Polytechnique) article for EC on GF(2^m), where m is a composite

· Mike Scott observation on P1363 mailing list about Koblitz Curve on GF(2^m)

(The Subgroup does not agree with the preference to use curves over GF(p) rather than GF(2m) for the following reasons:

· Curves over 2m are currently more available in COTS products

· Curves over 2m at 160-ish bits (for standard user strength) will be validatable against FIPS 140-1 and curves over GF(p) will not. (Although FIPS140-1 is only a US standard, it is currently the only standard available for validation of the details of cryptographic operations).

· Curves over 2m at 160-ish bits (for standard user strength) are recommended in the ANSI, NIST and SECG standards. Only the SECG recommends GF(p) curves at this strength)

MAJ 2


There is a mistake in sect233r1 order. It is not 

n= 9017463467905637877434755862277025555839812737345013555379383634485463

but

n= 69017463467905637877434755862277025555839812737345013555379383634485463

or in hexa

n = 0100 00000000 00000000 00000000 0013E974 E72F8A69 22031D26 03CFE0D7

and cofactor is 

h = 02

(Agree – Will correct and add cofactor as a note.)

QRY 1


It would be very useful for the validation to define test vectors for each basic ATN cryptographic functions. Could WG1/SG2 co-ordinate the generation and the distribution of this information ?

(Yes – see w1s2w1907. We also plan to include in guidance material)

QRY 2

8.5.2
The source of the ATN elliptic curve domain parameters in section 8.5.2 should be specified. These parameters come from GEC 1(see [2], not from SEC 1). The exact reference in GEC 1 (see also [1] section 8.4.3.2.8) sect163r2 and sect233r1.

(Agree – will add note to 8.5.2 came from among those recommended by ANSI.)

QRY 3

Note of 8.5.6.1
The note says that pseudo random numbers should be generated "using the technique given in this section". The technique is (8.5.6.1.1 b) to take a "cryptographically secure random or pseudorandom random value"

note 1 : there is a problem of notation between (pseudo random) (pseudorandom) (random)

note 2 : this is not an algorithm !

note 3 : some requirements should be provided about the random function, a reference will be appreciated

note 4 : ARVP is a very important function when it is used to generate keys.

note 5 : Why is this function radically different from the ARVP function in [3] ?

(Agree – Will delete the ARVP function and generate consistent text.)

QRY 4

8.3.1.2.5
It should be recommended that a third party generates key pairs for all CAs (simplification of the PKI at the World scale, possibility to use material random generator). The CONOPS states that each ATN entity (router, aircraft, CA, etc…) is responsible for generating each key pair. What is the rationale for choosing this approach versus generation of the key pairs by a third party ?

(Disagree – For organizational and security reasons each CA should generate it's own keys. Other ATN entities have the option to generate their own or have it done. The intention of the CONOPS text was that the entity was responsible – not that they had to generate. We will clarify in updates to the CONOPS and guidance.)

QRY 5

8.3.1.2
The way users are going to manage CRLs is not clear. The aircraft do not have access to CRLs, so how the certificate verification can be done on-board ?

(The intention is to use short-lived certificates for the CM entities. After additional review and discussion it seems that we have not been specific in the requirements to cover this (guidance is also missing on this). We will consider the best approach and provide when complete.)

MIN 1

8.4.3.2.8.1
There is a mistake in the note of the section 8.4.3.2.8.1. Other entities than CAs use sect163r2 and not sect163r1 (see 8.4.3.2.8.2 and the initial document [2]).

(Agree note will be updated.)

MIN 2


The order n of the base point should be in hexa notation (not decimal notation) as it is specified in the baseline document (GEC1). This would make the parameters more readable and avoid the decimal representation problem (see comment 5). Furthermore, the parameter set usually include the cofactor, for information, to provide the quality level of the curve.

(Agree – will change and add the values requested.)

MIN 3


ASVDP follows Diffie-Hellman scheme. This should appear in a note.

(Agree – Will add note below 8.5.3.1 and 8.5.4.1 to that effect)

MIN 4


There is a typo at the end of the line 3) in section 8.5.4.2.1 p 42 (we find kG.,)

(Agree – Will correct.)

MIN 5

8.4.3.2.8.4
The definition of ellipticCurve X.509 type is as follows:

« ellipticCurve OBJECT IDENTIFIER ::= { atnPKI-arc curve(0) } »

a) there is a little mistake in the definition of atnPKI-arc 

« atnPI-arc OBJECT IDENTIFER ::= {secids modules (2) atnPKI (4)} »

should be

« atnPKI-arc OBJECT IDENTIFER ::= {secids modules (2) atnPKI (4)} »

b) There is no definition of « secids ».

(Overtaken by changes currently using resolve values for the OIDs)

MIN 6

8.5.4.2.1
8.5.4.3.1
ATN Digital Signature Scheme (ADSS)

· In section 8.5.4.2.1.c).1)

« AHASH(SignData) » gives a bit string and « e » is an integer. There is a problem of type. We should had an operation 1’) which could be :

« convert the bit string e to an integer e1 » 

· In section 8.5.4.3.1.d).1): same remark.

(Agreed – added the operation to ASP and AVP.)

MIN 7

8.5.5.1
8.5.5.1.2
Keyed-Hashing for Message Authentication (HMAC)

· In [2], they use the notation “HMAC-SHA1-t” and in [2] we use the notation “HMAC-SHA-1-t”.

So “HMAC-SHA-1-32” should be changed by “HMAC-SHA1-32” and

“HMAC-SHA-1-80” should be changed by “HMAC-SHA1-80” in section 8.5.5.1.

(Agreed – made change as recommended to SHA1)
For the comprehension, the note of the section 8.5.5.1.2 could be divided in two parts:

· the first note will talk about “mackeylen” value and about the relation between “mackeylen” and the security of HMAC-SHA1.

· the second note will talk about “mactaglen” value and about the relation between “mactaglen” and the security of HMAC-SHA1.

(Agreed – changed to two notes)

MIN 8


ATN Keyed Message Authentication Code Primitive (AMACP)

The size macdatalen of “MacData” to be MACed in the section 8.5.5.2.1.a) is not provided but  the value is needed in HMAC-SHA1. 

It should be specified in section 8.5.5.2.1.e) that the output is an “octet string MacTag” of length mactaglen.

(Disagree – Although potentially of use in the actual vs abstract primitive it is not included or referenced in either SEC1 or X9.63 standards)

MIN 9


ATN Keyed Message Authentication Code Verification Primitive (AMACVP)

Same comment.

(Assume this really meant comment MIN8 above and the resolution is the same)

MIN 10


Elliptic Curve Key Generation Primitive (ECKGP)

Doc 9705 does not refer to ECKGP. A short description should be added to [1].

(Disagree – Primitive is trivial and the only constraint (that d be a statistically unique and unpredictable integer in the interval [1, n-1] ) is included in the definition of an Elliptic Curve private key (d) in 8.5.1.)

CONCLUSIONS AND RECOMMENDATIONS

As a result of the success of the validation exercises, Aérospatiale Matra Airbus is in position to express its confidence regarding the technical feasibility to integrate the ATN cryptographic functions in the airborne data link environment and regarding the quality in the SARPs of the specification of the security related functions and communication protocols. 

However, AMA recommends that further experiments and studies be carried out to close the open issues identified by the SECATN project, the objective being to prove that:

· security related functions not subject to standardization correctly support the ATN Security Framework (local functions and intra-domain data exchanges),

· the ATN correctly provides security services to non-ATC applications,

· cryptographic software can be certified,

· the overall behavior and performance of the secure ATN system is fully acceptable to operational users.

The validation activity successfully carried out in the 1999/2000 timeframe which consisted to validate in parts the Doc 9705 sub-volumes should be consolidated by a validation of all components involved in the security processing: air and ground ES and BIS integrating cryptographic functions and security specific protocols, ATN PKI entities and the CAs entities.  

4 APPENDIX-A:  SECATN Output files

This appendix contains the trace files generated by the SECATN EC Cryptographic tools when running the ATN reference test vectors. The trace messages are as close as possible to the messages in the test vectors to facilitate the comparison between the output of the test tool and the expected messages defined in the reference test vectors.

4.1 Key Agreement Scheme 

4.1.1 Key Agreement Test Vectors (sect163r2)

set random parameters and elliptic curve parameters (sect163r2)

163 bits GF(2^m) Elliptic Curve....

Key deployment for U

Generate an integer d_u

d_u in base10 = 1024522819720025922953106807554736707465897702681

d_u in base16 = B375312F2C6C5BE46AD918167AC67A5752FDF519

Calculate Q_u = d_u x G

Q_u x= 41FCF1FCCD3D878FB4FE8E784162D3457CA903D6F

Q_u y= 12711A3C7A48F387AA04F07098CE386C75F8184CB

Q_u (using point compression)=  03 1 41FCF1FCCD3D878FB4FE8E784162D3457CA903D6F

Key deployment for V

Generate an integer d_v

d_v in base10 = 5749925571868576251449720197771704054543621726492

d_v in base16 = 3EF2B947873473CA66E131EDB5210DE4A7A5EA11C

Calculate Q_v = d_v x G

Q_v x= 567B37E26D26CABFB4759C31847A22DAA09010CF6

Q_v y= 4FB7981246231B86ECF6CD86CBE80A778553DF981

Q_v (using point compression)=  03 1 567B37E26D26CABFB4759C31847A22DAA09010CF6

Key Agreement Operation for U

Step 1 : Calculate P_u = d_u x Q_v

P_u x= 7BBFC0FCE8F67BCF6600DC2112F589D860FB3E408

P_u y= 683D04CD05CB22D8A7CBA98149A739518C324ACD9

P_u (using point compression)=  03 1 7BBFC0FCE8F67BCF6600DC2112F589D860FB3E408

Step 2 : Use Key derivation function KDF

(no implementation in ECPKI project)

Key Agreement Operation for V

Step 1 : Calculate P_v = d_v x Q_u

P_v x= 7BBFC0FCE8F67BCF6600DC2112F589D860FB3E408

P_v y= 683D04CD05CB22D8A7CBA98149A739518C324ACD9

P_v (using point compression)=  03 1 7BBFC0FCE8F67BCF6600DC2112F589D860FB3E408

Step 2 : Use Key derivation function KDF

(no implementation in ECPKI project)

4.1.2 Key Agreement Test Vectors (sect233r1)

set elliptic curve parameters (sect233r1)

233 bits GF(2^m) Elliptic Curve....

Key deployment for U

Generate an integer d_u

d_u in base10 = 4251270738814174119571939134919138150616900389384811944510686403236860

d_u in base16 = 9DB03AB3CBE4FE074541503B8EE9DCFFF125219A0F275992438C6C13FC

Calculate Q_u = d_u x G

Q_u x= C120B591284A3E701CAC3B1D739E7EF65731765FE4BC33FFB22AF69DCA

Q_u y= 895CEFB57CCF45F7395EBB21DC8E4DDC697F451F5CF1BA0E1AF4E96924

Q_u (using point compression)=  03 1 C120B591284A3E701CAC3B1D739E7EF65731765FE4BC33FFB22AF69DCA

Key deployment for V

Generate an integer d_v

d_v in base10 = 2083695132405660327067472482322353463765429707186414331357662091201836

d_v in base16 = 4D49DE485626F3F98668493FEE90AB3CC1B212A493C15CD0D1DD84CD2C

Calculate Q_v = d_v x G

Q_v x= 16E1AA4F0767D87AC1725DEA8E5001D878B0BF35BF1D3085454E3031569

Q_v y= 12B82F837167CFD889419FFB39D9494129656E314F1C86496D1CD3B3FA0

Q_v (using point compression)=  03 0 16E1AA4F0767D87AC1725DEA8E5001D878B0BF35BF1D3085454E3031569

Key Agreement Operation for U

Step 1 : Calculate P_u = d_u x Q_v

P_u x= 168AA5A426F57CDE4B004F4E1A343F696FC727F9281E3507C92A2724FDB

P_u y= 1DA8617E6BAB56B483AD1BBB80DD591F6D1E88319F43CD6A0B9D3CE1F93

P_u (using point compression)=  03 1 168AA5A426F57CDE4B004F4E1A343F696FC727F9281E3507C92A2724FDB

Step 2 : Use Key derivation function KDF

(no implementation in ECPKI project)

Key Agreement Operation for V

Step 1 : Calculate P_v = d_v x Q_u

P_v x= 168AA5A426F57CDE4B004F4E1A343F696FC727F9281E3507C92A2724FDB

P_v y= 1DA8617E6BAB56B483AD1BBB80DD591F6D1E88319F43CD6A0B9D3CE1F93

P_v (using point compression)=  03 1 168AA5A426F57CDE4B004F4E1A343F696FC727F9281E3507C92A2724FDB

Step 2 : Use Key derivation function KDF

(no implementation in ECPKI project)

4.2 Digital Signature Scheme

set random parameters and elliptic curve parameters (sect163r2)

163 bits GF(2^m) Elliptic Curve....

4.2.1 Digital Signature (sect163r2)

U selects a key pair

Generate an integer d_u

d_u in base10 = 1024522819720025922953106807554736707465897702681

d_u in base16 = B375312F2C6C5BE46AD918167AC67A5752FDF519

Calculate Q_u = d_u x G

Q_u x= 41FCF1FCCD3D878FB4FE8E784162D3457CA903D6F

Q_u y= 12711A3C7A48F387AA04F07098CE386C75F8184CB

Q_u (using point compression)=  03 1 41FCF1FCCD3D878FB4FE8E784162D3457CA903D6F

U signs M

Generate an integer k

k in base10 = 575653124767975784319178138214759983332919601691

Calculate R = k x G

R x= A6390B0DB437EB2C25D76A1B6C05DF017D256902

R y= 2FD82E64B88AA9D4DA6799123DBB153EF509C3AA0

R x (base10)= 948964573331441011309194204446505141221206616322

r (base10)= 948964573331441011309194204446505141221206616322

r (base16)= A6390B0DB437EB2C25D76A1B6C05DF017D256902

E = a9993e3647 6816aba3e25717850c26c9cd0d89d

s (base10)= 1119239974375697377820890461894638015377982821841

s (base16)= C40C74CBBB97D02E65065D2375536D2AAD3F15D1

4.3 MAC Scheme

In progress.

SUMMARY


By analyzing the ATN Security framework proposed by ICAO and developing a prototype of the ATN cryptographic functions specified in Doc 9705 Sub-Volume VIII, the SECATN project has participated to some extent to the on-going validation activity. 


This document reports the part of the project results applicable to the validation of the ATN Security framework. 








