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Summary

This working paper addresses an action item taken from the WG3SG2 meeting held in Columbia, MD on November 2-5, 1999.  At that meeting, members of WG3SG2 expressed concerns over the use of the boolean flag used to indicate that all ground applications of a given type shared the same public key.  In the initial proposed solution, there was no mechanism for the aircraft entity to determine which applications shared the the same key.  This lead to an ambiguous situation if the aircraft performed multiple CM-logons with different CM ground facilities at the same time.  This working paper proposes a solution to remove this ambiguity.  The companion working paper (W1S2W1808) folds this proposed solution into the more descriptive ATN Application Security Solution.

1 Background

As an efficiency enhancement, the ATN application security solution allows applications of the same type within the same CM Domain to share the same private key agreement key.  By sharing the same key agreement key, the number of security exchanges and the amount of security data is minimized.

As raised during discussions with WG3 SG2 (Air-Ground Applications), the current description for indicating the sharing of a private key agreement key is not sufficient.  WG1SG2 did not adequately define what a CM Domain is and no mechanism was proposed for how the aircraft could determine which ground facilities shared the same public key.

The correction of this indication must also allow for subsequent air-initiated dialogues after the initial Context Management exchange.

2 Proposed Solution

2.1 CM Domain Definition

The term ‘CM Domain’ should simply be a synonym for an ‘administrative domain’.  The intent in all previous WG1SG2 discussions was that all applications of a given type within a single administrative domain (e.g., USA) could share the same public key.  There was no intent to allow an administrative domain to partition its area of responsibility into subdomains for the purposes of key sharing.  Thus, a CM domain is actually the administrative domain, regardless of how many CM applications reside within that administrative domain.

2.2 Application Security Solution

An aircraft performs a CM-logon request with a ground CM application.  The CMLogonResponse APDU is modified to carry the appropriate security information.  In addition, a boolean flag is returned with each application type returned in the CMLogonResponse APDU.  When this boolean flag is set to TRUE for a given application, it indicates that each instance of that application type within the administrative domain served by the contacted ground CM application shares the same private key agreement key.  By sharing the same private key agreement key, all instances of that application type also have the same public key agreement key.

When each ground instance of an application type within an administrative domain uses its own public key agreement key, that key must be sent to the aircraft via CM.  This may be performed using either the CM-Contact service (instructing the aircraft to initiate another CM-logon) or the CM-update service, depending upon local ground implementation.  In this method of operation, the aircraft will receive either a CMLogonResponse APDU containing the public key agreement key for the ground application or it will receive a CMUpdate APDU with the new key.  When communication with that ground application is initiated, the aircraft will have a public key agreement key to use and will know without doubt that it is the correct one to use.

When each ground instance of an application type within an administrative domain uses the same public key agreement key, all necessary key agreement information is exchanged using the CM-logon service for the initial data exchange between the aircraft and the CM application for that administrative domain.  Key updates are not required.  This greatly reduces the number and size of security-related information exchanges.

Although all security related information is exchanged, a mechanism is needed to associate a shared public key agreement key with those ground facilities that share it.  This can be accomplished using the ADM field of the ground facilities’ NSAPs.  The aircraft will have access to each ground facility’s NSAP for both ground initiated and air-initiated dialogues.  In both air-initiation and ground-initiation, the dialogue service will be able to retrieve a PSAP for a given AE-title.  The NSAP is part of the PSAP.  From the NSAP, the aircraft can retrieve the ADM field.

When the CMLogonResponse APDU is received and the boolean flag is set to indicate that the public key agreement key is shared for a given application, the aircraft must retain an indication that all instances of that application type for the administrative domain designated by the NSAP ADM field share the same public key agreement key.  The ADM field may be retrieved from the NSAP of the peer that sent the CMLogonResponse APDU or from any returned TSAPs in the CMLogonResponse APDU since they must be the same, by definition.

So, when the aircraft receives a dialogue start from a ground facility for which it doesn’t have a public key agreement key, the aircraft should retrieve the ADM field from the NSAP for that facility.  The aircraft should then use that ADM field to check if it received an indication that all ground facilities with that ADM field share the same public key agreement key.  If they do, then the aircraft knows which public key agreement key to use in deriving the shared secret key.  If they do not, the aircraft then doesn’t have a public key agreement key to use to generate the shared secret key; thus, a security violation occurs and is handled accordingly.

This solution will support air-initiated dialogues as well.  In order to perform an air-initiated dialogue with security, the aircraft must know the NSAP and public key agreement key of that ground facility.  When ground applications do not share the same public key, this is straightforward.

When the aircraft is ready to perform the dialogue start with the ground facility, it retrieves the public key for the ground facility.  If a public key for that facility cannot be retrieved because the ADM uses shared keys, the aircraft retrieves the application type’s public key using the ADM field value.  If a key is not retrieved, then the aircraft cannot initiate a secure dialogue with that ground facility.


This solution requires that an administrative domain make the decision that either each application of the same type has its own keys or all applications of the same type share the same key.  This solution precludes subsetting of key sharing for a given application type within an administrative domain.

3 Impact on other Subvolumes

This section identifies potential impacts of this solution on Subvolumes of ICAO Doc 9705 Edition 3.  The identified changes are not intended to preclude an analysis by each Subvolume editor.

3.1 Subvolume II

The current draft of Edition 3 for CM already contains a boolean flag for each application entity qualifier in the CMSecureLogonResponse and CMSecureUpdate APDUs.  Requirements need to be added for the CM-air-user to associate shared public keys with the ADM field of the CM-ground’s NSAP.  This may be achieved using a local means to extract the ADM field from the NSAP or from any received TSAP.

3.2 Subvolume IV

There is no impact to Subvolume IV.

3.3 Subvolume VIII

A note should be added to Section 8.3.1.2 Key Management and Distribution to indicate that all ground applications of a given type (as determined by the AE Qualifier) may share the same public key agreement key.  No other modification is necessary.

The retrieval of public keys is a local matter.  A note should be added to Section 8.6.3.8 SSO-GetPublicKey function to describe the use of the ADM field for sharing public keys.
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