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Summary

Certificate Authorities (CAs) will be identified in the ATN by an AE-title and a Distinguished Name.  AE-titles are used to identify CAs in certificates that are exchanged over the air-ground subnetworks.  AE-titles in the ATN are defined by the ATN Naming Hierarchy in Sub-Volume IV.  

This paper proposes that the CA Naming Hierarchy should be represented as an arc of the ATN Naming Hierarchy.  It presents two options for the representation of the CA Naming Hierarchy.  The advantages and disadvantages for each option are described.  Finally, a recommendation is made to adopt the first option for inclusion in Sub-Volume VIII.

1 Background

Working Paper W1S2W1610 revised, “Public Key Infrastructure for the Aeronautical Telecommunications Network”, specifies that ATN Certificate Authorities will be referred to by AE-title.  For the ATN, an AE-title is an OBJECT IDENTIFIER (OID).

Sub-Volume IV, Upper Layer Communication Service, specifies the current ATN Naming Hierarchy.  The CA Naming Hierarchy should be specified as a new arc to the current ATN Naming Hierarchy.  The proposed CA Naming Hierarchy arc is:

iso(1) identified-organisation(3) icao(27) atn-certificate-authority(6).

The CA Naming Hierarchy arc must be added to the new Sub-Volume IX, Registration.

2 Possible Naming Hierarchies

This paper describes two possible solutions for the CA Naming Hierarchy.  Advantages and disadvantes for each solution are discussed.  

2.1 Option 1

Figure 1 below depicts Option 1.  Option 1 introduces the icao-country-code(1..n) arc below the atn-certificate-authority(6) arc for each ICAO country code.  The ISO 3166 country code is used in this arc.  Each character should be the IA5 encoding, expressed in hexadecimal, as per SARPs section 5.4.1.4.

Two arcs are added under the icao-country-code(1..n) arc.  These are designated(NULL) and subordinate(1..n).

The designated(NULL) arc is used to indicate the State-designated CA.  A NULL value for the arc means that the OID stops after the icao-country-code arc.  Using a NULL value decreases the size of the OID by one integer.  As an example, the AE-title for the UK-designated CA will be

iso(1) identified-organisation(3) icao(27) atn-certificate-authority(6) GBR(47425216).

The subordinate(1..n) arc is used for CAs that are subordinate to the State-designated CA.  Use of these subordinate CAs will increase the amount of cross-certificates needed, but it will allow organizations such as airline operating entities to operate their own CA, if desired.  The subordinate CA arc is administered by the State identified by the icao-country-code.

Figure 1 – Option 1
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2.1.1 Option 1 Advantages

Option 1 eliminates the need for users to maintain a table of State to State-designated CA to be used for certificate validation.  A user will be able to determine if the CA identified in the certificate is the correct CA by comparing the icao-country-code arc and the ADM field of the peer’s NSAP.  They must be the same.

Option 1 supports certifcates for aircraft as well since the ARS field (24-bit ID) of the NSAP is administered by the State identified by the ADM field of the NSAP.

2.1.2 Option 1 Disadvantages

Option 1 increases the number of cross-certificates needed when compared to Option 2 below.  States can still share CAs, but there is no naming mechanism to indicate this.  An artifact of Option 1 is that a CA may need to cross-certify itself.  For example, suppose State1 and State2 designate the same CA.  An aircraft is registered in State1 and is to receive secure service from State2.  The aircraft will need a certificate for the application in State2 with a cross-certificate from State1 using this naming hierarchy.  Unknown to the aircraft is that the same CA issues both certificates.

2.2 Option 2

Figure 2 depicts Option 2.  Option 2 introduces only the certificate-authority-id(1..n) arc below the atn-certificate-authority(6) arc.  Each ATN CA is assigned a certificate-authority-id as an INTEGER value.  Option 2 allows each State to designate a State-designated CA.

Figure 2 – Option 2
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2.2.1 Option 2 Advantages

Option 2 minimizes the number of cross-certificates needed since it does not rely on a naming mechanism to identify the State-designated CA for each State.    Multiple States can share the same CA.  The table of State to State-designated CA will indicate this

An example of how Option 2 minimizes the number of cross-certificates as follows.  For example, suppose State1 and State2 designate the same CA, CA1.  An aircraft is registered in State1 and is to receive secure service from State2.  The aircraft will need a certificate for the application in State2.  Since State1 and State2 share CA1 as their State-designated CA, the aircraft needs only the cerficate from CA1 for the application in State2.

2.2.2 Option 2 Disadvantages

Option 2 requires that each user carry a table of State to State-designated CA for certificate validation.  This table will be dynamic as new States support ATN services and will be a burden on the aircraft-user.

With Option 2, there is no naming mechanism to indicate subordinate CAs.

Option 2 requires a centralized registration authority to assign certificate-authority-ids.

3 Recommendation

The table of State to State-designated CA requirement of Option 2 is an extremely burdensome requirement on the airborne implementation.  Although Option 1 does increase the number of cross-certificates needed over Option 2, and thus increases the air-ground overhead, Option 1 is a better solution than Option 2.  Option 1 should be reviewed and considered for inclusion in Sub-Volume VIII as the mechanism for the CA Naming Hierarchy.
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