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ATNP working groups in Tokyo in December 1999 decided that Security should be bundled to new enhancements. "Implementation mandatory, Use optional" means that Edition 3 SARPs compliant systems will have to include the Security provisions in addition to the new ATN functions. In technical terms, Security is not designed as a selectable functional unit but is a built-in feature of Edition 3 ATN systems. 

Regional bodies, organisation or CAAs will have to - through the specification of applicable profiles - mandate or not security mechanisms for each type of operational data-link ATC transaction. Aircraft flying their airspace will have to conform to this regulation, i.e. an aircraft not supporting security won't have access to data-link service if security is deemed as mandatory. 

However, the initial set of pre-requisites identified for a secure ATN – validation of complex elliptic curve algorithms, assessment of the traffic and computation overhead, authenticated distribution of certificates, availability of a world-wide directory, acceptation by ATC actors to support the associated cost, etc… - makes that in practice enhancements and security provisions will be developed independently and step by step.  It is likely that useful enhancements specified in Edition 3 which obviously are not security related (as the METAR service, the indication of the ADS emergency status, transport adaptative timers, the CL dialogue service, etc…) will be implemented first, followed some time later by the security related functions. 

In addition to the Edition 2 / Edition 3 backward compatibility issue, ICAO should allow for a smooth transition period from the non-secure Edition 3 environment to a full-secure Edition 3 environment. This means that for some time the accommodation of secure systems with non-secure systems should be technically possible and operationally acceptable. ATNP must allow – for the transition period – Edition 3 compliant systems implementing the non security-related functionality to inter-operate with secure Edition 3 systems.  

If this approach is not allowed, the risk is to freeze the operational ATN implementation to Edition 2 for a very long time until all the security issues are institutionally and technically resolved.

WG1SG2 is invited to note that the transition approach described above is considered as the most likely scenario for the French ATN implementation. For this scenario to be possible, the security must not be technically bundled with the other Edition 3 enhancements.

In order to prepare this transition period, it is proposed that, whether security is specified mandatory or not in Doc 9705 Edition 3, a validation objective (VO) be identified by ATNP to check that Edition 3 lower layers, uppers layers and ATN applications not implementing security features can still inter-operate with full Edition 3 systems for which local policy permits it.

