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1. Introduction

1.1 Scope

This document provides comments that have resulted from the author’s review of draft 2.0 of the ATN SARPs Subvolume VII (WG1WP1708). This review focuses on the procedural and key management aspects. It does not cover the cryptographic algorithms themselves.

Since the comments were drafted, an updated version of the draft SARPs was put before the ATNP/WG1. The comments have been checked for currentness against the new version.

Ian Valentine, Tony Kerr and David Miller of EC Soft have also been involved in the review of this paper before its general distribution, and their comments have been taken into account in finalising the paper.

2. Summary

There are two major areas of criticism of the draft SARPs:

1. 
I believe that most of the threat at which authentication of air/ground IDRP exchanges is aimed at countering can be countered procedurally. This is by introducing routing policy rules in the Air/Ground Router to reject transit routes and routes from an invalid Routing Domain that are received from an airborne router. 

The remaining threat is symmetric i.e. applies equally to airborne and air/ground routers and the current asymmetric approach is not justified in such a scenario. Furthermore, there are additional Denial of Service threats (i.e. simple jamming, selective jamming/corruption of individual transmissions) that cannot be countered by an IDRP specific mechanism. Therefore the value of implementing IDRP authentication in addition to the procedural approach described above is questionable.

I propose that the authentication of air/ground IDRP exchanges is removed from the draft SARPs.

2. 
It appears that a value judgement was made in preparing the draft SARPs that resulted in an approach predicated on key exchange via a CM Server. CM-logon/update is thus a pre-requisite for all secure dialogs and authenticated ground distribution of security related information received from an aircraft is required. It is understood that the reason for this is to minimise air/ground overhead.

The weaknesses of the approach appear to be:

1. The mandatory requirement for a CM-logon to a CM Server serving the Ground Application prior to all data exchanges. While this is workable with CPDLC, it is not clear how this can be made to work with ADS applications in the general case i.e. with a Ground ADS user that is in a different domain to the CM Server. It is also unclear as to how an aircraft that is logged on to more than one CM Domain simultaneously knows which set of security information to apply to a dialogue when it is established i.e. which “shared key derivation parameter” and which “application public key” to use.,

2. Complexity: this is a complex procedure that will need careful analysis to ensure that there are no security weaknesses (e.g. over the validity period of security related information exchanged by CM, and the need for the aircraft to maintain up-to-date public key certificates for all CM Servers that it may come into contact with).

3. The approach does not readily extend to applications that do not otherwise require CM interactions. This includes all AOC applications. It should be noted that, currently, ATC applications are leveraging off the need to implement AOC applications. If costs of ATC security are not to be shared with AOC then this could be a major dis-incentive to implement.

4. Public key information may be speculatively uplinked to an aircraft by CM even when the aircraft does not actually contact that application – resulting in increased overhead for CM-logon (e.g. an aircraft may not know in advance whether an ADS contract will be established or if the pilot will request D-FIS information).

5. A CM-logon is forced by the security procedure for access to CPDLC for Downstream Clearances and remote DFIS Servers, even when the aircraft may know in advance the correct addresses to use.

It is believed that the cost of uplink/downlink of a “compressed” certificate is 700 bits per certificate. As most air/ground data links are more sensitive to numbers of messages transferred than to the actual size of the messages, when determining the performance “hit” of a given procedure, it is thus questionable as to whether the weaknesses introduced are justified by any performance improvement, or whether there is a performance benefit at all. The reverse could even be true.

It is therefore proposed that a major validation objective should be the validation of this value judgement by comparing the overhead of the proposed approach with that of a simple exchange of aircraft and ground user certificates on each dialogue start, and assessing any performance benefits against the perceived weaknesses – which themselves should also be assessed. Operational scenarios may need to be developed in order to carry out such a validation exercise.

3. Comments

3.1 IDRP Specific Comments

3.1.1 Major

1. 
General
The focus of the security services is on protocol rather than IDRP policy. For example, aircraft are required to be End Routing Domains and policy rules can and should be used to reject transit routes offered by aircraft to an Air/ground Router, or routes to a different Airborne RD to that which the Airborne Router belongs (as indicated by its ISH PDU). This will counter attacks that aim to introduce false routes to destinations other than a specific aircraft.

2. 
8.3.1.3.1.2
I disagree with the preference given to single entity authentication for air/ground communications. Assuming the above policy rules, this is stopping only Denial of Service attacks targeted at Air/Ground Routers but aimed denying service to a given aircraft.

It should be recalled that the purpose of providing IDRP authentication is to prevent Denial of Service attacks. As discussed above, an Air/Ground BIS can and should readily filter out bad routes from an aircraft (e.g. transit routes) and hence the successful masquerade of an aircraft to an Air/Ground BIS should only affect the service to that aircraft (i.e. by inserting an erroneous route to the aircraft). This is no worse than the masquerade of an Air/Ground BIS to an aircraft and both require a similar technical level of skill to the other. Therefore, there seems little value in preventing one and not the other. Both have to be countered in order to counter the threat.

However, as denial of service attacks can also be mounted by jamming the medium or by selective jamming/corruption of individual messages, it is questionable as to whether preventing this particular denial of service attack is worth the effort involved.

3. 
8.3.1.3.1.5
If replay attacks are to be countered then there is an issue over the period during which a session key is valid on long lived (typically ground-ground) connections. IDRP uses a 32-bit sequence number. 

In order to prevent replay of earlier BISPDUs on sequence number wrap around it would appear to be necessary to terminate the connection and to start again with a new session key. 

As a minimum, such a mechanism should be specified. However, this is in itself disruptive and, ideally there should be a mechanism for agreeing a new session key without losing the routing information.

Generally, this is a strange requirement as it appears to be a requirement not on the system itself but on another part of the SARPs! Perhaps it would be better documented as a note and the requirement communicated to WG2 (to my knowledge it has not been discussed in WG2).

3.1.2 Minor

1. 
8.3.1.3.1.4
“Data Origin Authentication” is formally a connectionless service in ISO 7498-2 and does not apply to the BIS-BIS protocol. The service should be “peer entity authentication”.

Also, this requirement, if taken literally, implies that IDRP security is not optional. Is this really true? The note under 8.3.1.3 suggests otherwise, but this is note and not SARPs.

3.2 Upper Layer Specific Comments

3.2.1 Major

1. 
8.3.1.6
This section appears to describe a mechanism to generate a shared key derivation parameter when a CM dialogue is established and to use that for all application dialogues.

However, I can find no text on how long a given shared key derivation parameter is valid. Is the validity of the key equivalent to the lifetime of the CM dialogue? That seems reasonable and should be stated if so, or the actual period of validity stated otherwise.

If the CM dialogue controls the validity of the shared key derivation parameter, then clearly current practice for CM will have to change. In PETAL and I believe in Miami Build 1, the CM dialogue is terminated immediately after the CM logon.

2. 
8.3.1.5.4
The authenticated distribution of the shared key derivation parameter is required. However, the mechanism for performing the authenticated distribution is not presented. Authenticated distribution is clearly important as the strategy is vulnerable to masquerade at this point, and the proposed mechanism needs to be open to inspection and analysis. There is also no reason why states should not be able to provide CM services in common and hence such distribution may take place over state boundaries.

Even if there is a single CM Server per state, applications such as ADS, Downstream Clearances and DFIS will often require communication with a Ground System in a different state to the CM Server to which an aircraft has logged on. There is thus a clear need to specify this in SARPs.

While a CM logon with a remote CM Server could precede Downstream Clearances and DFIS dialogs, it is not clear at all how ADS can work when the ground user is not part of the CM domain.

3. 
8.3.1.5.4
The relationship between the Ground User public key used to generate the shared key derivation parameter and actual Ground Users is not clear. Is there, for example, a single “private” key shared by all ground users of a given CM Server, or, at the other extreme, do they all have a different private key?

If they have a different private key then which private key is used to generate X? Is it the private key of the CM Server or that of the Ground Application?

4. 
8.3.1.5.4
When more than one private key is used on the ground, is there likely to be speculative uplink of the corresponding public keys? i.e. will the CM Server simply uplink all public keys that it knows about or will it be more discriminating? If the former is true, then this could lead to unnecessary air/ground overhead.

5. 
8.3.1.6
A CM based strategy for agreeing a session key is not generally applicable to AOC. AOC may take place in regions where ATC datalink is not available and hence no access to a CM Server. 

It should be noted that the introduction of data link ATC is currently leveraged off the investment for improved AOC applications and lack of commonality between ATC and AOC security could compromise this approach.

3.2.2 Minor

1. 
8.3.1.4.1
How can the ULCS support the request of the dialogue service security types in table 8-1 if type 4 is reserved for future use?

Ideally, type 4 should be described in a note and the SARPs text should say reserved for future use.

2. 
Table 8-1
The description of “Dialogue Security Type 2” appears to be garbled. “while” rather than “when” in the last line may make better sense.

But then this leaves open the matter of which “dialogue”. Later requirements suggest that it is the CM dialogue. If so, this should be explicit.

3. 
Table 8-1
Is Security Type 3 “every application generates its own unique session key”? It’s not obvious what the difference is between types 2 and 3.

4. 
8.3.1.4.3
Does a System really have to have its own public key? While it is likely that a system will possess its public key certificate (which contains its public key) in order to pass to others, I can’t think of a reason why it has to have only its public key.

Maybe the requirement is for its public key certificate.

3.3 Key Management

3.3.1 Major

1. 
General
There appears to be an implicit assumption that there are only two roles in this security framework i.e. an aircraft and a CM Server. However, this assumption is not stated, nor is the only control against masquerade of a CM Server by using a compromised aircraft certificate i.e. that the aircraft is pre-loaded from a trusted source with all CM Server certificates.

These assumptions should be stated.

2. 
General
The authenticated ground distribution of security information by the CM Server appears to introduce another role i.e. the receiver of the information and another opportunity for masquerade as a CM Server. What controls are in place to ensure that this does not introduce a security weakness?

3. 
8.3.1.2.8
It is stated that “ATN Certificates shall conform to the format defined by ...”. Does the word “format” refer to the fields that make up the certificate or the encoding rules? The statement may be ambiguous.

Clearly, it is the transfer syntax that has to be used as the signature has to be generated on the actual bit encoding. The draft SARPs would appear to suggest that PER is the preferred encoding. However, DER may be required for AMHS.

4. 
8.3.1.2.12
I would suggest that the requirement on validity should at the very least be qualified with a reference to certificate revocation. This is because one reading of the requirement is that you cannot revoke a certificate that is less than 28 days old.

Also, is this good practice or a real requirement? What breaks if the certificate validity is less than 28 days? Why can’t you issue a shorter validity test certificate, or perhaps for a delivery flight only?

5. 
8.4.1
Firstly, there is the obvious question here about the validity of the reference to an RFC here and from an ICAO document: has it been agreed with the secretariat that this reference is acceptable?

Notwithstanding this issue, the RFC is an “informational” RFC comprising a collection of “good ideas”. It is hard to see how this can correctly be the target of a “shall clause” in a SARPs. An ATN CA is clearly well advised to review such a document in the preparation of their own Certificate Policy but I do not believe that it is correct to make this a mandatory requirement.

The paragraph should be replaced with a note.

6. 
8.4.1
RFC2527 describes a general framework for a PKI. However, there are issues both with the provision of certificates and their use in granting access to controlled resources that are ATN specific and should arguably be described in SARPs:

· The purpose for which a certificate is granted. The “Key Usage” field describes a number of general purposes. However, there are also specific ATN purposes and in particular the division between ATC and AOC. A certificate that identifies an AOC user, for example, should not authorise them to access an ATC service. 

· Access control provisions need to be described in the SARPs that relate the class of user identified by a certificate to the resource being protected. For example, CPDLC should only accept access from a user with a certificate that identifies them as a Data Authority or an Aircraft, depending on whether the implementation is airborne or ground based. Para 8.4.5.1.10 is on the right track here but needs elaboration. This is a SARPs rather than a local matter because at the very least there has to be an unambiguous identification of roles over an air/ground data link.

· Second Level CAs (if they exist – which is not clear from the draft SARPs) may also be limited as to which types of certificate they can issue e.g. an airline CA may not assign a certificate that identifies a controller.

None of the above seems to be covered in the SARPs.

What is important is that compromising a single user’s certificate should not give an attacker unrestricted access to all ATN Services. However, I cannot see anything to prevent that happening in the current specification. This is a potential issue for the authenticated ground distribution of secure data by a CM Server.

7. 
8.4.3.3.3.1
The compressed certificate for a/g communications does not appear to include the "KeyUsage” field. The removal of this field should be optional i.e. it is removed if and only if it has the default value. That way, it is possible to extend the possible roles in a backwards compatible fashion.

3.3.2 Minor

1. 
8.3.1.2
While in principle each state may set up their own CA, in practice this would result in an almost unmanagable situation. An aircraft will either have to carry a large number of public key certificates (i.e. one per state) or would require cross-certificates to always be uplinked with the extra RF overhead – and of course this leads to the difficulty of deciding which cross certificates to uplink.

The notes later in the section suggest that states may combine to operate a single CA. However, there should be a much stronger steer in this direction towards having as a minimum one CA per ICAO region.

2. 
8.3.1.2.11
Is it the intention here that there shall be one and only one public/private key pair for a given airframe including both upper layer exchanges and IDRP?

The phrasing is not completely unambiguous but seems to imply this. However, there is no reason to require IDRP and application certificates to be the same and there may be reasons to have them separate (e.g. it may be more efficient to have an IDRP certificate separately issued by a network authority)

Also, while this requirement may make sense for applications in the context of table 8-1 security type 2, it is not necessary for security type 3.

I suggest that this requirement is best replaced with a note outlining the possible options rather than constraining the implementation.

3. 
8.4.3.2.6
UTCTime is required for all “time”. However, the encoding also allows for GeneralizedTime. Are implementations required to accepted GeneralizedTime or is this a protocol error. This should be made clear.

3.4 Auditing

1. 
8.3.1.10.2
The term “the above events” is ambiguous and should be explicit.
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