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SUMMARY

The attached e-mail is presented as reflecting the position of K-P Graf coordinated with DFS on the security issues raised by Eurocontrol in their comments on SV-8.

Hi Mike,

this email is intended to inform you about my position, which is co-ordinated with DFS, on the security issues which are on the agenda for the upcoming WG1SG2 meeting. You may use this information in the meeting, if required, to back your own position in the security discussion.

1.
We have started to validate the security concept and provisions contained in Draft SV 8 and SV 5 and we do not want to see this effort being invalidated by accepting at this point in time a new and different security approach as proposed by Eurocontrol.

2.
We believe that the user community in general (and the ATS controllers in particular) will not adopt the ATN as a whole unless it provides secure communications and protection from attacks right from the beginning of its operational lifetime. This means that the security provisions have to be mandatory in Package 2 (as agreed at the Tokio meeting) and cannot be left to individual regional policies.

3.
In this context, it is not acceptable to base the security of the ATN routing exchanges on IDRP policy statements as proposed by Eurocontrol.

4.
Eurocontrol has been aware of the emerging ATN security concept and provisions over the past two years and has had more than one opportunity to comment on them and to influence its direction of evolution. Therefore it is not acceptable to refuse the current ATN security specification based on the argument that “there was only very limited time to review SV 8”.

We hope that this helps and wish you a fruitful meeting in Columbia !

Best Regards

Klaus-Peter
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