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SUMMARY

The attachment is the ATN Security Services CONOPS as submitted to WGW/3. It is intended to serve as the basis for additional work in the development of Guidance Material for ATN Security Services.
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SUMMARY

This paper is intended to provide an overview explanation of the ATN security architecture as defined in Doc 9705 Sub-Volume VIII and a Concept of Operation of the ATN Security Service. The attached Concept of Operation is intended for inclusion in the final Guidance Material related to Doc 9705 Sub-Volume VIII for future publication in Doc 9739.

Attachment: ATN Security Services Concept of Operations

1. Introduction

1.1
Working Group 1 was tasked by ATNP/2 with the investigation and development of security provisions for the ATN including required SARPs, detailed technical provisions, and guidance material. The SARPs and technical provisions developed by the group have been offered under separate cover. This paper presents a portion of the requisite guidance material in the form of a Concept of Operation for security within the ATN. Recognizing that additional guidance for security is required, Working Group 1 offers the attached as additional descriptive material for the ATN Security Services. The final guidance material will incorporate this material and is expected to be completed by mid-2000

2. Background

2.1
Sub-Volume VIII of Doc 9705 contains the technical specifications for the establishment of security in the ATN. The requirements and recommendations contained in that Sub-Volume are standards based and optimized for the specific environment of the ATN. The higher level requirements (i.e. Core and SV-1) establish the need for security and set the overall ATN security policy. Sub-Volume VIII defines the means and methods of meeting the policy.

2.2
Several important considerations should be borne in mind when evaluating the ATN security approach. First, the standards that the ATN is based on (OSI) were developed in expectation of the use of security. In addition, based on the needs of the financial industry and a burgeoning wireless communications industry, the problem of efficient entity authentication has received considerable attention in the field of cryptography. As a consequence, the crafting of a security solution was an exercise more of selection of the most efficient approach given the constraints of the environment than of designing it 'from scratch'. Second, the technical specifications of the ATN already contained considerable optimization for the constraints of a bandwidth limited air-ground communication path and the ideal security solution had to fit within the existing application and communications services operation. Last, implementations, albeit fledging, are in progress and the selected solution had to allow for backward compatibility.

2.3
This paper with its attachment describes the architecture and operation of the security solution developed for the Aeronautical Telecommunications Network (ATN).

3. Discussion

3.1
The security solution developed for the ATN includes mechanisms to provide security for application and routing related communications within the ATN. The security solutions employed use public-key cryptography. A Public Key Infrastructure (PKI) provides the requisite support to distribute the public keys of ATN entities and thereby enable the operation of the ATN security solutions.

3.2
The ATN security services solutions are based on the elliptic curve digital signature algorithm, the elliptic curve Diffie-Hellman (key agreement) protocol and the Hashed Message Authentication Code (HMAC) MAC scheme. The ATN PKI is based on the X.509 authentication framework. The certificate and CRL formats used are based on the PKIX profile of the X.509 standards because implementations of PKIX are widely available in COTS products.

3.3
The attached Concept of Operations provides a description of the security solution. It describes the initiation and operation of secure communications covering the Air-Ground and Ground-Ground applications and IDRP.

3.4
It provides an overview description of the ATN PKI architecture which supports the security mechanisms. It covers each entity’s role is in the architecture, the general form of certificates and CRLs used to distribute public keys, and how these certificates and CRLs are delivered and validated. It does not address issues that may be considered largely local matters such as the format of certificate requests and the provision of security policies.

3.5
The Concept of Operation finishes with a Section that details the operation of the security solution and the associated exchanges.

4. Recommendation

4.1
The Panel is invited to note the ATN Security Services Concept of Operations attached as appendix to this working paper. The Panel is further invited to agree to progress the work towards its inclusion in the next edition of Doc 9739. 
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