[image: image1.wmf]
EATMP Communications Unit
ATN  Project

DocTitle: Comments on SARPs Sub Volume VIII and Guidance Material
Doc Ref.: DED6/ATNCT/Security/DOC/23



Doc.Ref.
DED6/ATNCT/Security/DOC/23

DRDED6/ATNCT/Security/DOC/23

Issue
1.0

DI1.0

Date
14 January 2000

DD14 January 2000

Comments on SARPs Sub Volume VIII and Guidance Material

DTComments on SARPs Sub Volume VIII and Guidance Material



1. Introduction

The following comments relate to:

· the version of SV8 dated 10 December 1999;

· W1S2W1807 Sharing Application Public Keys;

· W1S2W1808 Proposed Changes to Application Security Solution for the ATN.

2. Comments on SV8

The following are comments on SV8 of the SARPs dated 10 December 1999.  The order reflects the order they appear in SV8 rather than their importance.

No.
Section
Comments

1
8.1.2
This section contains a large number of mathematical definitions relating to elliptic curves.  A significant amount of additional text is required to make these definitions standalone.  Perhaps this is better left in the referenced documents.  The notational definitions are useful but only relate to section 8.5.  Can they be moved to the start of section 8.5.

2
8.2
The security strategy is based on a number of significant predicates that should be identified to the reader early in the document.  Namely, (a) the air-ground security services are based on participating applications using CM and (b) for the solution to work aircraft must be periodically pre-loaded with security information.

3
8.3.1.2.12
This clause states that security information for airborne users shall be valid for at least one 28-day update cycle.  This is an operational requirement and should therefore not be included n the SARPs.  The update cycle of 28 days is conditional on the update cycle for operational data currently provided to aircraft, regarding airspace etc.

4
8.3.1.4.1
Some of the text in Table 8.3-1 is confusing, especially Security Types 2 and 3.  Suggested text. "Security Type 2 - Authentication is provided for dialogue establishment, including the exchange of key agreement data, and any subsequent user data exchange while this dialogue is maintained.  Security Type 2 - Authentication is provided for dialogue establishment and the subsequent exchange of application user data over the dialogue.  This assumes that the initialing and responding entities are in possession of the appropriate shared key derivation value (X) established during a prior Security Type 2 dialogue."

5
8.3.1.4.2 and 8.3.1.4.3
These two clauses are written as generic for all users of ULCS but are in fact specific to CM applications (or type 2 dialogues).  Only CMA will have both signing and key agreement keys.  Should these clauses be separated into ULCS supporting CM and ULCS supporting applications.

6
8.3.1.4.5 and 8.3.1.4.6
The ULCS will only support digital signatures and tags if it supports dialogues of security type 2, i.e. CM.  Therefore, as in point 5 above, if an end system only supports applications (using security type 3 dialogues) it will not need to generate or verify digital signatures.

7
8.3.1.5
It would be useful to have a note in this section stating that use of CM is necessary in order to use ATN application security services.

8
8.3.1.5.1
The text in quotes should read "exchange supporting key management", i.e. a dialogue of security type 2.

9
8.3.1.5.3
We had previously agreed to remove the 'database' reference from this clause so that it reads "...support the storage, within the ground system, of the shared key derivation parameter..."

10
8.4.1.2 and 8.4.2.2
RFC2527 is 'informational' and therefore conformance cannot be tested.

11
8.4.3.1.1
Issue regarding exclusive use of PER for certificates.  What are the implications for AMHS which used BER?  ATN certificates can be carried in AMHS security related fields within MPDUs.  Should they be encoded as PER or BER?

12
8.4.5.1.6, 8.4.5.2.6 and 8.4.5.3.2
The ATN entity checking a certificate or CRL needs to ensure that the issuer is authorised to issue certificates for the identified subject.  I.e. a mapping between issuers and subjects needs to be maintained in aircraft.  There should be a note explaining this.

3. Comments on W1S2W1808 and W1S2W1807

I don't have any specific comments on this and cannot think of a better solution given the security architecture that is proposed for the ATN.  The only concern is that all the possible scenarios for CM-Forwarding and CM-Updates have not been thought through for all applications in detail, but this should be covered by the Validation Objectives (which are to be discussed at Columbia).
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