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Limiting trust and the effects of compromise in the ATN security solution

It would seem appropriate to attempt to limit the trust ATN entities are required to place in each other in order to use the ATN security solution. Similarly it would appear prudent to limit, as far as possible, the effects of compromise of ATN entities.

An example of these desires is the following: State A may wish to allow State B (or one of the ATN entities within State B’s domain) to establish secure communications with State A’s aircraft when the aircraft are within State B’s airspace but may wish to prevent State B establishing secure communications with its aircraft when the aircraft are elsewhere. These wishes could stem from a desire to limit the amount State A trusts State B or from a desire to limit the consequences of the compromise of ATN entities within State B.

Clearly since the acceptance or rejection of secure communications by aircraft in the scenario above is dependent upon their location, a solution will involve signalling in some way to the pilot which facility is attempting to establish secure communications with them. It would be nice to develop a solution which re-uses the requirement already in place to indicate to the pilot which CPDLC facility is communicating with the aircraft.

(However this indication is not by itself sufficient. For example, unless additional checks are performed, if State B’s ground CMA is compromised, there is nothing to stop the compromised CMA establishing communications with an aircraft while it is in State A’s airspace, then passing up to the aircraft a CPDLC address within State A along with an associated public key of the attacker’s choice. Now the attacker has achieved, via a compromise within State B, compromised secure communications with an aircraft which the aircraft believes are communications with State A.)

(When considering the simplified scenario in which each State runs a CA and a single ground CMA, and ground CMAs only pass up addresses within their State to aircraft, the following solution had appeared effective:

· when verifying certificates issued to ATN ground entities, aircraft check that the CA issuing the certificate is the State CA of the State that appears in the subject’s AE-title; 

· when verifying the ground CMA’s CM-login response (or CM-update request) the aircraft checks that the State that appears in each of the application addresses passed up is the same as the State identified in the ground CMA’s AE-title; and

· the aircraft indicates to the pilot which ground CPDLC facility is communicating with the aircraft.

This solution requires (as would appear necessary anyway for other reasons) aircraft to maintain a database of States and their associated assigned CAs.)

A complete solution is required which works within the operational ATN environment (in which CAs may be shared, ground CMAs may be shared, and ground CMAs may pass up to aircraft application addresses outside their State). The following proposal appears to provide many of the features provided CMAs are prohibited from passing up to aircraft application addresses from States that do not share a CA with the State with which the CMA is associated. Specifically:

· aircraft maintain a database of States and their associated assigned CAs;

· when verfying certificates issued to ATN ground entities, aircraft check that the CA issuing the certificate is the State CA of the State that appears in the subject’s AE-title; 

· when verifying the ground CMA’s CM-login response (or CM-update request) the aircraft checks that the State that appears in each of the application addresses passed up has the same CA as the CA associated with the State of the ground CMA; and

· the aircraft indicates to the pilot which ground CPDLC facility is communicating with the aircraft.

Is this solution both acceptable and complete?
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