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Summary

The security solution as defined in draft Edition 3 updates to document 9705 supports the currently defined ATN applications.  The solution exploits the Context Management (CM) application by extending CM functionality to support application key establishment.  This paper provides general background information on authentication and describes generic air- and ground-initiated authentication exchanges.  Within this context the approach of using CM for key establishment is presented and contrasted with an approach where each application independently establishes its own key.  It is maintained that for applications which use CM, the common approach is most efficient without undue complexity.  It is also maintained that a non-CM approach can be readily accommodated using the cryptographic schemes currently defined in Sub-volume VIII.   It is recommended that guidance material be developed which addresses a non-CM approach.

1 Background

A fundamental requirement for ATN security is to provide authentication services.  In the most general sense, authentication involves a claimant demonstrating a unique characteristic to a verifying entity.  There are many familiar examples of authentication wherein an individual demonstrates a unique characteristic such as possession of a token, knowledge of password, or having a particular (e.g., biometric) trait.  Authentication between computing entities may be analogously accomplished by one entity demonstrating possession of a secret value to another.  In an asymmetric cryptographic environment the claimant demonstrates possession of a private key.  In this environment there are two general steps necessary for authentication:


1)  the verifier obtains an authentic copy of the public key of the claimant


2)  the verifier and claimant execute an authentication exchange wherein the claimant uses his private key.

Step 1 may be accomplished in various ways, but generally involve the verifier obtaining the public key of the claimant from a trusted third party.  In the ATN, the trusted third party is a certification authority (CA) which issues public key certificates binding a particular subject to a specific public key.  Authenticity is assured by the certificate containing the digital signature of the CA.  

Step 2 must be accomplished securely; in particular, the authentication exchange itself must be protected from replay and manipulation.  This is typically accomplished through the inclusion of one or more parameters in the authentication exchange to distinguish one instance of an exchange from another and protect against active attacks involving modification of authentication information.  Authentication exchange parameters include time fields, random values, sequence numbers, and identification data.  The particular parameters required to protect an authentication exchange will depend on the data being transferred since in many cases the data already contains such items.

2 Generic Authentication Exchange

In this section generic air-initiated and a ground-initiated authentication exchanges are described.  The exchanges provide bandwidth efficiency using explicit public-key certificates and conventional public-key challenge-response techniques.   The exchanges are depicted in figures 1 and 2. 

Figure 1 - Generic Air-Initiated Authentication Exchange
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Figure 2 - Generic Ground-Initiated Authentication Exchange
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The notation for authentication exchanges is as follows:

A- Air Application; G - Ground Application; DS - Directory Service; Datan - nth User Data Item; Time - Time Field; AEP - Authentication Exchange Parameters; CertX - Certificate of Entity X; SignX(p1,p2,...pn) - Signature of Entity X over parameters p1, p2,...pn; MACK - Keyed Message Authentication Code

In the general case, data may be transmitted on the first transaction. In order to authenticate the initial transaction, a digital signature is applied by the initiator. Protection of this exchange from replay is achieved by including a time field.  Additional authentication exchange parameters will be depended to the data transmitted.

Since digital signatures incur additional bandwidth, they are not used for subsequent transactions.  Rather, demonstration of private key possession by the responder can be efficiently accomplished through the use of  a  keyed message authentication code. Options for establishment of the MAC key are to use key transport or key agreement.  Using key transport, one entity generates the session key and transmits this key to the peer encrypted under the peer's public key.  This option, in addition to the obvious requirement to do encryption, requires the key-generating entity to be in possession of an authentic public key of the peer.  This will result in the need for pre-stored authentic keys, which may not be practical on the airborne side, or for addition transactions in the authentication exchange.  Using key agreement each entity contributes to the establishment of keying data (essentially providing their public key-agreement key and one or more key derivation parameters) in such a way that no party can predetermine the value of the keying data.  The agreement scheme can be accomplished 'statically' permitting retrieval the aircraft key-agreement key rather than transmission of it over the air-ground link.  In addition to not requiring encryption, time variant parameters can be included in key derivation such that simply using the key provides verification of the parameters (rather than explicit recovery and checking by the verifying entity). 

Note that in the exchanges depicted in Figure 1 and 2, a single certificate is depicted which is assumed to carry both key-agreement and signing keys when both are required.  

These exchanges can be accomplished using the schemes defined in Sub-volume VIII

3 Current CM Approach 

The basis of this approach is that CM, in addition to accomplishing authentication for itself, plays a central role in establishing authentication data for applications. The current CM approach is depicted in Figure 3.  

Figure 3 - CM/Application Exchange with Key Establishment by CM
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The first part of Figure 3, CM Logon, follows the generic authentication exchange already described in Figure 1.  In the first transaction (1.), Data1 and a time field are signed and transmitted.  Note that Data1 includes identification information so no additional authentication parameters are sent.  Upon receipt of this message, the ground CM application retrieves the certificate of each application indicated in the logon and extracts the public keys of each application (2.).  The ground CM then generates a random value.  The random value is used to calculate a common key derivation parameter X.  Using X, other identification data, and a shared secret value (derived using “static Diffie-Hellman”) a MAC key (K) is derived.  The ground CM transmits (3.) a logon response consisting of its certificate, Data2 (which includes the public keys of ground applications), its random value, and a MAC over Data2 and other authentication exchange parameters (identification data, the aircraft’s signature, and a sequence number) to protect the exchange. 

The second and third parts of Figure 3 depict air-initiated and ground-initiated application exchanges. The MAC key is derived and the MAC is computed in the same way as in CM logon.  The distinguishing characteristic of these exchanges is that there is no signature on the initial transaction and no certificate is transmitted in the second transaction.

4 Independent Key Establishment Approach

Figure 4 depicts logon and application exchanges with independent key establishment.  As is the case with the current CM approach, CM Logon follows the authentication exchange of Figure 1.  It differs from Figure 3 in that it is not necessary to retrieve certificates for each application and transmit their public keys.  In addition, a different set of authentication exchange parameters may be used.

The second part of Figure 4, the air-initiated application exchange, follows the generic approach of Figure 1; while, the third part, the ground-initiated application exchange follows the generic approach of Figure 2.

Figure 4 - CM/Application Exchange with Independent Key Establishment
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5 Comparison

For CM logon, the significant difference is that the current CM approach transmits the public key-agreement key of each application.  A key-agreement key is 344 bits.

For the application exchange the significant difference is the addition of a signature field on the first transaction and the certificate on the second transaction.  The signature requires 320 bits and a compressed certificate adds 1000 bits.  If additional certificates in the certificate path are needed, then each CA certificate will add another 1000 bits.

6 Conclusion

The current approach offers a savings in bandwidth for each application dialogue.

There is no significant difference in complexity.  The generic exchanges are bandwidth efficient using explicit public-key certificates and conventional public-key challenge-response techniques, and similar exchanges would be required with independent key establishment.

7 Recommmendation

Guidance material should be developed describing the use of the Sub-volume VIII cryptographic schemes in non-CM environments, e.g., following the generic authentication exchanges presented in this paper.  This material should be subject to "paper validation".
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