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WG3SG2 Responses to WG1SG2

Questions for Developing the Security Solution for Ground-Ground Communications for Sub-Volume II Applications

Background

In developing the security solution for ground-ground communications for the applications in Sub-Volume II, WG1SG2 realized that there might be different security requirements than were already in the air-ground security solution.  This flimsy presents questions for which answers are needed from WG3SG3.

Questions

1.  Should the same type of security apply to both air-ground and ground-ground communications or should the type of security be selectable based on the type of communication – air-ground or ground-ground?  Matter of security policy of the airline or CA.  So, SARPs should not mandate that they’re the same.
For example, a CM-ground decides to use the security type “Authenticated Application Dialogue” for exchanging CM-updates with security-capable aircraft.  Should that CM-ground be required to use the security type “Authenticated Application Dialogue” for CM-forwards as well or could the CM-ground decide to use a different security type (i.e., “Unsecured Dialogue”?  A similar example can be provided for CPDLC by exchanging CPDLC-message for CM-update and CPDLC-forward for CM-forward.

If the selection of security type is dependent upon the type of communication (air-ground or ground-ground), the decision must be made by either the ASE user or ASE based on the type of ASE (air or ground) of the source and destination.  This function cannot be delegated to the ULCS since different applications may have different security requirements.

2.  For ground-ground communication, is a mechanism needed to indicate that security is not being used by a security-capable end system when the peer is also security-capable?  Yes.  Application ASN.1 change required.  OK to apply air-ground as well now that security is optional.
For example, CM-ground-A sends a CM-forward to CM-ground-B with the Security Requirements parameter of D-Start set to “Authenticated Application Dialogue”.  CM-ground-A and CM-ground-B are both security-capable.  Should CM-ground-B be allowed to reject the CM-forward with a reason such as “Security Not Supported”?

3.  For ground-ground communication, is a mechanism needed to indicate that security  is absolutely required by a security-capable end system when the peer is also security-capable?  Yes.  Application ASN.1 change required.
For example, CM-ground-A sends a CM-forward to CM-ground-B with the Security Requirements parameter of D-Start set to “Unsecured Dialogue”.  CM-ground-A and CM-ground-B are both security-capable.  Should CM-ground-B be allowed to reject the CM-forward with a reason such as “Security Required”?

