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CM and Security Issues

1) Some of the CM functions (CM-update, CM-logon where the facilityDesignation parameter is provided, CM-server-facility-query, CM-server-facility-update) are predicated upon returning information for other facilities to the aircraft.   This includes application addresses, AE Qualifiers and version numbers.  With the introduction of security, is this information expected to include key information, with the assumption that ground-ground security is a local matter?  Can these services be performed as originally intended, or do they need to be modified for security purposes (not in the sense of new DS parameters, but for the user data they contain and when they can be invoked)?  Are these new services still useful?  

Transparent to application.  DS uses asymmetric approach if both are ground and hybrid approach if either is air.

2) It is assumed that the CM application itself does need a key under any circumstances.

Agreed in the sense that there are a number of keys assigned but not supplied (thus not needed) by CM user (done by Security ASO)

3) For backwards compatibility cases, there may times where a version 2 application sets the security requirement and performs a service with a version 1 application.  Will this result in an abort by the initiating system's security ASO?  While this would seem likely, it will mean that ALL services must carry security-specific user data, even if the user data is unchanged from the version 1 service (e.g. contact, logon request).

4) Emulated version vs degraded mode vs security requirements.  Currently in CM, the level of security is indicated to a CM-ground-user during a logon.  Is this really necessary?  Also, the proposed changes to CM include an "emulated version" parameter that is user-settable.  Does this violate any of the assumptions previously held that a CM-user should not be able to change the ASE version?  Also, with the addition of this parameter (needed to version 1 services can be performed in case of a security failure or with a version peer system) invalidate the need for the "DEGRADED MODE" modifications made earlier?  It would seem the DEGRADED MODE mods could be removed.

5) Need clarification of the domain usage boolean.  What kind of domain does this represent…is it an ICAO state's domain?  Regionally-defined domain?  If it is not a standard, well-understood definition, there will be problems with its use.  If this is the case, perhaps the variable should be expanded to give more information.

Deferred for tomorrow – Maintain view that this indicates either all applications have the same key or one per application. This is a problem for the CM server approach and for France. Then lots more discussion. Resolution is – handle in WG1SG2 next week.

  All or none, but could expand to many.  Have problem with aircraft not knowing the set of applications that share the key.  So, if perform 2 logons and get info for facility1 and facility2 but facility3 initiates a CPDLC-start, which ground facility key does the aircraft use?  Boolean is not sufficient, unless aircraft carries a database of CM to facility association.  See notes.

6) CM currently allows users to set security for communicating with version 1 systems or when security it not available.  Is this acceptable?

7) What is the process for the secure Update service?  Is it "exchange supporting key management"?  If so, are there new components of the service that need to be captured in CM?

Clarified in modifications to application solution to include "update"

8) What is the process for the secure Forward service?  It is really neither "exchange supporting key management" nor "secured application dialogue"…is there a new value for it?

Agreed second ULCS has to look for G-G and sign rather than MAC

9) For unsecure services, does the security requirements parameter have to be set to "unsecure", or can it just not be provided?  This may have an impact on backwards compatibility.
FP to check with GM

10) We will need to define the interactions (and negotiations) for secure/unsecure operation of other applications.  For instance, should version 2 CPDLC be able to operate with another version 2 CPDLC in both secure and unsecure modes?
Tentative yes 

11) Is security optional for CM version 2?
My answer (MPB) is no – Paul Camus says should be subset and if not selected or "doesn't work" should work with all other V2; End with agreement that CM implementation is not optional but use is.

  Security will be optional for CM version 2 so that the additional services can be supported without needing to support security.  Security failures should not result in a fallback to unsecured operation or to version 1 operation.  The security failure should be logged to system management and the failed peer should be prohibited from communicating for some period of time.  Issue raised as to how to indicate support/non-support of security on a per dialogue basis.

12) Does the CM-ground-user need to see the security requirements parameter?
  Yes.

