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1
Introduction

WG3/SG1 has developed a security solution for AMHS users within the ATN [2] based on MHS security mechanisms standardized by ISO. The security solution is based on the MHS Security Class S0 which includes provision for providing end-to-end services for content integrity, origin authentication, proof of delivery, and message sequence integrity.

This paper proposes the remaining cryptographic details required to enable the operation of WG3/SG2’s AMHS security solution in order to provide end-to-end content integrity and origin authentication. These services address the main AMHS threats identified by WG3/SG2 – specifically they provide content integrity against modification, message origin authentication against masquerade, and message sequence integrity against replay. The cryptographic details needed to enable provision of proof of delivery and message sequence integrity may be provided in the future if requested by WG3/SG1.

The major cryptographic components required are specifications of cryptographic algorithms for use by AMHS users, specification of how AMHS message security fields are populated for use by AMHS users, and specification of a supporting Public Key Infrastructure for use by AMHS users.

The remainder of this paper is organized as follows. Section 2 describes the cryptographic components recommended by WG1/SG2 for use by AMHS users to provide security. Section 3 contains a summary. Section 4 lists references cited elsewhere in the paper.

2
Cryptographic Components

This section describes the cryptographic components that WG1/SG2 recommends are used in conjunction with WG3/SG1’s AMHS security solution for the provision of end-to-end content integrity and origin authentication to AMHS users.

The components have largely been selected in order to enable AMHS users to exploit the ATN PKI developed to help secure other ATN communications. This avoids the cost associated with developing and deploying a separate PKI for ATN AMHS users.

Section 2.1 supplies details of the requisite cryptographic algorithms. Section 2.2 addresses how AMHS message fields should be populated when security is provided, and Section 2.3 specifies how AMHS users should employ the ATN PKI.

2.1
Cryptographic Algorithms

Provision of content integrity and origin authentication for AMHS messages requires specification of a signature algorithm to be used by ATN AMHS users. WG1/SG2 recommends AMHS users employ the ATN signature scheme specified in [5] for this purpose. The ATN signature scheme is the Elliptic Curve Digital Signature Algorithm or ECDSA which is specified in ANSI X9.62 [1], IEEE P1363 [6], ISO 15946-2 [8], and SEC 1 [11]. AMHS users should employ ECDSA in conjunction with the ATN user elliptic curve domain parameters described in [3,5]. These parameters were chosen from among the parameters recommended in both [9] and [10].

ECDSA was selected to secure other ATN applications in order to minimize use of RF bandwidth. Use of ECDSA by ATN AMHS users will enable AMHS users to employ the ATN PKI.

2.2
AMHS Message Fields

MHS message fields can be used in a variety of ways in order to provide content integrity and origin authentication for MHS messages. When these services are used by ATN AMHS entities, it is recommended that MHS security related message fields are used as follows:

· The envelope per-message originator-certificate field may at the originator’s discretion contain certificates to assist the recipient verify the originator’s signatures or it may be empty.

· The remaining envelope per-message security related fields (content-confidentiality-algorithm-id, message-origin-authentication-check, message-security-label, and proof-of-submission-request) are not required to provide content integrity and origin authentication.

· The envelope per-recipient message token field should contain an asymmetric token.

· The envelope per-recipient asymmetric token signature algorithm id field should contain the algorithm OID of the ATN signature scheme (ecdsa-with-SHA1) and NULL parameters. The ecdsa-with-SHA1 OID is defined in [4,5].

· The envelope per-recipient asymmetric token recipient name field should contain the X.400 O/R address or the distinguished name of the recipient.

· The envelope per-recipient asymmetric token time field should contain the time when the originator sent the message.
 (If possible, generalized time with a four digit year should be used.)

· The envelope per-recipient asymmetric token signed data field’s content-integrity-check field should contain the same signature algorithm id field as specified above along with the originator’s signature on the concatenation of the algorithm id and message content. The other fields of the signed data field are not required to provide content integrity and origin authentication.

· The envelope per-recipient asymmetric token encryption algorithm id field is not required to provide content integrity and origin authentication.

· The envelope per-recipient asymmetric token encrypted data field is not required to provide content integrity and origin authentication.

· The envelope per-recipient asymmetric token signature field should contain the originator’s signature over the other fields contained in the asymmetric token.

Secured messages containing these security fields should be verified by the recipient as specified in ISO’s MHS security standards. Verification will require use of the ATN signature scheme verification transformation and ATN certificate processing procedures.

2.3
AMHS PKI

It is recommended that AMHS users employ the ATN PKI described in [4,5] to obtain authentic copies of other AMHS users’ public keys. It particular the ATN PKI is based on X.509 certificates and CRLs [7] which are signed by CAs using ECDSA. AMHS users should be identified in certificates by their distinguished name (using the subject field) or by their X.400 O/R address (using the subject alternative name extension). AMHS users should be certified by their State CA. AMHS users should obtain certificates and CRLs when they need them and when they are not available from other sources (eg. the originator-certificate field of a secured message) using their State’s Certificate Delivery Service. Details on the ATN PKI and how AMHS users should use the ATN PKI are described in [4,5].

3
Summary

This working paper has proposed the cryptographic details required to enable provision of AMHS security to ATN AMHS users within WG3/SG1’s AMHS security solution. In particular it is designed to enable provision of the end-to-end security services of content integrity and origin authentication.

It appears going forward that assessment of the following aspects of the proposed solution would be particularly beneficial: How much work is required to implement the recommended solution using existing COTS MHS products? In particular, how much work is required to implement ECDSA within existing MHS products? Is the use of PER encoded certificates the best way to resolve the problems caused by the use of BER in AMHS and the use of PER in air-ground applications?

WG3/SG1 is invited to review and comment on the cryptographic components recommended. If WG1/SG2 and WG3/SG1 are happy with the recommended components, they should be integrated into the appropriate SARPs.
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SUMMARY





This working paper addresseses the remaining cryptographic requirements for the provision of security to AMHS users within the ATN.








� Note that ECDSA is not currently widely supported in COTS MHS products. However integration of ECDSA into MHS products should be relatively straightforward and considerably cheaper than development and deployment of an ATN-AMHS-specific PKI. If integration of ECDSA into AMHS products proves infeasible, use of the DSA should be considered instead.


� Note that upon receipt of a secured message, the recipient should retrieve any certificates and CRLs not contained in the originator-certificate field needed to obtain the originator’s public key using its State’s Certificate Delivery Service.


� Use of the time field is believed to provide adequate protection against replay of ATN AMHS messages. If desired AMHS users can cache secure messages obtained for the duration of a time window to enhance protection. The alternative (use of message-sequence-number) is not recommended since MHS security standards do not provide mechanisms to establish and synchronize these sequence numbers.


� Note that one issue that may arise when AMHS users use the ATN PKI is that AMHS may use a different ASN.1 encoding (eg. BER) than the ATN PKI (which uses PER). Therefore AMHS users will need to use BER to interpret AMHS messages and PER to interpret and check certificates and CRLs. This appears preferable to alternatives – like deploying a separate AMHS PKI, having ATN CAs issue certificates using both BER and PER, or using PER for AMHS messages. Furthermore the non-canonical nature of BER can raise some problems when used in conjunction with cryptography.
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