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1. Introduction

This document contains comments on the document WG1/SG2 WP 1607a "Draft Text for Doc-9705 Sub-Volume VIII, version 1.2."

Specific Comments
No
Author
Reference
Comment


1
DM
8.3.1.1.2.1, 8.3.1.1.2.2, 8.3.1.1.2.3, 8.3.1.1.2.4
All these clauses state that the security framework, security services and secure exchanges shall be based on various standards.  Should these be notes rather than shall statements?  I.e. they do not tell an implementor what to do and they are not precise enough to be testable.


2
DM
8.3.1.2.3 and Notes 1,2 and 3.
Is it possible for a number of states to be served by one CA? For instance if all Eurocontrol states designated a single CA.  If this is the case, the CA should be referred to as the designated CA instead of the state CA. 


3
DM
8.3.1.2.4
The provision of a Directory Service is not a requirement of this SARPs.  Therefore conformance to any particular Directory standard cannot be mandated.  This clause should therefore be deleted.


4
DM
8.3.1.2.11 and 8.3.1.2.12
I think this clause requires clarification.  Some of the "security information" issued to airborne users will be bound to the aircraft identifier, e.g. key agreement key pair and signing key pair.  The aircraft will also be provided with public key certificates for ground CM applications, state's, etc.  

For 8.3.1.2.11, I assume we mean the keys that will be bound to the aircraft by certificates, and in 8.3.1.2.12 we mean all the information pre-loaded into the aircraft, including the ground application certificates.


5
DM
8.3.1.2.13
The concept of 'CM Domain' is not defined in the CM SARPs.  Is it safe to define or rely on this concept here?  Perhaps it should define a Security Domain?


6
IRV
8.3.1.3.2.2
This clause is very specific to the ground end of air-ground applications and therefore should be moved from "End Systems" to 8.3.1.6.


7
DM
8.3.1.4.2 and Note
Not sure this is completely clear.  I understood the ground CM's key agreement public key would be sent to the airborne ULCS in a CM-Update or CM-Logon Response.  A certificate is then created using this key plus other pre-loaded information.  The completed certificate is then validated.

The aircraft will not have access to CRLs and so will not be able to check for revoked certificates.  Only valid certificates will be pre-loaded, hence validity dates will not have expired.


8
DM
8.3.1.4.11
What is a "seal"?  Should this be a Message Authentication Code or MAC?


9
DM
8.3.1.5.3
Can we delete the reference to the ground CM application's database?  It implies the concept of an information store not defined elsewhere. 

Suggest:
"If the ground CM application supports ATN security services, it shall support the storage, within the ground CM application's data base, of the shared key derivation parameter (X)..."..


10
IRV
8.3.1.5.4
Is the role of the ground CM application, to provide ground application information to airborne applications, sufficiently well defined in other SARPs to make it unnecessary here?  Therefore, can this clause be deleted?


11
DM
8.3.1.6, 8.3.1.7, 8.3.1.8, 8.3.1.9
Should these be in SV8 or should they be included in the relevant volumes for AMHS, Systems Management, Directory etc.


12
DM
8.3.2.1
"Physical security...consistent with the provisions of Annex 17 and ICAO Doc 8973.  Is it possible to determine that an installation definitely IS or IS NOT consistent with the provisions of this document?  I.e. is compliance to this clause testable?


13
DM
8.4.1.2 and 8.4.2.2
RFC2527 is an Informational RFC.  It identifies the purpose of a Certificate Policy and Certificate Practice Statement, it lists the issues they should address and gives examples.  I don't think we can test conformance to this document.


14
DM
8.4.3.3
"Compressed Certificates" implies that a compression algorithm is applied to the certificate.  Perhaps they should be called 'subsetted certificates'. 


15
DM
8.4.5
A number of statements in 8.4.5 do not contain shalls or shoulds and are therefore notes.


16
IRV
8.4.3.2.11.2.3
I understand that ellipticCurve has been registered under another arc, i.e. not Certicom's.


17
DM
8.4.5.1 and 8.4.5.2
This clause has more shalls than statements.  Suggest we either remove the shalls from the sub clauses so that we just have one all embracing shall, or remove the first shall and create separate clauses for each sub-clause (a) to (j). 


18
DM
8.4.5.2
"ATN entities shall check that certificates have not been revoked..."  This clause does not apply to all ATN entities.  For instance aircraft do not check CRLs, and routers probably don't.


19
DM
8.5.1
All of this section should be a Note.


20
JP Dore
8.5.2
Is it necessary to fix the domain parameters in the SARPs?  Instead, could we reference a range of values (by reference to X9.62 and X9.63)?  If necessary, the guidance material could specify specific settings or they could be bilaterally agreed.


21
JP Dore
8.5.3.2.11
Can the Certificate identify the domain parameters instead of a 'named curve'.?  This would allow more flexibility and use of COTS products.


22
JP Dore
8.5
The representation of field elements is based on a polynomial basis which may not be the best implementation for run-time optimisation.  Mathematics says a normal base provides more efficient result,  i.e. less CPU time required.


23
DM
8.5.3.4.2.x, 8.5.4.3.x, 8.5.4.4.x, 8.5.5.3.x, 8.5.5.4.x, 8.5.6.1.2.x, 8.5.6.1.2.x, 8.5.6.2.2.x,8.5.6.3.2.x
These should be made consistent with the approach used for 8.4.5.1 and 8.4.5.2.


24
DM
8.6
This section exclusively uses the term Session Key.  Section 8.5 defines the term MacKey to mean the session key created by the key agreement scheme.  Would it be more precise to use the term MacKey in Section 8.6.


25
DM
8.6 and 8.5
Should the definitions of the cryptographic algorithms and related schemes be included in the SSO description instead of Section 8.5?  The SSO description would then be self-contained and would not require so many cross-references to 8.5.


Typographical

Number
Author
Reference
Comment


1
DM
8.3.1.1
This section should be 8.3.1 and all subsequent sections in 8.3.1 should be renumbered.


2
DM
8.3.1.2.3 Note 4
"Other CAs within the state's domain aircraft operating entities who issue certificates..." should read "Other CAs within the states domain, e.g. aircraft operating entities, who issue certificates..."


3
DM
8.3.1.2.6
In the 'Note' "generate" should be "generated".


4
DM
8.3.1.2.10
"CA" should read "CAs".


5
DM
8.3.1.2.11
Second 'users' in this sentence should be deleted.


6
DM
8.3.1.3.2.2
There are two 8.3.1.3.2.2s.  First should be 8.3.1.3.2.1.


7
DM
8.3.1.4.2
Last sentence "expired" should read "revoked".


8
DM
8.4.2.2
"Shall" is missing from this clause.  "The Certificate Practice Statement (shall) conform to the Internet X.509 Public Key Infrastructure..."
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