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High-level SARPs Validation Objectives for the

Aeronautical Telecommunications Network (ATN)

Public Key Infrastructure (PKI)
1. INTRODUCTION

1.1. Document Scope

During the fifteenth meeting of the security subgroup (WG1/SG2) of the Aeronautical Telecommunications Network Panel (ATNP) held in Columbia, Maryland, the group discussed the need to consider and develop a set of validation objectives for the security elements of the Aeronautical Telecommunications Network (ATN) Standards and Recommended Practices (SARPs).

This paper proposes a set of high-level SARPs validation objectives specifically focused on the ATN Public Key Infrastructure (PKI).  In addition, the paper takes a preliminary look at various validation means and suggests one or more candidate methods for validating each of the proposed high-level validation objectives.

1.2. Document Overview

This document is organized as follows:

· Section 1 – Introduction

The introduction identifies the scope of the document, summarizes the document organization, provides references to applicable documents, and defines terminology used throughout the document.

· Section 2 – High-level Validation Objectives

This section provides a tabular summary of the high-level SARPs validation objectives for the ATN PKI.

· Section 3 – Validation Means

This section defines the validation methods and classes identified as a proposed means to validate the objectives.

· Section 4 – Summary and Open Issues

This section provides a summary and puts forth a set of open issues for further consideration by the group. 

1.3. Reference Documents

[1]
Public Key Infrastructure, End System and Intermediate System Authentication, ATNP/WG1SG2/WP1512, NASA/AlliedSignal, 23-26 August 1999

[2]
Core SARPs, Package 2, End System and Intermediate System Authentication, ATNP/WG1SG2/WP1513, Ron Jones, 18 August 1999

[3]
ATN Application Solutions, End System and Intermediate System Authentication, ATNP/WG1SG2/WP1406, NASA/AlliedSignal, 13 July 1999

[4]
Draft Update Text to Sub-Volume VIII For Context Management, End System, and Intermediate System Authentication, ATNP/WG1SG2/WP1607, Tom McParland, October 1999

[5]
Draft Validation Report for ATN ULCS Enhancements, ATNP/WG3/WP1617, Tony Kerr and Steve Van Trees, 18-21 May 1999

[6]
Appendix I Upper Layer SARPs Validation Report, ATNP/WGW/WP17, Tony Kerr and Steve Van Trees, 10-14 March 1999

1.4. Terminology

ATN
Aeronautical Telecommunications Network

ATNP
Aeronautical Telecommunications Network Panel

FVO
Functional Validation Objective

ICAO
International Civil Aviation Organization

IDRP
Inter-Domain Routing Protocol

PKI
Public Key Infrastructure

SARPs
Standards and Recommended Practices

SVO
System Validation Objective

TVO
Technical Validation Objective

2. HIGH-LEVEL VALIDATION OBJECTIVES

The initial set of high-level ATN PKI validation objectives were developed using the draft ATN SARPs Sub-Volume VIII for Context Management, End System, and Intermediate System Authentication [4].  To ensure completeness, the validation objectives contained in this paper require ongoing review and refinement in concert with updates to the sub-volume text.  This paper is based on the draft ATN SARPs Sub-Volume VIII presented concurrent with this paper.

The high-level validation objectives are summarized in Table 1.  The first column of the table groups the validation objectives into one of the following three categories: [5]

· System Validation Objective (SVO) — relate to the system level requirements which are based on operational requirements within the ICAO ATN Core SARPs  [2]

· Functional Validation Objective (FVO) — relate to the functional characteristics that are contained in the SARPs sub-volume VIII  [4]

· Technical Validation Objective (TVO) — relate to the technical characteristics that are contained in the SARPs sub-volume VIII  [4].

The second column of the table provides a summary description of the high-level validation objectives.  The final column suggests one or more candidate validation methods as the primary means for validating each objective.  The validation methods are defined in Section 3 of this document.

Table 1.  High-level SARPs Validation Objectives for ATN PKI

PKI 

Validation

Objective
Description
Primary Validation

Method(s)

SVO 1
Validate which system level requirements are satisfied by the SARPs PKI requirements.
I

SVO 2
Validate that the SARPs supports implementation of local PKI policies and practices, within the boundaries of the SARPs, as determined by States/Organizations
I

FVO 1
Validate that the SARPs PKI requirements are complete.
I, A

FVO 2
Validate that the SARPs PKI requirements are unambiguous.
I

FVO 3
Validate that the SARPs PKI requirements are consistent.
I

FVO 4
Determine if there are SARPs PKI requirements that would have no effect if removed (i.e., determine that all requirements are necessary to support PKI implementation.)
I

FVO 5
Determine if the SARPs are based upon and consistent with ISO/IEC standards for PKI.
I

FVO 6
Validate that the SARPs supports a PKI implementation that supports management and distribution of certificates and certificate revocation lists via a generic directory service
A

FVO 7
Validate that the SARPs supports a PKI implementation that is scalable.
A

FVO 8
Validate that the SARPs supports a PKI implementation that is cryptographic algorithm independent.
A, D-6

FVO 9
Validate that the SARPs supports a PKI that is implementation independent.
D-1

FVO 10
Validate that the SARPs includes provision for a PKI that supports security services necessary for Context Management
T-1

FVO 11
Validate that the SARPs includes provision for a PKI that supports security services necessary for ATN air-ground applications (e.g., CPDLC)
T-1

FVO 12
Validate that the SARPs includes provision for a PKI that supports security services necessary for ATN ground-ground applications (e.g., message handling system)
T-1

FVO 13
Validate that the SARPs includes provision for a PKI that supports security services necessary for routing information exchange
T-1

FVO 14
Validate that the SARPs includes provision for a PKI that supports system management
T-1

FVO 15
Validate that the SARPs satisfies the PKI performance requirements for ATN operation
T-1

TVO 1
Validate that the SARPs includes provision for a PKI that supports ATN security services (i.e., peer entity authentication of ATN users, access control, and data integrity)
A

TVO 2
Validate that the SARPs includes provision for a PKI that supports both mobile and fixed ATN users.
A

TVO 3
Validate that the SARPs includes provision for a PKI that supports minimal air-ground overhead
A

TVO 4
Validate that the SARPs includes provision for a PKI that supports the security provisions of the upper layer communication services
T-1

TVO 5
Validate that the SARPs includes provision for a PKI that supports the security provisions of the Inter-Domain Routing Protocol (IDRP)
T-1

TVO 6
Validate that the SARPs includes provision for future backward compatibility with prior versions of peer ATN implementations that incorporate PKI-enabled security services
I

TVO 7
Validate that the SARPs includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate PKI-enabled security services
T-1

TVO 8
Validate that independent implementations of the PKI built in accordance to the SARPs will inter-operate with one another
T-1

3. VALIDATION MEANS

3.1. Validation Method Definitions

The high-level validation objectives described in Section 2 include a proposed validation method or methods, which are defined in Table 2.

Table 2.  Validation Method Definitions

Validation

Method
Validation Method Definition

 Inspection  (I)
Validation by visual examination or observation using representative documentation to compare appropriate characteristics with specific requirements  

(This is the lowest level of validation.)

Analysis  (A)
Validation by technical/mathematical evaluation using mathematical representations (i.e., models, simulation), charts, graphs, drawings, and representative data

Demonstration (D-n)
Validation by operation using qualitative criteria rather than measuring instruments and quantitative data to assure performance of functions and capabilities.  The 'n' is the validation class number, which is defined in the following section.

Test  (T-n)
Verification by examination or trial under appropriate conditions using measuring instruments that yield analytical data for use in comparing measured performance against specific requirements. The 'n' is the validation class number, which is defined in the following section.   

(This is the highest level of validation.)

3.2. Validation Class Definitions

For validation by Demonstration and Test, the following table defines validation classes based on the type of implementation utilized and the number of participating organizations: [6]

Table 3.  Validation Class Definitions

Validation

Class
Validation Class Definition

1
Two or more independently developed inter-operating implementations validated by two or more states/organizations

2
Two or more independently developed inter-operating implementations validated by one state/organization

3
One implementation validated by more than one state/organization

4
One implementation validated by one state/organization

5
Partial implementation validated by more than one state/organization

6
Partial implementation validated by one state/organization

4. SUMMARY and OPEN ISSUES

In summary, this working paper presents an initial set of high-level SARPs validation objectives and candidate validation means for the ATN PKI.  The paper is meant to serve as a preliminary framework for PKI validation and to serve as a sound input to the overall SARPs validation planning and validation testing activities.

Several high-level issues were identified during the preparation of this paper.  These open issues require discussion and resolution by the subgroup and/or working group prior to proceeding with further validation planning activities.  

1. Where will the high-level ICAO policies and procedures for the ATN PKI be defined and documented?

2. Where will the metrics associated with ATN PKI scalability be defined and documented?

3. Where will the metrics associated with ATN PKI performance be defined and documented?

SUMMARY


In response to an action item from the 15th meeting of the ATNP WG-1/SG-2 in Columbia, MD (USA), this working paper proposes a set of high-level SARPs validation objectives for the ATN PKI.  This paper also identifies open issues that require discussion and resolution prior to validation planning.
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