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Elliptic Curve Domain Parameters for ATN

1.
Introduction

The ATN security solution uses elliptic curve cryptography. Effective operation of the solution requires selection of appropriate system-wide elliptic curve domain parameters. These system-wide parameters should be standardized to enable interoperability.

This document provides the necessary elliptic curve domain parameters. Section 2 specifies the recommended parameters, Section 3 provides rationale for the selection, and Section 4 contains a summary.

2.
Elliptic Curve Domain Parameters

This section specifies elliptic curve domain parameters for use by ATN entities. Section 2.1 specifies the standard parameters for use by regular users of the system. Section 2.2 specifies the CA parameters for use by Certificate Authorities (CAs) to sign certificates and CRLs. See ANSI X9.63 [1] and SEC 1 [4] for a complete description of the meaning of the elliptic curve domain parameters and how they are used.

2.1
User Parameters

The ATN user parameters Tstan. are parameters over F2m specified by the septuple Tstan = (m,f(x),a,b,G,n,h) where m = 163 and the polynomial basis representation of F2163 is defined by:

f(x) = x163 + x7 + x6 + x3 + 1

The curve E: y2 + xy = x3 + ax2 + b over F2m is defined by:

a =       00 00000000 00000000 00000000 00000000 00000001
b =       02 0A601907 B8C953CA 1481EB10 512F7874 4A3205FD
E was chosen verifiably at random from the seed:

S = 85E25BFE 5C86226C DB12016F 7553F9D0 E693A268
The base point G in uncompressed form is:

G =   0403F0 EBA16286 A2D57EA0 991168D4 994637E8 343E3600 D51FBC6C 71A0094F A2CDD545 B11C5C0C 797324F1
Finally the order n of G and the cofactor are:

n = 5846006549323611672814742442876390689256843201587

h = 2

n and h are given in decimal form, and a, b, S, and G are given in hexadecimal form. The parameters Tstan are assigned ASN.1 object identifiers in ANSI X9.63 [1] and GEC 1 [3] to facilitate their use within PKIs.

2.2
CA Parameters

The ATN CA parameters TCA are parameters over F2m specified by the septuple TCA = (m,f(x),a,b,G,n,h) where m = 233 and the polynomial basis representation of F2233 is defined by:

f(x) = x233 + x74 + 1

The curve E: y2 + xy = x3 + ax2 + b over F2m is defined by:

a =     0000 00000000 00000000 00000000 00000000 00000000 00000000 00000001
b =     0066 647EDE6C 332C7F8C 0923BB58 213B333B 20E9CE42 81FE115F 7D8F90AD
E was chosen verifiably at random from the seed:

S = 74D59FF0 7F6B413D 0EA14B34 4B20A2DB 049B50C3
The base point G in uncompressed form is:

G =      04 00FAC9DF CBAC8313 BB2139F1 BB755FEF 65BC391F 8B36F8F8 EB7371FD 558B0100 6A08A419 03350678 E58528BE BF8A0BEF F867A7CA 36716F7E 01F81052
Finally the order n of G and the cofactor are:

n = 6901746346790563787434755862277025555839812737345013555379383634485463

h = 2

n and h are given in decimal form, a, b, S, and G are given in hexadecimal form. The parameters TCA are assigned ASN.1 object identifiers in ANSI X9.63 [1] and GEC 1 [3] to facilitate their use within PKIs.

3.
Rationale

This section presents the rationale behind the selection of the elliptic curve domain parameters recommended in Section 2.

User parameters were selected at 163 bits or approximately 80 bits of security and CA parameters were selected at 233 bits or approximately 112 bits of security to comply with widely accepted practice. 80 bits of security is equivalent to SKIPJACK strength and corresponds to 1024 bit RSA. 112 bits of security is equivalent to triple DES strength and corresponds to 2048 bit RSA.

Parameters over F2m were selected instead of parameters over Fp to maximize current availability with COTS products.

Random curves were selected instead of Koblitz curves because they represent a conservative security choice in light of the observation that the primary efficiency concerns in the ATN are bandwidth concerns rather than computational concerns.

The specific parameters chosen are aligned with all appropriate standards and in particular are among the curves recently selected for U.S. government use [2]. Although the parameters are not currently performance optimized in COTS products because they have only just been released by NIST, they are available in COTS products and are likely to be optimized over the coming months.

4.
Summary

This document specifies elliptic curve domain parameters for use in the ATN. The parameters have been selected based on criteria like security, efficiency, and alignment with other standards. The parameters should be reviewed periodically to ensure that they continue to meet the security requirements of the ATN in the face of mathematical and computational advances.
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SUMMARY





In response to the action item from the last ATNP WG-1/SG-2 meeting at Atlantic City, this working paper proposes secure communications systems for use at the ATN network level. A general approach for Elliptic-Curve parameters for ATN Applications is presented.  The approach uses the Elliptic Curve Key Agreement Scheme, Diffie-Hellman (ECKAS-DH1) version. 
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