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SUMMARY

The attached paper presents comments and proposed additions to the Application Security Solution for the ATN

Background

WP1406 describes the WG1SG2 proposed security solution for the ATN. During Fredric's review of this paper he developed the following comments and proposes additions described in following sections.

Comments

The main comment … I have is that is does only cover the nominal case where a CM-logon is performed between the aircraft and the ground CM, i.e. during the logon with the initial CM (CM-logon only) or during the transfer of d/l communications (CM-contact+CM-logon). It does not cover the case where ground communications are available and the CM-forward and CM-update functions are used instead. I think this case should be described functionally from day one since it may have some impacts on the definition of the CM messages (e.g. the CM forward PDU). Please find enclosed a draft of such a description, the idea being that the CM-forward exchange is used to allow the second CM to confirm the identity of the aircraft and to allow the aircraft and the second CM to build a CM session key and the appropriate App-ATN session keys during the update. The CM-forward is not secure itself (maybe it should ?). Your meeting #15 could be a good opportunity to review this proposal.

3.3
Solution Operation

This section describes the actions and messaging involved in the operation of the ATN application security solution when ground communications are available.

The solution proceeds as follows. First the aircraft entity performs CM logon with CM1. Then later in the CM session, the aircraft entity communicates with ground application entities within the CM1 domain. Then, CM1 forward to CM2 the information received from the aircraft in the CM logon. CM2 performs a CM update with the aircraft, allowing the aircraft entity to communicate with ground application entities within the CM2 domain.

The remainder of this section describes the details of this process. Section 3.3.1 describes the details of CM logon and subsequent CM communications, and Section 3.3.2 describes the details of login and communication for other applications. Section 3.3.3 describes de details of CM forward/update and subsequent CM communications.

3.3.4
CM Forward/Update and Communications

The ground CM1 and CM2 entities initiate secure communication with a CM2 domain by performing CM forward and CM update as follows.

1.
The ground entity CM1 forms a CM forward request message Data1 consisting of the logon data received from the aircraft including an indication that it is requesting a secure connection, its identity U, the ground CM1 entity’s identity V1, a time field TU, and a field Addresses containing the identities of the ground application entities that it wishes to communicate with. 

The ground CM1 entity sends the CM forward request message along with sU generated by the aircraft (sU = Sign (dsig,U; Data1)) to the ground CM2 entity and its own identity V1. 

The signature on this message confirms the identity of the aircraft to the ground CM2. Inclusion of TU in the message ensures that it is fresh, while inclusion of U and V1 confirms the intended source and recipient. 

2.
The ground CM2 entity receives the CM forward request message along with sU and V1 and sees that the aircraft requests secure connections in the CM domain. It recovers from the message the aircraft entity’s identity U, the CM1's identity V1, the time field TU, and the application entity identities. The ground CM2 entity then retrieves the public key certificates of aircraft entity U, the public key certificates of the specified ground application entities, and the current CRL from the publicly accessible certificate directory. It checks none of the public key certificates have been revoked using the CRL, and it verifies the public key certificates are valid using its copy of the CA’s public key Qsig,CA. It retrieves the aircraft entity’s public signing key Qsig,U from its signature key certificate. It verifies the received signature sU is a valid ECDSA signature on Data1 using Qsig,U, and it verifies that V1 is correct and TA corresponds with the current time
. 

3.
The ground CM2 entity calculates a shared public value XU,V2 which will be sent to other application entities in the CM domain and used to ensure that the application entities use session keys which are unique to this CM session. To do this it first retrieves the aircraft entity’s key agreement key Qs,U from its key agreement key certificate. Then it calculates the shared secret value ZU,V2 from the x-coordinate of the point ds,V2Qs,U using its private key agreement key ds,V2 as specified in ANSI X9.63 [2]. Then it selects a random challenge RandV2. Finally it computes the 80-bit XU,V2 using the SHA-1 based ANSI X9.63 key derivation function from ZU,V2, the single octet 0016, sU, and RandV2 as:

XU,V2 = KDF (ZU,V2; 80; 0016 || sU || RandV2)

Inclusion of sU and RandV2 in the generation of XU,V2 ensures that XU,V2 is unique to this CM session while inclusion of the octet 0016 ensures that XU,V2 is distinct from the session key MacKeyU,V2 computed later on.

4.
The ground CM2 entity next calculates the CM session key MacKeyU,V2. To do this it computes the 80-bit MacKeyU,V2 using the SHA-1 based ANSI X9.63 key derivation function from the shared secret value ZU,V2, the single octet 0116, the shared public value XU,V2, an indication CMA of the application the session key is for, the aircraft entity identity U, and the ground CM2 entity identity V2 as:

MacKeyU,V2 = KDF ( ZU,V2; 80; 0116 || XU,V2 || CMA || U || V2)

Including XU,V2 in the key derivation process ensures the session key MacKeyU,V2 is unique to this CM session. Including the single octet 0116 ensures the session key MacKeyU,V2 is distinct from the shared public value XU,V2 computed earlier. Finally including CMA, U, and V2 ensures that the session key is specific to a CM session between U and V2.

5.
The ground CM2 entity forms a CM update request message Data2 including an indication that it has accepted the aircraft entity’s request for a secure connection, the aircraft entity identity U, the ground CM2 entity identity V2, the ground CM2 entity’s random challenge RandV2, and the ground application entity identities and public keys that the aircraft entity requested. It calculates the tag on its identity V2, a sixteen bit counter value Count which is initially 000116, Data2 and sU using HMAC under the CM session key MacKeyU,V2 as:

MAC (MacKeyU,V2; V2 || Count || Data2 || sU)

The ground CM2 entity sends the CMA update request Data2 along with its key agreement certificate Cert(V2; Qs,V2) and the tag to the aircraft entity.

The tag on this message confirms the identity of the ground CM2 entity to the aircraft entity. Inclusion of the ‘random challenge’ sU in the MAC ensures that the response is fresh, inclusion of the ground CM2 entity’s identity V2 and the aircraft entity’s identity U confirms the intended source and recipient, inclusion of the ground CM2 entity’s random challenge RandV2 enables the aircraft entity to compute the shared public value XU,V2, inclusion of the ground application entity identities and public keys the aircraft entity requested transfer these keys securely to the aircraft entity, and inclusion of the counter prevents replay of messages secured under MacKeyU,V2. The ground CM2 entity MACs the response message instead of signing it to save bandwidth.

6.
The aircraft entity CM receives the CM update request along with the tag and Cert(V2; Qs,V2), and sees that the message accepts a secure connection. It recovers from the CM update request the ground CM2 entity’s identity V2, it’s identity U, the application entities’ public keys, and the random challenge RandV2. It verifies the public key certificate is valid using its copy of the CA’s public key Qsig,CA. It checks the received copy of its identity U is correct. It retrieves the ground CM2 entity’s public key agreement key Qs,V2 from the certificate. 

The aircraft entity CMA then calculates the shared public value XU,V2 which will be sent to other applications invoked during this CM session and used to ensure that the applications use session keys which are unique to this CM session. To do this it calculates the shared secret value ZU,V2 from the x-coordinate of the point ds,UQs,V2 using its private key agreement key ds,U as specified in ANSI X9.63 [2]. Then it computes the 80-bit XU,V2 using the SHA-1 based ANSI X9.63 key derivation function from ZU,V2, the single octet 0016, sU, and the received RandV2 as:

XU,V2 = KDF (ZU,V2; 80; 0016 || sU || RandV2)

The mathematical properties of elliptic curves ensure that the value of XU,V2 computed by the aircraft entity CM is the same as the value of XU,V2 computed earlier by the ground CM2 entity.

7.
The aircraft entity CM next calculates the CM session key MacKeyU,V2. To do this it computes the 80-bit MacKeyU,V2 using the SHA-1 based ANSI X9.63 key derivation function from the shared secret value ZU,V2, the single octet 0116, the shared public value XU,V2, an indication CMA of the application the session key is for, the aircraft entity identity U, and the ground CM2 entity identity V2 as:

MacKeyU,V2 = KDF ( ZU,V2; 80; 0116 || XU,V2 || CMA || U || V2)

Again the mathematical properties of elliptic curves ensure that the value of MacKeyU,V2 computed by the aircraft entity CM is the same as the value of MacKeyU,V2 computed earlier by the ground CM2 entity.

8.
Finally the aircraft entity CM reconstructs V2 || Count || Data2 || sU and checks the tag it received is valid using HMAC with SHA-1 under the session key MacKeyU,V2. If this check is successful, the aircraft entity CM accepts the ground CM2 entity’s update request and concludes that CM update has been successful.


































� There is maybe a problem here with the delay introduced between the reception of the logon indication and the forwarding of the message to CM2 ??
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