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Summary

IDRP air-ground and ground-ground authentication scenarios are presented which employ the ATN Key Agreement Scheme and the ATN Keyed Message Authentication Code scheme. 

1.  Introduction

This paper is an update to WG1/SG2 WP 1408. This paper presents IDRP authentication scenarios using the ATN Key Agreement Scheme and the ATN Keyed Message Authentication Code Scheme which are defined in WP 1510.  This paper differs functionally from WP1408 as follows:

a.  Shared data for session key derivation consists a concatenation of random variables generated by each BIS.

b.  The random variables are not included in the Validation Pattern field of  BISPDUs. .

Scenarios are presented for air-ground IDRP connections providing mutual and unilateral peer entity authentication and for mutually-authenticated ground-ground IDRP connections.  The scenarios address local policy and certificate availability conditions and also provide replay and intercept protection.  

2. Discussion

2.2 IDRP Authentication

2.1.1  Authentication Approach

Entity authentication can be achieved in an asymmetric cryptographic environment by the claimant demonstrating possession of a private key.  In the following scenarios, ATN intermediate systems demonstrate possession a shared secret key by using the key in a Message Authentication Code applied to the exchange of routing information. Possession of the shared secret key implies possession of a specific private key since the shared secret key could only be successfully derived under the key agreement scheme if the claimant is also in possession of a private key corresponding to a verified public key.  Verification of the claimant’s public key is accomplished by obtaining it from a trusted third party, i.e., in a certificate signed by a certificate authority.

2.1.2  Mutual Entity Authentication vs Single Entity Authentication

Only single entity authentication is strictly required on IDRP air-ground connections, that is, the air-ground router must authenticate the airborne router.  The rational is based on bandwidth considerations in the context of the relative consequence of an attack against the routing information base of an air-ground router versus an attack against the routing information base of an airborne router.  It is clear that the former attack would be of more severe consequence than the latter, and therefore ATN boundary intermediate systems which support ATN security services should apply strong authentication to exchanges affecting the ground routing information base.  It is important to note, however, that mutual authentication is not precluded.  ATN boundary intermediate systems which provide ATN security services are required to be capable of mutual entity authentication.  Whether or not to invoke mutual entity authentication service is a matter of local policy.

2.1.3  Replay and Interception Protection 

Protection from replay and interception attacks is provided in the following scenarios through a challenge-response exchange.  A random variable is generated by each intermediate system and sent in the OPEN BISPDUs.  The random variables are included as shared data in derivation of the MAC key for the connection.  Verification of the challenge is achieved if the first UPDATE BISPDU contains a valid MAC tag.  Subsequent BISPDUs are protected from replay and interception by the IDRP sequence numbers.

2.3 Scenarios for Authentication Of Boundary Intermediate System Exchanges

2.3.1  Air-Ground IDRP Connections

Air-Ground IDRP connection exchanges are depicted in figure 1 and described in the following scenario description.

1.  During the ISH exchange, the airborne and air-ground routers signal type 2 authentication by including the ATN Authentication Parameter in the ISH PDU with the parameter value set to indicate whether or not the peer public key certificate is required. 

Note 1.  – If either router does not signal support for authentication in the ISH (i.e., a Package-1 router) then the IDRP connection will be established without security (i.e., with Type 1 authentication) unless the local policy of either router prohibits an unsecured service.

Note 2. – The parameter value setting will depend on local policy requirements to perform either single entity or mutual authentication and whether access to pre-stored data or a supporting directory of public key certificates is available.

Note 3. – If the air-ground router signals single entity authentication but the airborne router signals mutual authentication, then the IDRP connection will be established with single entity authentication unless the Airborne router’s local policy prohibits it.  
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Figure 1.

2. The air-ground router retrieves the aircraft’s public-key certificate, CertU from a supporting directory service. The certificate is verified using the ATN Verification Primitive (AVP) with the pre-stored Certificate Authority public key (Qsig,CA). The certificate contains the aircraft’s public key agreement key (Qs,U).

Note. – If the air-ground router is unable to retrieve and verify the aircraft’s certificate, then the air-ground router will signal (step 4b) that the airborne router should send its public key certificate in the OPEN BISPDU if local policy permits it. 

3. The air-ground generates a random value, RandV, using the ATN Random Value Primitive (ARVP).

4. The air-ground router sends an OPEN BISPDU with:

a. Code 2 in the Authentication Code (AC) field,

b. the following data in the Authentication Data (AD) field:

1)   a Certificate Required Indicator set to indicate public-key certificate required if the aircraft’s public key certificate could not be retrieved or verified. Otherwise, it will be set to indicate “public key certificate not required”.

2) a random number RandV to protect against interception and replay attacks.

3) the air-ground router’s public key (Qs,V) if the airborne router did not signal public-key certificate required in the ISH exchange.  If public-key certificate required was signaled in the ISH exchange and permitted by local policy, the air-ground router’s public key certificate, CertV, is placed in the Authentication Data field; otherwise (i.e., if mutual entity authentication is not permitted by the air-ground router’s local policy), the air-ground router’s public key is sent.

c. a Type-1 authenticator in the Validation Pattern (VP) field.

5. Upon receipt of the OPEN BISPDU, the airborne router checks to see if the air-ground router's public-key certificate, CertV is in the authentication data field.  If present, the certificate is verified using the ATN Verification Primitive (AVP) with the pre-stored Certificate Authority public key (Qsig,CA). The certificate contains the air-ground router's public key agreement key (Qs,V).

6. The airborne router generates a random value, RandU, using the ATN Random Value Primitive (ARVP).

7. The airborne router computes the Diffie-Hellman shared secret value, ZU,V, using the ATN Secret Value Derivation Primitive (ASVDP) with its pre-stored private key, ds,U, and the received public key, Qs,V.
8. The airborne router derives an 80-bit session key, MacKeyU,V, using the ATN Key Derivation Function (AKDF) with a concatenation of random values, i.e., the connection initiator's value concatenated with the peer-BIS's value (RandV||RandU), as shared data. 

9.  The airborne router sends an OPEN BISPDU with:

a. Code 2 in the Authentication Code (AC) field,

b. the following data in the Authentication Data (AD) field:

1)   a Certificate Required Indicator set to indicate public-key certificate required if local policy is to perform mutual authentication and a pre-stored public key certificate for the air-ground router could not be retrieved or verified. Otherwise, it will be set to indicate public-key certificate not required.

2) a random number RandU to protect against interception and replay attacks.

3) If public-key certificate required was signaled in the ISH exchange and permitted by local policy, the airborne router’s public key certificate, CertU, is placed in the Authentication Data field; otherwise (i.e., if mutual entity authentication is not permitted by the airborne router’s local policy or if the air-ground router did not signal public-key certificate required), no additional data is sent in the Authentication Data field. 

c. a Type-1 authenticator in the Validation Pattern (VP) field.

10. Upon receipt of the OPEN BISPDU, the air-ground router checks to see if the airborne router's public-key certificate, CertU, is in the authentication data field.  If present, the certificate is verified using the ATN Verification Primitive (AVP) with the pre-stored Certificate Authority public key (Qsig,CA). The certificate contains the airborne router's public key agreement key (Qs,U).

11. The air-ground router computes the Diffie-Hellman shared secret value, ZU,V, using the ATN Secret Value Derivation Primitive (ASVDP) with its pre-stored private key, ds,V, and the received public key, Qs,U.
12. The air-ground router derives an 80-bit session key, MacKeyU,V, using the ATN Key Derivation Function (AKDF) with a concatenation of random values, i.e., the connection initiator's value concatenated with the peer-BIS's value (RandV||RandU), as shared data. 

Note 2. – If either router has already sent an OPEN BISPDU without including its public key certificate and receives an OPEN BISPDU with public-key certificate required, it will re-send the OPEN BISPDU with its public-key certificate if permitted to do so by local policy.

13. The air-ground and airborne (step 16) routers tag subsequent BISPDUs with a  HMAC seal over the BISPDU using the ATN Keyed Message Authentication Code Primitive (AMACP).

14. The air-ground and airborne (step 17) routers send subsequent BISPDUs with the computed tag, MacTag, in the Validation Pattern (VP) field.

15. Upon receipt of a tagged BISPDU, the air-ground and airborne (step 18) routers check the purported tag using the ATN Keyed Message Authentication Code Verification Primitive (AMACVP).

Note. - If verification fails, the BISPDU will be dropped with no further action. 

2.3.2 Ground-Ground IDRP Connections 
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Figure 2.

Ground-Ground IDRP connection exchanges are depicted in figure 2 and described in the following scenario description.

1. The initiating ground router generates a random value, RandV, using the ATN Random Value Primitive (ARVP).

2. The initiating ground router sends an OPEN BISPDU with:

a. Code 2 in the Authentication Code (AC) field,

b. the following data in the Authentication Data (AD) field:

1)  a random number RandV to protect against interception and replay attacks.

2) Its public-key certificate, CertV
c. a Type-1 authenticator in the Validation Pattern (VP) field.

3. Upon receipt of the OPEN BISPDU, the peer (non-initiating) ground router verifies the received certificate CertV  using the ATN Verification Primitive (AVP) with the pre-stored Certificate Authority public key (Qsig,CA). The certificate contains the initiating router's public key agreement key (Qs,V).

Note. – If either router is configured for type-2 authentication but does not receive a public-key certificate from its peer, the OPEN BISPDU will be discarded with no further action.

4. The peer router generates a random value, RandU, using the ATN Random Value Primitive (ARVP).

5. The peer router computes the Diffie-Hellman shared secret value, ZU,V, using the ATN Secret Value Derivation Primitive (ASVDP) with its pre-stored private key, ds,U, and the received public key, Qs,V.
6. The peer router derives an 80-bit session key, MacKeyU,V, using the ATN Key Derivation Function (AKDF) with a concatenation of the random values, i.e., the connection initiator's value concatenated with the peer-BIS's value (RandV||RandU), as shared data. 

7. The peer router sends an OPEN BISPDU with:

a. Code 2 in the Authentication Code (AC) field,

b. the following data in the Authentication Data (AD) field:

1) a random number RandU to protect against interception and replay attacks.

2) It public key certificate CertU 

c. a Type-1 authenticator in the Validation Pattern (VP) field.

8. Upon receipt of the OPEN BISPDU, the initiating verifies the received public-key certificate, CertU, using the ATN Verification Primitive (AVP) with the pre-stored Certificate Authority public key (Qsig,CA). The certificate contains the peer router's public key agreement key (Qs,U).

9. The initiating router computes the Diffie-Hellman shared secret value, ZU,V, using the ATN Secret Value Derivation Primitive (ASVDP) with its pre-stored private key, ds,V, and the received public key, Qs,U.
10. The initiating router derives an 80-bit session key, MacKeyU,V, using the ATN Key Derivation Function (AKDF) with a concatenation of the random values, i.e., the connection initiator's value concatenated with the peer-BIS's value (RandV||RandU), as shared data. 

11. The initiating and peer (step 14) routers tag subsequent BISPDUs with a  HMAC seal over the BISPDU using the ATN Keyed Message Authentication Code Primitive (AMACP).

12. The initiating and peer (step 15) routers send subsequent BISPDUs with the computed tag, MacTag, in the Validation Pattern (VP) field.

13. Upon receipt of a tagged BISPDU, the initiating and peer (step 16) routers check the purported tag using the ATN Keyed Message Authentication Code Verification Primitive (AMACVP).

Note. - If verification fails, the BISPDU will be dropped with no further action. 

3. Recommendations

1. It is recommended that WG1/SG2 review and comment on the above scenarios.
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