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ULA Security Scenarios

 Notes

1. CM-Contact required for CM Domain change where ground CM does not support CM-Forward to next ground CM.

2. The ground CM uses CM-Update to update CM Domain application info.

3. CM-Update is required within a CM Domain only if the application public keys change (from a security point of view).  This will not happen in the US.  Only exception will be a periodic key rollover.  How will we handle this?  Guess we’ll need to know which aircraft has which key and continue to use the old key with them until all aircraft that have the old key are gone.  This implies a period of time where both the old and new keys are being used.  The validity period of keys must overlap by at least 24 hours.

4. Ground CMs must maintain a ground CM certificate for each airline CA.  We need to specify how cross-certification may make this not necessary.

5. D-DATA is never signed.  Use HMAC only.

6. Dialogue service will have a timestamp available to it for use in the HMAC.

7. Ground CM will validate ground application certificates with each airline’s CA (or use cross-certification).  It will store the validated certificates for a parameter amount of time before re-validating (to ensure they are not revoked).  It seems too wasteful to validate every time it is used.  All application public keys that are uplinked will have been validated in this manner.

8. Recipient of a certificate should assume that the certificate is valid for the duration of the flight.  This will cut down on the RF usage but introduces maintaining state data across dialogues.  This is so we don’t have to include the ground CM certificate again when we use CM-Contact or CM-Update when the dialogue from the CM-Logon was not maintained.

9. CM-Logon request does not include air public keys.  Ground CM gets them from the directory server.

10. The pictures are not meant to imply order of data within messages or primitives.
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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2.	CMCerti contains i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.
6.	CMCertsi contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.  It may one certificate or two.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.
6.	CMCertsi contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.  It may one certificate or two.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�

Facility B
(CM & CPDLC)�

CM-Logon.req
(B, signed)�

1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.
5.	Count is used for replay protection and is not transmitted.  It is indicated in the diagram to indicate the replay protection only.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�
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1.	Ground CM retrieves the Aircraft's CMCert to verify the signature of the CM-Logon.req and obtain Aircraft's key agreement key.
2.	CMCerti contains i's CM signature public key and i's CM Diffie-Hellman key-agreement public key.
3. The ground App-public-keys returned in the CMLogon.rsp are key-agreement, not signature, public keys
4.	Each application creates its session key from aircraft's key-agreement-public-keyA and the ground's app-public-key.�


