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SUMMARY

The attached paper presents WG1SG2’s response to comments and proposed additions received for the Application Security Solution for the ATN

Background

WG1SG2 reviewed the proposed additions to the Application Security Solution for the ATN.  The proposed additions recommended a security solution for the combined use of CM-Forward and CM-Update per Section 2.1.7.2.6.5 of ICAO Doc 9705.

Response

WG1SG2 does not advocate the combined use of CM-Forward and CM-Update when ATN security is implemented.  The proposed additions do not provide mutual peer entity authentication or replay protection.  To achieve mutual peer entity authentication, both parties must be involved in a direct two-way exchange.  Passing information from CM1 to CM2 for use by CM2 when creating a secured association with an aircraft will not involve the aircraft directly and will not achieve mutual peer entity authentication.  In addition, the reuse of the signature on the CM-Logon with CM1 by CM2 will eliminate the replay protection provided by the one-time use of the signature as a random challenge.

WG1SG2 developed the ATN Security Solution using a set of working assumptions that included the following:

1. The overhead associated with the addition of security should be minimal, 

2. Backward compatibility should be maintained so long as it did not compromise the security solution, and

3. The amount of implicit trust involved in the solution should be minimized to the extent practical.

A security solution can be achieved for the use of CM-Forward in conjunction with CM-Update, but only at the expense of working assumption 1.  Though WG1SG2 has not quantified the impact, performing mutual peer entity authentication for an aircraft and ground CM using CM-Update on a new dialogue association will incur significant security-related overhead.  The solution will also increase the amount of implicit trust (working assumption 3) for the ground CM as it will introduce additional constraints on the use of a signature-related certificate for the ground CM.

Conclusion

WG1SG2 strongly recommends that the use of CM-Forward in conjunction with CM-Update not be used with the addition of security.  The efficiency gains of that solution do not justify the loss of security.  When the security enhancements are introduced, WG1SG2 recommends that only CM-Contact be used for cross-domain CM coordination.
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