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CA Certificate Validation

Introduction

During WG1SG2 discussions, it became clear that an aircraft must do more than validate that a ground CM certificate is signed by a valid CA.  The aircraft must also validate that the ground CM is eligible to return to the aircraft the application data contained in the CM-Logon response.  It is possible that a malicious, valid CA will issue a “valid” certificate for an invalid application.  That is, the CA will issue a certificate for an application for which it is ineligible to do so.  If the aircraft validates just the CA signature, it is possible that the aircraft will accept information it should not.

An example

State1 operates CA1.  State2 operates CA2.  CA1 issues valid certificates for CM1 and CPDLC1.  CA2 issues valid certificates for CM2 and CPDLC2.  CA2 also issues valid certificates for an invalid CM1 and CPDLC1.  That is, a masquerading CM1 obtains a valid certificate from CA2.  (Note that the masquerading CM1 does not necessarily compromise the real CM1’s private key.  It may use any key pair it wishes to obtain the certificate from CA2.  This is not an issue of key compromise.)

An aircraft AC unknowingly initiates a CM-Logon request with the masquerading CM1 and requests information for the real CPDLC1.  The masquerading CM1 returns the application information for the masquerading CPDLC1 in the CM-Logon response.  The masquerading CM1 also returns a certificate signed by CA2.  AC validates the signature on the certificate is a valid signature using CA2’s public signature verification key.  (This can also be accomplished where cross-certification is used.  This example has been kept at its simplest case.)  If AC does not validate that CA2 is allowed to sign a certificate for CM1, the AC will unknowingly establish a “secured” dialogue with the masquerading CPDLC1.  This will cause a security and safety problem.

To avoid this situation, AC must validate that CA2 is an eligible CA for issuing a certificate for CM1. If it finds that CA2 is not an eligible CA for CM1, AC rejects the secured association with CM1 and discards any information received from CM1.  This will prevent AC from establishing a secured dialogue with the masquerading CPDLC1.

Proposed Requirements

The following requirements are proposed to prevent the security problem identified above.

Each airborne end system shall maintain a database of address and eligible CAs for each ground CM application with which it wishes to perform CM services.

The airborne end system shall validate that a received certificate is signed by an eligible CA for the ground CM identified in the certificate.

