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SUMMARY

This paper identifies security issues that require coordination between the JSG and WG1SG2.

Background

Two issues are raised by the JSG requiring coordination with WG1SG2 these are:

1) Review of security relevant portions of the System Management CONOPs; and

2) Cross-Domain System Management requirement for access control mechanisms.

CONOPs

The CONOPs Version1.2 has been provided. The sections where security management and access control issues are discussed are the sections 4.4.4 and 5.6.

Access Control Mechanisms for the Cross Domain MIB
The main issue in the discussion should be the following: Cross-Domain System Management requires access control mechanisms. These mechanisms must be standardized to allow interoperability between cross domain management systems (format of the access control data that is to be exchanged, in which PDU fields will this access control data be exchanged,  action/response in the event that the access control function has denied access to the intended operation, ...)

The JSG assumes that these access control issues are outside the scope of ATN Systems Management and considered in the scope of ATN Security.

Note that the JSG requirements are for "access control" mechanisms and not "access control management" mechanisms  ("access control management" will not be performed cross-domain; there will be no ISO 10164-9 MOs defined in the XMIB for access control management)

Recommendation
1) WG1SG2 is requested to review the referenced 2 sections of the CONOPs and provide feedback/observations to the JSG.

2) WG1SG2 is requested to discuss the requirement for access control on the XMIB and propose appropriate material to cover them.
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