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This paper presents the IFALPA operational requirement for data confidentiality as introduced in IFALPA Technical Manual, ANNEX 10, COM-A, Communications.

1. INTRODUCTION

At its Annapolis meeting, in March, the ATNP WG1SG2 discussed issues surrounding data confidentiality. During the discussion, the IFALPA representative was asked if the Federation had any operational requirement on the matter. The IFALPA representative expressed the view that this was indeed the case, though SG2 discussions lead to the conclusion that data authentication was the absolute minimum requirement to ensure safety.

This paper presents the Federation requirement for data confidentiality as requested by the group at its Annapolis meeting.

2. IFALPA REQUIREMENT FOR DATA CONFIDENTIALITY

It is of major concern to IFALPA that the basic operational requirements for communications systems be identified and understood. The IFALPA TECHNICAL MANUAL, ANNEX 10  COM-A, addresses these requirements, and in particular the requirements for data link systems.

Security requirements for datalink systems are introduced in section 3.6 of this IFALPA ANNEX. The opinion of the Federation is that a data communications system cannot be safe if it is not secure, and that Security requirements are important safety related requirements, which should be addressed with the greatest care.

IFALPA therefore thinks that countermeasures and security aspects should be included in the design and operational use of datalink systems in order to protect against threats to the safe operation of the data communication networks and systems. In particular, this includes protecting the datalink networks and systems against denial of service, flooding and protecting datalink messages against, modification, replay, masquerading and jamming.

However recognising that active attacks on data communications systems are generally preceded by passive attacks involving eaves'dropping and traffic analysis, the Federation also recommends that, as far as possible, safety related ATM Communications be protected against monitoring from unauthorised persons.

Passive attacks on data communications systems may not necessarily lead only to active attacks on data communications. They also have the potential to increase significantly the situation awareness of any attacker, which plans to carry out attacks against civil aviation using other security threats.
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