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Communiqué to WG3SG2

Selection of Security Level by Application

And

Notification of Security Absence

Based on information that WG3SG2 was progressing on a plan to pre-assign the security level of specific ATN applications and following review of WG3WP1531 WG1SG2 offers the following.

1. Selection of Security Level by Application 

WG1SG2 believes that it is acceptable to assign global fixed values to the security level of air initiated applications but that the level of security assigned to ground initiated applications should be configurable (albeit not dynamically) on a state or regional basis. However, WG1SG2 believes that the assignment of global fixed values to the security level of specific air initiated applications is a WG1 function.

2. Notification of Security Absence 

WG3SG2 should be aware that the requirement exists (from ADSP) to notify the end-user of the absence of security. In our interpretation of this requirement we believe that ADSP was answering from an end state perspective where the default would be the presence of security and all systems would be expecting security so only the absence need be signaled. However, because the implementation of security will be on a transition basis and ‘Package-1’ implementations (without security) must be supported indefinitely two levels of notification are required.

These levels are:

a) Security not expected (P1 – P2) – nothing by P1; amber by P2.

b) Security expected not provided (P2 – P2) – red.

Security expected and provided (P2 – P2) or green is the default case with no notification required.

As a consequence, information related to the above notifications must be passed to the ASE-user.

