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SUMMARY

In previous meeting of ATNP WG1 SG2, the subject of “TEMPEST” in relation to ATN security has been raised but not extensively discussed.  This paper presents an introduction to the implications of TEMPEST in an ATN environment.

TABLE OF CONTENTS

11
Introduction

2
Background
1
3
Relevance to the ATN
1
3.1
Ground Processing System
1
3.2
Avionics
2
4
Countermeasures
2
5
Recommendation
2


1 Introduction

In previous meeting of ATNP WG1 SG2, the subject of “TEMPEST” in relation to ATN security has been raised but not extensively discussed.  This paper presents an introduction to the implications of TEMPEST in an ATN environment.

2 Background

The term “TEMPEST” has been in use for may years in military circles, to refer to the unintentional disclosure of sensitive information through means of spurious electromagnetic radiation from electronic equipment.  Until the 1980’s, the whole subject of TEMPEST was itself classified, but in more recent years, the potential information disclosure, and the countermeasures to prevent inadvertent information disclosure, have come into the public domain.

All electronic equipment generates electromagnetic “noise” which is radiated as circuits switch on and off, or as signals are amplified and distributed.  To the idle listener, this radiation sounds like a meaningless buzz (put a portable radio next to a PC and you will pick up such radiation.)  However, the determined eavesdropper can capture the radiation and make some sense of the underlying information processing which is giving rise to the noise.

Some of the worst offending equipments are Visual Displays, where plain language characters are formed on the screen using relatively high signalling voltages.  In the 1970’s these were a well-known security threat, and hackers used to demonstrate how they could sit outside a government building and perfectly reproduce the content of a VDU within the building, using relatively simple equipment and only this radiated noise as an information source.  The defence industry responded by developing “TEMPEST VDUs, which were specially constructed using a sealed metal enclosure and metallic film on the CRT screen. 

However, it is not just VDUs which radiate in this manner, and with more sophisticated processing, it is possible for an unauthorised listener to piece together information which is flowing within a computer system, again using only the radiated “noise” that the processor emits as it manipulates the information through the circuitry.  It is this possibility that is of particular importance for the ATN.

3 Relevance to the ATN

The possibility of a security breach through a TEMPEST attack (i.e. through an unauthorised party detecting and decoding the radiation from ATN processing systems) exists in several locations.

3.1 Ground Processing System

The ground processing system needs to process and manipulate the private keys used for session establishment, and the secret session keys used for the protection of ATC communications.  If the ground system is not TEMPEST shielded to prevent stray radiation, it would be possible for a hostile agent to pick up the processing noise from the ground system, and to extract the key information.  The hostile agent could then use this key information to establish bogus ATC sessions with any aircraft within the airspace, and the aircraft would see correct digital signatures on the ground to air messages.

Such an attack on an ATC centre has wide-reaching consequences, as the security of all air-ground dialogues emanating from that centre is compromised.

3.2 Avionics

The avionics processor needs to process and manipulate the private key of the aircraft, and the secret session keys used for protection of ATC communications.  Again, without shielding, it would be possible to detect and extract this information from the radiated noise.  However, as the aircraft only knows secret information relevant to its own dialogues, the maximum exposure from this security breach is that ATC communication with this aircraft is compromised.  Also, the physical distances involved when an aircraft is in flight make detection of radiation extremely complex and expensive, and in view of the limited utility of the information, would probably not be cost-effective even for a wealthy attacker.

4 Countermeasures

The standard countermeasure for TEMPEST is to shield the processing equipment.  The nature of the shielding is a local matter – some processors are designed and constructed so that they do not radiate from the box, but this increases the cost significantly.  Another approach is to use commercial processing equipment, but house it in a sealed room which contains the electromagnetic emissions.  Care also has to be taken with any signal lead connected to the processor, as this can act like an aerial, carrying the radiation far beyond the original source box.  This is particularly problematic with communications network connections, and it is necessary to include RF filters in the communications leads to prevent the release of unwanted radiation.

In the context of an ATN ground system, guidelines should be developed to bring the attention of implementers of secure ATC centres to the security risks arising from spurious radiation from the processing system, and to the kind of preventative measures that can be applied.  However, it is up to each state to decide on the appropriate level of security measures for the ATC services that they will be offering, based on a risk analysis of their operating scenario.

For avionics and aircraft equipment the situation is more complex.  It may be possible for a State to put TEMPEST requirements into the general certification requirements for avionics.  However, the extent to which the detailed requirements for example on permissible levels of radiation could be internationally agreed are unclear, and it may be better to accept, because of the lower risk associated with an attack on the avionics radiation, that such measures are unnecessary.

5 Recommendation

WG1 SG2 is invited to note the content of this paper, and include appropriate text on TEMPEST and its countermeasures in the Security Guidance Material.
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