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Abstract: This paper describes the cryptographic details of the solution currently selected for securing ATN applications. Its aim is to document the solution so that it can be subjected to security review and to serve as a reference for ongoing development of more detailed specifications.
1
Introduction

At the Naples meeting of the security subgroup (WG1/SG2) of the Aeronautical Telecommunications Network Panel (ATNP), the group selected a solution for securing Aeronautical Telecommunications Network (ATN) applications.

This document describes the cryptographic details of the selected solution. Its aims are to allow members of the subgroup to review the solution and check they are happy with it, to facilitate expert analysis of the solution, and to serve as a reference during ongoing development of detailed specifications based on the solution.

The remainder of this document is organized as follows. Section 2 provides an overview of the solution. Section 3 specifies the cryptographic details of the solution. Section 4 is a summary. Section 5 lists the references cited in the document.

2
Overview of Application Security Solution

A little background on the ATN application architecture is necessary to understand the ATN application security solution. There are a number of different applications in the ATN - CMA, CPDLC, and FIS are examples. In the air, each of these applications are run by each aircraft. On the ground, CMA is run on a nationwide or regionwide basis. We refer to the area served by a single ground CMA as a CM domain. Other applications such as CPDLC and FIS are run at several locations within each CM domain.

Broadly speaking the ATN application security solution operates within this context as follows. Initially, whenever an aircraft begins a flight or enters a new CM domain, it performs CMA login. CMA login consists of an authenticated key establishment protocol carried out by the aircraft CMA and the ground CMA. This protocol is based on the elliptic curve Diffie-Hellman protocol. This protocol confirms the identities of the communicating parties. It also establishes a session key, which will be used to authenticate CMA dialogues, and a shared public value which will be used to help secure other applications while the aircraft is in the CM domain. The session key will be used for the duration of the CMA session until the association expires or the aircraft leaves the CM domain or the aircraft or ground CMA explicitly ends the session for some other reason. The session key may therefore be used to secure a number of CMA dialogues.

[[Note that using a single session key to secure a number of CMA dialogues may be problematic since it requires the session key to be stored, however this seems preferable to performing a bandwidth intensive CMA login per dialogue.]]

CMA messages that are exchanged during the CMA session after CMA login are secured using the MAC scheme HMAC under the session key established during CMA login to ensure their authenticity.

Subsequent to CMA login, when another application like CPDLC is invoked during the CMA session , both the ground CPDLC and the aircraft CPDLC compute a session key which they will use to secure communications. This session key is calculated from the aircraft key pair, the ground CPDLC key pair, and the shared public value established during CMA login. CPDLC messages that are exchanged are then secured using the MAC scheme HMAC under this session key to ensure their authenticity.

In order to operate this application security solution, each aircraft and each ground application must be provisioned with the requisite elliptic curve key pairs, and a Public Key Infrastructure or PKI must to put in place to distribute public keys.

The selection of this solution was motivated by the following considerations. The international nature of the ATN and the number of distinct entities in the ATN combined with the limited bandwidth available in the ATN make use of a hybrid public-key cryptography and symmetric cryptography approach appealing. Elliptic curve cryptography was selected as the public-key technology since it offers minimal bandwidth among internationally standardized public-key technologies. HMAC was selected as the symmetric technology since it is an efficient, internationally standardized algorithm. An additional feature of the solution is the use of the shared public value established during CMA login in session key calculation. This feature allows applications to rely only on static or long-lived elliptic curve key agreement keys so that bandwidth is minimized, while ensuring that session keys are unique to a particular CMA session.

The application security solution is based on the elliptic curve Diffie-Hellman protocol which is specified in the international standards ISO/IEC 11770-3 [8], ISO/IEC 15946-3 [10], and IEEE-P1363 [4], as well as the US standard ANSI X9.63 [2] and the industry standard SEC 1 [13]. It also utilizes the HMAC MAC scheme which is specified in the international standard IETF RFC 2104 [6], as well as the US standard ANSI X9.71 [3], and the X.509 certificate and CRL formats which are described in the international standards ISO 9594-8 [7] and IETF PKIX [5].

3
Cryptographic Details of Application Security Solution

This section describes the cryptographic details of the ATN application security solution. Section 3.1 lists the notation used to describe the solution, Section 3.2 describes the setup process that must be carried out in order to use the solution, and Section 3.3 discusses the messaging involved in the operation of the solution.

The solution is illustrated by a block diagram in Figure 1. The left hand side of the figure illustrates the CMA login procedure that an aircraft entity U performs when it enters the CM domain of the ground CMA entity V, while the right hand side illustrates an example of the subsequent invocation during the CMA session of an application like CPDLC between the aircraft entity CPDLC and a ground CPDLC entity Wi within the CM domain of V.


Figure 1: Block diagram of application security solution

3.1
Notation

The following notation is used to describe the application security solution in Figure 1 and throughout the remainder of this paper.

(
indicates messages being transferred between two entities.

||
denotes concatenation.  Thus X || Y denotes the bit string which results when the bit string Y is appended to the bit string X.

Cert
denotes a public key certificate.

CA
denotes the identity of a Certificate Authority.

d
denotes an elliptic curve private key.

KDF
denotes the key derivation function based on SHA-1 specified in ANSI X9.63 [2].

G
denotes an elliptic curve base point associated with some elliptic curve domain parameters.

H
denotes the hash function SHA-1.

MAC
denotes the HMAC scheme using the hash function SHA-1 with 80-bit keys and 32-bit tags as specified in IETF RFC 2104 [6].

[[Note that HMAC is employed using 80-bit keys and 32-bit tags. 80-bit keys ensure that it should take an adversary 280 operations to achieve universal forgery enabling her to forge the tag on any message. 32-bit tags ensure that the chances of an adversary instead simply guessing the tag on a single message are 2-32.]]

MacKey
denotes a MAC session key which is used by the HMAC scheme to authenticate messages.

Q = dG
denotes an elliptic curve public key.

Rand
denotes a random challenge.

Sign
denotes the ECDSA signature scheme.

T
denotes some elliptic curve domain parameters.

Time
denotes a time field.

[[Note that ‘time field’ is used instead of ‘time stamp’ to avoid confusion. ‘Time stamp’ is frequently used in cryptography to refer to something completely different – namely a signature based service provided by a trusted third party to testify to the timeliness of a document.]]

U
denotes the identity of an aircraft entity.

V
denotes the identity of a ground CMA entity.

W
denotes the identity of a ground application entity other than CMA.

X
denotes a shared public value. X is used as a key derivation parameter during the calculation of session keys. Note that X does not need to remain secret.
Z
denotes a shared secret value.

Subscript notation is used to indicate the association of a value to a particular entity, or to indicate the use of a value. For example:

ds,U
denotes the static (long-lived) elliptic curve key agreement private key owned by the aircraft entity U.

dsig,V
denotes the elliptic curve signing private key owned by the ground CMA entity V.

Gstan
denotes the elliptic curve base point associated with the standard strength elliptic curve domain parameters Tstan.

MacKeyU,V
denotes a MAC session key shared by the aircraft entity U and the ground CMA entity V.

Qs,U
denotes the static elliptic curve key agreement public key owned by the aircraft entity U. Since aircraft use the standard strength elliptic curve domain parameters Tstan for key agreement, Qs,U = ds,UGstan.

Qsig,CA
denotes the elliptic curve signing public key owned by the Certificate Authority CA. Since Certificate Authorities use the CA strength elliptic curve domain parameters Tcert, Qsig,CA = dsig,CAGcert.
RandV
denotes a random challenge chosen by the ground CMA entity V.

XU,V
denotes a public value shared by the aircraft entity U and the ground CMA entity V.

Tstan
denotes the standard strength elliptic curve domain parameters used by ATN entities during the operation of the application security solution for key agreement and signing.

Tcert
denotes the CA strength elliptic curve domain parameters used by ATN Certificate Authorities during the operation of the application security solution to sign certificates and CRLs.

TimeV
denotes a time field generated by the ground CMA entity V.

Some notation may have additional qualifiers. For example:

Cert(U,Qs,U)
denotes a public key certificate binding the aircraft entity U and its static key agreement public key Qs,U.

KDF(Z; 80; SharedInfo) denotes keying data of length 80 bits derived using the key derivation function based on SHA-1 from the shared secret value Z and some other shared data SharedInfo.

H(M)
denotes the SHA-1 hash value corresponding to the message M.

MAC(MacKeyU,V; M) denotes the MAC computed on the message M using HMAC with SHA-1 under the MAC session key MacKeyU,V shared by the aircraft entity U and the ground CMA entity V.

Sign(dsig,U; M)
denotes a signature computed on the message M using ECDSA under the elliptic curve signing private key dsig,U.

3.2
Solution Setup

This section describes the actions each entity needs to take in preparation to utilize the ATN application security solution.

3.2.1
System-wide Setup

There are two aspects of system-wide setup: naming and elliptic curve domain parameter selection.

Naming – unique names must be assigned to each entity in the ATN application architecture including aircraft, ground CMAs, other ground applications, and Certificate Authorities to enable the operation of the ATN PKI. Appropriate naming structures already exist with the ATN for many of these entities.

Parameter selection - elliptic curve domain parameters must be chosen for use system-wide to enable the efficient operation of elliptic curve cryptography within the ATN. These parameters can be selected from lists published by standards bodies like ANSI [1,2], NIST [11], or the SECG [12].

Initially two sets of elliptic curve domain parameters will be selected and published in the ATN SARPs standards: a set of standard strength parameters Tstan which are used by aircraft and ground CMAs with ECDSA to sign various CMA related messages, and by aircraft and ground applications with the elliptic curve Diffie-Hellman key agreement scheme to derive application session keys; and a set of CA strength parameters Tcert which are used by CAs with the ECDSA signature scheme to sign certificates and CRLs. The sets of parameters selected will require periodic review to determine if they must be upgraded in light of computational or mathematical advances. Use by the ATN of a PKI based on X.509 certificate and CRL formats will enable relatively straightforward upgrade of parameters should this event arise.

3.2.2
Aircraft Setup

There are three aspects of aircraft entity setup: key pair selection, public key certification, and CA public key installation.

Key pair selection - an aircraft entity U must select two elliptic curve key pairs – a static key agreement key pair consisting of a private key ds,U and the corresponding public key Qs,U = ds,UGstan for use by all airbourne applications with the elliptic curve Diffie-Hellman scheme, and a signing key pair consisting of a private key dsig,U and the corresponding public key Qsig,U = dsig,UGstan for use by the airbourne CMA with the ECDSA signature scheme.

Public key certification – the aircraft entity U must get its key agreement public key Qs,U and its signing public key Qsig,U certified by its Certificate Authority. Here it is assumed that separate public key certificates will be issued for key agreement keys and signing keys, although it may be preferable to issue a single certificate containing both keys. Cert (U, Qs,U) will denote the public key certificate binding the aircraft entity U and its key agreement public key, and Cert (U, Qsig,U) will denote the public key certificate binding the aircraft entity U and its signing public key. The aircraft’s certificates are stored on the ground in a directory.

CA public key installation - the aircraft entity U must obtain the signing public key Qsig,CA of its Certificate Authority. The aircraft will use this public key to validate the ground CMA certificate that it receives from the ground CMA during CMA login.

3.2.3
Ground CMA Setup

There are three aspects of ground CMA entity setup: key pair selection, public key certification, and CA public key installation.

Key pair selection - the ground CMA entity V must select two elliptic curve key pairs – a key agreement key pair consisting of a private key ds,V and the corresponding public key Qs,V = ds,VGstan for its use with the elliptic curve Diffie-Hellman scheme, and a signing key pair consisting of a private key dsig,V and the corresponding public key Qsig,V = dsig,VGstan for its use with the ECDSA signature scheme.

Public key certification – the ground CMA entity V must get its key agreement public key Qs,V and its signing public key Qsig,V certified by its Certificate Authority. Cert (V, Qs,V) will denote the public key certificate binding the ground CMA entity V and its key agreement public key, and Cert (V, Qsig,V) will denote the public key certificate binding the ground CMA entity V and its signing public key. The ground CMA entity’s signature key certificate is stored on the ground either in a directory accessible to the ground applications or by the ground CMA itself. The ground CMA’s key agreement key certificate is stored by the ground CMA itself and sent to the aircraft during CMA login.

CA public key installation - the ground CMA entity V must obtain the signing public key Qsig,CA of its Certificate Authority. It will use this public key to validate aircraft and ground application public key certificates.

3.2.4
Other Ground Application Setup

There are three aspects of ground application entity setup for applications other than CMA: key pair selection, public key certification, and CA public key installation.

Key pair selection - the ground application entity Wi must select an elliptic curve key agreement key pair consisting of a private key ds,Wi and the corresponding public key Qs,Wi = ds,WiGstan for its use with the elliptic curve Diffie-Hellman scheme. The ground application entity does not require a signing key pair because of the nature of the ATN application security solution.

Public key certification – the ground application entity Wi must get its key agreement public key Qs,Wi certified by its Certificate Authority. Cert (Wi, Qs,Wi) will denote the public key certificate binding the ground application entity Wi and its key agreement public key. The ground application entity’s public key certificate is stored on the ground in a directory accessible to the ground CMA entity.

CA public key installation - the ground application entity Wi must obtain the signing public key Qsig,CA of its Certificate Authority. It will use this public key to validate ground CMA entity public key certificates and aircraft entity public key certificates.

3.2.5
Certificate Authority Setup

Operation of Certificate Authorities is one of the more complex aspects of any PKI. In this paper to simplify the discussion it is assumed that there is a single Certificate Authority which issues all certificates and CRLs and which maintains a publicly accessible directory containing these certificates and CRLs. In reality there will be more than one Certificate Authority, different Certificate Authorities will cross-certify each other, and entities will obtain certificate chains in order to check public key certificates. In reality the publicly accessible directory may be maintained by an entity other than the Certificate Authority and may be accessible only to ground CMAs who answer certificate and CRLs requests on behalf of other ground applications.

There are three aspects of Certificate Authority (CA) setup in this simplified scenario: key pair selection, public key certificate and CRL issuance, and directory maintenance.

Key pair selection - the Certificate Authority CA must select an elliptic curve signing key pair consisting of a private key dsig,CA and the corresponding public key Qsig,CA = dsig,CAGcert for its use with the ECDSA signature scheme to sign public key certificates and CRLs.

Public key certificate and CRL issuance – the Certificate Authority CA must issue public key certificates to aircraft entities, ground CMA entities, and other ground application entities. The Certificate Authority must also issue certificate revocation lists or CRLs for the public key certificates it issues so that it is possible for an entity relying on one of the public key certificates to check whether or not the public key certificate has been revoked. These CRLs consist of a list of the serial numbers of revoked public key certificates along with two time fields: one containing the time when the CRL was issued, and another containing the time when the next CRL is due to be issued. The Certificate Authority signs certificates and CRLs using the ECDSA signature scheme with its private signing key dsig,CA. The Certificate Authority uses the standard certificate and CRL formats documented in ISO 9594-8 [7] and IETF PKIX [5].

Directory maintenance - the Certificate Authority must maintain a directory containing the certificates and CRLs it issues. This directory is accessible at all times to ground CMAs and other ground applications.

3.3
Solution Operation

This section describes the actions and messaging involved in the operation of the ATN application security solution.

The solution proceeds as follows. First the aircraft entity performs CMA login. Then later in the CMA session, the aircraft entity communicates with ground application entities within the CM domain. Communication with ground applications within the CM domain can only occur after CMA login because CMA login is crucial to the process of establishing application specific session keys, which can be used to secure communications.

The remainder of this section describes the details of this process. Section 3.3.1 describes the details of CMA login and subsequent CMA communications, and Section 3.3.2 describes the details of login and communication for other applications.

3.3.1
CMA Login and Communications

The aircraft entity initiates secure communication with a CM domain by performing CMA login as follows.

1.
The aircraft entity CMA forms a CMA login request message Data1 consisting of some login data including an indication that it is requesting a secure connection, its identity U, the ground CMA entity’s identity V, a time field TU, and a field Addresses containing the identities of the ground application entities within the CM domain that it wishes to communicate with. It signs Data1 using ECDSA under its private signing key dsig,U:

sU = Sign (dsig,U; Data1)

The aircraft entity sends the CMA login request message along with sU to the ground CMA. The aircraft entity retains its signature sU for use later.

The signature on this message confirms the identity of the aircraft to the ground CMA. Inclusion of TU in the message ensures that it is fresh, while inclusion of U and V confirms the intended source and recipient. The aircraft must sign this message rather than MACing it under a session key because it does not yet possess the ground CMA entity’s public key and is therefore not yet able to compute the session key.

This calculation employs the ECDSA signing transformation specified in Section 5.9.1 of ANSI X9.63 [2].

2.
The ground CMA entity receives the CMA login request message along with sU and sees that the message requests a secure connection. It recovers from the message the aircraft entity’s identity U, its identity V, the time field TU, and the application entity identities. The ground CMA entity then retrieves the public key certificates of aircraft entity U, the public key certificates of the specified ground application entities, and the current CRL from the publicly accessible certificate directory. It checks none of the public key certificates have been revoked using the CRL, and it verifies the public key certificates are valid using its copy of the CA’s public key Qsig,CA. It retrieves the aircraft entity’s public signing key Qsig,U from its signature key certificate. It verifies the received signature sU is a valid ECDSA signature on Data1 using Qsig,U, and it verifies that V is correct and TA corresponds with the current time. (Note that the ground CMA entity may optionally cache sA and use it to check that CMA login requests are not replayed even during a single time period.) If all these checks are successful, the ground CMA entity accepts the aircraft entity’s login request.

These calculations employ the ECDSA verifying transformation as specified in Section 5.9.2 of ANSI X9.63 [2].

3.
The ground CMA entity calculates a shared public value XU,V which will be sent to other application entities in the CM domain and used to ensure that the application entities use session keys which are unique to this CMA session. To do this it first retrieves the aircraft entity’s key agreement key Qs,U from its key agreement key certificate. Then it calculates the shared secret value ZU,V from the x-coordinate of the point ds,VQs,U using its private key agreement key ds,V as specified in ANSI X9.63 [2]. Then it selects a random challenge RandV. Finally it computes the 80-bit XU,V using the SHA-1 based ANSI X9.63 key derivation function from ZU,V, the single octet 0016, sU, and RandV as:

XU,V = KDF (ZU,V; 80; 0016 || sU || RandV)

Inclusion of sU and RandV in the generation of XU,V ensures that XU,V is unique to this CMA session while inclusion of the octet 0016 ensures that XU,V is distinct from the session key MacKeyU,V computed later on.

This calculation employs the static unified model key agreement scheme specified in Section 6.3 of ANSI X9.63 [2].

4.
The ground CMA entity next calculates the CMA session key MacKeyU,V. To do this it computes the 80-bit MacKeyU,V using the SHA-1 based ANSI X9.63 key derivation function from the shared secret value ZU,V, the single octet 0116, the shared public value XU,V, an indication CMA of the application the session key is for, the aircraft entity identity U, and the ground CMA entity identity V as:

MacKeyU,V = KDF ( ZU,V; 80; 0116 || XU,V || CMA || U || V)

Including XU,V in the key derivation process ensures the session key MacKeyU,V is unique to this CMA session. Including the single octet 0116 ensures the session key MacKeyU,V is distinct from the shared public value XU,V computed earlier. Finally including CMA, U, and V ensures that the session key is specific to a CMA session between U and V.

This calculation also employs the static unified model key agreement scheme specified in Section 6.3 of ANSI X9.63 [2].

5.
The ground CMA entity forms a CMA login response message Data2 including an indication that it has accepted the aircraft entity’s request for a secure connection, the aircraft entity identity U, the ground CMA entity identity V, the ground CMA entity’s random challenge RandV, and the ground application entity identities and public keys that the aircraft entity requested. It calculates the tag on its identity V, a sixteen bit counter value Count which is initially 000116, Data2 and sU using HMAC under the CMA session key MacKeyU,V as:

MAC (MacKeyU,V; V || Count || Data2 || sU)

The ground CMA entity sends the CMA login response Data2 along with its key agreement certificate Cert(V; Qs,V) and the tag to the aircraft entity.

The tag on this message confirms the identity of the ground CMA entity to the aircraft entity. Inclusion of the ‘random challenge’ sU in the MAC ensures that the response is fresh, inclusion of the ground CMA entity’s identity V and the aircraft entity’s identity U confirms the intended source and recipient, inclusion of the ground CMA entity’s random challenge RandV enables the aircraft entity to compute the shared public value XU,V, inclusion of the ground application entity identities and public keys the aircraft entity requested transfer these keys securely to the aircraft entity, and inclusion of the counter prevents replay of messages secured under MacKeyU,V. The ground CMA entity MACs the response message instead of signing it to save bandwidth.

[[Note that Count is incremented each time a message is sent from V to U authenticated under MacKeyU,V. Count must therefore be maintained across CMA dialogues within a CMA session along with MacKeyU,V. Count may either be sent along with secured messages, or may be inferred from previous communications. Inference of Count is preferred in order to save bandwidth.]]

6.
The aircraft entity CMA receives the CMA login response along with the tag and Cert(V; Qs,V), and sees that the message accepts a secure connection. It recovers from the CMA login response the ground CMA entity’s identity V, it’s identity U, the application entities’ public keys, and the random challenge RandV. It verifies the public key certificate is valid using its copy of the CA’s public key Qsig,CA. It checks the received copy of its identity U is correct. It retrieves the ground CMA entity’s public key agreement key Qs,V from the certificate. 

The aircraft entity CMA then calculates the shared public value XU,V which will be sent to other applications invoked during this CMA session and used to ensure that the applications use session keys which are unique to this CMA session. To do this it calculates the shared secret value ZU,V from the x-coordinate of the point ds,UQs,V using its private key agreement key ds,U as specified in ANSI X9.63 [2]. Then it computes the 80-bit XU,V using the SHA-1 based ANSI X9.63 key derivation function from ZU,V, the single octet 0016, sU, and the received RandV as:

XU,V = KDF (ZU,V; 80; 0016 || sU || RandV)

The mathematical properties of elliptic curves ensure that the value of ZU,V computed by the aircraft entity CMA is the same as the value of ZU,V computed earlier by the ground CMA entity (and hence the value XU,V is also the same).

This calculation employs the ECDSA verification transformation specified in Section 5.9.2 and the static unified model key agreement scheme specified in Section 6.3 of ANSI X9.63 [2].

7.
The aircraft entity CMA next calculates the CMA session key MacKeyU,V. To do this it computes the 80-bit MacKeyU,V using the SHA-1 based ANSI X9.63 key derivation function from the shared secret value ZU,V, the single octet 0116, the shared public value XU,V, an indication CMA of the application the session key is for, the aircraft entity identity U, and the ground CMA entity identity V as:

MacKeyU,V = KDF ( ZU,V; 80; 0116 || XU,V || CMA || U || V)

Again the mathematical properties of elliptic curves ensure that the value of MacKeyU,V computed by the aircraft entity CMA is the same as the value of MacKeyU,V computed earlier by the ground CMA entity.

This calculation also employs the static unified model key agreement scheme specified in Section 6.3 of ANSI X9.63 [2].

8.
Finally the aircraft entity CMA reconstructs V || Count || Data2 || sU and checks the tag it received is valid using HMAC with SHA-1 under the session key MacKeyU,V. If this check is successful, the aircraft entity CMA accepts the ground CMA entity’s login response and concludes that the CMA login security check has been successful.

The CMA login procedure above achieves a number of cryptographic objectives – it achieves mutual entity authentication of the aircraft entity CMA to the ground CMA entity and the ground CMA entity to the aircraft entity CMA, it establishes a session key MacKeyU,V shared by the ground CMA entity and the aircraft entity CMA which can be used to secure subsequent CMA related communications, and it establishes a public value XU,V shared by the ground CMA entity and the aircraft entity CMA which can be used to ensure that session keys for other applications are unique to this CMA session. The procedure in addition communicates ground application entity public keys in an authentic manner to the aircraft entity.

The CMA login procedure is based on three widely standardized cryptographic techniques: the ECDSA signature scheme which is specified in the international standards ISO/IEC 15946-2 [9] and IEEE P1363 [4], the US standard ANSI X9.62 [1], and the industry standard SEC 1 [13]; the elliptic curve Diffie-Hellman key agreement scheme which is specified in the international standards ISO/IEC 11770-3 [8], ISO/IEC 15946-3 [10], and IEEE P1363 [4], the US standard ANSI X9.63 [2], and the industry standard SEC 1 [13]; and the HMAC scheme which is specified in the international standard IETF RFC 2104 [6], and the US standard ANSI X9.71 [3]. The ECDSA signature scheme is also expected to be endorsed by NIST as a US government federal standard in the near future.

Subsequent to CMA login when the ground CMA entity and the aircraft entity CMA wish to exchange a data item Data3, such as a request for additional application entity public keys, the sender authenticates the data item by MACing it using the CMA session key MacKeyU,V established during CMA login as follows:

MAC ( MacKeyU,V; Source || Count || Data3 )

Source contains the sender’s identity. Inclusion of Source enables detection of attacks in which an adversary bounces a data item sent by the aircraft or ground back to its sender. Count is a 16-bit counter indicating the number of data items sent over the RF channel by its sender secured under MacKeyU,V during this CMA session. Inclusion of Count enables detection of attacks in which an adversary replays a previously sent data item.

The data item Data3 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data3.

[[Note that as before Count may either be sent along with secured messages, or may be inferred from previous communications. Inference of Count is preferred in order to save bandwidth.]]

This CMA communication procedure is based on the HMAC scheme which is specified in the international standard IETF RFC 2104 [6], and the US standard ANSI X9.71 [3].

3.3.2
Other Application Login and Communications

This section describes an example of an air-initiated application session subsequent to CMA login. Ground-initiated application sessions are similar.

Subsequent to CMA login when another application APP is invoked, the aircraft entity application and the appropriate ground application entity Wi calculate a session key MacKeyU,Wi which they can use to secure the application session.

The session key MacKeyU,Wi is computed by the aircraft entity application as follows.

1.
The aircraft entity application retrieves from the aircraft entity CMA the aircraft entity’s private key agreement key ds,U, the ground application entity’s public key Qs,Wi which the aircraft entity CMA obtained from the ground CMA entity during CMA login, and the shared public value XU,V agreed by the aircraft entity CMA and the ground CMA entity during CMA login.

2.
The aircraft entity application calculates the application session key MacKeyU,Wi. To do this it first computes the shared secret value ZU,Wi from the x-coordinate of the point ds,UQ s,Wi using the aircraft entity’s private key agreement key ds,U as specified in ANSI X9.63 [2]. It then computes the 80-bit MacKeyU,Wi using the SHA-1 based ANSI X9.63 key derivation function from the shared secret value ZU,Wi, the single octet 0116, the shared public value XU,V, an indication APP of the application the session key is for, the aircraft entity identity U, and the ground application entity’s identity Wi as:

MacKeyU,Wi = KDF (ZU,Wi; 80; 0116 || XU,V || APP || U || Wi)

Including XU,V in the key derivation process ensures the session key MacKeyU,Wi is unique to this CMA session. Including APP, U, and Wi ensures that the session key is specific to an APP session between U and Wi.

This calculation employs the static unified model key agreement scheme specified in Section 6.3 of ANSI X9.63 [2].

[[Note that inclusion of the ground application entity’s identity Wi in the key derivation procedure ensures that the session key is unique to a particular ground application location within the CM domain. This is desirable because it removes the need to synchronize a counter across ground application locations to prevent replays.]]

The session key MacKeyU,Wi is computed by the ground application entity as follows.

1.
The ground application entity retrieves from the certificate directory the key agreement key certificate of aircraft entity U, the signature key certificate of the ground CMA entity V, and the current CRL. It checks neither of the certificates have been revoked using the CRL, and it verifies the certificates are valid using its copy of the CA’s public key Qsig,CA. It retrieves the aircraft entity’s key agreement public key Qs,U and the ground CMA entity’s signing public key Qsig,V from the certificates.

These calculations employ the ECDSA verification transformation specified in Section 5.9.2 of ANSI X9.63 [2].

2.
The ground application entity retrieves from the ground CMA entity the shared public value XU,V agreed by the aircraft entity CMA and the ground CMA entity during CMA login. The ground CMA entity should send the ground application entity XU,V, a time field TimeV indicating the current time, and its signature sV on TimeV || XU,V:

sV = Sign ( dsig,V; TimeV || XU,V )

Signing the XU,V value is necessary to ensure the ground application entity that it really was generated by the ground CMA entity and the aircraft entity CMA (otherwise an active adversary on the ground network could substitute a fake value XU,V’ for XU,V). Including a time field in the signed message is necessary to prevent an adversary replaying an old shared public value. When the ground application entity receives the XU,V value from the ground CMA entity, it should check the time field and the signature before accepting the validity of the XU,V value.

These calculations employ the ECDSA signing transformation and the ECDSA verifying transformation specified in Section 5.9 of ANSI X9.63 [2].

3.
The ground application entity calculates the application session key MacKeyU,Wi. To do this it first computes the shared secret value ZU,Wi from the x-coordinate of the point ds,WiQs,U using the ground application entity’s private key agreement key ds,Wi as specified in ANSI X9.63 [2]. It then computes the 80-bit MacKeyU,Wi using the SHA-1 based ANSI X9.63 key derivation function from the shared secret value ZU,Wi, the single octet 0116, the shared public value XU,V, an indication APP of the application the session key is for, the aircraft entity identity U, and the ground application entity’s identity Wi as:

MacKeyU,Wi = KDF (ZU,Wi; 80; 0116 || XU,V || APP || U || Wi)

The mathematical properties of elliptic curves ensure that the aircraft and the ground application compute the same session key MacKeyU,Wi.

This calculation employs the static unified model key agreement scheme specified in Section 6.3 of ANSI X9.63 [2].

This application session key calculation procedure is based on the elliptic curve Diffie-Hellman key agreement scheme which is specified in the international standards ISO/IEC 11770-3 [8], ISO/IEC 15946-3 [10], and IEEE P1363 [4], the US standard ANSI X9.63 [2], and the industry standard SEC 1 [13].

When the ground application entity and the aircraft entity application wish to exchange a data item Data4, such as a D-Start or D-Data item, the sender authenticates the data item by MACing it using the application session key MacKeyU,Wi as follows:

MAC (MacKeyU,Wi; Source || Count || Data4 )

Source contains the sender’s identity. Inclusion of Source enables detection of attacks in which an adversary bounces a data item sent by the aircraft or ground back to its sender. Count is a 16-bit counter indicating the number of data items sent over the RF channel by its sender secured under MacKeyU,Wi during this CMA session. Inclusion of Count enables detection of attacks in which an adversary replays a previously sent data item.

The data item Data4 is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data4.

[[Note that as before Count may either be sent along with secured messages, or may be inferred from previous communications. Inference of Count is preferred in order to save bandwidth.]]

This application communication procedure is based on the HMAC scheme which is specified in the international standard IETF RFC 2104 [6], and the US standard ANSI X9.71 [3].

4
Summary

This paper has presented the cryptographic details of the current ATN application security solution. The solution is designed to minimize use of valuable RF bandwidth while addressing the security needs of ATN. The solution is based on international standards.

This paper is designed to facilitate analysis of the ATN application security solution both inside and outside the aeronautics industry, and to form a sound basis for the ongoing development of more detailed specifications based on the solution.

5
References

[1]
American National Standards Institute. ANSI X9.62, Public key cryptography for the financial services industry – The elliptic curve digital signature algorithm (ECDSA). 1998.

[2]
American National Standards Institute. ANSI X9.63, Public key cryptography for the financial services industry – Key agreement and key transport using elliptic curve cryptography. Draft, April 1999.

[3]
American National Standards Institute. ANSI X9.71, Keyed hash message authentication code. Draft, 1998.

[4]
Institute of Electrical and Electronics Engineers. IEEE P1363, Standard for public-key cryptography. Draft, 1999.

[5]
Internet Engineering Task Force. IETF PKIX, Public Key Infrastructure for the Internet. Available from http://www.ietf.org.

[6]
Internet Engineering Task Force. IETF RFC 2104, H. Krawczyk, M. Bellare, and R. Canetti – HMAC: Keyed-hashing for message authentication. February 1997. Available from http://www.ietf.org.

[7]
International Organization for Standardization. ISO/IEC 9594-8, Information technology - Open systems interconnection - The directory: Authentication framework. 1995.

[8]
International Organization for Standardization. ISO/IEC 11770-3, Information technology - Security techniques - Key management - Part 3: Mechanisms using asymmetric signature techniques. March 1996.

[9]
International Organization for Standardization. ISO/IEC 15946-2, Cryptographic techniques based on elliptic curves – Part 2: Signatures. Draft, 1999.

[10]
International Organization for Standardization. ISO/IEC 15946-3, Cryptographic techniques based on elliptic curves – Part 3: Key establishment. Draft, 1999.

[11]
National Institute of Standards and Technology. Recommended elliptic curves for federal government use. May 1999. Available from: http://csrc.nist.gov/encryption/.
[12]
Standards for Efficient Cryptography Group. GEC 1, Recommended elliptic curve domain parameters. Draft, February 1999. Available from: http://www.secg.org.

[13]
Standards for Efficient Cryptography Group. SEC 1, Elliptic curve cryptography. Draft, February 1999. Available from: http://www.secg.org.
� EMBED Word.Picture.8  ���





























SUMMARY





In response to the action item from the last ATNP WG-1/SG-2 meeting at Naples, this working paper proposes a secure communications systems architecture and specific algorithms for use at the ATN network level.  The proposed algorithms can be extended easily for application security.
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