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Summary

This paper presents a proposed solution for securing ATN applications.  The solution first uses the elliptic curve Diffie-Hellman key agreement scheme to establish a session key for each application, and then uses the HMAC scheme to authenticate exchanged application messages.  A distinguishing characteristic of the solution is that the aircraft has a single certified upper layer key pair while each ground application has its own certified key pair.  Unique session keys for each application are derived from the aircraft key pair and the ground application key pair.  The approach is designed to minimize the amount of valuable RF channel bandwidth consumed.

1
Introduction

Development of an upper layer security solution for ATN applications has a complicated history.

Initially during the January meeting of WG1/SG2, it was agreed that a hybrid solution to ATN authentication would be adopted.  The hybrid approach was to use a public-key algorithm for session key distribution and a symmetric key mechanism to authenticate application messages.

Then during the 12th meeting of the subgroup, two different approaches were proposed for the distribution of the session key. An ad-hoc group composed of the members that had proposed the two approaches was directed to resolve the differences and come up with a single approach to convey to WG3SG3. The work was progressed and at a meeting in Atlantic City one of the two approaches was selected.

However during subsequent work to document the selected approach, a third approach became apparent to the ad-hoc group. This third approach had considerable technical merit over previous approaches. Although technical details were still being nailed down at the agreed time to relate the approach to WG3SG3, the group was nonetheless able to document the basic framework of this third approach in a flimsy in an attempt to provide as much information to WG3SG3 as possible.

Finally during a meeting at Allied Signal on April 30 prior to the Naples meeting, a proposed solution was selected which combined features of the previous approaches and the new third approach.

This paper details the proposed solution.

The proposed solution first uses the elliptic curve Diffie-Hellman key agreement scheme to establish a session key for each application, and then uses the HMAC scheme to authenticate exchanged application messages.  A distinguishing characteristic of the solution is that the aircraft has a single certified upper layer key pair while each ground application has its own certified key pair.  Unique session keys for each application are derived from the aircraft key pair and the ground application key pair.  The approach is designed to minimize the amount of valuable RF channel bandwidth consumed without compromising system security.

The proposed solution is based on the international standards ISO/IEC 11770-3, ISO/IEC 15946-3, and IEEE-P1363. It is also compliant with the US standard ANSI X9.63 and the industry standard SEC 1.

This paper is organized as follows.  Section 2 focuses on the cryptographic details of the proposed solution. Here minimal ATN specifics are described so that the focus can be on the key distribution method. Section 3 discusses the specific ATN dialog service operations involved in the proposed solution.

2
Cryptographic Overview of the Proposed Solution

This section gives a cryptographic overview of the proposed solution. The solution is illustrated by a block diagram in Figure 2-1. Section 2.1 lists the notation used to describe the solution, Section 2.2 describes the setup process that must be carried out in order to use the solution, and Section 2.3 discusses the messaging involved in the operation of the solution.
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Figure 2‑1 Block diagram of proposed upper layer security solution

2.1
Notation

The following notation is used to describe the proposed solution in Figure 2-1 and throughout the remainder of this paper.

(
indicates messages being transferred between two entities.

||
denotes concatenation.  Thus X || Y denotes the bit string which results when the bit string Y is appended to the bit string X.

A
denotes the identity of the aircraft.

APP
denotes the identity of a generic ATN application other than the ground CMA – for example CPDLC, ADS or FIS.

Cert
denotes a certificate.  Thus Cert (CM, RCM) denotes a certificate binding the ground CMA CM and its key agreement public key RCM.

CA
denotes the identity of the Certificate Authority.

CM
denotes the identity of the ground CMA.

H
denotes the hash function SHA-1.  Thus H(M) denotes the SHA-1 hash value corresponding to the message M.

K
denotes a session key which is used by the HMAC scheme to authenticate messages.  Thus KCMA denotes a CMA session key and KAPP denotes a generic application MAC session key.

MAC
denotes the HMAC scheme.  Thus MAC (K; M) denotes the MAC computed on the message M using HMAC with K as the key.

P
denotes the system parameter elliptic curve point used for determining public keys from private keys.  It may represent a different point for key agreement versus signature.  Also, the CA may choose a different P than that used by ATN applications.  Thus, keys must always be associated with the appropriate P.
r
denotes an elliptic curve key agreement private key.  Thus rA denotes the elliptic curve key agreement private key of the aircraft.

R
denotes an elliptic curve key agreement public key.  Thus RA = rAP denotes the elliptic curve key agreement public key of the aircraft.

Rand
denotes a random challenge.  Thus RandCM denotes a random challenge chosen by the ground CMA.

Sign
denotes the ECDSA signature scheme.  Thus Sign (w; M) denotes a signature computed on the message M using ECDSA with w as the private key.  Occasionally Sign (w; M) will be abbreviated to s.

T
denotes a timestamp.  Thus TA denotes a timestamp generated by the aircraft.

w
denotes an elliptic curve signing private key.  Thus wA denotes the elliptic curve signing private key of the aircraft.

W
denotes an elliptic curve signing public key.  Thus WA = wAP denotes the elliptic curve signing public key of the aircraft.

X
denotes a random value agreed by the aircraft CMA and the ground CMA during CMA login.  It is a key derivation parameter used in the calculation of an application session key.
2.2
Solution Setup

This section describes the actions each entity needs to take in preparation to utilize the proposed upper layer security solution.

2.2.1
System-wide Setup

Elliptic curve domain parameters must be chosen for use system-wide. These parameters can be selected from lists published by standards bodies like ANSI, NIST, or the SECG.

Elliptic curve domain parameters will be used by CAs with the ECDSA signature scheme to sign certificates, by aircraft and ground CMAs with ECDSA to sign various CMA related messages, and by aircraft and ground applications with the elliptic curve Diffie-Hellman key agreement scheme to derive application session keys.  Different parameters may be selected for different purposes – for example for security reasons CAs may use larger parameters to sign certificates than those CMAs use to sign CMA messages.

2.2.2
Aircraft Setup

There are three aspects of aircraft setup: key pair selection, public key certification, and CA public key installation.

Key pair selection - the aircraft A must select two elliptic curve key pairs – a key agreement key pair consisting of a private key rA and the corresponding public key RA = rAP for use by all airbourne applications with the elliptic curve Diffie-Hellman scheme, and a signing key pair consisting of a private key wA and the corresponding public key WA = wAP for use by the airbourne CMA with the ECDSA signature scheme.

Public key certification – the aircraft A must get its key agreement public key RA and its signing public key WA certified by its Certificate Authority. Here it is assumed that separate certificates will be issued for key agreement keys and signing keys, although it may be preferable to issue a single certificate containing both keys. Cert (A, RA) will denote the certificate binding the aircraft A and its key agreement public key, and Cert (A, WA) will denote the certificate binding the aircraft A and its signing public key.  The aircraft’s certificates are stored on the ground in a directory accessible to the ground CMA and other ground applications.

CA public key installation - the aircraft must obtain the signing public key WCA of its Certificate Authority.  The aircraft ULCS will use this public key to validate the ground CMA certificate that it receives from the ground CMA upon initial logon to the CM domain.  (A CM domain consists of a ground CM and the set of ground applications it serves.)

2.2.3
Ground CMA Setup

There are three aspects of ground CMA setup: key pair selection, public key certification, and CA public key installation.

Key pair selection - the ground CMA CM must select two elliptic curve key pairs – a key agreement key pair consisting of a private key rCM and the corresponding public key RCM = rCMP for its use with the elliptic curve Diffie-Hellman scheme, and a signing key pair consisting of a private key wCM and the corresponding public key WCM = wCMP for its use with the ECDSA signature scheme.
Public key certification – the ground CMA CM must get its key agreement public key RCM and its signing public key WCM certified by its Certificate Authority.  Cert (CM, RCM) will denote the certificate binding the ground CMA CM and its key agreement public key, and Cert (CM, WCM) will denote the certificate binding the ground CMA CM and its signing public key.  The ground CMA’s signature key certificate may be stored on the ground in a directory accessible to the ground applications, or it may be stored by the ground CMA itself and sent to other ground applications directly.  The ground CMA’s key agreement key certificate is stored by the ground CMA itself and sent to the aircraft when it initially logs on to the CM Domain.

CA public key installation - the ground CMA must obtain the signing public key WCA of its Certificate Authority. It will use this public key to validate aircraft and ground application certificates that it retrieves from the directory.

2.2.4
Other Ground Application Setup

There are three aspects of ground application setup for applications other than CMA: key pair selection, public key certification, and CA public key installation.

Key pair selection - the ground application APP must select an elliptic curve key agreement key pair consisting of a private key rAPP and the corresponding public key RAPP = rAPPP for its use with the elliptic curve Diffie-Hellman scheme. The ground application does not require a signing key pair.  (We need to include rationale for not requiring a signing key pair for the ground applications.)
Public key certification – the ground application APP must get its key agreement public key RAPP certified by its Certificate Authority.  Cert (APP, RAPP) will denote the certificate binding the ground application APP and its key agreement public key.  The ground application’s certificate is stored on the ground in a directory accessible to the ground CMA.

CA public key installation - the ground application must obtain the signing public key WCA of its Certificate Authority. It will use this public key to validate ground CMA certificates.

2.2.5
Certificate Authority Setup

Operation of the Certificate Authority is one of the more complex aspects of any public key system.  In this paper to simplify the discussion it is assumed that there is a single Certificate Authority which issues all certificates and which maintains a publicly accessible directory containing all certificates.  In reality there will be more than one Certificate Authority and different Certificate Authorities will cross-certify each other using standard techniques like those described in the IETF’s PKIX documents. In reality the publicly accessible directory may be maintained by an entity other than the Certificate Authority.  Having more than one CA will impose additional requirements on the ULCS, such as a requirement to uplink more than one certificate when cross-certification is used.  We need to look into this area.
There are three aspects of Certificate Authority (CA) setup: key pair selection, certificate and CRL issuance, and directory maintenance.

Key pair selection - the Certificate Authority CA must select an elliptic curve signing key pair consisting of a private key wCA and the corresponding public key WCA = wCAP for its use with the ECDSA signature scheme to sign certificates and CRLs.

Certificate and CRL issuance – the Certificate Authority CA must issue certificates to aircraft, ground CMAs, and other ground applications. The Certificate Authority must also issue CRLs for the certificates it issues so that it is possible for an entity relying on one of the certificates to check whether or not the certificate has been revoked. The Certificate Authority signs certificates and CRLs using the ECDSA signature scheme with its private signing key wCA.  Are CRLs separate from certificates?  Are they signed individually?  If a CRL is contained within a certificate, then we must mention that the CA will issue certificates with and without CRLs.  Those without CRLs will be used for sending to the aircraft while those with CRLs will be used by the ground CMA directly.  Also, we might want the CMA signature certificate to not use CRLs in case the other ground applications do not have access to the CRL.
Directory maintenance - the Certificate Authority must maintain a directory containing the certificates and CRLs it issues.  This directory must be accessible at all times to ground CMAs and other ground applications.

2.3
Solution Operation

This section describes the operation of the proposed upper layer security solution.

The solution proceeds as follows. First the aircraft initiates upper layer communication with a CM domain by logging in to the ground CMA. Then subsequent to successful CMA login, the aircraft communicates with ground applications. Communication with ground applications can only occur after CMA login because CMA login is crucial to the process of establishing application specific session keys, which can be used to secure communications.

The remainder of this section describes the details of this process.  Section 2.3.1 describes the details of CMA login and subsequent CMA communications, and Section 2.3.2 describes the details of login and communication for other applications.

2.3.1
CMA Login and Communications

The aircraft initiates upper layer communication with a CM domain by logging in to the ground CMA as follows.  Must clarify that the Security Requirements parameter of the D-Start request is other than unsecured DS.  Also must specify that this procedure must be performed regardless of whether or not the CM dialogue will be maintained.  This procedure will be performed upon initial login of the aircraft with the CM Domain.  The CM session key will be used for subsequent CM dialogues, if any.
1.
We should separate the functionality between the CMA (CM-User and CM-ASE) and ULCS since the CMA doesn’t do everything here as stated.  We should leave the separation of functionality for the ULCS to WG3SG3.  The aircraft CMA forms a CMA login request message consisting of some login data Login_ReqA (i.e., CMAircraftMessage.cmLogonRequest APDU), , the Calling Peer ID A, Called Peer ID CM, current timestamp TA, , and its ECDSA signature sA using its private signing key wA on the above:

sA = Sign (wA;  A || CM || TA || Login_ReqA)

The aircraft sends the CMA login request to the ground CMA.  The aircraft CMA retains its signature sA for use later in the session key derivation.
2.
The ground CMA receives the CMA login request, recovers from it Login_ReqA, the Calling Peer ID A, the Called Peer ID CM, the timestamp TA, and the signature sA.  The ground CMA then retrieves the certificates of aircraft A, the certificates of the specified ground applications, and the current CRL from the publicly accessible certificate directory. It checks none of the certificates have been revoked using the CRL, and it verifies the certificates are valid using its copy of the CA’s public key WCA. It retrieves the aircraft’s public signing key WA from its signature key certificate. It verifies the received signature sA is a valid ECDSA signature  using WA, and it verifies TA corresponds with the current time. (Note that the ground CMA may optionally cache sA and use it to check that CMA login requests are not replayed even during a single time period.) If all these checks are successful, the ground CMA accepts the aircraft’s login request.

3.
The ground CMA next calculates the CMA session key KCMA. To do this it first retrieves the aircraft’s key agreement key RA from its key agreement key certificate. Finally it computes KCMA using SHA-1, its key agreement private key rCM, the aircraft’s key agreement public key RA, the key derivation parameter X, the CMA application ID (i.e., the CM AE qualifier), the Calling Peer ID A, and the Called Peer ID CM:


KCMA = H (rCMRA || 1 || X || CMA_ID || A || CM)
In standards this process is known as computing KCMA using a SHA-1 based key derivation function from the shared secret value rCMRA and the key derivation parameters 1, X , CMA_ID , A, and CM. It is explicitly described during the specification of the ECKAS-DH1 scheme in the standard IEEE P1363. Including the specified key derivation parameters  in the key derivation process ensures the session key KCMA is unique to this CMA session. Including the constant 1 in the key derivation process ensures KCMA is distinct from the computed value of X.  Add creation of a counter associated with the use of KCMA here.
4.
The ground CMA forms a CMA login response message consisting of some login data Login_RespCM (i.e., a CMGroundMessage.cmLogonResponse APDU), the source address CM, the destination address A, the received signature sA, its certificate Cert (CM, RCM) on its key agreement public key RCM, the counter associated with KCMA, and the MAC using the CMA session key KCMA:

MAC (KCMA; CM || counter || [Login_RespCM, sA, RandCM, A, Cert(CM, RCM)])

It is important that the MACed data should include the ground CMA’s identity CM so that the aircraft knows the source of the login response.  It should include the aircraft’s identity A so that the aircraft is assured the ground CMA knows it’s communicating with A.  It should include the ground application identities (Application AE qualifiers are included as part of the Login_RespCM)  and public keys that the aircraft requested and the ground CMA retrieved from the application certificates so that the aircraft obtains an authentic copy of the ground application public keys, and it should include the ‘random value’ sA so that the aircraft knows the login response is fresh. The MACed data should also include the ground CMA’s random challenge RandCM so that the aircraft can reconstruct the CMA session key KCMA. Need to specify why the CM certificate and counter are included also.  The ground CMA sends the CMA login response to the aircraft CMA.

5.
Need to fix this per item 4 above.  The aircraft CMA receives the CMA login response, recovers from it TokenCM, Login_RespCM, the ground CMA certificate Cert (CM, RCM), and the MAC, and recovers from TokenCM and Login_RespCM the ground CMA’s identity CM, it’s identity A, the application public keys, and the random challenge RandCM. It verifies the certificate is valid using its copy of the CA’s public key WCA. It checks the received copy of its identity A is correct. It retrieves the ground CMA’s public key agreement key RCM from the certificate. It calculates the CMA session key KCMA using SHA-1, its key agreement private key rA, the ground CMA’s key agreement public key RCM, the signature sA it sent in its login request, and the random challenge RandCM:


KCMA = H (rARCM || 1 || X || CMA_ID || A || CM)
The mathematical properties of elliptic curves ensure that rCMRA = rARCM so that the session key the aircraft CMA obtains is the same as the session key the ground CMA obtained. It verifies the MAC is the correct MAC on  using KCMA. If all these checks are successful, the aircraft CMA accepts the ground CMA’s login response and concludes that CMA login has been successful.  Verify A and CM also.
6.
This should be in step 3 for the ground and in step 5 for the aircraft.  Finally both the ground CMA and the aircraft CMA compute a value X which will be sent to other applications and used to ensure that the applications use session keys which are unique to this CMA session. X is computed from the shared secret value rArCMP (replace with rCMRA for the ground and rARCM for the aircraft when put in the appropriate steps), the aircraft’s signature sA, and the ground CMA’s random challenge RandCM. The ground CMA computes X as:

X = H ( rCMRA || sA || RandCM || 2 )
X = H ( rCMRA || 0 || sA || RandCM )
and the aircraft CMA computes X as:

X = H ( rARCM || sA || RandCM || 2 )
X = H ( rARCM || 0 || sA || RandCM )
As with KCMA, the mathematical properties of elliptic curves ensure that the two values of X computed are the same, and the inclusion of sA and RandCM in the generation of X ensure that X is unique to this CMA session. The inclusion of the constant value 2 in the generation of X ensures that X is distinct from the CMA session key KCMA above.

The CMA login procedure above achieves a number of cryptographic objectives – it achieves mutual entity authentication of the aircraft CMA to the ground CMA and the ground CMA to the aircraft CMA, it establishes a session key KCMA shared by the ground CMA and the aircraft CMA which can be used to secure subsequent CMA related communications, and it establishes a value X shared by the ground CMA and the aircraft CMA which can be used to ensure that session keys for other applications are unique to this CMA logon. The procedure in addition communicates ground application public keys in an authentic manner to the aircraft.  Should describe how each of the cryptographic objectives are achieved.  It is not clearly obvious how the use of an HMAC on the CM Logon Response achieves peer entity authentication of the ground CM to the aircraft.
The CMA login procedure is based on three widely standardized cryptographic techniques: the ECDSA signature scheme which is specified in the international standards ISO/IEC 15946-3 and IEEE P1363, the US standard ANSI X9.62, and the industry standard SEC 1; the elliptic curve Diffie-Hellman key agreement scheme which is specified in the international standards ISO/IEC 11770-3, ISO/IEC 15946-3, and IEEE P1363, the US standard ANSI X9.63, and the industry standard SEC 1; and the HMAC scheme which is specified in the international standard IETF RFC 2104, and the US standard ANSI X9.71. (Are RFCs recognized as international standards?)  The ECDSA signature scheme is also expected to be endorsed by NIST as a US government federal standard in the near future.

Subsequent to CMA login when the ground CMA and the aircraft CMA wish to exchange a data item Data, such as a request for additional application public keys, they simply authenticate the data item by MACing it using the CMA session key KCMA they established during CMA login. The data item Data and counter are then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data.

If possible a counter value Counter and a direction indicator Dir should be included in the MAC calculation so that the MAC value sent is:

MAC ( KCMA; Source Address || Counter || Data )

  Source Address is the address of the sender (i.e., either a FacilityDesignation or 24-bit aircraft ID).  Counter indicates the number of data items sent over the RF channel by its sender using the session key KCMA. The purpose of Counter is to enable detection of attacks in which an adversary replays a previously sent data item.

This CMA communication procedure is based on the HMAC scheme which is specified in the international standard IETF RFC 2104, and the US standard ANSI X9.71.

2.3.2
Other Application Login and Communications

Subsequent to CMA login when another application APP is activated, the aircraft application and the appropriate ground application APP must first calculate a session key KAPP which they can use to secure the application session.

The session key KAPP is computed by the aircraft application as follows.  Add note that this is an example of an aircraft initiated dialogue.
1.
The aircraft application retrieves from the aircraft CMA the aircraft private key agreement key rA, the ground application’s public key RAPP which the aircraft CMA obtained from the ground CMA during CMA login, and the key derivation parameter X agreed by the aircraft CMA and the ground CMA during CMA login.

2.
Make similar to 2.3.1 Item 5.  The aircraft application calculates the application session key KAPP using SHA-1, the aircraft’s key agreement private key rA, the ground application’s key agreement public key RAPP, the X value, and the identity APP of the application (i.e., application AE qualifier):


KAPP = H (rARAPP || 1 || X || APP_ID || A || CM)
In standards this process is known as computing KAPP using a SHA-1 based key derivation function from the shared secret value rARAPP and the key derivation parameters  X and APP. It is explicitly described during the specification of the ECKAS-DH1 scheme in the standard IEEE P1363. Including X in the key derivation process ensures the session key KAPP is unique to this CMA session. Including the application identity APP in the key derivation process unambiguously identifies KAPP as a session key for the particular application APP.

The session key KAPP is computed by the ground application as follows.

1.
The ground application retrieves from the certificate directory the key agreement key certificate of aircraft A, the signature key certificate of the ground CMA, and the current CRL. It checks neither of the certificates have been revoked using the CRL, and it verifies the certificates are valid using its copy of the CA’s public key WCA. It retrieves the aircraft’s key agreement public key RA and the ground CMA signing public key WCM from the certificates.

2.
The ground application retrieves from the ground CMA the X value agreed by the aircraft CMA and the ground CMA during CMA login. The ground CMA should send the ground application the X value itself, a timestamp TCM’ indicating the current time, and its signature sCM on TCM’ || X:

sCM = Sign ( wCM; TCM’ || X )

Signing the X value is necessary to ensure the ground application that it really was generated by the ground CMA and the aircraft CMA (otherwise an active adversary on the ground network could substitute a fake value X’ for X). Including a timestamp in the signed message is necessary to prevent an adversary replaying an old X value. When the ground application receives the X value from the ground CMA, it should check the timestamp and the signature before accepting the validity of the X value.
We should not preclude the option of the ground CMA sending all the necessary information to the application.  The ground applications would trust the ground CM in the same manner that the aircraft CMA does.
3.
Make similar to 2.3.1 Item 3.  The ground application calculates the application session key KAPP using SHA-1, the ground application’s key agreement private key rAPP, the aircraft’s key agreement public key RA, the X value, and the identity APP of the application:
KAPP = H ( rARAPP || X || APP )
KAPP = H (rAPPRA || 1 || X || APP_ID || A || CM)
The mathematical properties of elliptic curves ensure that the aircraft and the ground application compute the same session key KAPP.

This application session key calculation procedure is based on the elliptic curve Diffie-Hellman key agreement scheme which is specified in the international standards ISO/IEC 11770-3, ISO/IEC 15946-3, and IEEE P1363, the US standard ANSI X9.63, and the industry standard SEC 1.

Should have specified the order of events first.  That is, the aircraft initiates an APP dialogue with the ground or vice-versa.  The initiator calculates KAPP and uses it to seal the D-Start.  The responder, upon receiving the D-Start, calculates KAPP and uses it to validate the seal.  The responder then responds and seals its response with KAPP.  This procedure provides mutual entity authentication.  Should describe how.

Subsequent to establishing the application dialogue, when the ground application and the aircraft application wish to exchange a data item Data, such as bona fide D-Data data item, they simply authenticate the data item in much the same way as CMA data items were authenticated by MACing the data item using the application session key KAPP.  It is really the same procedure used for the application dialogue establishment. The data item Data is then sent over the RF channel along with the MAC value calculated on it. This ensures the authenticity of Data.

If possible as with CMA communications a counter value Counter and a direction indicator Dir should be included in the MAC calculation so that the MAC value sent is:

MAC ( KAPP; Source Address || Counter || Data )

Make similar to CM as above.  Dir has the value 1 if Data is being sent from the aircraft to the ground application, and it has the value 2 if Data is being sent from the ground application to the aircraft. The purpose of Dir is to enable detection of attacks in which an adversary bounces a data item sent by the aircraft or ground back to its sender. Counter indicates the number of data items sent over the RF channel by its sender during this CMA session. The purpose of Counter is to enable detection of attacks in which an adversary replays a previously sent data item.

This application communication procedure is based on the HMAC scheme which is specified in the international standard IETF RFC 2104, and the US standard ANSI X9.71.  No need to keep repeating this.
3
ATN Specifics of the Proposed Solution

Figure 3‑1 depicts the time-ordered exchange of messages between the entities involved in the key agreement scheme.  The conventions used within Figure 3‑1 are the same as those used in Figure 2‑1.  Use consistent notation.  For example, X1 was called X above.  K1 was KCMA above.
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Figure 3‑1 Message Chart Sequence for CM and App’s

Context Management Exchange (Secured Dialogue)

This is the wrong level of detail.  The detail presented below is for Section 8 of Sub-volume 4 to specify.  The following steps describe the initial CM dialogue establishment using security services:

1. The aircraft CMA sends a CM_Logon_request to the Application Service Entity (ASE) indicating secure service.

2. The ASE sends a D_Start_request to the security ASO.  The ULCS architecture hasn’t been introduced yet.  It must if the ASO is to be discussed, though only the ULCS interfaces to the ASE and ACSE should be discussed here.
3. The Security Exchange Service Element (SESE) function of ASO prepares two PDUs that are attached to the original Logon_Req data.  

The first PDU contains the security parameter token and the token signature as shown at Figure 3-3.  Why 163 bits?
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Algorithm: Supported Algorithm and parameters

Name: is the distinguished name of the entity

UTC Time: specifies the expiry time of the Token

Random: combined with the UTC Time can be used to detect replay attacks. 

The second SESE PDU contains the signature on the user data.  The same scheme as above, but the user data are not passed as clear data.

Both signatures are produced by using aircraft CMA’s private signature key (wA ) and the Elliptic Curve Signature Scheme (ECSSA: ECSP-DSA) specified in section 10.2.2 of IEEE P1363.  Which signature is used above as sA?  Don’t we want to include only one signature, especially since a signature is twice the key size.
4. The combined SESE PDUs and the Logon_Req forms the AARQ PDU which is forwarded by ACSE to the peer processes on ground using underlying ATN communication services. See Figure 3-3
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Figure 3-3  AARQ/RE fields;  1st and 2nd SESE PDU’s
5. On receipt of this AARQ PDU, the ground ASO retrieves the application certificates of the aircraft from a predefined Certificate Directory or from local database.

6. The ground ASO verifies the authenticity of the SESE PDUs using procedures defined in section 10.2.3 of IEEE P1363 (ECVP-DSA).
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Figure 3-4 Typical signature verification  This figure is misleading.
7. If the aircraft is authenticated, the Logon_Req is forwarded to the ground CMA by the ground ASO.

Ground CMA response

1. The ground CMA generates the Logon_Rresp and sends it to the ground ASO via D_Start_response.  The Logon_Resp contains the application information and public keys requested in the Logon_Req.
2. The ground CMA creates its own Session key “KCMA” as shown in 2.3.1 step 3.

3. The ground ASO creates two SESE PDUs containing the HMAC’s of the Token/User Data in the AARE, the random number RandCM , and its key agreement certificate signed by its CA (which may include the need to include a cross-certification certificate). The SESE PDUs are forwarded to the ground ACSE.
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Figure 3-5  Typical HMAC’s of the Token/User Data

4. The ground ACSE then creates the AARE and sends it to the aircraft.  

5. This needs to be reordered as above in section 2.3.  The ground CMA then generates a shared session key “X” for the Applications. See section 2.3.1 step 6. The shared session key “X” , a time stamp Tcm and the signature of  {X1, Tcm } is sent to the App’s. App’s will authenticate the CM’s signature and use “X” to derive their own unique session key “KAPPs “.  Should indicate that the sending of this info may occur later.
6. On receipt of the Logon_Resp, the aircraft ASO extracts the certificate of the ground CMA and authenticates it by using the public key of the CA and the ECVP_DSA primitive. The airborne CMA also generates the session key “KAPP” as specified in section 2.3.1 step 6.

7. If the authentication is successful, the aircraft ASO then verifies the HMAC of the ground CMA using session key “KAPP” and SHA-1 algorithm.  The comparison of the HMAC’s proves the identity/authenticity of the ground CMA.

8. If the comparison is valid, the airborne CM will also generate a shared session key “X” according to section 2.3.1. X associates the session keys of the applications to a specific CMA session.
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Figure 3-6  Typical HMAC comparison of the Token/User Data  Confusing to reuse X here.
9. The airborne CMA forwards “X”, and the public keys of the ground applications to the corresponding airborne application entities for their respective session key derivation. 

10. Similarly, the ground CMA forwards “X”, and the public keys of the airborne applications to the corresponding ground application entities for their respective session key derivation. 

NOTE:  The key derivation parameter X can be transferred from CMA to other applications over unsecured channel without jeopardizing the overall security of the data link.  The elements used to derive X are known to both air and ground CMAs after the CM_Logon exchange.  Therefore, no additional air-ground data transfer is necessary for session key agreement.  Hence, the proposed key agreement scheme needs less RF resources than the traditional key transfer algorithms.

Application Start Exchanges for Ground Initiated Dialogues

The following description assumes that the CMA dialogue has been established as per the procedure described in section 3.  Therefore, the public key of the peer application and the X1 parameter is known to each application entity.

1. The ground application (APP) issues an APP-Start request (or the equivalent primitive for the specific application) to the ground APP ASE.  The ground APP ASE issues a D-Start request to the ground ULCS with the Security Requirements parameter set to “Secured Application Dialogue” and the User Data parameter set accordingly.  The User Data parameter may be empty.

2. The initiator and responder applications generate the session key independently using X, their own private key, the public key of the peer and other factors. See section 2.3.2 step 2. The algorithm for key agreement will be ECKAS-DH1 using the primitive ECSVDP-DH and the key derivation function KDF1 as specified in the IEEE Standard P1363.  The KDF1 function uses the hash function SHA-1 where X parameter is as an additional parameter. As the ground key agreement private and public key pairs vary from application to application, the derived session keys (KAPP) will be different.

3. After the APPs session key ( KAPP) is calculated, the ground APP ULCS uses it in creating an HMAC for the user data in the D-Start request as shown at Figure 3-7. 
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Figure 3-7 Typical App’s HMAC’s of the Token/User Data

4. The ground APP ULCS sends the D-Start request user data and the HMAC to the peer aircraft APP ULCS in an ACSE AARQ APDU.

5. The aircraft APP ULCS uses the D-Start request user data and the aircraft’s APP session key (section 2.3.2) to create an HMAC for the received message.  If the aircraft APP ULCS calculated HMAC matches the received HMAC, the message is considered valid and is considered to have originated from the designated peer.  Use of the shared secret key also provides peer entity authentication.
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Figure 3-8 Typical APP’s HMAC verification

6. After validating the received AARQ, the aircraft APP ULCS issues a D-Start indication to the aircraft APP ASE.  The Security Requirements and User Data parameters are set as they were in the D-Start request.  The aircraft APP ASE and application coordinate an appropriate response.

7. The aircraft APP ASE issues a D-Start response with the Security Requirements parameter set to “Secured Application Dialogue” and the User Data parameter set accordingly.  The User Data parameter may be empty.

8. Upon receipt of the D-Start response primitive, the aircraft APP ULCS calculates the HMAC using the APP session key and the User Data.

9. Finally, the aircraft APP ULCS sends the D-Start response user data and HMAC to the peer ground APP ULCS in an ACSE AARE APDU.

10. Upon receiving the AARE APDU from the peer aircraft APP ULCS, the ground APP ULCS verifies that the HMAC is valid as described above.  If valid, the aircraft ULCS issues a D-Start confirmation to the aircraft CM ASE with the Security Requirements parameter and User Data parameter set as they were in the D-Start response.

Application Start Exchanges for Aircraft Initiated Dialogues

Essentially the same as above – just reverse the words “ground” and “aircraft”.

Application Message Exchanges within an Existing Dialogue

The APP session key is calculated when the APP dialogue is created.  Therefore, message exchanges within an existing dialogue involve calculating the HMAC using the APP session key and the User Data.  The User Data and HMAC are sent to the peer using a D-DATA APDU. See section 2.3.1 step 3.

Application End Exchanges

Application End messages are treated the same as Application Message (D-Data) exchanges from a security point of view.  The existing D-End primitive requirements still apply.
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