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SUMMARY

This paper provides to the full subgroup a report of the activities and results of the ad-hoc group tasked with resolution of the issues associated with the cryptographic algorithm selection.

Background

Recalling that at its 11th meeting WG1SG2 accepted the preliminary report of subject matter experts to the effect that the possibility was nil of finding an asymmetric algorithm to meet the criteria specified by the SG for a pure Public Key Infrastructure (PKI) for the ATN. Desiring to retain the advantages of key management afforded by the PKI, the SG agreed a change to the security framework into one consisting of a hybrid system of authentication utilizing both symmetric and asymmetric algorithms. 

The new framework is one where the asymmetric PKI supports the initial authentication exchanges as well as establishment of the symmetric (session) key(s) that is then used in subsequent exchanges. Continuing work of the subgroup has been directed to the refinement of, and the SARPs specification of, this hybrid system approach with emphasis on the mechanisms for derivation and exchange of the session key.

During the 12th meeting of the subgroup two different approaches were proposed for the exchange of the agreed upon session key. An ad-hoc group composed of the members that had proposed the two methods was directed to resolve the differences and come up with a single approach to convey to WG3SG3. The work was progressed and at a meeting in Atlantic City an agreement was reached on the approach. However during subsequent work to document this approach, a third approach was also under consideration by the ad-hoc group. This third approach had considerable technical merit over previous suggested approaches but as of the agreed time to relate the approach to WG3SG3 there were still considerations in the specifics that had not been agreed. In spite of that, we were able to 'nail down' the basic framework of the hybrid system and describe it in a flimsy prepared during the combined meeting with WG3SG3. The flimsy also identifies the issues that remained to be resolved and the responsible parties.

Although the date for resolution of the issue assigned to WG1SG2 was prior to the Naples meeting, we committed to come to an agreement at a meeting held at Allied Signal on April 30. This meeting was very successful and the team was able to agree on the mechanism for establishment of a session key.

In general terms the mechanism is for the aircraft and ground to establish a key derivation parameter during the CM logon exchange. The key derivation parameter is provided to application instantiations of the dialogue service. Each dialogue service instantiation creates a session key by first invoking the Elliptic Curve Key Agreement Scheme - Diffie-Hellman version (ECKAS-DH1) to derive a shared secret value and then invoking a Key Derivation Function (KDF1) using the shared secret value, the common key derivation parameter, and other application unique key derivation parameters.

The necessary Core, SV-1, and SV-VIII SARPs as well as a working paper describing the details of the mechanism have been prepared for review at the Naples WG1 meeting.

Recommendation

The Subgroup is invited to note the results reported above and in the light of review of the details provided in this paper and working papers 1308 and 1310 to accept the proposed hybrid system as the new framework for ATN Security.
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