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Attachment - Proposed recommendations for changes to Sub-Volume VIII

8.4.1.3

Role of Context Management (CM) application within the ATN

Security Framework

Note. - If the CM application (see Sub-Volume II) supports the ATN security services, it will need to support the specific ATN security related services described below.
8.4.1.3.1         If the airborne CM application supports ATN security services, it shall have prior knowledge of the signing public key of the ground CM’s certificate authority, its own signing private key, its own key agreement private key, and its own key agreement certificate.

8.4.1.3.2        If the airborne CM application supports ATN security services, it shall have the ability to request the use of the security services, and provide sufficient information such that the logon request can be associated with the applicable security certificate(s) for the airframe.

Note. - The Aircraft’s certificate must be made available to the ground CM application, i.e., be stored in the ground’s supporting certificate directory.

8.4.1.3.3         If the airborne CM application supports ATN security services, it shall support digital signatures for logon requests using the ATN Signature Primitive (ASP).

Note. - Protection of the signature exchange from replay and interception attacks may be accomplished by including a timestamp, the source, and destination in the signature.

8.4.1.3.4
If the ground CM application supports ATN security services,  it shall have prior knowledge of the signing public key of the aircraft’s and ground application’s certificate authority, its own key agreement private key, and its own key agreement certificate.

8.4.1.3.5
If the ground CM application supports ATN security services,  it shall support the retrieval of aircraft and ground application certificates from an X.500 directory server and verification of retrieved certificates using the ATN Verification Primitive (AVP).

8.4.1.3.6          If the ground CM application supports ATN security services, it shall support verification of logon requests using the ATN Verification Primitive (AVP).

Note. - Verification of the Aircraft’s signature on the logon request provides peer entity authentication of the aircraft. 

8.4.1.3.7         If the ground CM application supports ATN security services, it shall support generation of a random variable (RCM) for the aircraft logon session using the ATN Random Variable Primitive (ARVP).

8.4.1.3.8       If the ground or airborne CM application supports ATN security services, it shall support generation of a key derivation parameter (X1) for the aircraft logon session using the ATN Upper Layer Session Parameter Primitive (AULSPP).

8.4.1.3.9        If the ground CM application supports ATN security services, it shall support the storage, within the ground CM application’s data base, of the key derivation parameter (X1) for the aircraft along with the other information contained in the CM application logon. 

8.4.1.3.10        If the ground CM application supports ATN security services, it shall support the distribution to the aircraft of its own public key certificate, the random variable (RCM) for the aircraft logon session, and the key agreement public keys for each ground-based ATS air-ground application signaled in the logon request.

8.4.1.3.11      If the ground or airborne CM application supports ATN security services, it shall support derivation of a shared secret key for the CM application using the ATN Upper Layer Key Derivation Primitive (AULDKP). 

8.4.1.3.12      If the ground CM application supports ATN security services, it shall support application of a seal to logon responses using the ATN Keyed Message Authentication Code Primitive (AMACP).

8.4.1.3.13       If the airborne CM application supports ATN security services, it shall support verification of CM  logon responses using the ATN Keyed Message Authentication Code Verification Primitive (AMACVP).

Note. - Verification of the keyed MAC on the logon response provides peer entity authentication of the ground CM. 

8.4.1.3.14       If the ground CM application supports ATN security services, it shall support the distribution to ground-based ATS applications of the aircraft’s key agreement public key and the key derivation parameter (X1) for the aircraft. 

8.4.1.3.15      If the airborne CM application supports ATN security services, it shall support the distribution to airborne-based ATS applications of the key derivation parameter (X1) for the aircraft, ground application public key agreement keys, the aircraft’s private key agreement key and the key agreement certificate for the aircraft.

Note. - The private key agreement key and key agreement certificate may alternatively be pre-stored. 

8.3.1.5

Security Provisions within ATN Systems

8.3.1.5.2
End Systems


Note:     The ATN security model defines security services that may be used by applications residing in ATN end systems.  Such end systems would support the security provisions of the upper layer communication services defined in Sub-Volume IV for air-ground applications defined in Sub-Volume II or for end systems supporting the ground-ground applications and associated communication services defined in Sub-Volume III.  The ATN security services may also be used for the management of end systems as defined in Sub-Volume VI.  

8.3.1.5.2.1     If an ATN end system supports ATN security services, it shall support the ATN Key Agreement Scheme (AKAS) and the ATN Keyed Message Authentication Code Scheme (AMACS).

8.3.1.5.2.2        If an ATN end system supports ATN security services, it shall support access and retrieval of security information (i.e., the key agreement public key, the key derivation parameter (X1) and key agreement certificate) for an aircraft from a ground CM application serving the associated administrative domain (e.g., State, organization, etc.).  

Note. - Alternative local means exist for providing this capability.  For ground end systems communicating with a known set of other ground end systems, local means for creating and maintaining a static data base of the certificates of the peer end systems may be sufficient.  A more general approach for ground end systems communicating with other ground end systems would be the incorporation of an X.500 user agent within the ground end system which would be employed to retrieve the certificate(s) for the peer end systems from an X.500 directory server.  Ground end systems communicating with airborne end system could obtain the aircrcaft’s certificate from the local ground context management application or alternatively from an X.500 directory server.

8.3.1.5.2.3     If an ATN end system supports ATN security services, it shall support mutual entity authentication of peer end systems which support ATN security services.

8.3.1.5.2.4     If an ATN end system supports ATN security services, it shall support data origin authentication of application information exchanges.

8.3.1.5.2.5     If an ATN end system supports ATN security services, it shall support protection of authentication exchanges from replay and interception attacks.

8.3.1.5.2.6      If an ATN end system supports ATN security services, it shall support the request of  any one of the security levels shown in Table 8-1 by the dialog service user.

Note. -    ATN end systems hosting air-ground applications and supporting ATN security services will support the application security capabilities defined in Sub-Volume II and the upper layer security capabilities defined in Sub-Volume IV.  

Table 8-1.  Dialog Service Security Levels

Dialog Security Level
Secured Dialog Type
Description

1
Unsecured Dialog 
No authentication is provided for either dialog establishment or for application user data exchanges over the dialog

2
Secured Dialog Service
Authentication is provided for dialog establishment but not for application user data exchanges over the dialog 

3
Forward Path Secured Application Dialog
Authentication is provided for dialog establishment and for all application user data exchanges from the application requesting the dialog to the application accepting the dialog.  However, no authentication would be provided for exchanges between the user applications in the return direction.

4
Return Path Secured Application Dialog
Authentication is provided for dialog establishment and for all application user data exchanges from the application accepting the dialog to the application requesting the dialog.  However, no authentication would be provided for exchanges between the user applications in the forward direction.

5
Secured Application Dialog
Authentication is provided for dialog establishment and for all application user data exchanges by user applications over the dialog.

Note 1. - the alternatives  listed in Table 8-1 provide the means for trading-off link overhead contributed by the ATN security services vs. the level of security provided.  

8.5
Cryptographic Algorithms 

8.5.1    Conventions

Conventions used throughout section 8.5, including notation and representation of mathematical objects.

See section 2 of X9.63 and section 5.1 of P1363 

8.5.3
ATN Key Agreement Scheme (AKAS)

AKAS is based on the Elliptic Curve Key Agreement Scheme - Diffie-Hellman Version (ECKAS-DH1) as specified in IEEE P1363.

8.5.3.1.
Setting for ATN Key Agreement Scheme

This section will define EC domain parameter generation and validation for AKAS.

8.5.3.2
ATN Secret Value Derivation Primitive (ASVDP)

ASVDP is based on the Elliptic Curve Secret Value Derivation Primitive - Diffie-Helman Version (ECSVDP-DH) as specified in IEEE P1363.

8.5.3.3 
ATN Upper Layer Session Parameter Primitive (AULSPP)

AULSPP derives a session parameter by applying AKDF to a shared secret based on the ground CM’s private key agreement key and the aircraft’s public key agreement key and the following: a constant unique to the primitive, the signature of the aircraft from the logon request, and a random variable generated by the ground CM.

8.5.3.4 
ATN Upper Layer Key Derivation Primitive (AULKDP)

AULKDP derives a random key derivation parameter by applying KDF1 to a shared secret based on the ground application’s and the aircraft’s key agreement keys and the following: a constant unique to the primitive, the identity of the application, and the public key certificate of the aircraft.  

8.5.3.5 
ATN Intermediate System Key Derivation Primitive (AISKDP)

AISKDP derives a random key derivation parameter by applying KDF1 to a shared secret based on the key agreement keys of the peer BISs and the following: either the public key certificate of the initiating BIS and the public key certificate of the peer BIS for ground-ground connections or the public key certificate of the aircraft and the key agreement key of the air-ground BIS, followed by the random (challenge) value of the initiating BIS and the random (challenge) value of the peer BIS. 






8.5.4 

ATN Digital Signature Scheme (ADSS)

ADSS is based on the Elliptic Curve Signature Scheme with Appendix (ECSSA) as specified in IEEE P1363.

8.5.4.1.
Setting for ATN Digital Signature Scheme

This section will define EC domain parameter generation and validation for AKSS

.

8.5.4.2
ATN Signature Primitive (ASP)

ASP is based on the Elliptic Curve Signature Primitive - DSA Version (ECSP-DSA) as specified in IEEE P1363.

8.5.4.3
ATN Verification Primitive (AVP)

AVP is based on the Elliptic Curve Verification Primitive - DSA Version (ECVP-DSA) as specified in IEEE P1363.

8.5.5

ATN Keyed Message Authentication Code Scheme (AMACS)

MACS  is based on the Hashed Message Authentication Code (HMAC) as specified in RFC 2104. 

8.5.5.1.
Setting for ATN Keyed Message Authentication Code Scheme

The ATN instantiation of HMAC is HMAC-SHA1-64.

8.5.5.2
ATN Keyed Messsage Authentication Code Primitive (AMACP)

8.5.5.3
ATN Keyed Message Authentication Code Verification Primitive (AMACVP)

8.5.6 
ATN Auxiliary Cryptographic Primitives and Functions

8.5.6.1 
ATN Random Variable Primitive (ARVP)

8.5.6.2 
ATN Key Derivation Function (AKDF)

AKDF is based on the Key Derivation Function (KDF1) as specified in IEEE P1363.  AKDF derives a shared secret key from a shared secret octet string Z, and the following key derivation parameters: a Random Parameter, an Identification Parameter, and a Certificate Parameter.

8.5.1.6.3 
ATN Hash Function (AHASH)

AHASH is based on the Secure Hash Algorithm, revision 1, as specified in FIPS 180-1.

