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Summary
This paper covers the response from ADSP Working Groups to three questions proposed by the ATNP Working Group 1 relating to operational requirements for message and dialogue security in the data link environment.



1.
INTRODUCTION
1.1
At the 14th Meeting of Working Group 1 (WG1) of the Aeronautical Telecommunications Network Panel (ATNP) in Honolulu in January 1999, WG1 the ATNP WG responsible for developing the ATNP data link security mechanisms, agreed that it required some specific information from the ADSP, and accordingly forwarded the attached communiqué to the appropriate ADSP Working Groups (WGs).

1.2
The questions were considered by the two ADSP Working Groups separately (ADSP WGs do not generally have joint sessions, although the the majority of people attending one WG meeting also attend the other.)

1.3

The ICAO ATNP and ADSP Secretariat have approved this means of passing the questions between the WGs.

2.
DISCUSSION

2.1

The ADSP WG members agreed that they did not at first appear to have been overly specific in their requirements for data link security, stating in the high level operational requirements only that ‘In any data link dialogue the end user must be able to positively identify the other end user’ (Doc 9694, para 3.4.1).  

2.2

However, in the template relating to the detailed description of air/ground data link services, reference is made to Information Security, including Data Origin Authentication, Access Control, Data Integrity, Availability and Service Restoration time (ibid, para 1.A.1.2, QOS (c)).  These were points picked up by the ATN Subgroup, and it as a result of their work on the requirements that the questions outlined in the Attachment to this paper have been raised.

2.3
WG B discussed the questions first, and in considerable detail. Mike Asbury, the UK ADSP member, presented a paper which outlined the three operational questions on Security initially raised by the ATNP WG 1 Security Subgroup.  There was initially some confusion as to whether ICAO was responsible for Security, and was it not the responsibility of States.  The ICAO ADSP Secretary referred to ICAO’s responsibilities, and said they had the strongest authority to investigate the matter. (Annex 10 Pt II Section 2.5).  Other members understood that the ATN end to end delivery was inherently secure, and if that was not the case, then ADSP had been mislead.

2.2
ARINC emphasised the Connection Oriented Network Protocol had its own level of security anyway – there was a need to classify any further security risk over an above that inherently available for the system design.  However, once any level of security is decided and implemented, users should be informed of any breach of that security.  At least one member was concerned that ADSP/ATNP were becoming involved with Airline Operational Communications (AOC), looking at commercial security of proprietary information. 

2.3
All these considerations lead the group to wonder what was the nature of the risk against which there was a need to be protected. The ATN was said to be designed to provide a high level of integrity.  Security errors were said to be either security breaches or failure of the security system but neither were quantified in terms of likeliness.

2.4
WG B finally agreed to provide the following answers to the questions. 

2.4.1
On the first one, the opinion of the group was that the end user would only need to be notified in case of the absence of security. The end user would by default assume that security was available. 

2.4.2
Regarding the second question, the group felt that the nature of the risk was not sufficiently clear to allow the ADSP to give detailed guidance. Generally speaking, the end user would need to be told that there was a security breach and would most certainly revert to voice in the same way that any errors in the communication process lead to the use of voice. (This was felt as another good reason to reinforce the need to have voice available with data link.) The group made the suggestion that a risk assessment needed to be performed before any further guidance could be provided.

2.4.3
Finally on the last question, the group felt that setting up sunset dates for non secure systems was a question that could not be easily answered at this stage and certainly not by ADSP.   There was no security features in today’s voice communications and there will probably never be any intention to put a sunset date on voice communications. 

2.5
WG A, after specific discussion relating to ADS, broadly concurred with the position reached by WG B earlier.

3.
RECOMMENDATION

3.1
The meeting is invited to review the replies to the questions posed.

Communiqué to ADSP

Request for Specific Input Related to 

Operational Requirements for Security

1.
Introduction

Working Group 1 of the ATN Panel has been tasked to define the overall framework for security in the ATN and to develop SARPs and guidance material for the same.  In progressing this work program item the working group has encountered certain items that require co-ordination with the ADSP.  This communiqué has been prepared for the purpose of soliciting inputs from the ADSP. Because of the very limited time available for the ATNP working group to complete this work, we request the inputs from the ADSP, in response to this communiqué, before 17 May 1999.

2.
Discussion

Item 1) 
Backward compatibility and support for non-secure option.

The initial implementations of ATN will be based on Amendment 73 to Annex 10 and the first edition of Doc. 9705 and will not contain security capability. The current position of the ATN Panel is subsequent implementations, based on updated SARPs and later editions of Doc. 9705 that do contain security provisions, must be backward compatible with the earlier implementations. This means that all secure implementations must be capable of negotiating a non-secure option. As a consequence, the security of the overall system will be limited until all systems are updated.

Item 2) 
Display of Security Status.


The currently envisaged security framework for the ATN contains provisions to support multiple levels of security ranging from authentication on the dialogue and all message traffic passing over the dialogue to no security at all (the latter being provided for backward compatibility). During operation, situations could arise due to policy, errors, or real attack where communication between systems (ground-ground and air-ground) would be established as or become insecure. In addition, the current position of the ATNP is that an established secure dialogue that subsequently experiences a security error will not be discontinued.
3.
Request for Input from ADSP

WG1 of ATNP requests that ADSP provide responses to the following questions:

Does the ADSP have specific requirements that the end user be notified of the presence/absence of security?

In the event of security errors, what other actions should be taken?

1. Does the ADSP consider that there will be a point in time when non-secure enabled systems may not be given ATC services (sunset dates)?




