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SUMMARY

The U.S. has begun ATN security validation tests. The status of this work is presented. The primary goal of the validation is implementation of an infrastructure suitable to support the authentication scenarios defined by the ATNP and suitable for interaction with other states. The U.S. work assumes that the needed infrastructure will be implemented using COTS products. ICAO states are invited to consider collaborative testing.
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Introduction

The United States Federal Aviation Agency (FAA) has funded the development of a computer laboratory to investigate and validate issues related to the definition and deployment of the Aeronautical Telecommunication Network (ATN). This laboratory is located in McLean, Virginia at the offices of the MITRE Corporation Center for Advanced Aviation System. The FAA has plans to use this laboratory to investigate its security architecture requirements. As part of these plans, the FAA has embarked on a validation effort for the security provisions presently being developed by the ATN Panel (ATNP). This paper provides a general introduction to the laboratory capabilities, and a description the present security validation efforts. Future security validation plans, while referenced, have yet to be formally adopted. 

The Aeronautical Communication Engineering Testbed (ACET) Facility
The ACET facility was constructed originally to validate the Inter-Domain Routing Protocol (IDRP) mobile routing protocol, as defined in [1]. The facility contains multiple end systems, ground/ground, air/ground and air routers, sufficient in number to emulate the FAA data link ground structure and the interaction of the FAA system with other state’s ATN networks. At this time only one other state is represented, that of Omoo (which operates Cocofifi Airlines). The emulation is based on actual implementations of ATN router code with an X25 switch connecting ground and aircraft routers. The use of actual air/ground data links is possible and is planned for future validation efforts involving the FAA’s Next Generation Air/Ground Communication (NEXCOM) system. Because of the number of machines installed in the facility and the use of ATN compliant software, a high fidelity environment is achieved which accurately depicts all operational aspects of the ATN system. These include performance, interoperability, reliability, and commercial off-the-shelf (COTS) availability.

The U.S. has begun validation experiments involving the authentication mechanisms proposed by the ATNP using the ACET facility.

The ACET Validation
The ACET validation effort comprises three aspects: authentication infrastructure, performance, and interoperability. The software and hardware elements necessary to support these three elements are being installed in the ACET facility. The following sections summarize the approach taken for each of these three aspects in the ATN validation work.

Authentication Infrastructure
Two goals should be met by any infrastructure required to support the authentication mechanisms proposed by the ATNP. 

1. The security mechanisms adopted should have as a goal its applicability to all users of the ATN system, e.g. Air Traffic Control (ATC), Airlines Operation and Control (AOC). While separate elements (including infrastructure) may be desired or required when supporting ATC and AOC authentications, the mechanisms used should be such that the same software can be used for ATC or AOC authentication in the aircraft. 

2. Whatever infrastructure is required for air/ground authentication, it should also be applicable to ground/ground authentication. That is, as the ATN panel is discussing scenarios which require a public key infrastructure (PKI), the PKI used represents a significant amount of resources and should be available for other non ATN related functions. The most immediate examples of elements that can influence the ATN PKI usefulness are its COTS availability and its interaction with COTS products. 

The first steps in validating the ATN proposals will be (1) the installation of a public key infrastructure (PKI) in the ACET facility, (2) the modifications of existing air/ground route initialization programs to accommodate authentication negotiation; and (3) the modification of IDRP to allow authentication on each IDRP action. Subsequent steps planned involve the installation of a Context Management Application (CMA) function, which can support application authentication, and applications, which require authentication.

Presently, the ISODE V4.1 product is being installed in the facility to support PKI. This product supports an X500 data base organization, X509 certificates and strong authentication access control for the Directory User Agents (DUAs) and Directory System Agents (DSAs). Management of specific X500 data entries can also be controlled. Appropriate credentials must be presented to disclose an error, return a distinguished name, browse, read, add, modify, or remove an entry. It is thus possible to hide an entry from a DSA or DUA with (partial) access control in such a way that its existence cannot be inferred.

The main justification for use of ISODE V4.1 is its ability to support both IP and CLNP stacks. An IP stack is necessary to support the FAA ground network, which is IP based. A CLNP stack may be required for ATN interaction. The conditional “if” is used as the need for CLNP to support the storage of X509 certificates in support of ATN operations is not required and may not be a part of an ATNP specification.

Each router running IDRP will have a DUA/DSA pair co-installed to manage the retrieval and local storage of keys required for air/ground and ground/ground interactions. Each CMA is expected to have a local DUA/DSA pair for the same reasons. In addition the storage of the symmetric session key will be done via a DSA.

Performance

Performance validation is divided into two phases. The first phase is restricted to that involving network (IDRP) authentication. The second phase is that involving application authentication. 

ACET validation for IDRP authentication performance will comprise three elements: the timeliness of the authentication algorithms, bandwidth utilization of the authentication mechanisms, and efficiency of the IDRP update cycle. The latter refers to any delay in distribution of aircraft availability due to the authentication cycle. The same tools and metrics used to validate the IDRP protocol are expected to suffice for this effort. 

Application authentication within the ACET requires the installation of ATN upper layers, which have yet to be commercially available. Once, a source has been located application authentication can proceed. 

Interoperability

Upon construction of a suitable authentication infrastructure and the verification of performance interoperability assessment will begin. This assessment requires at least one other participating state or organization acting as a separate security domain with which the ACET facility can interact. Successful key distribution between security domains and concomitant use of certification other than one’s own are required to complete the validation of the ATN security architecture. 

To this end the U.S. is considering construction within the U.S of a second independent implementation supporting the ATN security scenarios. Further the U.S. would like to schedule interoperability tests with other ICAO member states that have chosen to implement the required ATN security infrastructure. 

Present Status and Interim Results of ACET Validation

The authentication scenario for IDRP mutual authentication as documented in reference [2] is presently being implemented in the ACET facility. More recent papers propose different authentication methods. Completion of the installation of the method documented in [2] will occur before any alternate authentication scenarios are investigated. This should not be of concern for two reasons. Firstly, it is felt that the infrastructure and negotiation elements of all the IDRP authentication proposals quite closely resemble one another (at this time). Secondly, the emphasis on use of COTS products in the authentication scenarios allows for rapid installation and reconfiguration. Upon completion of the installation required to support the reference [2] scenario, a decision will be made whether to proceed with performance validation or to install a different scenario before performance testing begins.

Adoption of an authentication process that negates the assumptions in the above paragraph would require significantly more resources and time to complete the validation.

Specific information about IDRP authentication validation within the ACET facility is summarized in Table 1. Note that the ACET facility implementation of the X500 schema deviates from the ATNP draft proposal. The Network Service Access Point (i.e., NSAP address) of an aircraft has no state or country information, only the organization under which the aircraft operates. It is thus very difficult to find an aircraft’s signed key given the NSAP using the present draft. The schema was modified to include a branch that mimics the NSAP structure. Thus, making key retrieval using the NSAP possible. 

Table 1: 

Implementation status of IDRP Authentication Scenario as Defined in Reference [2]

Function


Status
Comment

Intermediate System Hello (ISH) signaling mechanisms
Implemented
Not integrated into IDRP

Generation of aircraft’s signed public key
Implemented
SSLeay package used

CAASD is its own certificate authority

Storage and retrieval of aircraft’s public key
In process
ISODE V4.1 X.500 directory service chosen to store X.509 certificates

X.500 schema used differs from that proposed by ATNP WG. 

Schema mimics NSAP structure for easy retrieval of aircraft’s public key

Air/ground router generates symmetric session key
Implemented
Uses 16-bit random number generated by SSLeay software

Air/Ground router IDRP OPEN data unit signals authentication needs
Implemented
Uses RSA 

Elliptic curve cryptosystem (ECC) software obtained for transition to latest ATNP proposal

Airborne router processes ground IDRP open data unit (authenticate, session key recovery, random number generation)
Implemented


Airborne router OPEN BISPDU authentication

response
Implemented
Uses RSA

Air/ground router subsequent BISPDU responses are of Type 2 (encrypted digest of BISPDU and aircraft random number using symmetric

transformation)
Implemented


Airborne router subsequent BISPDU responses are of Type 2 (encrypted digest of BISPDU and aircraft random number using symmetric transformation)
Implemented


Integration of all elements into ACET facility
In process
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