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SUMMARY

On 2 March Entrust received comments on the “ATN Authentication Algorithm Analysis Report” delivered on 22 February. Below are the responses to those comments, with the comments shown in bold italics. There will likely be additional discussion at the meetings in Annapolis, MD on March 9,10 – the report will not be updated until after those meetings.

1 Response to Comments on Authentication Algorithm Analysis Report
On 2 March Entrust received comments on the “ATN Authentication Algorithm Analysis Report” delivered on 22 February. Below are the responses to those comments, with the comments shown in bold italics. There will likely be additional discussion at the meetings in Annapolis, MD on March 9,10 – the report will not be updated until after those meetings.

1. The SHA-1 symmetric algorithm is the best to use for the ATN

infrastructure. 

SHA is an improved version of MD4/MD5 BUT with a very strong

"hash" ...in matter of fact the output of SHA can be truncated to an

arbitrary length of 64 /80/128 or 160 bits....even the 64 bit output from

SHA is much stronger than the 128 bit output of MD5....

SHA-1 is the hash algorithm of choice over MD5 due to existing attacks against MD5 that have indicated potential vulnerabilities, along with the fact that SHA-1 uses a longer hash (160 bits as compared to 128 bits for MD5). 

The Entrust/Certicom team did not recommend truncating the output of SHA-1. We recommended the use of the Hash keyed Message Authentication Code (HMAC) with SHA-1 as the underlying hash algorithm. The Message Authentication Code produced by HMAC SHA-1 would be 160 bits long, but could be truncated to 64 bits to meet ATN requirements.

2. Although the paper mentions a couple of algorithms for symmetric and

public-key authentication and makes specific recommendations, it is not

clear why Entrust has selected only those algorithms and why one is better

than the other.  A more objective discussion along those lines will be very

helpful if we have to convince ICAO to pick one algorithm vs. the other.

One idea would be to compare these algorithms against the requirements,

constraints and criteria established by ICAO.  These were discussed at

length at the Honolulu meeting and you summarized the constraints/criteria.

The following tables compare the algorithms considered for the ATN project. The tables do not list requirements that are met equally by all candidates of a particular type.  For example, all of the algorithms considered are standard algorithms in common use. For each of the requirements, the candidate that is the optimal selection is marked with an ‘X’. A candidate that does not meet the minimum value for the requirement is marked with a ‘—’.

2 Public-key Algorithms
Requirement
RSA
Diffie-Hellman
Elliptic-Curve Diffie-Hellman

Low Bandwidth


X

Computation Power & Speed


X

Secure for 20 years
X
X


Patent (1)

X


Number of products available
X



Ease of use
X



For the public key, the Entrust/Certicom team gave the most weight to a conservative approach to security and availability of products.  The recommended algorithm was RSA.

The symmetric algorithms are broken down into two tables, reflecting the two methods for creating a MAC.  Note that the speeds for the hash functions are ranked, with 1 being the fastest.  The optimal algorithms from the two tables are then compared in the third table.

3 Hash Algorithms to use in HMAC
Requirement
SHA-1 
RIPEMD
MD5

Secure for 20 years 
X
X
—

Speed 
2
3
1

Number of products available
X

X

4 Block Ciphers to use with CBC MAC
Requirement
DES
DES with 3DES strengthening
AES

Secure for 20 years 
—
X
X

Speed  (2)


?

Number of products available (3)
X

—

5 Symmetric-key Algorithms
Requirement
SHA-1 HMAC
DES CBC MAC with 3DES strengthening

Secure for 20 years

X

Speed (4)
X


Number of products available (5)
X


Export (6)
X


Memory (Code re-use if encryption capability is added to the system.)

X

For the MAC algorithm, the Entrust/Certicom gave the most weight to near compatibility with IPSec, and chose HMAC with SHA-1.

Notes:

1. There are no patent issues with Diffie-Hellman. The RSA license expires in approximately 18 months. Elliptic-Curves are covered only by “implementation” patents, which means that it may be possible to build a system without infringing on a patent, but the most efficient implementations may infringe.

2. The 3DES strengthening has a small effect on the speed of the MAC generation. The speed of the AES algorithm will depend on the algorithm eventually selected.

3. The AES algorithm will not be available for another 18 months. 

4. The speed of these two algorithms is very similar, and depends on the quality of the implementation.

5. There are a number of products available using DES CBC MAC. However, SHA-1 HMAC is used in IPSec products, where compatibility seems particularly important.  

6. Since HMAC doesn’t use encryption, it seems logical that HMAC would be easier to export.  In our experience, CBC MAC has not caused any export difficulties.

3. The elliptic curve Diffie-Hellman algorithm was included in the

recommendation but was not really emphasized in the report.  A 239-bit

modulus with faster computation option is definitely more attractive to the

other proposals that require a 2048-bit modulus.  The air/ground

communication environment is severely bandwidth limited.  So, smaller key

size is always more desirable if it meets other criteria.  Is there any

problem in using the elliptic curve algorithm?

Note the previous disclaimer that Certicom has a business interest in the use of elliptic curve algorithms.

In general, the Entrust/Certicom team took a very conservative approach in making recommendations for ATN authentication algorithms. The desire for a 20 year life cycle and the difficulty in updating any equipment that would be installed in aircraft, along with the consequences of compromise, drove the analysis to be very conservative. The installed base of the RSA algorithm and the amount of cryptographic analysis applied against RSA is significantly larger than that of elliptic curve. There have been no cryptographic attacks against EC today that would cause the Entrust/Certicom to not recommend it; however, the safer choice at this point in the maturity of both algorithms is RSA.

EC would definitely have some performance benefits. More detailed performance analysis would be required to determine if the bandwidth and CPU cost of using RSA outweighs the desire to make a conservative selection.

4. The recommended key size increased from 1024 to 2048 between the two

versions of Entrust's paper.  It seems to me (with my limited knowledge)

that a 1024-bit key will be computationally infeasible to factorize in the

key life-time (one year or less).  Even a 512-bit key will suffice.

Considering the bandwidth limitation again, is it really necessary to have

such a long key? 

Note that the discussion in the paper is on the length of the RSA modulus. The public key

will be, at least, a few bytes longer, and the private key probably twice as long.

Given the requirement for a 20 year life cycle and the consequence of compromise, the Entrust/Certicom team took a very conservative approach. Predicting the rate of increase of factoring capabilities is notoriously uncertain, as innovative attacks can cause step-function increases in vulnerabilities – it is not simply a matter of projecting increases in processing power for a brute force attack against a symmetric key.

Bruce Schneier's Applied Cryptography (pp 162-163) assembles some background and makes some recommendations. We were following Schneier's recommendation for "resistant to

governmental attacks through the year 2010" when we made the 2048-bit recommendation.

More important than that specific length, though, is our recommendation that a range of lengths be permitted. That way, we can immediately enjoy the faster processing and bandwidth economies available with short moduli, while being able to migrate to longer moduli if factoring technology advances too fast.

5.  I believe that the paper is copyright protected by Entrust (based on

the sign on the cover page).  It is difficult to work with a copyright

protected material in the ICAO environment.  If you own rights to their

work, can you get the copyright protection removed?
The copyright will be removed. It was simply an artifact from the document template used.

6.  Paragraph 7 (bullet 5) in section 1.2 implies that only 64 bits out

of a 128-bit field is available for data authentication.  This is not

totally true.  There are two levels of authentication requirement for ICAO:

at the IDRP networking level; and at the application level.  IDRP can

support an authentication data field of 128 bits in the "validation pattern"

field.  The CMA application is limited to 64 bits.

Based on the requirements document provided by NASA, as reflected in our proposal to perform this effort, it was our understanding that the requirement was 64 bits for this analysis. 

7.  Overall, it looks good. We fully support the recommended use of RSA and

5.1 HMAC.  One area of concern, however, is in section 3 where it is stated that 

the consensus of the group was that the ISH PDU could be used

to pass a public key.  I do not recall this consensus and generally

do not support it.  I would ask that we consider this point further and 

solicit input from other group members on this matter.

Based on the Entrust/Certicom team's participation at the ATNP meeting in Hawaii, it appeared to us that there was some level of consensus in the meeting to use a PDU to pass a session key.  Later conversations indicated that we may have misidentified the intended protocol element, and that the group intended to use the Open PDU rather than the ISH PDU. 

We did not intend to overstate the level of agreement. As that meeting was probably not the proper environment for making protocol decisions, we leave that issue to the Working Group to investigate further.

8.  I think it is perfectly acceptable for the report to be less detailed regarding  the protocols themselves. I would, however, like to see more detail in some  other areas. I would like to see more focus on the actual recommendation  (whatever that is) and the resulting exchanges e.g. in section 3 a description of the interaction rather than depending on the explanations that were developed earlier and also the basis for recommendations of particular modulus. Once the working groups understand the number and types of exchanges necessary they can apply it to the particular protocols.

The focus of the Entrust/Certicom team's analysis was on the network level, and specifically to recommend authentication algorithms for use at the network layer. We will modify the report to make it clear that we are only discussing the network layer and authentication algorithms for use at the network layer. Providing more detailed analysis at a protocol level were beyond the scope of this effort and would require additional resources.

9.  I am concerned about the use of RSA since while final implementations 

certainly won't be in place before 2001, we need to be in prototype and

trials long before then. My concern is made greater by the limitation of

discussion of available algorithms to just RSA and Diffe-Hellman and there are

recommendations against using the latter. I am even more concerned by the final paragraph (just before the disclaimers) which indicates that these implementations could

not be used for encryption (since we want to be able to support the AOC requirement for encryption if possible).

For prototype use, RSA license fees could be paid. RSA algorithms are licensed for a wide variety of applications (all Netscape and Microsoft web browsers, Lotus Notes, etc.) For a prototype implementation, the BSAFE toolkit license costs are not onerous.

One of the requirements given to the Entrust/Certicom team was to avoid or minimize export control issues. Since the recommended approach (HMAC SHA-1) doesn't use encryption, it would avoid any export control (or import control, for that matter) issues. The other algorithm discussed, CBC MAC, does use secret key encryption. CBC MAC has generally received export approval, but the use of encryption could be an issue.

For a symmetric encryption algorithm, many choices are available and were discussed by the Entrust/Certicom at the ATNP meeting and with subsequent telephone calls with working group members. As the focus of this analysis was limited to authentication algorithms, we limited the discussion of encryption algorithms to that found in section 3 under Secret key Encryption based MACs. 

10.  Overall, its a good report.  I do agree with the comments that there should

be more discussion regarding selection of the protocols themselves.  Why a

specific algorithm was recommended or not recommended (with reference back

to the constraints/criteria). Perhaps a summary table would be good to

illustrate the differences.  This is important since we will be making a

recommendation to ICAO and need to have all the facts and considerations to

back up the recommendations.  Some additional information regarding

elliptic curve would be good, considering the very limited bandwidth of

ATN.  What might also be helpful are pointers to other sources of

information, either text or on the WEB. Any additional information you can

provide us with regard to your knowledge and experience with import/export

and other related usage issues in an international environment would be

appreciated--what is Entrust's and Certicom’s Experience in this area. What

might be some of the anticipated problems in these areas.

A summary table was developed and included as part of the response to comment 2.

There are a number of good sites for information on authentication and encryption. Here are our recommendations for the most useful ones:

1. http://www.certicom.com/ecc/index.htm. The white paper entitled “Remarks on the Security of the Elliptic Curve Cryptosystem” is especially useful.

2. http://www.rsa.com/rsalabs/faq/ The Frequently Asked Questions list has good overview of the issues related to authentication and encryption.

3. http://csrc.nist.gov/encryption/ The National Institute of Standards and Technology sponsors the Computer Security Resource Clearinghouse, which has detailed information on the Advanced Encryption Standard and other issues related to encryption and authentication.

4. http://www.counterpane.com Bruce Schneier’s web site has a good set of pointers to cryptographic resources across the Web, as well as white papers on current topics of interest.

5. http://www.entrust.com/resources/whitepapers.htm Entrust’s web site has a Java applet that provides previews of white papers and other analytic documents on cryptography.
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