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1
INTRODUCTION

The implementation of ATN security will require an internationally accepted framework. This framework should provide all the necessary synergies that a truly Global ATN Security Policy should comprise. 

The current security framework for international civil aviation is based on a set of International Conventions and ICAO documents. Of particular interest for the protection of an air navigation facility such as the ATN are the 1971 Montreal Convention, ICAO Annex 17 on Security and ICAO DOC 8973 (Security Manual for Safeguarding Civil Aviation Against Unlawful Interference). Taken together, along with the other ICAO and International Publications that they reference, those documents constitute a Security Policy for International Civil Aviation. They establish in particular a recommended structure for the various civil aviation security organizations within each Contracting State. They also provide guidance and propose principles for international cooperation between Contracting States. They constitute an agreed vector for promulgating best security standards and practices for international civil aviation.

The ATN will serve the international civil aviation community in its entirety. It is recognized that a truly efficient security strategy requires a Global ATN Security Policy that should be based on an internationally accepted framework.

Rather than proposing an isolated, new structure for the ATN, it is proposed to capitalized on the existing structure for civil aviation security, and to add to that current structure the elements that are need for the ATN. According to that principle, this paper will address the organizational aspect of ATN security and propose guidance material designed to be included in Doc 8973, Chapter 3 – Organization.

Doc 8973, Chapter 3 provides guidance material for the establishment by each Contracting State of its own national civil aviation security program. That overall national program is currently ramified into airports security programs and operators security programs. It is proposed to add to that existing structure an ATN Security Program that would benefit from its inclusion in the overall national civil aviation security program through the cooperation mechanisms that are allowed with other State agencies  both domestically and internationally.

It is important to note that it is not proposed to modify the current national civil aviation security structure beyond the necessary entries to allow the inclusion of a national ATN security program and its cooperation with the current airports and operators security programs. 

It is also important to note that the proposed security structure provides guidance only for an acceptable means to comply with the requirement to establish an organization that fulfills a set of required roles, responsibilities and functions. The proposed National ATN Security Program should be considered as a standard, reference structure that identifies the necessary roles, responsibilities, functions and mechanisms that have to be assumed by designated State organizations in order to unable a Global ATN Security Policy. Therefore the actual implemented structure may vary widely among Contracting States depending on their local environment. This is not important so long as the required roles, responsibilities, functions and mechanisms identified by the reference structure can be traced to designated organizations within each Contracting State. The proposed structure creates the necessary representation for ATN security and thereby allows international cooperation to take place to the benefit of international civil aviation.

The following page presents the synopsis of the proposed reference structure for the National ATN Security Program. The current National Civil Aviation Security structure is represented by the white frames on the top and on the right part of the synopsis. That current structure remains unchanged. The added National ATN Security structure is represented by the yellow and red frames on the left part of synopsis.
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Note:
This guidance material is designed to be included in Doc 8973, Chapter 3 – Organization, as a new section 3.14, replacing the current section 3.14 Research and development of security equipment. Current sections 3.14 and 3.15 will have to be renumbered 3.15 and 3.16. The numbering of the paragraphs is not included at this stage. Draft ICAO Annex 17 standards are also included along the editing principles set for Doc 8973.
---------------------------------------------------------------------------------------------------------------------------------------------------

Draft Standard. Each Contracting State SHALL ensure the establishment of an aeronautical communications networks security program, adequate to the needs of international traffic. (Annex 17 3.1 .x)

Draft Standard. Each Contracting State SHALL designate an appropriate authority within its administration to be responsible for coordinating the development, implementation and maintenance of the national ATN security program. (Annex 17 3.1 .x)

Draft Standard. Each Contracting State SHALL arrange for the establishment of an aeronautical communications networks security committee to advise on the development and co-ordination of aeronautical communications networks security measures and procedures. (Annex 17 3.1 .x)

Draft Standard. Each Contracting State SHALL nominate and train an aeronautical communications networks Security Manager to implement the aeronautical communications networks Security Policy and co-ordinate the security requirements with other national or international organizations concerned. (Annex 17 3.1 .x)

Draft Standard. Each Contracting State SHALL designate an appropriate certificate authority within its administration to be responsible for coordinating and managing the generation and control of public keys used in cryptographic authentication mechanisms.  (Annex 17 3.1 .x)



3.14
The National ATN Security Programme

Principles

There is a requirement for a National ATN security program, adequate to the needs of international traffic as soon as a State implements ATN services. The program will need to be approved by the appropriate authority for security in order to ensure consistency with the State’s obligation for civil aviation security and for consistency with relevant international standards, recommendations and practices. A model outline is included in this manual (x.x.x.).

The national ATN security program may be a standing document and the agency responsible for its implementation may be a discrete entity. However a national ATN security program greatly benefits from its inclusion within an overall national aviation security program as co-operation with other organization in the State involved in Security activities is necessary. Co-operation with other agencies such police forces, intelligence organizations could be beneficial to keep under constant review the level of the threat and define adjustment to security measures, or may be needed when more than one organization in the State is directly involved in a given aviation security function. This would be the case when for example the civil aviation authority, the service provider or the airport administration concerned and the authority, responsible for police functions with jurisdiction, may share responsibility for the protection of ATN facilities and services.

Note:
The national ATN security organization may be associated with existing safety organizations and procedures - the effect of any attack to ATS is ultimately safety related. However, ATN security should have specific responsibilities and should not completely subsumed into safety areas.

National ATN security legislation and regulations

The State through the authority will need to assure a legal basis for the national ATN security program. If enabling or additional legislation is required, such legislation should be obtained through appropriate government channels.

Such legislation should in particular:

a) Define acts of unlawful interference, preferably along the lines set out in the Montreal Convention, establish jurisdiction in relation to these offences, and prescribe severe penalties for the commission of such acts in accordance with the laws and customs of the State;

b) Require ATS providers, communications providers, airport, airline operators and other organizations concerned to comply with the provisions of the national ATN security program.

The National ATN Security Authority

Designation

Each State must designate an appropriate authority within its administration to be responsible for the development, implementation and maintenance of the national ATN security program. 

The department or agency that is designated by the State as the appropriate authority for ATN security will need to have sufficient authority to be able to develop national ATN security policies and to ensure that these policies are implemented. 

It shall report to the appropriate authority for civil aviation security as defined in 3.4.

Allocation of responsibilities and tasks

The appropriate authority for ATN security shall assign clearly defined responsibilities and allocate tasks for the implementation of the various aspects of the national ATN security program among the departments, agencies, operators, ATS service providers, communications providers, airports and other organizations of the State concerned. It shall establish the means of coordinating activities amongst those organizations.

The national ATN security authority shall arrange for the establishment of an ATN security committee to advise on the development and co-ordination of ATN security measures and procedures. 

The national ATN security authority shall nominate and train an ATN Security Manager to implement the national ATN Security Policy and co-ordinate the security requirements with other national or international organizations concerned. 
The national ATN security authority shall designate a National ATN certificate authority trusted to operate within the State jurisdiction. 

The national ATN security authority shall be responsible for authorizing new and existing data link systems and supporting networks, identifying risks posed by third party connections and including security requirements in any Service Level Agreements. 

Bilateral/Multilateral Agreements among national ATN security authorities

National ATN security authorities will need to develop and implement bilateral/multilateral agreements to ensure that the interconnection of national networks is completed in a controlled and measured manner. Accordance with the Global ATN Security Policy and the commitment to good information security and quality practices should be an intrinsic part of such agreements. The connection of National Networks to ATN Communications infrastructure could be fraught with problems unless all sides are aware of their responsibilities. Failure to establish the ground rules for connection could cause disruption to the communications service if the dispute affects communications service availability or integrity. These responsibilities must be considered and agreed well before connection or there is a risk that lack of prior agreement could cause delay. To ensure that National Networks are aware of their responsibilities to ATN communications, the connection of a National Network to ATN infrastructure must be governed by an agreement that takes into account the respective roles of all participants in the interconnection. 

Bilateral/multilateral national network interconnection agreements should address in particular:

a) The definition of Service Level Agreements between national ATN security authorities, agreeing on the levels of service to be provided on each side of the interconnection. 

b) The definition of an agreed test plan to carry out extensive testing of the interconnection before formal agreement is made.

c) The establishment of a regional ATN security authority when national administrations deem it preferable due to the harmonization and integration of their national ATM systems. In this case a regional ATN security manager should be nominated to co-ordinate the implementation of the ATN security policy and to ensure it is promulgated throughout the national administrations.
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Service Level Agreements

Service Level Agreements should be agreed between the following agencies:

a) Between National ATN Security Authorities for the purpose of interconnecting national networks;

b) Between National Certificate Authorities for the purpose of certificate verification between States.

c) Between National Certificate Authorities and communications service Providers, airport, operator or any other designated certificate authorities for the purpose of domestic certificate verification.

d) Between ATN Domains Security Managers for the purpose of the security management of inter-domain links.

A Service Level Agreement should agree on the levels of service to be provided on each side of the connection. The agreement should contain such information as:

a) Service levels to be expected on each side of the interconnection

b) Emergency communications service operations and control facilities

c) Change Control procedures

d) Network administration procedures

e) ATN communications compliant certificate

f) Information Security measures and requirements in accordance with the ATN security policy

The National ATN Security Committee

The national ATN security committee shall advise on the development and co-ordination of ATN security measures and procedures. 

It is suggested that the composition of the National ATN Security Committee be as follows:

a) the committee should include tbd airport security officers of airports where ATN services are implemented, operator security officers of operators implementing ATN services, National ATN Security Manager, ATN Domains Security Managers concerned, representatives of Certificate Authorities, communication service providers, national ATN Security Authority.
b) additional members tbd 
c) the chair of the committee is best appointed by the tbd 
The National ATN Security Manager

The National ATN Security Manager shall develop, promulgate and implement the national ATN Security Policy in coordination with the National ATN Security Committee. He shall co-ordinate the security requirements with other national or international organizations concerned. He shall ensure that the national ATN Security Policy complies with the requirements of the Global ATN security policy and regional ATN security policy when applicable. 

ATN Domains Security Managers

The ATN will be grouped into domains. These are logical constructs used to provide information for the correct routing of messages, and may or may not coincide with the physical lay out of buildings and organizations. At the top level are administrative domains – these may be split into routing domains, which may be split again into routing areas. Problems with the scalability of this approach may encourage routing domains to join together to form routing domains confederation.

Security management of the ATN domains shall be allocated to ATN security managers. Each ATN security manager shall be responsible for the development and promulgation of his domain security policy in accordance with the Global ATN security policy, regional ATN security policy when applicable and the national ATN security Policy developed by the National ATN Security Manager.

The allocation of the responsibility for the security of a Boundary Intermediate System (BIS) will be determined by its location within the physical boundary of a particular ATN Routing Domain. Boundary intermediate Systems (BIS) are so called because they connect domains together. Since they appear at the domain boundaries, security management is based upon which side of the boundary the BIS physically resides. Therefore security management of a BIS is the responsibility of the security manager of that routing domain where the BIS physically resides.

The security management of inter-domain links shall be based on Service Level agreements between the ATN Domains Security Managers concerned.

National Certificate Authority

General Role and Responsibilities of the National Certificate Authority

The National Certificate Authority is the entity that is trusted and designated by the national ATN security authority to certify that a public key belongs to a named entity within the boundary of the State. The National certificate authority shall be responsible for coordinating and managing the generation and control of public keys used in cryptographic authentication mechanisms.  

The National Certificate Authority is responsible for designating, providing guidance and ensuring the operation of domestic Certificate Authorities as needed. It shall ensure that those designated Certificate Authorities operate in accordance with rules and principles established in accordance with the Global ATN security policy, regional ATN security policy when applicable and the national ATN security Policy.

The National Certificate Authority shall report to, receive directions and guidance from the National ATN Security Manager with respects to the key management aspects of the national ATN security Policy.

Designated Certificate Authorities

Certificate Authorities can be designated by the National Certificate Authority to operate within the boundary of the State in accordance with the Global ATN security policy, regional ATN security policy when applicable and the national ATN security Policy.

A designated Certificate Authority can be either an operator, airport administration, a private entity or a service provider. To be eligible to become a designated Certificate Authority a given entity shall satisfy a set of criteria established by the NCA. Those criteria shall be in accordance with the Global ATN security policy, regional ATN security policy when applicable and the national ATN security Policy.

Hierarchy of Certificate Authorities
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At the international level, there is no single Certificate Authority. A National Certificate Authority shall base recognition of other National Certificate Authorities on bilateral or multilateral agreements provided its National ATN Security Authority.

The National Certificate Authority is the principle Certificate Authority within each State. The National Certificate Authority can designate, as needed, one or more Certificate Authorities within the boundary of the State. There could be one designated Certificate Authority for each organization that uses the ATN within the State. 

Where a regional ATN Security Authority has been established, a regional Certificate Authority may act on behalf on the National Certificate Authorities of the region concerned, and may designate Certificate Authorities as needed.

A Certificate Authority can issue certificates for one or more ATN users. However each ATN user can only report to a single specified Certificate Authority.

Role and Responsibilities of a Certificate Authority

A primary function of a Certificate Authority is to develop and use procedures that assure the truth of the information contained in the certificate. It is the responsibility of a Certificate Authority to make every effort to make this so. 

A Certificate Authority should not issue a certificate unless it has assured itself that the association affirmed is valid and correct. The Certificate Authority should set up procedures to guaranty this assurance. These procedures shall include “demonstration of identity” protocols and may require the physical presence of an individual that is authorized to obtain a certificate and capable of providing credentials to prove identity and authority.

The private keys belonging to an ATN Certificate Authority are used to digitally sign certificates and therefore are very sensitive. Maintaining their security is critical to the trustworthiness of the entire system. A strong effort must be made to keep them secure. These efforts will include measures ranging from “clearing” personnel who will have access to this information, to physical security measures such as limited physical access to the parts of the Certificate Authority directly involved with the Certificate Authority’s private key(s). It is also possible to engage in “secret splitting” or “secret sharing” protocols to prevent any given individual from having the capability to know or disseminate Certificate Authority secret key information.
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