ATNP WG1SG2

WP1211

AERONAUTICAL TELECOMMUNICATIONS NETWORK PANEL (ATNP)

WG1 – Systems planning and concept working group

SG2 - SECURITY

8-10 March 1999

Annapolis, MD, USA

Agenda Item 

Authentication Algorithm Analysis Report
Prepared by Entrust

Presented by Entrust

SUMMARY
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1 overview
Under contract to NASA senior cryptographic consultants from the Entrust/Certicom project team have developed this report presenting recommendations for authentication algorithms for use in the Aeronautical Telecommunications Network. This report is based on information provided by NASA, collected from open sources on the Internet and from discussions held at the Aeronautical Telecommunications Network Panel (ATNP) meeting in Honolulu on January 27-29, 1999.

1.1 Background

The NASA Information Integrity for Aviation Safety project has the goal of assuring the integrity, authenticity and availability of data handled by National and International Airspace Systems. The Aeronautical Telecommunications network is the next generation network that will provide the communications infrastructure for these systems. The ATN is a key component of the Future Air Navigation System (FANS) which includes enhanced navigation, and surveillance capabilities necessary to improve the efficiency of the global air traffic system. The ATN will allow the interconnection of a diverse collection of air-to-ground and ground-to-air communications systems to provide global information transfer among computers used for air traffic airline operations, general flight information services (such as weather), and passenger services.

Security is an important component of ATN services. ICAO is in the process of standardizing the requirements for ATN Security. This will allow the development of a secured environment of data transfer between airborne and ground ATN systems, taking into account the various local legislation constraints. 

The security strategy for ATN is based on:

· Peer entities authentication, which means that the security policy will guarantee that the communicating entities are really what they claim to be,

· Data origin authentication, which means that data received by an entity can be associated to an authenticated originating entity and has not been modified during its transfer.

· Assurance that the exchange is not a replay of another one, which took place before, by the provision for sequence numbering.

A key requirement for the ATN is integration of strong authentication to support anti-spoofing and integrity services. Confidentiality is a secondary requirement, as most information carried by the ATN is of a public nature.

Subgroup 2 Working Group 1 (SG2WG1) of the ATNP focuses on the security issues related to the lower level communications protocols, while other working groups focus on the higher level application layers as part of the Secured ATN Dialogue Services. 

1.2 working group discussions

The meeting of Subgroup 2 of Working Group 1 of the Aeronautical Telecommunications Network Panel was attended by 20 people and lasted 2 days. The major source of security requirements came from a two-page section within a draft report (W1S2W1102). This section tends to present implementation issues rather than focus on design constraints and requirements.

From the discussions in Honolulu, the key constraints on the selection of an authentication algorithm for the ATN are:

· Authentication, not secrecy, is the primary goal.

· Bandwidth between ground stations and aircraft may be as low as 150 bits per second – the exchange of long messages should be avoided.

· Computation power and memory on the aircraft is limited: the design should be feasible on a 66 MHz 80486 with time budgets of 0.1 second.

· Authentication of the aircraft to the ground is the primary concern, while debate continues on the importance of authentication of the ground node to the aircraft.

· The IDRP protocol allocates 128 bits per message for a "validation pattern". Of these 128 bits, as many as 64 may be required for other purposes, leaving the authentication algorithm with a budget of perhaps 64.

· Messages must be authenticated individually. Splitting a signature across multiple messages is not an option.

· Keys in aircraft must last at least 28 days, so that re-keying can be fit into the normal maintenance cycle. This cycle also dictates that the rekey interval be a multiple of 28 days.

· Countries have different levels of telecommunications infrastructure and mutual trust. A key management infrastructure that requires a high degree of trust or online communication will not be acceptable.

The short length allocated for the "validation pattern" field of the IDRP packet greatly limits the available choices for authentication mechanisms and precludes the use of per-packet digital signatures. At the ATNP meeting, the Entrust/Certicom project team delivered a short presentation on authentication approaches based on a Message Authentication Code (MAC). The recommendations are discussed in more detail below.

1.3 threat environment

The threat environment over which these requirements apply is only loosely defined. Since confidentiality is not an issue, potential attacks (excluding denial of service attacks) would be limited to:

· Masquerading as a legitimate ground station or aircraft and convincing an ATN participant to accept a fraudulent message.

· Modifying a legitimate ATN message and convincing an ATN participant to accept the modified message. The most fruitful variant of this attack would be to convince a selected participant to accept a message modified in a specific manner. A simpler attack would be to have any ATN participant accept a message modified to some random value.

· Recording a legitimate ATN message and replaying it at a later point in time.

Collecting ATN messages is fairly simple. Air to ground messages can be received over a wide geographical range using inexpensive commercial receivers and simple antennas. Ground to air messages are more geographically limited and require larger antennas when the receiving station is beyond simple line of sight. Many Internet sites now offer on-line receivers where aircraft communications can be monitored without regard to geographic location of the interested party. See http://speed.nimh.nih.gov/listener/ralistener.html for an example

Transmitting fraudulent messages is slightly more difficult but far from impossible. Directions for modifying inexpensive amateur radio transceivers can be found in hobby magazines and on the Internet and generally require no more than the simple snipping of a component lead to allow transmission on VHF and UHF aircraft frequencies. The fraudulent transmitter would require a fairly high level of power and a relatively large antenna to capture the target ground or aircraft receiver, but such equipment is widely available.

The primary threat agents would appear to be terrorists and hackers – there is little commercial motivation for attacking ATN messages. The consequences of successful attacks range from simple annoyance to disruption of flight schedules to possible loss of life.

To defeat ATN authentication mechanisms, an attacker would need to create a fraudulent message with a legitimate authentication field, and transmit this message to the target party – possibly at a high enough power level to capture the target receiver from a legitimate transmitter. To create a legitimate authentication field, the attacker would need to subvert the cryptographic mechanisms utilized, either by some form of social engineering to obtain keying information or by observing the traffic stream and being able to derive or predict legitimate authentication values. Generally, policies and procedures, backed by operational practices and auditing, are required to protect against social engineering attacks. Solid security system engineering and cryptographic analysis is required to provide robust end-to-end protection against on-line attacks.

1.4 requirements baseline

The commercial aviation environment in general, and the ATN in particular, dictate a number of constraints and key criteria for the selection of an authentication approach. Based on discussions held at the ATNP meeting in Honolulu and other material reviewed by the Entrust/Certicom project team, the following list contains the key security requirements defined for ATN data packets:

1. The maximum size of the field added to messages for the purposes of authentication is 64 bits.

2. The algorithm selected should support creation and verification of the authentication field in less than 100 milliseconds when implemented in hardware or software on a 80486 processor running at a 66 MHz clock rate.

3. Two way authentication (air to ground and ground to air) is desired but air to ground authentication is required.

4. Each message must support authentication independent of any other messages.

5. The algorithm selected should provide strong authentication and integrity services over a rekey period no shorter than 28 days.

6. The algorithm selected should have a useful life of at least 10 years when analyzed against the likely threat environment over that time period, with a goal of 20 years

7. The algorithm should be capable of being efficiently implemented both in software and hardware (reference 80486 66 MHz platform).

8. The algorithm should be available for global use without export, import or patent issues

2 authentication algorithm alternatives
To meet the ATN security goals of authenticating the sender of a message and assuring the integrity of the message, there are two broad classes of algorithms in use: public key-based and secret key-based. While each of these approaches is discussed briefly below, the limitation of a 64 bit verification field in the ATN effectively eliminates the use of public key based solutions.

2.1 public key based authentication/integrity services

In a public key-based approach, each party in the ATN would securely create a set of related keys: a public key and a private key. The public key of each party would need to be reliably known to all ATN parties. This is typically done using an X.500-based directory system, but can also be done using secure out of band publishing mechanisms. Each party needs to safely store its own private key – the compromise of a private key would allow an attacker to pretend to be the holder of the compromised private key.

To provide authentication and integrity services, public key-based systems typically use digital signatures. For each message, a one-way hash function is used to create a message digest that has the following properties:

· For a given message M, it is known and inexpensive to compute the hash h.

· If an attacker is given h, it is expensive to compute M.

· For a given message M, it is very expensive to find a second message M^ that has the identical hash as M

Once the hash value is computed, the sender’s private key is used to encrypt the hash value. To validate the message, the receiver uses the sender’s public key to decrypt the hash value, independently calculates the hash value of the received message and compares the decrypted received hash value with the calculated value. If the two match, the receiver knows that the presumed sender signed the message (assuming that the sender’s private key hasn’t been compromised) and that the message was not modified since creation of the digital signature.

The security of the hash algorithm is critical to the assurance provided by digital signatures. Several algorithms have been cryptographically validated and are in use:

· Message Digest 5 (MD5) – Developed by Ron Rivest of RSA fame, MD5 processes messages in 512 bit blocks and produces a 128 bit hash value. There have been a number of published attacks shown to produce MD5 collisions between selected messages. While MD5 is sufficiently secure for many tactical applications, we do not recommend it for use over the planned 20 year life cycle for the ATN.

· Secure Hash Algorithm 1 (SHA-1) – Developed by the National Security Agency and the National Institute of Standards and Technology, SHA-1 works on 512 bit blocks and produces a 160 bit hash value. SHA-1 is the basis for the federally approved Digital Signature Standard.

· RACE Integrity Primitives Evaluation Message Digest (RIPEMD) – RIPEMD was developed in Europe in the early 1990s as part of the Research and development in Advanced Communications technologies in Europe (RACE) project. There are two variants of RIPEMD, both of which operate on 512 bit blocks. RIPEMD-128 produces a 128 bit hash value, while RIPEMD-160 produces a 160 bit output. For equivalent hash sizes, RIPEMD processing is generally more complex and takes longer than SHA-1 or MD5.

2.2 Secret key based authentication/integrity services

Message Authentication Codes (MACs) consist of key dependent hash functions. The sender and receiver of a message need to share a secret key in order to allow the receiver to verify the identity of the sender and the integrity of the message. A common cryptographic method of creating a MAC is to use a block encrypting algorithm and to use the last encrypted block of a message as the hash or MAC. The receiver encrypts the message with the shared secret key and compares the received MAC with the calculated MAC. If the two match, the receiver can be assured that the message came from someone who knew the secret key and that the contents of the message were not changed after the sender calculated the MAC.

There are two common methods of using secret key based block encryption algorithms to produce MACs:

· Cipher Feedback Mode (CFB) – A block encryption algorithm such as DES is run in the cipher feedback mode, where enciphered text from each stage of the encryption process forms a portion of the input to the next stage. The last encrypted block is used as the MAC. This approach is used in the X9.9 and ISO 9797 standards.

· Cipher Block Chaining (CBC) – A block encryption algorithm such as DES can also be run in CBC mode, where each block of message text is XORed with the encrypted output of the previous stage. ANSI X9.9 and ISO 8730/8731 also support DES CBC-based MACs. CBC provides somewhat more robust detection of modifications than does CFB.

Another approach is the Hashed Message Authentication Code (HMAC). This approach uses one of the hash functions discussed above in concert with a secret message authentication key shared by the communicating parties. HMAC-MD5 produces a 128 bit output, while HMAC-SHA produces a 160 bit output. HMAC optionally allows truncation of the final output to 80 bits. HMAC-MD5 is the message authentication approach used in the IPSEC standards (RFC 1828). The HMAC standard proposed in RFC 1828 does allow for truncation of the output down to an arbitrary length. This could be applied to meet the 64 bit limitation in the ATN.
2.3 key distribution

In both the CBC MAC and HMAC approaches, the communicating parties (aircraft and ATN ground stations) will need to have shared secret keys. In a CBC MAC, the sender uses the secret key to encrypt the message and send the last encrypted block as the MAC. In HMAC, the output hash value is a function of both the message text and the shared secret key – the sender and the receiver need the same key to calculate the correct HMAC output.

In the primary scenario discussed (air to ground authentication) every ground station would need to know the secret key of every aircraft to validate messages from aircraft. If ground to air authentication is indeed required, every aircraft would need to know the secret key of every ground station. This could be handled by having a single secret key used by all aircraft and all ground stations, but the compromise of any individual unit would compromise the security of the entire ATN. Each aircraft could share a unique secret key with each ground station – in that case the compromise of a single secret key only affects the communication between one aircraft and one ground station. Given the large number of communicating ground stations, and the logistical difficulties of updating aircraft systems, this approach is impractical.

These keys need to be securely created and distributed to authorized ATN ground stations and aircraft. The shared secret keys could be distributed off-the-air by generating the keys securely at some ground station or central location and then distributed in a secure manner to all ground stations. This could be done through some existing secure communications method, such as encrypted emails or file transfers, or through manual methods such as courier services.

Delivering secret keys each month using the above methods may be too time consuming and error prone given the global aeronautical environment and wide range of aircraft that will be involved with the ATN. An alternative is to use public key based methods to transfer secret keys over the ATN communications links.

In a public key-based key exchange approach, each ATN entity would generate a set of related keys:

· A Public Key that is reliably known to all ATN entities.

· A Private Key that is known only to the individual ATN entity.

For an aircraft to exchange a secret key with a ground station, the aircraft would use its Private Key and the Ground Station’s Public Key to create a shared secret key to use in the creation of the CBC MAC or the HMAC. The Ground Station would use its Private Key and the aircraft’s Public Key to calculate the same value and verify the MAC.

There are two well validated public key cryptosystems that are commonly used for establishing shared secret keys in this manner:

· Diffie-Hellman is a public domain approach that works as described above. To avoid man-in-the-middle attacks, it requires the use of Diffie Hellman public key certificates or some separate authentication mechanism to establish trusted public keys.

·  Rivest Shamir Adleman (RSA) is the most widely used public key cryptosystem. Security Dynamics Inc. owns the patents for the RSA approach. However, those patents in September 2000 and the RSA approach will be available royalty-free prior to ATN deployment.

3 recommendations
The two Message Authentication Code functions discussed above both meet the authentication and integrity service requirements of the ATN. Each approach has both plusses and minuses:

· Secret Key Block Encryption-based MAC: Using a DES CBC-based MAC is the most conservative approach. This method has been studied extensively and has been extensively validated. However, DES was designed to be computationally expensive in software and export issues will need to be addressed if a security-enhanced approach such as 3DES is to be used.
If ATN deployment is to occur within the next 18 months, we recommend the use of DES as the block encryption algorithm If DES is used, the MAC should be strengthened with the extra decryption and encryption of the last block that allow a doubled key length. The approach used in the X9.19 standard is to use 3-DES on the last block.

The National Institute of Standards and Technology has begun the process of selecting the successor to the DES algorithm as the Advanced Encryption Standard (AES). When the selection of the algorithm for AES is complete (likely not until 2001), this cipher will be the natural choice.

· HMAC: The IPSec standards have been agreed upon over the past few years and are becoming widely used. IPSec uses HMAC for authentication and integrity services for packet data, and while it has not been studied as extensively as DES CBC MAC, the Entrust/Certicom team believes the strength of this approach is appropriate for use in the ATN. The performance of HMAC will be better in software, and there will be no export control issues, as the HMAC approach doesn’t perform any encryption. 

If HMAC is used, we recommend the use of HMAC SHA-1 with the output hash value truncated to 64 bits.

While the two approaches will both work, the Entrust/Certicom team recommends that ATN use the HMAC SHA-1 approach, since it will likely prove to be beneficial to use an approach that is nearly compliant with the IPSec standards. 

The secret key for the HMAC should be a session key, shared only by the two parties to the link and lasting only for the duration of the link. The session key should be established by the public-key system described below.

If symmetric-key encryption is added, to provide secrecy in addition to authentication, the secret key for encryption must be distinct from the HMAC key.

In the consensus of the group, the "Intermediate System Hello" (ISH) PDU could be used to pass a public-key quantity for establishing the MAC session key, as ISH has a variable-length field that can hold enough data. When the ground sends an ISH to an aircraft, it says, in effect, "If you are who you purport to be, you can derive a MAC session key from this public-key quantity. Use that key to MAC all messages that you send me." The session key specified by the ground must be generated in a cryptographically secure fashion. When the ground subsequently receives messages from the aircraft, their correct MACs prove their origin.

This protocol is symmetric, in the sense that either party can specify in an ISH that authenticating MACs are required from the other party. For the aircraft to issue an ISH demanding authentication, the aircraft must have the ground's public key, so some prior message from the ground must have included a public key signed by some authority.

Any of the following public-key cryptosystems would be suitable for this application. Re-keying would not be necessary more than once per year.

· RSA with a 2048-bit modulus. The RSA patent expires September 20, 2000. Until then, any implementation using RSA would need to have a license from Security Dynamics Inc.

· Diffie-Hellman key exchange with a 2048-bit modulus. The Diffie-Hellman patent has expired, and therefore no licensing would be required for this technique.

· Elliptic-curve Diffie-Hellman with a 239-bit modulus. The main attractions of elliptic-curve cryptography are the short element size (key-exchange quantities would be 240 bits long) and computations an order of magnitude faster than the other techniques mentioned. 

In any of these approaches, the keys used for key exchange should not also be used as keys for creating the MACs.

Diffie-Hellman key exchange reference implementations are widely available, but require the use of Diffie-Hellman certificates or a separately authenticated exchange. The RSA approach is the most commonly used technique and will be available in 2001 without requiring licensing from Security Dynamics Inc. Using RSA will allow ATN to make use of a wide range of commercially available software and development toolkits.

The use of these cryptographic approaches for creating MACs can raise some export control issues in the US. The actual implementation will need to be verified to assure that no capabilities are provided for general purpose encryption, and that the components of the system are tightly integrated and can only be used for authentication. Developers toolkits and software libraries for development and test may still need to be controlled.

Disclaimers: (1) Certicom Corporation, which participated in the preparation of this report, is a major proponent of elliptic-curve cryptosystems, and has many patents, both issued and pending, in this area; (2) Introduced in 1986, elliptic-curve cryptography may be perceived as less mature than the late-1970s techniques of RSA and Diffie-Hellman, despite its recent appearance in a variety of products. 

4 summary
The Entrust/Certicom team recommends the use of a secret key-based Hashed Message Authentication Code, using the RSA key exchange to establish the shared secret session key. This will meet the requirements for authentication and integrity control of ATN messages.

However, the choice of algorithms for integrity services at the message level is only one element of an end-to-end security analysis. It is also important that cryptographic experts be involved in the "validation" of the data-security aspects of the system, since validation of a cryptographic system is quite different from other engineering undertakings. We recommend that all of the security controls proposed for the various levels of the communications processes be reviewed in concert with operational plans for key management. If the authentication and integrity mechanisms used at higher levels in the protocols are insufficiently secure, the investment in ATN messaging security services will be wasted.
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