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Introduction

In the last ATNP Working Group 1, Sub-Group 2 meeting at Hawaii, the NASA project team and AlliedSignal have taken an action item to recommend an algorithm for implementing security for the ATN.  This paper is prepared in response to that action item.  It proposes two algorithms, one for asymmetric and another for symmetric key usage.  The paper also describes the system architecture and the rules for exchanging session keys based on the discussions from the Hawaii meeting.

1.0 System Architecture Definition

The top-level architecture of the secure aeronautical communication system is shown in the following diagram.
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Figure 1: End-to-end System Architecture Showing Major Components and ATN Protocols for Secure Exchange 

The aircraft router (Communications Management Unit – CMU) is connected to the air/ground Boundary Intermediate System (BIS) router via air/ground subnetworks.  Various ATN compliant  subnetworks are being developed in the aviation community.  These include the SATCOM, VHF, HF, Mode-S, and IRIDIUM.  The air/ground routers propagate aircraft availability information to ground end-systems via ground BIS routers that are connected via various ground subnetworks.  The predominant ground subnetwork for ATN is the VDL M2 X.25 packet switching network although other technologies such as local area networks are also supported.  ATN security protocols are not implemented at the subnetwork level.  Subnetwork access can be controlled by existing mechanisms such as X.25 Closed User Groups, Network User ID, Dial-back, etc.  As such, details of these subnetworks are not shown in the figure.

The first level of ATN security is invoked at the Network routing protocol level because a focused attack at the routing level may make the ATN ineffective.  The IDRP sublayer shall exchange an OPEN PDU session with strong authentication followed by all the subsequent PDU’s.

 Breakdown of the ATN routing protocols will cause denial of service to the aircraft. 
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Figure 2:  ATN Protocol Architecture Supporting Security
Security( Strong Authentication) is also implemented at the application level using the ATN Context Management Application (CMA).  

The CMA exchange is performed to establish an association via the AARQ’s between the airborne end-system (such as the Flight Management System – FMS)  and the ground end-system (such as the Data Link Applications Processor – DLAP).

After CM authentication, CM’s will forward the peer applications addresses, public key, algorithm version or default algorithm, session key and other parameters.

Ground or airborne applications are now ready for their own authentication exchange.

2.0 Protocol Architecture

The ATN protocol architecture is shown in Figure-2.  Several applications use the same secure dialogue service end-to-end that was established by the CMA.

Two protocols are used at the network level to initiate routing exchange. These protocols are ES-IS and the IDRP.  The routers notify each other of their existence using the ES-IS “Hello” Protocol Data Unit (ISH PDU). 

Figure 3 shows the ES-IS “Hello” and the Options field where a security parameter can be utilized. 
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Figure 3: Format of ES-IS Hello PDU Showing Parameter Encoding for Secure Communications

The ISH PDU supports the capability to request specific security provisions and requests the peer entity to initiate secure routing exchange.  If both peer routers support security, then the ground IDRP will initiate a connection via an “OPEN-PDU”. 

See Figure 4 for the OPEN-PDU structure, especially the Validation Pattern field and the Authentication Data field. The Validation Pattern field is limited to 16 octets, but the Authentication Data field can be used up to 900 octets. For the OPEN_PDU’s session the 

Authentication Data field will be used to carry the authentication parameters. All other subsequent PDU’s will use the Validation Pattern field.
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Figure 4:  Format of the IDRP Open PDU Showing authentication Data fields size

The ground IDRP will generate a session key from a random generator, and retrieve the Aircraft’s Certificate from a CA process. 

The IDRP process will encrypt the symmetric key via the default asymmetric algorithm (Eliptic Curve) using the aircraft’s public key. The encrypted symmetric key can be placed in the “Authentication Data” field of the OPEN-PDU and sent it to the aircraft. 

The “Authentication Code” and “Authentication Data” fields are only present in the IDRP “OPEN-PDU”.  The size of the data field is variable, but considering unsegmented packet transmission and default packet size of 1024 octets, the encrypted session key can be as large as 900 octets. Although the protocol will accommodate such a large packet, it is undesirable to send such encrypted PDU due to increased RF overhead.

The desired session key size has been set to 128 bits and the Public keys are set to 1024 bits. The modulus output will be a product of 128 bits long.

See Figure 5 for the IDRP infrastructure and session key distribution.

.
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Figure 5: MSC for Secure Dialogue Establisment
The fixed header of the subsequent BIS PDU’s contains a “validation pattern” field that can be used to carry the Message Authentication Code (MAC) (see Figure 4).  

The “validation pattern” field is limited to 16 octets, which is sufficient to carry a MAC.

All subsequent BIS PDU’s will use a symmetric algorithm. At this point Certicom team and the AlliedSignal technical staff has recommended the use of the SHA-1 algorithm. The output of the MAC can be truncated to an arbitrary length, which is very desirable for the use in the Upper Layers and the limited space in the “ Validation Data“ field. 

See further detail sections for the encryption techniques. See also figure 11.

3.0 System Interfaces

The lower layer interfaces of the airborne systems would typically be ARINC 429 between the end-systems and the CMU.  The CMU accesses various air/ground subnetworks via satellite, VHF, HF, or Mode-S data units.  

The standard ATN subnetwork protocol is ISO 8208 (ITU-T X.25).  The ISO 8208 protocol has been customized by ICAO in the VDL M2 SARPS for the aeronautical environment to address mobility.  The ground subnetworks could be ISO 8208 or other Local Area Network (LAN) standards such as Ethernet, token Ring, FDDI, etc. 

The ATN uses ISO 8473 protocol at the network layer for end-to-end data transfer.  In addition, the connection-oriented transport protocol (ISO 8073 Transport Protocol Class-4) for data integrity.  The session, presentation and application layer protocols are also used for ATN to create and maintain a dialogue service between the peer application entities.  See Figure 5.

The application processes invoke secure dialogue services for security.  

A special application process called Context Management Application (CMA) is used to convey its capabilities to the peer application.  The CMA exchange begins with a “Log-on_Req/Resp” interchange that can be used to establish a dialogue session and transfer a session key. See Figure 6.
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Figure 6: Session Key Exchange Using IDRP Open PDU’s

Aircraft CMA’s could have a priori knowledge of the ground CMA’s Public key; address etc.

According to ARINC 638A, aircraft CMA’s accesses the information via aircrew input; avionics; database; or look-up tables. Aircraft CMA’s could access the information via a Smart Centralized CM. This architecture is proposed so the overhead in the Data Link can be minimized.

A centralized CM knowing the center which the aircraft needs to contact, can inform the ground ATC’s of the aircraft’s application addresses; public keys; version no’s etc. 

Once an ATC is notified by a Central CM, the CPDLC or ADS or FIS can now start a secured dialogue service with the aircraft. See Figure 7.
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Figure 7: Session Key Exchange Using IDRP Open PDU’s

The “Logon_req/resp” can include authentication for both CMA’s. 

At this point we recommend that the same asymmetric and symmetric algorithms be used for authentication and secure dialogue exchange between the CMA’s and the other applications. 

Once both CMA’s have authenticated each other, the session key can be made available to the other applications as well. Both CMA’s have also exchanged other information of the peer applications (e.g. addresses; public keys; version No’s etc.). 

At this point we also proposing that the other applications may use the same session key for establishing dialogs with the aircraft, if a secured dialog is preferred utilizing the same asymmetric and symmetric algorithms. 

The session key can be encrypted via a symmetric algorithm and sent to the ground peer CMA. Due to the limited space of 64 bits the Certicom team and the AlliedSignal staff recommends the use of “ SHA-1 ” symmetric algorithm. 

Although at this point no clear direction is decided by the ICAO committee for the Upper Layers authentication and secure dialogue exchange.

The following Table 1 is a list of the benefits for the SHA-1 symmetric algorithm. This information is generated with the help of the Certicom team and from public information.
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Table 1 Benefits of SHA-1

4.0 Operational Scenario for IDRP OPEN PDU authentication

Figure 5 shows the message sequence chart (MSC) for key exchange during routing initialization, the TP4 connection and the CMA “logon_req/resp”.  It should be noted that there are several underlying protocol data that is transferred to support the exchange but they are omitted from this MSC for simplicity. 

The aircraft CMU initiates the routing process by sending an ISH PDU to the air/ground router during subnetwork connection(VC) establishment.  The ISH PDU informs whether the aircraft is capable of supporting secure data transfer.  

Air/Grd Router Authentication.

If both peers support security, the air/ground router identifies the aircraft by its ICAO address and retrieves the aircraft’s Certificate from a Certification Authority (CA).  

CA’s can retrieve aircraft’s certificate from a X.500 directory via strong authentication, or maintain a replicated copy of the X.500 in their database.

Then the air/ground router generates a session key from a random generator. See Figure 6

The session key will be encrypted via an asymmetric algorithm and the Aircraft’s public key.

Two asymmetric algorithms are chosen:

a) RSA PKCS # 1with public keys of 516/1024 or 2048 bit length

b) Elliptic-Curve with public keys of 164 or 239 bit length

The benefits of those algorithms are given in Table 1. Both algorithms will generate various encrypted lengths. It is up to the ICAO committee to decide which of those two algorithms is to be selected. 

The encrypted session key is included in the “authentication data” field of the IDRP “OPEN-PDU” and sent to the aircraft.  See figure 8. 

Decryption of the Session key in the Aircraft

When the aircraft receives the “OPEN-PDU” it decrypts the session key using its own private key via the decryption algorithm (RSA or Ell.–Curve) and stores the session key for subsequent use (see Figure-9).  

Aircraft’s authentication response via an OPEN-PDU

The aircraft responds with its “OPEN-PDU” and generates an “HMAC” using the session key via the SHA-1 symmetric algorithm.  The “HMAC” can be included in the “authentication data” field of the “OPEN-PDU”  (see Figure-10) and sent to the ground peer. 

Air/Grd Router authenticates the Aircraft via the OPEN-PDU

The air/ground router validates the “OPEN- PDU” that received from the aircraft as follows: 

a). Extracts the “HMAC“ from the Authentication Data field

b) Sets the Auth. Data field octets to zero.

c) Generates its own “HMAC” via the SHA-1 symmetric algorithm & Session key.

If the generated “HMAC” matches the “HMAC” contained in the “OPEN-PDU” sent by the aircraft, then the PDU and the aircraft is authenticated (see Figure 11).  Otherwise the receiving IDRP will discard the “OPEN-PDU” and terminate the session.
5.0 Operational Scenario for IDRP Subsequent PDUs authentication

All subsequent BIS IDRP exchanges use the SHA-1 symmetric algorithm & session key for creating the “HMAC” (see Figure 12). The hash product can fit it in the “validation pattern” field.  

This “HMAC” product can be truncated to an arbitrary length starting from 64 bits up to 160 bits. We propose to use the 128 bit “hash” since it will fit into the Validation Pattern field of any Subsequent PDU’s. The BIS PDU will be forward to the peer  IDRP.

The peer IDRP router validates the “BIS- PDU” that received as follows: 

a) Extracts the “HMAC“ from the Validation Pattern field

b) Sets the Auth. Data field octets to zero.

c) Generates its own “HMAC” via the SHA-1 symmetric algorithm & Session key.

If the generated “HMAC” matches the “HMAC” contained in the “BIS-PDU” sent by the peer IDRP, then the PDU and the peer entity is authenticated (see Figure 13).  Otherwise the receiving peer IDRP will discard the “BIS-PDU” and terminate the session.

6.0 Recommendations

The Certicom  team recommended the RSA PKCS # 1 or the Elliptic-Curve Diffe-Hellman asymmetric algorithms for encrypting the session key via a public key. 
Both algorithms have strong authentication capabilities and have been used by the industry for ten to twenty years.  Patents protect both algorithms but it would be possible to circumvent the patent issue if implemented independently after the year 2000. RSA algorithm is simpler to implement but requires that significantly larger encrypted data be exchanged over the bandwidth-limited RF channels.  

See the following Table 2 for detailed comparison of the two algorithms.

Also the Certicom team recommended the use of the symmetric algorithm SHA-1 for its strong hash and the ability to truncate the output to 64/80/128 or 160 bits.

Therefore SHA-1 will be suitable for the Upper layers limited space of 64 bits and the IDRP level of the BIS-PDU’s. 






Table 2
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Figure 8: Session Key Encoding in IDRP Open PDU
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Figure 9: Decoding of Session Key by Aircraft
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Figure 10: Generation of IDRP Open PDU by Aircraft to the ground peer
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Figure 11: Authentication of Aircraft by Ait/Ground Router
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Figure 12: Authentication and Exchange of Subsequent IDRP PDUs


Figure 13: Authentication Exchange and Validation of Subsequent IDRP PDUs
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SUMMARY





In response to the action item from the last ATNP WG-1/SG-2 meeting at Hawaii, this working paper proposes a secure communications systems architecture and specific algorithms for use at the ATN network level.  The proposed algorithms can be extended easily for application security.
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