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SUMMARY

The attached communication provides the subgroup with input from WG3SG1 SME relative to the application of a combined asymmetric/symmetric security to AMHS.

Unfortunately I will not be able to participate in your 12th ATNP WG1 SG2 meeting this week. Please accept my apologies for this.

As far as AMHS security is concerned, I have looked again at the MHS base standards in relation with the recent evolution (Honolulu) of the ATN Security Strategy (the "symmetric vs. asymmetric" discussion). I offer this to you as an input to your forthcoming meeting.

As you know, we are intending to use the MHS ISO ISP optional Functional Group providing the security-class S0, i.e. supporting: - message origin authentication (end to end), - content integrity.

This is by means of the content-integrity-check and message-token MHS parameters, as specified in ISO/IEC 10021-4 (or X.411).

The content-integrity-check can be computed using an asymmetric-encryption-algorithm, thereby ensuring content integrity and message origin authentication.

The content-integrity-check can also be computed using a symmetric-encryption-algorithm. In such a case, the content-integrity-key may be conveyed in the encrypted data of the message token (alternatively it can be distributed by ad-hoc means).

The use of the message-token implies that the token uses an asymmetric-encryption-algorithm, and is computed by the originator using the recipient's public key (alternatively the token can use a symmetric-encryption-algorithm, and be computed by the originator using a symmetric key; however this leads back to the initial case above where the distribution of symmetric keys has to be made previously and outside of the MHS).

This shows that an asymmetric-encryption-algorithm is generally useful for MHS security, at least to allow for the protection of symmetric keys within asymmetric tokens. Otherwise a "secret key infrastructure" has to be defined, allowing for the distribution of secret keys on a pair/group-of-users basis, which is likely to be very complex since X.509 cannot help for this purpose.

In summary:

1. the AMHS can operate S0 using a symmetric encryption algorithm, provided that an asymmetric algorithm is also offered for initial symmetric key distribution;

2. symmetric encryption does not appear to bring much benefit in the AMHS in the context of the current strategy, except if there are requirements for message content confidentiality. This has not been expressed until now;

3. use of X.509 is strongly recommended for distribution of the public keys associated with the (initial) asymmetric algorithm; 4. my preference would therefore be to use only an asymmetric algorithm as far as AMHS security is concerned. However we may adopt another approach provided that items 1 and 3 above are met.

Many thanks in advance to take these views into account during the meeting, when discussing the algorithm selection.

I wish you a fruitful meeting in Annapolis.

Best regards

Jean-Marc
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