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SUMMARY

The attached paper constitutes the report of the eleventh meeting of WG1SG2. The subgroup is invited to review and approve the report.
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Agenda Item 1 Organizational Matters

Working Group 1 Sub-Group 2 (Security) of the ATN Panel held their eleventh meeting in Honolulu hosted by USA FAA.

1.1 Introduction of members. The attendance list is Attachment 2.

1.2 Review of Agenda.

Changes from the proposed agenda to Working Session 

Added Validation Planning as 3.1.

Added Updates to Annex 17 and Doc. 8973 after Algorithm Studies

Moved Review New Material for Core, SV-1 and SV-VIII after Directory Services Support. Both are time allowing.

The modified agenda is Attachment 1.

1.3 The working paper list is Attachment 3.

1.4 Reviewed M10 report. No changes proposed. Accepted.

Agenda Item 2 Review of  Status

Deliverable and Action Status

2.1 The ACTION list as reported in w1s2m10min was reviewed and updated as follows.

2.1.1 Item 20. P. Bourdier and D. Stewart produced three papers on Doc. 8973 and Annex 17 updates and a proposed organization structure for the ATN security program.

2.1.2 Item 25. Masoud delivered the completed CAMAL to Steve Van Trees. Copies are available from him.

2.1.3 Item 28. Latest copy was made available on the server in HNL and will be placed on the CENA server.

2.1.4 Item 29. Validation Plan added. M. Bigelow will extract the plan used for the initial SARPs work, adapt to the Security updates as needed and distribute to the group for updates based on planned validation activities.

2.2 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Activity Status

2.3 The ACTIVITIES list, produced at the Rio meeting for use in coordination of other Working Group activities related to incorporation of Security, was reviewed and updated.

2.3.2 Item 4. T. McParland submitted WP 493 to WG2 draft SARPs for SV-V

2.3.3 Item 7. K. Nguyen has taken on this item and will submit by May 1999.

2.3.4 Item 8. Work in progress. SMEs have recommended a hybrid system so this investigation has expanded to selection of algorithms for both asymmetric and symmetric

2.4 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Issues Status

2.5 The ISSUES list was reviewed and updated.

2.5.1 Issue 11 – K. Nguyen produced paper (WP1109)for consideration by the SG on whether or not a requirement exists.

2.5.2 Issue 13 – Added. Action on authentication failure. Current status is flimsy submitted to ADSP to solict input on operational requirements.

2.6 The resulting list is in Attachment 4 and is available on the CENA server in the STATUS file.

Agenda Item 3 Working Session

3.1 Validation Planning.

3.1.1 Presentation by D. Johnson Allied Signal – Information Integrity for Aviation Safety Project.

Presentation is WP1122

Discussion related to threat assessment between P. Bourdier and D. Johnson/A. Roy.

K. Nguyen asks about encryption

K. Driscoll brings up protocol requirements

3.1.2 IP1119 – FAA Technical Center Information Security and ATN Activities.

1.1.1.1 V. Patel paper describes activities in progress at and capabilities of the FAA Technical Center related to Information Security.

In follow up discussion R. Jones – describes contract with ONS for validation of SM and not quite worked out boundary of SM and SEC. Also indicates that MITRE had an ATN lab some support for security involving enhance to lab. Not sure of coordination of cooperative activities but points out CENA reported developing a plan to validate security. A. Roy questions planning for simulation. T. McParland reports not part of work plan. R. Jones reports no funded continued work 

ACTION M. Bigelow to produce strawman of Validation Plan, distribute and request input on specific areas.

3.2 Algorithm Studies

3.2.1 WP1109 – Authentication Requirements for IDRP Uplink PDUs

Considerable discussion focused on validity of requirement. Propose consideration in light of later threat assessment. Pointed out that we are working to threat assessment in Standing Document from WG1.

Agreed that downlink is hard requirement. Agreed that authentication on uplink would be made a conditional recommendation based on availability of a technical solution.

3.2.2 WP1114 – Mutual Authentication Service for IDRP Air-Ground Connections

Introduces both papers (14 & 15) then focuses on 14.

K. Nguyen agrees with basic approach suggests sizing of certificate T. McParland agrees. R. Jones notes that case of AG router signaling the AB router to send certificate was not viewed as nominal case. No problem with consideration as option.

3.2.3 K. Driscoll presentation on Symmetric vs. Asymmetric

(Included as Attachment 5)

Discussion gets into detail. Then taken back to focus on issue of is there or is there not an algorithm. Response from PP and SL is there is not. P. Pearson will generate flimsy on decision of the group. T. McParland will start a flimsy on hybrid system. 

Flimsy 1 (Attachment 6) indicates no known algorithm then proposes hybrid.

Updates to flimsy agreed this will be used to communicate the decision of the group to the other working groups relative to the framework of the group then moved to discussion relative to constraints and criteria for selection of algorithms. Now must select two. Peter gives an overview of key agreement and symmetric utilization. Move on to WP from T. McParland and considerable discussion around it. General agreement remains that the approach is appropriate but details to be developed within the study group. Then to Flimsy 2 (Attachment 7) as providing details to the WG on considered approach. 

Need ACTION to WG3 to ensure that the mechanisms exist to exchange the symmetric keys. M. Bigelow will handle the coordination via flimsy to WG3. T. McParland will coordinate with WG2.

3.2.4 Group commented on and developed an updated set of Criteria, Constraints and other useful facts. John Wang noted changes and will distribute an update. (Attachment 8)

3.3 WP1116, WP1117, WP1118 Updates to Annex 17 and Doc. 8973 Presentation by P Bourdier

3.3.1 WP1117 Title.

1.1.1.2 Recommendations

1) Go ahead with this approach.

2) Work program item for beyond ATNP/4. ACTION –  Does this need to be covered with MP?

3) SG2 to review and comment directly to Patrick copy the list.

4) Covered in previous discussion.

3.4 WP1111 – Draft ATN Certificate Architecture.

3.4.1 R. Jones suggests that T. McParland is the new editor for SV-VIII and that he will work with D. Stewart to put the material into appropriate SARPs material.

3.5 WP1120 – Secured ATN Dialogue Service

And

1.2 WP1121 Upper Layers Security. (SV-4.8 First Draft)

Papers produced by G. Mittaux-Biron as WG3SG3 action to develop SV-IV SARPs and Guidance Material. SG2 is to review the paper and submit comments. M. Bigelow already has action to convey the new hybrid authentication approach to WG3. Will coordinate with SVT and GMB on consequences of this.

3.6 Time allowed activites.

3.6.1 Directory Services Coordination Work Plan.

No additional work. M. Bigelow. will discuss with I. Valentine

3.6.2 GM converted to WP will be placed on the CENA server.

Schedule of meetings

Meeting 12 – Annapolis, Maryland, USA. March 8 –10, 1999 followed by validation planning meeting March 11 – 12, 1999.

Meeting 13 – Naples, Italy. May 26 – 28, 1999

Meeting 14 – (tentative) July 13 – 15, 1999 Location: FAA Technical Center or Annapolis.

Meeting 14.5 (possible August 30 to be confirmed Meeting 13 in May).

Meeting 15 Spain, October 6-8, 1999

Agenda Item 6 Other Business

No other business was proposed and the subgroup adjourned.

W1S2W1101
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Agenda

ATNP Working Group 1 Sub-Group 2 - Security

Eleventh Meeting – January 27-29, 1999

Honolulu, Hawaii, USA

1. Organizational Matters

1.1. Review of Agenda

1.2. List of Attendees

1.3. Working Papers

1.4. Review of Draft Meeting Report

2. Review of Status – Deliverable, Activities, Issues

3. Working Session

3.1. Validation Planning 

3.2. Algorithm Studies

3.3. Annex 17 Doc 8973 Updates

3.4. Review New Material for Core, SV-1, SV-8 including WG1/WG2/WG3 comments on it (time allowing)

3.5. Directory Service Support (time allowing)

3.6. Review comments on Version 1.0 of Guidance Material (time allowing)

4. Meeting Schedule

5. Other Business
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Bigelow, Michael P
ARINC Fellow
MS4-213, 2551 Riva Road

Annapolis, MD 21401 USA
(410) 266-4378

(410) 266-2820
mpb@arinc.com


Bourdier, Patrick
International Federation of Airline Pilots (IFALPA)
Interpilot House, Gogmore Lane

Chertsey, Surrey

KT16 9AP

England
44 1932 570920

33 3444 579411
patrick_bourdier@compuserve.com


Castro, Luiz
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Aeroporto Santos Dumont

4 ANDAR- Rio de Janeiro

Brazil
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SDO@novanet.com.br
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Honeywell
Honeywell Technology Center MN65-2200

3660 Technology Drive

Minneapolis, MN 55418 USA
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driscoll@htc.honeywell.com


Hatakenaka, Masami
NEC Corporation
29-23 Shiba 5, Minato-ku

Tokoyo 108 - 8420

Japan
81-3-3456-7742

81-3-3456-7747
hatakenaka@atc.mt.nec.co.jp


Hennig, Paul
IATA/United Airlines
WHQKA 1200 Algonquin RD Elk Grove, IL 60007 USA
847-700-4312
paulhennig@aol.com
or

Paul.Hennig@ual.com


Johnson, David
Allied Signal
9140 Old Annapolis Rd.

Columbia, MD. 21045
1 410 964 4157
David.Johnson@alliedsignal.com


Jones, Ron
FAA

Data Link Product Team

ASD-140
800 Independence Ave SW 

Washington DC 20591

USA
??
ronnie.jones@faa.gov


Langford, Susan
Certicon
298 South Sunnyvale Ave, Suite 211

Sunnyvale, CA 94086-6245
1 408 774 6209
Susan.Langford@uptronics.com


Lenz, Jim
FAA

ATNP Panel Nominee

ATNSI/ACI Program Mgr
800 Independence Ave SW

Washington, DC 20591
1 202 267 8468

1 202 493 5022
Jim.Lenz@faa.gov


Ma, Paul
NASA Ames Research Center
MS: 233-10

NASA Ames

Moffett Field, CA 94035-1000 USA
1 650 604 3586

1 650 604 6999
Pma@mail.arc.nasa.gov


McParland, Tom
BCI/FAA
William J. Hughes FAA Technical Center

ACT-350

Atlantic City Airport

Atlantic City, NJ 08405
1 609 485 5929

1 609 485 5630
Mcparlat@admin.tc.faa.gov


Nguyen, Ketan 
Honeywell
Honeywell, Air Transport System

2111 N. 19th Ave.

Phoenix, AZ 85027
602-436-2496

602-436-2496
Ketan.Nguyen@CAS.honeywell.com


Patel, Vidyut
FAA

FAA Technical Center

ATN & INFOSEC Technical Lead
William J. Hughes FAA Technical Center

ACT-350

Atlantic City Airport

Atlantic City, NJ 08405
1 609 485 5046

1 609 485 5630
Vidyut.Patel@faa.gov


Paydar, Masoud
ICAO
999 University St

Montreal PQ

Canada H3C 5H7
514-954-8210

514-954-6759



Pearson, Peter
Cryptologist/Certicom
298 South Sunnyvale Ave, Suite 211

Sunnyvale, CA 94086-6245
1 408 774 6208

1 408 774 6201
Ppearson@certicom.com


Ramsey,  Bernard
FAA

ATN/CPDLC Security Manager

Security Outcome Lead for AND
800 Independence Ave SW

Washington, DC 20591
1 202 267 8779
Bernard.Ramsey@faa.gov


Roy, Aloke
SAR Tech, Inc
401 Bostwick Lane
1 301 527 9004
Aloke.Roy@gte.net


Stewart, Dennis
ONS.
5 Rutledge Ct.

Sterling, VA 20165 USA
1-703-975-6690
Dennis.Stewart@DKCS.com


Vacher, Jean-Marc
STNA/ON-X
57, boulevard de l’Embouchure

31200 TOULOUSE, FRANCE
33-5-62-14-54-74

33-5-62-14-54-01
VACHER_Jean-Marc@stna.dgac.fr


Wang, John
NASA Ames Research Center
MS: 233-10

NASA Ames

Moffett Field, CA 94035-1000 USA
1 650 604 5525

1 650 604 6999
Jwang@mail.arc.nasa.gov


Zhou, Jeff
Allied Signal
9140 Old Annapolis Rd.

Columbia, MD. 21045
1 410 964 4086
Jeff.Zhou@alliedsignal.com
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No
Agenda Item
Presenter
Title

WP1101
1.1
M. Bigelow
Agenda

WP1102
1.4
M. Bigelow
Draft Report WG1SG2 Meeting 10

WP1103
1.3
M. Bigelow
Working Paper List

WP1104
2
M. Bigelow
Status Files

WP1105
3.1
R. Jones
ATN Security Provisions Core ATN SARPs Version 2.2 Draft Text

WP1106
3.1
R. Jones
ATN Security Provisions Doc. 9705, Sub-Volume VIII - Version 0.2 Draft Text

WP1107
3.1
R. Jones
ATN Security Provisions Doc. 9705, Sub-Volume I - Version 4.2 Draft Text

WP1108
3.4
I. Valentine
EUROCONTROL comments on Version 1.0 Draft ATN Security Guidance Material (Note: this is material distributed as W1S2W1009 in Phoenix)

WP1109
2
K. Nguyen
Authentication Requirements for IDRP Uplink PDUs

WP1110
2
K. Nguyen
An Approach to Implementing IDRP Authentication

WP1111
3.3
D. Stewart
Draft ATN Certificate Architecture

WP1112
4
M. Bigelow
Schedule of Meetings

WP1113
3.3
I. Valentine
EUROCONTROL proposed Security Considerations for ATN Directory Services(Note: this is material distributed as W1S2W1008 in Phoenix)

WP1114
2
T. McParland
Mutual Authentication Service for IDRP Air-Ground Connections

WP1115
2
T. McParland
Symmetric Mechanism for Authentication in IDRP

WP1116


2
P. Bourdier
Draft Recommendation for changes to ICAO Annex 17 for the provision of high level ATN Security Requirements

WP1117


2
P. Bourdier

D. Stewart
Proposed Organization Structure for the ATN Security Programme

WP1118
2
P. Bourdier

D. Stewart
Draft Guidance Material for a National ATN Security Program

IP1119

V. Patel
FAA Technical Center Information Security and ATN Activities

WP1120

G. Mittaux-Biron
Secured ATN Dialogue Service.

WP1121

G. Mittaux-Biron
Upper Layers Security. (SV-4.8 First Draft)

IP1122
3.1
D. Johnson
Information Integrity for Aviation Safety Project

WG1SG2 Deliverable and Action List



#

Description
Assigned To
Due Date
Status

1

Draft Core SARPs
R. Jones

Complete

2

SV1 SARPs updates and additions for Certificate Authorities
M. Bigelow

Open

3

Draft Certification Practices Statement
M. Bigelow

Open

4

Questions and Issues for WG2 and WG3 (Flimsies 2-3 and 2-4)


Complete

5

Produce Concept of Operations
M. Bigelow
June 1998 (0.1)
Outline accepted. Additional work to be tracked under 19, 17, and 18

6

Annex 17 and Doc. 8973 recommendations
P. Bourdier & 

D Stewart

Tabled to follow AI 9

Work in progress under 20

7

Digital Signature Managed Object fault attempts and failure


Expanded to A and B below


A
Addition of high level requirements to SARPs
R. Jones
September 1998
Included - Closed


B
Addition of high level requirements to guidance
M. Bigelow
September 1998


8

Recommendations to RTCA 189/EUROCAE 53 on security in the initial ATN implementation
P. Hennig
June 1998
Deleted as not applicable.

9

Draft ATN Security Policy
P. Bourdier



10

Track SV work
M. Bigelow
Ongoing
Being tracked through ACTIVITIES file

11

Overall work plan of the subgroup
M. Bigelow
Oct. 1997
Complete

12

Version 0.1 draft ATN system level security SARPs for Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis to proceed with the development of the associated detailed SARPs
SG2
WG1 Oct. 1997
Complete – accepted as Version 1.0

13

Version 0.1 draft GM
SG2
WG1 Oct. 1997
Complete – remained 0.1

14

Version 1.x draft ATN security SARPs for Core and SV1 
SG2
WG1 Feb. 1998
Complete – Proposed as Version 1.2 in March meeting

15

Version 2.0 Proposed ATN security SARPs text for Core & SV1 
WG1
March 1998
Complete – Version 1.2 accepted and increments to 2.0

16

Version 2.x Proposed ATN security SARPs text for Core & SV1 
SG2
WG1 June 1998
Complete – Version 2.1 submitted and accepted. 

17

Version 0.y draft GM
SG2
WG1 June 1998
Complete – Proposed and accepted.

18

Version 1.x Proposed ATN security GM

WG1 Sep. 1998
Complete – Proposed and accepted.

19

Concept of Operations

WG1 March 1998
Complete – Now part of the overall Guidance Material and will be tracked with it

20

Updates to Annex 17 and Doc 8973
P. Bourdier
WG1 June 1999
Working – Annex 17 updates proposed Doc. 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security. Papers submitted to M11 Preliminary updates to 8973, additional work on Annex 17 and first cut at organizational structure.

21

Copies of Doc 8973 to SG
M. Bigelow
March 31
Complete – Not distributed due to limitations in the document. Made available for review at each meeting. Separate copies available on request.

22

Copies of responses to state letter on cryptography import/export limitations
M. Bigelow
March 31
Complete – Distributed at BOD as WP911.

23

Work with AEEC on definition of how the initial installation and subsequent update of certificates (actually the private key) into the avionics will be done.
P Hennig

M. Bigelow
January 18, 1999


24

Develop flimsy on need (or not) to conduct risk/threat analysis on individual application basis.
M. Bigelow
June 21
Submitted to WG3 as WP13-14.

25

Outline of CAMAL
M. Paydar
August 15

January 99
Partial – response came in too late for meeting 8 coordinated at meeting 9 with distribution as w1s2w908. Masoud agreed to provide outline of the other two parts (III and IV). 

Complete – CAMAL delivered to SVT and available from same.

26

Addition of stricture against the use of encryption across administration boundaries
R. Jones
September 1998
Complete - BOD

27

Pose question to WG1 on consolidation of security guidance into single section or distributed throughout CAMAL
M. Bigelow
June 23, 1998
Answer at Utrecht was this likely will need to be handled with a mix of the two approaches. There is a section planned for Security but material will need to be in each of the other SV as well

28

Check with JSG on CONOP for input to W1S2 Meeting 10
M. Bigelow
December 1998
Placed on the server at HNL and will be updated on the CENA server

29

Validation Plan
M. Bigelow
May 1999


Working Group Activities related to Incorporation of Security



Item 
WG
SWG
Sub-Volume
Responsible
Activities
Due Date
Status

1
WG1
SG2
SV-1
M. Bigelow
Track SV work
June 1999


2
WG3

SV-6
T. Kerr
Coordination only



3
WG3
SG3
SV-4
S. Van Trees

     & 

Gerard Mittaux-Biron
WG3/SG3 is developing the Secure Dialogue Service (SDS). The DS currently offer a security requirements parameter, which maps to the authentication requirements field in ACSE. The SDS offers authentication of the dialogue and digital signature of the data of the dialogue. The SDS is based on GULS and X.509.
January 1999
W3WP1424 (w1s2w912) input to Bordeaux. The SG will review the paper in detail and comments will be covered at meeting 10 in Phoenix.

4
WG2
None
SV-5
Jim Moulton
WG2 is currently investigating the addition of Type 2 (strong) authentication for IDRP routing exchanges. For ground-ground exchanges, standard use of X.509 certificates is possible. For air-ground exchanges, a method of certificate use that does not require additional air-ground messages is anticipated. IDRP authentication first draft should be available by the Utrecht meeting.
June 1998
Target draft SARPs January 1999

Question raised – will any A/G router NOT support logon unless there is GG connectivity available

5
WG3
SG3
SV-7
S. Van Trees

      &

J. Moulton
ASN.1, X.509 Certificate, Cryptography Algorithm(s)
January 1999
Algorithm investigation and selection moved to WG1SG2

X.509 profile in progress

6
WG3
SG1
SV-3
J.M. Vacher
Selection of MHS Security Elements of Service (through a Security Class of the SEC Optional Functional Group defined in ISO MHS ISPs). This selection needs to offer a suitable protection against identified threats to the AMHS. Possible use of X.509 in this context will be investigated.
September 1998
w1s2w910 – AMHS Security operation using Security Class 0. Based on paper presented to WG3 (WP225) Presented by Jean-Marc Vacher

SG will review the paper in detail and prepare comments for Meeting 10

7
WG1
SG2
SV-6
K. Nguyen
Definition of requirements of Security Management
September 1998
Will produce for May 1999 

8
WG1
SG2
SV-8
M. Bigelow
Definition of security algorithm
January 1999
Work in progress. SME have recommended a hybrid system so this investigation has expanded to selection of algorithms for both asymmetric and symmetric.

WG1 SG2 – Security Issues List



#
Issue
Comments
Status

1
The relationship between the Certification Authority (CA) hierarchies and the ATN addressing and ATN router hierarchies.
Current thinking is that there is no relationship necessary between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies
Closed

2
The institutional issues related to CA and the nature of bilateral agreements that would be needed among the highest tier of CA.
Material is planned for:

1.
Core and SV-1 SARPs

2.
Concept of Operations

3.
Global ATN Security Policy
Ongoing

3
The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.
Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. Responses received from five states 
Ongoing

4
Transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)
Included in SARPs as requirement to maintain backward compatibility.
Closed

5
The interrelationship needed between the certificate authorities of the States and those of airlines, airspace users and service providers.
Proposed as set of CA certified to a common specification
Closed

6
Application of Security to ATSMHS
Input from WG3 needed; This item is being worked under ACTIVITIES #6
Ongoing

7
Certificate assignment to Airman or Airframe
Current position of WG2 is that certificates for ATS should be on airframe basis. Included in SARPs as assignment to airframe. Remaining investigation on whether this should be at 24-bit id or application.
Resolved – with some ongoing

8
Initial load of certificate/key into avionics
Action to P. Hennig and M. Bigelow to work with AEEC – ACTION #23
Ongoing

9
Need for risk/threat analysis to determine exact nature of changes to application SARPs
Action to M. Bigelow to respond to WG3 (SG2). 
WP1314 submitted to WG3. Awaiting response.

10
Rule(s) for operation in case of revoked or expired certificate. 
Corollaries to this rule are operation during system failure. A possible approach to coverage of this issue was proposed in the form of consideration of a backup certificate


11
B-directional AG authentication
Papers are solicited. WG1SG2 will determine if this is a requirement and if so will refer to WG2 for specifics on an appropriate mechanism.


12
TEMPEST Risk Analysis
WG1SG2 must determine if this is needed. Papers are solicited.


13
Random number generation
Ensure (how?) that key generation methods that require random numbers produce real randomness rather than pseudo.


14
Action on authentication failure
Sent flimsy to ADSP
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ATNP WG 1 SG 2

Honolulu, Hawaii, USA

January, 1999

Flimsy No 1 – 

(Submitted by Peter Pearson and Susan Langford,  cryptologists, Certicom Security Integration Services.)

The space provided for the “Validation Pattern” field in the BIS PDU of the IDRP protocol is limited to 128 bits.

No public-key cryptographic system of which we are aware, including RSA, DSA, elliptic curves, McEliece, lattice-based systems, and more, is capable of providing a significant level of security in a digital signature whose length is only 128 bits. We estimate that the strongest system that one could build with a 128-bit signature could be broken with around 232 computational operations, taking on the order of an hour on a typical desktop computer. Furthermore, the breaking of such a system typically reveals the private key, permitting an attacker to masquerade as the compromised party until a new key pair is generated, certified, and distributed.

Accordingly, it was the decision of the subgroup that further discussion of public-key techniques for ATN be directed toward a hybrid implementation, in which public-key operations conducted during the establishment of a session create a session key, which is then used with secret-key algorithms to provide authentication or secrecy for the duration of the session.

Flimsy 02a

ATNP WG1/SG2

28 January, 1999

Proposed Modifications to ATN Security Strategy

based on Cryptographic Algorithm Analysis

1.  Introduction

Subgroup 2 of Working Group1 has conducted a preliminary analysis of and consulted subject matter experts on the availability of asymmetric digital signature methods for use in the ATN.  Subgroup 2 has determined that there are no established  methods with supporting public key algorithms which produce a signature size suitable for general ATN use.  Accordingly, subgroup 2 recommends modification of the ATN security strategy as outlined in the following sections.

2.  Modifications to ATN Security Strategy

2.1  ATN Security Framework


a.  the ATN information security framework will employ public key cryptography for key management and distribution based on ITU-T Recommendation X.509.    

            b.  the ATN information security framework will employ both asymmetric and symmetric authentication methods, combined as appropriate, to provide strong authentication services.

2.2   Security Provisions for ATN Intermediate Systems

a.  ATN Boundary Intermediate Systems (BISs) supporting ATN security services will authenticate IDRP connections using asymmetric methods (and symmetric methods as appropriate) between air-ground and airborne BISs, and using either asymmetric or symmetric methods among air-ground and ground BISs. 

b.  ATN BISs supporting ATN security services will authenticate BISPDUs on established IDRP connections using symmetric methods.

2.3   Security Provisions for ATN End Systems

ATN end systems will provide dialog service users with security levels using asymmetric and symmetric methods as follows:

a) Unsecured Dialog – No authentication is provided for either the dialog establishment or for application user data exchanges over the dialog.

b) Secured Dialog Service – Dialogue establishment will be authenticated using asymmetric methods. Dialogue maintenance will be authenticated using symmetric methods.1  Application user data exchanges over the dialog will not be authenticated.

c)  Forward Path Secured Application Dialog – Dialogue establishment will be authenticated using asymmetric methods.  Dialogue maintenance will be authenticated using symmetric methods.  Application user data exchanges from the application requesting the dialog to the application accepting the dialog will be authenticated using symmetric methods.  Application user data exchanges in the return direction will not be authenticated.

d)  Return Path Secured Application Dialog – Dialogue establishment will be authenticated using asymmetric methods.  Dialogue maintenance will be authenticated using symmetric methods.  Application user data exchanges from the application accepting the dialog to the application requesting the dialog will be authenticated using symmetric methods.  Application user data exchanges in the forward direction will not be authenticated.

e)  Secured Application Dialog – Dialogue establishment will be authenticated using asymmetric methods. Dialogue maintenance will be authenticated using symmetric methods.  Application user data exchanges will be authenticated using symmetric methods.  

Note 1:  The requirement for authentication of dialogue maintenance is consistent with current requirements; however, WG3 should determine if authentication is justified given that an exchange of a symmetric key may be necessary. 

Analysis and evaluation of Cryptographic/Digital Signature Algorithms for ATN

What is Needed? 


Systematic analysis and evaluation of Cryptographic Authentication  Algorithms for guaranteeing authenticity (source) and integrity of data within the Aeronautical Telecommunications Network (ATN).  Algorithms needed include:

1. Asymetric  Algorithm for initial authentication and key exchange
· 
· 
2. Message Authentication Code algorithm for integrity and continued authentication
3. Symmetric Encryption Algorithm for data encryption 

Constraints:

1. Useful Life (anticipated) of at least 10 years with Goal of 20 Years

· Projected computing capability will not make algorithms/key-length obsolete

2. Initial authentication less than ?  1s to sign or verify (using 486-66 Class Processors)
3. MAC generatin and verification less than 100ms to sign or verify (using 486-66 Class Processors as a benchmark assuming 100 Percent duty cycle as lowest processor that is anticipated to be used)

4. Available Internationally

· High probability of importability/exportability to and from any ICAO Member State 
5. MAC  is limited to 64 bit or less (IDRP header for validation only has 128 bit field).

6. Algorithm does not require hardware for efficient implementation.

Criteria:

1. Degree of validation/confidence in algorithm

· Expert validation and scrutiny of algorithm(s)

· Consideration of known or suspected weaknesses in algorithm

· Consideration of algorithm vulnerability to compromise due to Projected computation capabilities 

2. Efficiency—Minimize size overhead/key length vs. degree of security 

· Amount of Overhead, additional bits/bytes required—delays to air-ground transmission
· 
· Delays to encrypt, decrypt, sign or verify  
3. Cost—patent restrictions 

· Patent restrictions

· Royalties or licensing fees

· Standards based

4. 
Other Facts and Considerations.

1. 
2. Key Length considerations. What is optimal key length given the limited bandwidth of ATN?

3. Bulk of data is short commands, requests, and reports of between 10 and 1000 Bytes with the shorter ones being more important. The most frequently message is expected is WILCO. Typical message is 8 to 10 octets.  

4. 
5. Key expiration. How often should asymmetric keys be changed? How often should keys be checked.

6. Encryption used for Airline Operations Communications only (Lower priority and not a safety requirement).

7. 28 days  is the minimum planned htime required to change keys. 
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Symmetric vs Asymmetric

		Benefits

		1000’s of times less computation

		problem for real time multitasking

		asymmetric can’t meet response time requirements

		less working memory

		multitasking cache thrashing exacerbates delay

		lower bandwidth

		signatures won’t fit in a 128 bit field

		10 times smaller keys to transfer and store









Symmetric vs Asymmetric

		Detriments

		can’t authenticate to an individual, only to a group (can be as small as 2 members)

		no independent third party adjudication

		no non-repudiation

		key transmission must be encrypted

		arguably requires increased trust

		more (session) key changes?

		 incurs temporal boundary problems









Key “Directory” Cryptography
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MAC vs Data Encryption

		large number of tiny messages (less data bits than authentication bits), that are highly structured with small differences nullifies the benefit of hashing and may be an exploitable weakness

		might as well encrypt the data

		actually can be less work (cost)

		same key management as MAC

		same “party line” capability as plaintext broadcast

		protects against additional threats

		no more of an regulation threat than signatures
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