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Summary

General mechanisms for providing peer entity authentication, data origin authentication, and protection from replay are presented in a scenario for IDRP mutual authentication and various upper layer scenarios.

1.  Introduction

During the January meeting of WG1/SG2, Working Paper 15, “Symmetric Mechanisms for Authentication in IDRP” was discussed.  This paper outlined a hybrid approach to authentication using an asymmetric algorithm for key distribution and connection establishment and a symmetric authentication mechanism for routing information exchange.  The scenario presented in WP 15 was for IDRP single entity authentication and did not explicitly address replay protection.  

This paper presents an IDRP mutual authentication scenario with replay protection.  It also presents draft scenarios for upper layer authentication and is provided as a basis for continuing discussion.

2. Discussion

2.1  General Authentication Requirements:

Authentication should provide the following:

a. Peer entity authentication, which provides corroboration that the peer entity is the claimed entity.

b. Data origin authentication, which provides corroboration that the source of data is the claimed peer entity.

c. Protection from replay, which provides protection against the undetected recording and subsequent replay of a communication at some later date.

2.2 Authentication Mechanisms

2.1.1  Entity authentication

Entity authentication may be achieved by the end system and intermediate systems demonstrating possession of their private keys.  During connection establishment, the entity being identified, i.e., the claimant, performs its private transformation and evidence of this is provided to the peer entity, i.e., the verifier.  

2.1.2  Data Origin Authentication

As described above, the communicating peers are identified once they have demonstrated possession of their private keys.  Having accomplished this, subsequent messages are authenticated as coming from the identified peer by including an authenticator value which is enciphered using symmetric key that was securely exchanged between the peers.

2.1.3  Replay protection

Replay protection may be provided either through a challenge-response exchange with a parameter unique to the session, or with the inclusion of a timestamp in a one-way exchange of authentication data.  For challenge-response exchanges, the airborne entity  “returns” a symmetric key generated by the ground entity router by simply using the symmetric algorithm in subsequent exchanges, while the ground entity returns a random number generated by the airborne entity.  

2.3  Authentication Of Boundary Intermediate System Exchanges

2.3.1  IDRP Mutual Authentication Scenario

1.  During the ISH exchange, the Airborne router signals mutual authentication.

2. The Air-Ground router retrieves the aircraft’s public-key certificate, certAir, from a supporting directory service.  The certificate is authenticated using the Certificate Authority’s public key.

3. The Air-Ground router generates a symmetric session key, K.

4. The Air-Ground router sends an OPEN BISPDU with:

a. Code 2 in the Authentication Code field,

b. the session key, encrypted with the aircraft’s public transformation, EP-Air(K) and the Air-Ground router’s public-key certificate, certA/Gr , in the Authentication Data field,

c. a Type-1 authenticator in the Validation Pattern field.

5. Upon receipt of the OPEN BISPDU, the Airborne router:

a. authenticates the Air-Ground router’s certificate using the Certificate Authority’s public key,

b. applies its private transformation to recover the session key, DS-Air(EAir(K))
c. generates a random number, rAir
6. The Airborne router sends an OPEN BISPDU with:

a. Code 2 in the Authentication Code field,

b. the random number encrypted with the Air-Ground router’s public transformation,        EP-A/G(rAir) in the Authentication Data field

c. a Type-1 authenticator in the Validation Pattern field. 

7. The Air-Ground router sends subsequent BISPDUs with a Type-2 authenticator in the Validation Pattern field.  The authenticator is formed by encrypting a digest of the BISPDU and the Aircraft’s random number using the symmetric transformation, EK(h(BISPDU), rAir).1
8. The Airborne router sends subsequent BISPDUs with a Type-2 authenticator in the Validation Pattern field.  The authenticator is formed by encrypting a digest of the BISPDU using the symmetric transformation, EK(h(BISPDU)). 1
Note 1 -  In the example scenario, the authenticator is formed by first computing the digest and then applying an enciphering transformation.  This is the IDRP model described in  ISO 10747; however, the authenticator could also be formed by direct application of a MAC algorithm, i.e., hK(BISPDU) or hK(BISPDU,  rAir) 

2.4  Authentication Of End System (Application) Exchanges

2.4.1  Application Authentication Scenarios

CM Logon is initiated by the aircraft requesting secured dialogue establishment only.

1. The Aircraft CM ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of user data and timestamp encrypted with the aircraft’s private transformation,      ES-Air(h(user-data),  tAir ) 

2. The Ground CM ASE issues a D-START response which results in the sending of an ACSE AARQ APDU with no data the authentication-value field:

3.  The Aircraft CM ASE issues a D-DATA request, which results in the sending of a PPDU with the Logon Request in plain text form.  The Logon Request contains an indicator of authentication service on a per-application basis.

4. The Ground CM ASE issues a D-DATA request, which results in the sending of a PPDU with a Logon Response in plain text form.  The Logon Response contains the certificate of each application for which authentication service was requested.

5. The Ground CM application retrieves the aircraft’s public-key certificate from a supporting directory service and stores it in the CM database entry for the logged-on aircraft. 

In the above scenario only the aircraft is authenticated.  The aircraft could authenticate ground; however, in order to do so, the aircraft would have to pre-store the ground CM algorithm and public key along with the CM address.  

An application dialogue is initiated by a ground application requesting secured application dialogue.

6. The Ground application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and the session key, K, encrypted with the aircraft’s public transformation, EP-Air(h(user-data), K) 

7. The Aircraft application ASE issues a D-START response which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and a random number, rAir, encrypted with the ground application’s public transformation, EP-Ground(h(user-data),  rAir) 

8. The Ground application ASE issues subsequent D-Data requests which result in the sending of a PPDU with the following 

a. User-data in plain text form and a digest of the user-data and the aircraft’s random number encrypted using the symmetric transformation, EK(h(user-data),  rAir).

9. The Aircraft application ASE issues subsequent D-Data requests which result in the sending of a PPDU with the following 

a.  User-data in plain text form and a digest of the user-data encrypted using the symmetric transformation, EK(h(user-data)).
An application dialogue is initiated by a ground application requesting forward path secured application dialogue.

10. The Ground application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and the session key, K, encrypted with the aircraft’s public transformation, EP-Air(h(user-data), K) 

11. The Aircraft application ASE issues a D-START response which results in the sending of an ACSE AARQ APDU with no data in the authentication-value field:

12. The Ground application ASE issues subsequent D-Data requests which result in the sending of a PPDU with the following 

a. User-data in plain text form and a digest of the user-data encrypted using the symmetric transformation, EK(h(user-data)).

13. The Aircraft application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with user-data in plain text form. 

An application dialogue is initiated by a ground application requesting return path secured application dialogue.

14. The Ground application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and the session key, K, encrypted with the aircraft’s public transformation, EP-Air(h(user-data), K) 

15. The Aircraft application ASE issues a D-START response which results in the sending of an ACSE AARQ APDU with no data in the authentication-value field:

16. The Ground application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with user-data in plain text form.

17. The Aircraft application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with the following 

a. User-data in plain text form and a digest of the user-data encrypted using the symmetric transformation, EK(h(user-data)).

An application dialogue is initiated by an aircraft application requesting secured application dialogue.

18. The Aircraft application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

b. A digest of the application data and a random number, rAir, encrypted with the ground’s  public transformation, EP-Ground(h(user-data),  rAir ) 

19. The Ground application ASE issues a D-START response which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and a symmetric key , K, encrypted with the aircraft application’s public transformation, EP-Air(h(user-data), K) 

20. The Ground application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with the following 

a. User-data in plain text form and a digest of the user-data and the aircraft’s random number encrypted using the symmetric transformation, EK(h(user-data),  rAir).

21. The Aircraft application ASE issues subsequent D-Data requests, which result in the sending PPDUs with the following 

a.  User-data in plain text form and a digest of the user-data encrypted using the symmetric transformation, EK(h(user-data)).
An application dialogue is initiated by a aircraft application requesting forward path secured application dialogue.

22. The Aircraft application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with no data  in the authentication-value field:

23. The Ground application ASE issues a D-START response which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and a symmetric key , K, encrypted with the aircraft application’s public transformation, EP-Air(h(user-data), K) 

24. The Aircraft application ASE issues subsequent D-Data requests which result in the sending of a PPDU with the following 

a. User-data in plain text form and a digest of the user-data encrypted using the symmetric transformation, EK(h(user-data)).

25. The Ground application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with user-data in plain text form. 

An application dialogue is initiated by an aircraft application requesting return path secured application dialogue.

26. The Aircraft application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

a. A digest of the application data and a random number, rAir, encrypted with the ground’s  public transformation, EP-Ground(h(user-data),  rAir ) 

27. The Ground application ASE issues a D-START request which results in the sending of an ACSE AARQ APDU with the following in the authentication-value field:

b. A digest of the application data and the session key, K, encrypted with the aircraft’s public transformation, EP-Air(h(user-data), K) 

28. The Aircraft application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with user-data in plain text form.

29. The Ground application ASE issues subsequent D-Data requests, which result in the sending of  PPDUs with the following 

b. User-data in plain text form and a digest of the user-data and the aircraft’s random number encrypted using the symmetric transformation, EK(h(user-data),  rAir).

3. Recommendations

WG1/SG2 should consider the following recommendations:

1) Authentication requirements should be refined to distinguish peer entity authentication from data origin authentication.

2) Protection from replay should be identified as a specific requirement.

3) Symmetric keys should only be generated by ground automation systems.

4) The CM requirement should be relaxed such that only entity authentication of the airborne CM is required, i.e., authentication of the ground CM would be optional (similar to IDRP requirements)

After examination and possibly further refinement by WG1/SG2, the above scenarios should be provided to WG2 and WG3 along with the identified cryptographic algorithms.
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