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SUMMARY

This paper provides the requirements for the Security Management aspect of ATN Systems Management. It also defines a set of managed objects with supported operations across systems management domains. WG1SG2 is invited to review the paper and endorse it as input to WG1SG3.
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Introduction

Security management is one of the functions of ATN systems management. Draft sub-volume VIII provides high level security requirements for systems management. These requirements are further described in details in this paper to provide guidance to the development of Doc 9705 sub-volume VI, ATN systems management. Further, various managed object classes are defined to support the management of ATN security.

1 Scope
Since ATN systems management is concerned with cross domain operations, this paper is focussed on cross domain issues of security management.

This paper adheres to the security management requirements described in ISO specification whenever possible while considering the ATN requirements in sub-volume VIII.   

2 References
1. Draft Doc 9705 sub-volume VIII, version 0.1

2. Draft ATN Systems Management Concept of Operations, version 1.0

3. ISO 10164, multi-parts 

4. ISO 10165-2, Definition of management information

Security Requirements for ATN Systems Management

2.1 System Management (SM) Authentication

Information exchanged between an SM manager and an SM agent must be authenticated. Authentication must be done per message, in addition to the ACSE association authentication.

There are two levels of SM authentication agent authenticating manager and mutual authentication. On ACSE association, the communicating SM entity needs to indicate/negotiate the desired level that it expects from the SM peer.  

2.1.1 Level 1: SM Agent Authenticating SM Manager

Since SM managers can access SM agents to retrieve and modify (where applicable) managed objects in the agent’s management domain, authentication must be performed to protect against potential masquerade. An SM manager can also access another SM manager’s managed objects, therefore manager-manager authentication is also required.

Authenticated CMIP operations.

CMIP operations (i.e., SM agent – SM manager messages) that need to be authenticated at this level are: 

· M-GET.Indication (i.e., ROIV-m-Get)

· M-SET.Indication (i.e., ROIV-m-Set)

· M-ACTION.Indication (i.e., ROIV-m-Action)

· M-CREATE.Indication (ROIV-m-Create)

· M-DELETE.Indication (ROIV-m-Delete), and 

· M-CANCEL-GET.Indication (i.e., ROIV-m-CancelGet). 

The authentication of these CMIP operations are done by supplying the defined ATN authentication pattern (e.g., digital signature or message authentication code) in the Access Control parameter of these CMIP PDUs. 

2.1.2 Level 2: Mutual Authentication Between SM Manager and SM Agent

At this level an SM manager also authenticates an SM agent to provide the protection that a third party may not masquerade as a legitimate SM agent and provide false management information. This requirement also applies in manager-manager communication where one SM manager acts as an SM agent.

Authenticated CMIP operations.

CMIP operations that need to be authenticated at this level are: 

· M-GET.Confirm (i.e., RORS-m-Get)

· M-SET.Confirm (i.e., RORS-m-Set)

· M-ACTION.Confirm (i.e., RORS-m-Action)

· M-CREATE.Confirm (i.e., RORS-m-Create)

· M-DELETE.Confirm (i.e., RORS-m-Delete), and 

· M-EVENT-REPORT.Indication (i.e., ROIV-m-EventReport). 

All of these CMIP PDUs are authenticated using the Access Control parameter of the PDUs, except for M-EVENT-REPORT which does not have the Acess Control parameter.

M-EVENT-REPORT is an unsolicited event reporting mechanism, sent from SM agents to SM managers to report events that have been notified by local managed objects. Only security alarm notifications and audit trail notifications, as defined in section 4.3 and 4.4, should be included in security related M-EVENT-REPORTs. Further, local access control policy should define the SM manager(s) that are authorized to receive M-EVENT-REPORTs. 

2.2 Access Control

While authentication proves the authenticity of the communicating party, access control ensures that the initiating entity has the proper right to access information in a managed object. Access control utilizes the authentication pattern (e.g., digital signature, password) in combination with locally defined access right associated with each user that is authorized to access the managed system.

Three types of access right are read, write, and execute. While an SM manager can have read-only access on a managed object, the other SM manager can have read-write-execute access on that same managed object. Further, while a managed object only supports read-only access, the other managed object supports both types of access. Access right for each managed object is defined in the managed object targets described in section 5.4.2. 

Access control has the following purposes:

· Restrict association, which is the prerequisite for controlling the access to SM applications and managed objects.

· Protect management information by restricting the creation, deletion, modification, or disclosure of management information to only authorized users with appropriate access rights as defined above.

· Controlling the transmission of management information to only authorized recipients in the form of M-EVENT-REPORTs.

· Prevent unauthorized users from initiating management operations on the protected management information.

Sub-volume VIII specifies both physical access and application access. Local implementation should provide mechanisms to report access violations in both cases.

2.3 Security Alarm Reporting

Security alarm report is sent when there is a security violation such as failed authentication.

Security alarm reporting is derived from the generic alarm reporting function of systems management. When a security event occurs, notifications are emitted by managed objects and are converted to M-EVENT-REPORTs which are sent by SM agents to the authorized SM managers. The SM managers may or may not log all of these events, but the mandatory ATN minimum that must be logged is as follows.

Mandatory ATN security alarm reports/logs:

· Authentication failures at ATS applications or at the boundary intermediate systems

· Unauthorized accesses to management information and ATN resources

· Detection of replayed ATS application messages or router IDRP PDUs 

The M-EVENT-REPORT consists of the following parameters (ISO 9596 – CMIP): Invoke Identifier, Mode, Managed Object Class, Managed Object Instance, Event Type, Event Time, Event Information, Current Time, Event Reply, and Errors. The two parameters that need to be further specified for security purposes are event type and event information.

2.3.1 Event Types

Security alarm event types are listed in Table 1. This table is a customized version, for ATN security purpose, of the security alarm event types and alarm causes (defined in ISO 10164-7).

Table 1 - Security Alarm Types and Causes

Event Type
Security Alarm Causes

Integrity violation (note 1)
Information  modification detected

Message replay detected

Unexpected information

Operational violation
Out of service

Procedural error

Physical violation
Cable tamper

Intrusion detection

Security service or mechanism violation
Authentication failure

Breach of confidentiality

Unauthorized access attempt

Time domain violation
Delayed information

Key expired

Out of hours activity

Note 1. Encryption related integrity is not within the scope of ATN security although it may be used by other aeronautical organizations, such as airlines.

Note 2. Denial of service is reported via security audit trail reporting, see section 4.4.2.1.

2.3.2 Event Information

The security alarm event information parameter consists of the following fields: 

· Security alarm cause, as defined in Table 1.

· Security alarm severity. This field indicates the severity of the security violation. The severity levels are indeterminate, critical, major, minor, and warning. Air-ground ATN implementation should report only critical and major severity levels. Ground-ground ATN implementation may choose to report more levels of severity if necessary.

· Security alarm detector. This field indicates who/what detected the alarm. 

· Service user. This field identifies the service user whose request for service led to the generation of the security alarm.

· Service provider. This field identifies the intended service provider of the service that led to the generation of the security alarm.

2.4 Security Audit Trail Reporting 

Security audit trail logs contain records of security audit trail reports and other security related events such as security alarm notifications. While the alarm notifications are generated as a result of possible security breach (e.g., authentication failure), the audit trail reports are generated as a result of a security-related service having been requested. These audit trail logs are available for analysis at a later date and can be maintained in the same system or in different systems. 

Mandatory ATN security audit trail reports/logs:

· Requests (both successful and failed) of cryptographic key certificates (where applicable)

· Attempts (both successful and failed) to create, delete, revoke, and modify cryptographic key certificates (where applicable)

· Denial of data link service or ATS application service

Security audit trail reports are sent from SM agents to authorized SM managers in the CMIS M-EVENT-REPORT. The two parameters that are specific to security audit trail reports are event type and event information.

2.4.1 Event Types

ISO 10164-8 defines two types of security audit trail report:

· Service report (serviceReport): an indication of an event pertaining to the provision, denial, or recovery of a service. Specific causes for the generation of the event are described in section 4.4.2.1. 

· Usage report (usageReport): a report of statistical nature, relevant to security, such as counter for the number of X.509 key certificate requests (applicable to X.500 directory service).

2.4.2 Event Information

The audit trail event information parameter consists of the following fields:

2.4.2.1 Service report cause. 

This information is included when the event type is serviceReport. The following service report causes are defined:

· Request for service: the audit trail notification has been generated because of a request for the service. In the ATN environment, the following service requests should be recorded: key creation, deletion, revocation, modification of key certificates, and X.500 service requests.

· Denial of service: the audit trail notification has been generated because a request for service has been denied. Unusual IDRP route unavailability, for example, can be a case of denial of service.

· Service failure: the audit trail notification has been generated because an abnormal condition that caused the service to fail.

2.4.2.2 Additional Information

This is a free text field that is used to provide additional information.

Note: Security related events must be selectively chosen to avoid sending too much information over the air-ground subnetwork. The SM agent on the aircraft must maintain two managed objects, discriminator and eventForwardingDiscriminator as defined in ISO 10165-2, in order to filter out unnecessary information. These two managed objects also determine the interval at which reports are sent to SM managers. The discriminator should comply with the minimum mandatory ATN security alarm reports and audit trail reports. 

3 ATN Security Managed Objects
3.1 Structure of Security Subsystem 


Figure 1 - Security Subsystem

3.2 Security Audit Trail

ISO 10164-8 (Systems Management: Security audit trail function) specifies the recording of the security audit trail notifications and other notifications such as security alarm notifications. This paper proposes the recording of the following two types of security notification in the security audit trail log: security alarm reports and security audit trail reports. Both reports are sent using the CMIS M-EVENT-REPORT.

3.2.1 securityAlarmReportRecord. 

This MO class is the same as defined in ISO 10165-2 (Systems Management: Definition of management information) and ISO 10164-7 (Systems Management: Security alarm reporting function). 

3.2.1.1 MO Class

Index
Property
Description
ISO Status
ATN Status

1.
Managed object class
This managed object class is derived from eventLogRecord. It is used to define the information stored in the log as a result of receiving security alarm notification or security alarm event reports.
O 
M (note1)

2.
Naming attribute
securityAlarmReportRecord
M
M

3. 
Superior in naming tree
securityAuditTrail
M
M

Note 1. Sub-volume VIII Doc 9705 requires the implementation of securityAlarmReportRecord.

3.2.1.2 Attributes

Index
Attribute Name/ Description
Operations
ISO Status
ATN Status

1.
securityAlarmCause

Identifies the probable cause of the alarm.
GET
M
M

2.
securityAlarmSeverity

Identifies the level of severity of the alarm
GET
M
M

3.
securityAlarmDetector

Identifies the detector of the alarm
GET
M
M

4.
serviceUser

Identifies the service user whose request for service led to the generation of the alarm
GET
M
M

5.
serviceProvider

identifies the intended service provider of the service that led to the generation of the alarm
GET
M
M

3.2.2 securityAuditTrailRecord

This managed object class is the same as defined in ISO 10165-2 2 (Systems Management: Definition of management information) and ISO 10164-8.

3.2.2.1 MO Class

Index
Property
Description
ISO Status
ATN Status

1.
Managed object class
This managed object class is derived from eventLogRecord. It is used to define the information stored in the security audit trail log as a result of receiving security audit trail notification 
O
M (note1)

2.
Naming attribute
securityAuditTrailRecord
M
M

3. 
Superior in naming tree
securityAuditTrail
M
M

Note 1. Sub-volume VIII Doc 9705 requires the implementation of securityAuditTrailRecord.

3.2.2.2 Attributes

Index
Attribute Name/ Description
Operations
ISO Status
ATN Status

1.
serviceReportCause

Identifies the probable cause of the alarm.
GET
M
M

3.3 Cryptosystem

3.3.1 algorithm

This managed object identifies the cryptographic algorithms that are used for ATN security. The algorithms can be digital signature algorithm and/or message authentication code (MAC) algorithm.

3.3.2 aTnSecurityVersion

ATN security version is defined in sub-volume VIII, Doc 9705, in order to provide backward compatibility for peer systems that do not support ATN security or support an earlier version of ATN security. 

3.3.3 x.509Certificate

X.509 certificate, as defined in sub-volume VIII, Doc 9705, is the format that describes ATN cryptographic public key. These certificates are stored in the ATN X.500 server and the ground-based CM applications. 

3.4 Access Control

ISO 10164-9 (X.741) defines managed objects for access control. 

3.4.1 accessControlPolicy

This managed object contains the access control rules for associations when initiating an association, for notifications which get converted to event reports, and for management operations on managed objects. 

The policy for operations on managed objects will specify the following restrictions: when default access rules apply, when operations must be denied on certain managed objects, and time period when access must be denied (if applicable). Authorized recipients of M-EVENT-REPORTs are defined in this policy. 

The policy rules also determine what actions must be taken when an access control violation has occurred.

3.4.2 targets

This managed object identifies all managed objects that can be accessed and who can access them with what access right.

3.4.3 authorizedInitiators

This managed object identifies the authorized users, such as SM managers, that can access the managed objects in the managed system and the access rights of these users.

4 Recommendation
It is recommended that WG1SG3 consider the requirements as described in this paper as a guidance for the development of standards for the security management function across ATN management domains. 

It is further recommended that WG1SG3 incorporate the managed objects as outlined in this paper in the managed object containment tree of ATN Systems Management.
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SUMMARY





This paper provides the requirements as viewed by WG1SG2 on the Security Management aspect of ATN Systems Management. It also defines a set of managed objects with supported operations across systems management domains.
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