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SUMMARY

The paper presents certain issues related to addition of security extensions to the A/G applications. These issues were raised by WG3SG2 during discussion of material supplied by WG1SG2. 
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1 Introduction
I presented to ATNP WG3SG2 meeting, 1 - 5th March 1999 in Brussels, the following material on security implications for air-ground applications.  The SG made the following comments and observations.

The feeling of the SG is that security parameters are passed only on CM, not on CPDLC.  In particular, the NDA message does not contain addressing information, so it seems not appropriate to add security information.

A query was raised on the statement that the knowledge of initial keys is outside the scope of SARPs.  It was noted that AIPs are currently used for distributing things like frequency usage, these could also be used to distribute key information.  This is a 28 day cycle.

It was observed that for ground initiation of applications (CPDLC being the primary example) there is no need for aircraft to know the ground addresses, therefore no need for a CM exchange (the ground gets the aircraft addresses through ground coordination or directory look-up).  But that means that the SAME session key for the new centre as the old!

There clearly is a procedural aspect associated with the obtaining of session keys.  If an aircraft is flying on and on, with each new centre doing a ground establishment, there is no use of Contact or Update - so the session key can not change.  But eventually you reach a point where the ground responsibility changes, and the old centre will not know the session key for the new centre.  In that case, have to use Contact, and/or aircraft uses Logon to new centre to get the session keys (and addresses).

The SG would like to see GM (from WG1SG2) ASAP for these scenarios, and would like to keep changes to CM, not impacting other applications.

The SG also observed that there is the need for an aircraft to switch security on or off, depending on region in which it is flying.

2 General
The following issues have been considered in WG1 SG2:

· Computation of secret (session) keys is demanding on computer resource.  One proposal has been made that only the ground system be required to compute and distribute secret keys.

· Session keys are short-lived, and new keys need to be established for each period of communication, where periods of communication are assumed to be in the range from a few minutes to a few hours.

· Session keys can not practically be held on a "prior knowledge" basis.  It will be necessary to use asymmetric techniques (using "public"" and "private" keys) for the initial negotiation and exchange of session keys.

· It is impracticable for an aircraft to have "prior knowledge" of all the public keys of all ground entities in the world, therefore some means of informing the aircraft of such keys that it needs to know must be provided.  It will, however, be necessary for the aircraft to know some public keys on a "prior knowledge" basis, otherwise it would not be possible to initiate secure communications.

· It may be viable for a ground system to retain information about public keys associated with aircraft with which it plans to undertake datalink applications, or alternatively for it to obtain this information from a ground directory service.  It is not necessary to provide this information over the air-ground link.

These considerations point to the following requirements for key management purposes.

3 Context Management
CM is the primary candidate to convey security information about the applications for which addressing parameters are provided.  The changes are quite significant, and maintaining backward compatibility is problematic.  The following process is envisaged:

3.1 Logon

The aircraft initiates logon to provide information to the ground system on applications and addresses for the onboard systems.  The means by which the aircraft obtains the address of the ground CM entity for logon is outside the scope of the SARPs.  In a secure environment, a secure logon will be required, with knowledge of the public key of the ground CM entity.  How knowledge of this key is obtained is also outside the scope of the SARPs.

The ground system will also need to know the public key of the aircraft.  At the moment there are several possible means to achieve this:

· prior knowledge, outside the scope of the SARPs

· by a query to an aeronautical directory service which holds aircraft security certificates (authenticated by a trusted security certification agency)

· by it being included in the logon-request message.

Depending on the outcome of the above choices, there is no change to the Logon-Request.  At worst, it may be necessary to include an “Aircraft Public Key” field in the request.  Unfortunately, there is no extensibility marker in the ASN.1 at this point.


aircraftPublicKey
PublicKey


PublicKey ::= Bitstring   ------- length is tbd. at present.

The logon response needs to include the secret keys of the applications that the ground entity supports.  These need to be encrypted using the aircraft public key.  The addition to the Logon-Response PDU is therefore:


[2] SEQUENCE SIZE (1..256) OF EncryptedSessionKey


EncryptedSessionKey ::= Bitstring   ----- length is tbd. at present.

3.2 Contact

The Contact service needs to be augmented with a parameter to convey the Public Key of the designated facility.  The Contact Request PDU again does not have an extensibility marker, but needs modifying with an additional element in the sequence:


facilityPublicKey

PublicKey


PublicKey ::= Bitstring   ------- length is tbd. at present.

3.3 Update

This service needs the same change as for Logon.  The Update PDU definition re-uses the Logon-response PDU ASN1., so the change already described above applies.

4 CPDLC
It is not certain that CPDLC would need to be changed, and feedback on this would be welcomed.  The discussion to date has centred on the existence of the CPDLC uM 160, Next Data Authority, which can be used by a ground system to notify an aircraft of the next facility that will have control.  In a secure operating environment, there would seem to be some logic in also passing the security parameters (at least public keys, and possibly session keys, if known)  However, as currently defined, the only parameter of the NDA message is the Facility Designation.  Not even the address of the facility is carried.  The implication is that the aircraft will continue to use CM services to obtain addresses of the next and subsequent data authorities.

It would be possible, and to bring some efficiencies in communication, to define a new uM which is used to carry the address (Long TSAP and security parameters for the next centre.

5 ADS
ADS presents some significant problems from a security viewpoint, in that there is no pre-condition that an aircraft logon has occurred prior to a ground system establishing an ADS contract.  The mechanism for using CM to provide session keys is therefore not assured.  One solution would be for the ground system which is requesting the contracts to provide a session key, encrypted using the aircraft public key, on the ADS-xxx-contract request.  The question to be considered is whether the significant changes this would mean are justified by the gains from having an authentication mechanism on the ADS reports?

6 FIS
As FIS contracts are air-initiated, the use of CM to obtain key information would seem to meet all needs.
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