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This paper proposes an organisation structure for National ATN Security Programmes  to be included in States National Security Programmes. This organisation structure will serve as a basis amendments to ICAO Doc 8973.

Attachment – Proposed 

PROPOSED ORGANISATION STRUCTURE

FOR THE ATN SECURITY PROGRAMME

1 Introduction

The ATN panel's work program includes the development of SARPs for the security provisions of the ATN. The initial version (Versions x.x and earlier) of the ATN SARPs, published in (tbd), does not define any specific technical mechanisms for security. Rather they encourage States to limit access to the ATN through physical security.

However the working groups of the ATNP have now drafted enhancements to the ATN SARPs to provide the technical means to support authentication of user messages delivered via the ATN, as well as authentication of routing and systems management information exchanged across the ATN. This is expected to result in changes to the Annex 10 ATN SARPs as well as related ICAO ATN documents being proposed to ATNP/3), scheduled for (tbd) 1999.

Working Group I of ATNP while in the process of defining the overall framework for ATN security has identified a need to introduce changes into not only Annex 10, but also into Annex 17 and the related ICAO Doc 8973.
Current work on ATN security defines the use of public key based digital signatures as a means of authenticating communications. The rationale behind this authentication is largely due to the complexity/unfeasibility of the (electronic) distribution of all necessary ground-based public keys. A digital signature that is public key based requires the receiver to obtain the public key of the sender in order to verify its signature. While the ground-based receiver can access X.500 directory to retrieve the public key of the aircraft in his state, it is unfeasible for the aircraft to do so.  However, all public key based digital signature algorithms require that the recipient have the public key of the sender in order to verify the signature.  With certificates originating outside of the receiver's state, verification becomes difficult without a defined method for performing verification.

In order for each state/region to coordinate security policies and information needed to perform encryption on information from other states/regions, a framework is needed to identify how the coordination of the necessary tools and information will occur.   There needs to be an explanation and agreement on an internationally approved framework such as ANNEX 17 and document 8973.  In order to un-fragment this information an ICAO level document would facilitate, for the benefit of ATN, and describe a framework. 

2 RECOMMENDATIONS

To be efficient, an ATN Security Policy should be established at a global ICAO level. 

From an organization viewpoint ATN Security implementation must satisfy the following criteria:

· To find an internationally approved framework.

· To find a way to facilitate ATN security implementation and management with the help of appropriate documentation.
· To establish a stable, workable organization to co-ordinate and operate the necessary Security Authorities.
2.1 
To find an internationally approved framework.

SG2 has identified Annex 17 and Doc 8973 as the current internationally accepted framework for civil aviation security. This framework needs to be amended to meet ATN security requirements. It would be nice to be able to get a stand alone Global ATN Security Policy readily accepted in one go by all the states world-wide. However it is recognized that it is preferable to capitalize on an existing accepted framework, though imperfect for ATN needs, rather than proposing for acceptance a brand-new, stand-alone structure. Therefore it is proposed to produce amendments to Annex 17 and Doc 8973 to presents the high level requirements and organizational arrangement adopted for the management and operation of a truly global ATN Security Policy. Those amendments would also point down at a more detailed level of ATN security by cross referencing Doc 9705 and other relevant ISO recommendations. It would at last produce a template for an ATN Security Programme to be implemented by States wishing to go along with ATN security.

RECOMMENDATION # 1

It is recommended that WG1SG2 confirms that approach, approved last year by WG1

2.2
To find a way to facilitate ATN security implementation and management with the help of appropriate documentation.

The insertion of ATN security material in the existing ICAO documentation structure will result in a significant fragmentation of the information needed to implement an ATN security policy. That is why a single manual would be preferable for the benefit of ATN Security implementers and managers. Such a document (The GASP, Global ATN Security Policy) would regroup all the necessary information that a person involved into ATN security implementation and management would need to know. We think this should be an ICAO document the status of which needs to be identify.

RECOMMENDATION # 2

It is recommended that WG1SG2 validates that approach and to draft a question to the Panel secretary in that respect.

2.3
To establish a stable, workable organization to co-ordinate and operate the necessary Security Authorities.

The following page presents a draft synopsis a proposed structure for national civil aviation security programme including a new ATN security programme. This synopsis introduces new entities and synergies aimed at providing a consolidated structure for the implementation of an ATN security policy. Once approved by WG1SG2 that structure will serve as the basis for the drafting of the ATN security programme section to be included into Doc 8973 as well a the ATN security programme template.

RECOMMENDATION # 3

It is recommended that WG1/SG2 discusses, amends and accept the proposed structure

RECOMMENDATION # 4

It is recommended that WG1/SG2 determines the framework required for co-ordination of activities between states/regions.
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