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This information paper presents a synopsis of Information Security and ATN activities 

at the William J. Hughes Technical Center.

1. Introduction

The FAA’s National Airspace System (NAS) consists of many information systems that support the operational mission of safe air traffic control.  These systems process radar, weather, flight plan, surveillance, navigation/landing, traffic management, air-to-ground voice, network management, and other information that is required in order to support the mission.  Many of these systems are defined as “mission-critical” systems.  The availability of these systems and the integrity of the information are critical to providing the air traffic control services.  In addition, many FAA mission support systems provide information such as administration, aircraft certification, inspection, flight standards, and regulatory information to support the operational mission of safe aircraft traffic control.  The availability, integrity, and confidentiality of this information are critical to the provisioning of the air traffic control services.  

NAS operational subsystems and FAA mission support systems are interconnected via various inter- and intra-facility networks including microwave, packet switching, router, satellite, and other network technologies to provide integrated end-to-end user services.  The information processed by NAS and mission support systems varies in sensitivity and criticality to the mission.  This information, and the systems that process and transport the information, must be protected at appropriate levels to ensure that the mission of the FAA is achieved.  

With the emergence of open systems, network connectivity, rapidly expanding computer power, and the Internet, coupled with evolving, readily available system hacking tools, the FAA is faced with an emerging information systems security (ISS) challenge that must be addressed.

2. nas infosec – WILLIAM J. HUGHES FAA Technical Center Activities

With the implementation of open architectures and open communications protocols throughout the National Airspace System (NAS), there is an increased vulnerability to information security attacks.

ACT-350 of the Communications/Navigation/Surveillance Engineering and Test Division, under sponsorship from ASD-110, the NAS Architecture Branch of the Office of System Architecture and Investment Analysis, has implemented a Security Test and Evaluation (ST&E) Program. ACT-350 is taking a total life-cycle approach to ST&E as is depicted in the following figure.

ACT-350 performs the following activities:

· ST&E Laboratory

· ST&E Program

· Penetration Testing

· Intrusion Detection

· Security Prototyping
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2.1
ST&E Laboratory

One of the major milestones of 1998 was the establishment of a Security Test and Evaluation Laboratory at the William J. Hughes Technical Center.  The ST&E laboratory provides a central facility, which can be used by any organization for penetration testing, security test and evaluation, or security product evaluation and system security certification.   

2.2
ST&E Program

ACT-350 is developing INFOSEC testing guidance materials as part of the overall ST&E program.  Guidance materials will be consistent the Acquisition Management System (AMS) Test and Evaluation Process Guidelines, and will include example INFOSEC Critical Operational Issues (COIs) and associated Measures of Effectiveness, Suitability, and Performance (MOEs, MOSs, and MOPs).

ACT-350 has developed a ST&E program at the William J. Hughes FAA Technical Center.  ACT-350 has develop guidelines for planning and conducting INFOSEC testing for all subsystems, which undergo Operational Testing.  The INFOSEC testing guidelines will be consistent with the Acquisition Management System Test and Evaluation Process Guidelines, which are to be used for all future operational testing.  The INFOSEC guidelines will include example INFOSEC Critical Operational Issues (COIs) and associated Measures of Effectiveness (MOEs) and Measures of Suitability (MOSs).

2.3
Penetration Testing

The ST&E laboratory was used to conduct penetration of the Host Interface Device/NAS Local Area Network (HID/NAS LAN).  This activity demonstrated the vulnerability of NAS subsystems to attack in the absence of appropriate protection mechanisms.  The activity did not stop with the system penetration.  Rather, subsequent analysis identified “fixes” which are being applied to secure the HID/NAS LAN.   Other systems such as CTAS and new HOST are prime candidates for penetration testing.  ACT-350 will conduct and support planning for penetration testing.

2.4
Intrusion Detection
The ST&E laboratory will be used by the FAA for evaluation of intrusion detection products.  There is a recognized need insertion of intrusion detection into NAS subsystems.  The ST&E laboratory will be used to determine the suitability of commercial- off-the-shelf systems and to determine unique NAS requirements in this area.

ASD is planning to bring an intrusion detection capability into the NAS. ACT-350 is supporting these efforts in developing this capability.  ACT-350 is coordinating with intrusion detection experts for general evaluation of their products.  ACT-350 is also coordinating the use of these products concurrent with penetration or other ST&E activities whenever possible.

2.5
Security Prototyping

The ST&E laboratory will be used for prototyping security services in select NAS subsystems.  Prototyping will be performed to determine the general feasibility of adding cryptographic and other security services to these systems.  Prototyping will identify resource requirements and potential performance impacts, e.g., computational and protocol overhead.  Prototyping will also determine additional measures which must be applied for secure acquisition of keys and for protection of keys in the operating environment, and will identify security system management functions, such as, security alarm reporting and audit trail.

ASD is providing cryptographic expertise to a joint activity for data link information security prototyping sponsored by ASD and the Data Link Product Team (AND-720).  ACT-350 will plan and coordinate the activities requiring AND expertise.  ACT-350 will specifically develop a high level plan for the overall activity, provide guidance to AND expertise on the data link architecture and the role/placement of cryptographic software.  Cryptographic software will be required for encryption and decryption of data link messages to support data origin authentication and management/distribution of keys.
3
Aeronautical Telecommunications Network

The Aeronautical Telecommunications Network (ATN) is a global networking infrastructure that will, “extend the information superhighway to the world of aviation”.   This communications infrastructure will connect different types of ground applications (AOC, ATSC, APC) to corresponding air applications over different air-ground subnetworks (VDL-3, VDL-2, SATCOM, HF).  See figure below. 

The ground and air applications reside in End Systems  which contain an Open Systems Interconnect (OSI) based seven-layer stack of communications protocols.  The ATN stack provides a means of conveying bit-oriented (as opposed to the previous character-oriented) data between ground and air applications. The ATN end systems follow a protocol architecture which has efficiency enhancements to eliminate overhead otherwise associated with upper layer protocols, and which provide a common abstract service interface for ATN Application Service Elements (ASE). ATN ground based end systems are connected to aircraft end systems through a network of Intermediate Systems or ATN Routers.  ATN Routers maintain continuous paths to aircraft using the OSI distributed adaptive routing protocol IDRP.
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The Data Link Branch (ACT-350) of the Communications/Navigation/Surveillance Engineering and Test Division performs the following ATN related activities:

· ATN Test Bed Development

· Interoperability Testing

· Subnetwork Development

· Operational Test and Evaluation

3.1
ATN Test Bed

ACT-350 is developing a multifunction ATN test bed.  The test bed consist of ATN routers, end systems and simulators which can be configured for testing any combination of ATNSI products, ATN subnetworks, and ATN applications.  The ATN test bed router was developed from the Data Link Processor (DLP) and has been re-hosted to a number of PC and workstation environments.  Router functionality implemented to is fully compliant with ICAO Standards and Recommended Practices (SARPs).  Near term activities will add an open Network Management capability and support for traffic types to the router.  This testbed will be integrated with available air/ground service provider’s A/G router.

3.2
Interoperability Testing

The ATN test bed will be used for interoperability of RRI products, as they become available.  The test bed contains independently developed, SARPs-compliant implementations of ATN components which can be configured to emulate the expected environment, including maximum load conditions.

3.3
Subnetwork Development

The ATN test bed will be used by the FAA for development of the FAA’s VHF Data Link Mode 3 (TDMA) subnetwork.  It is also available for use for testing other subnetworks, such as VDL Mode 2.

3.4
Operational Test and Evaluation

The ATN test bed will be used for Operational Test and Evaluation of FAA automation systems, which implement the CPDLC and CM applications.  It can also be used for Flight Information Service (FIS) applications.
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