Comments on Security Guidance Material Version 1.0
Ref : ATNCT/Security/doc/D08V1_0.doc

ATNCT/Security/doc

ask  FR "File Identity "D08V1_0.doc

ask  VN "Version No"1.0

ask  DI "Date of Issue"26th November 1998

ask Doc_Title "Doc. Title"Comments on Security Guidance Material Version 1.0


ATNP/WG1/SG2

w1s2w1009

26th November 1998

AERONAUTICAL TELECOMMUNICATION NETWORK PANEL

WORKING GROUP 1

Sub Group 2

Phoenix USA, December 1998

Comments on Security Guidance Material Version 1.0
Prepared by: Ian Valentine, Tony Whyman

Presented by: Ian Valentine

SUMMARY

This document is an update of the paper presented at the Toulouse meeting of WG1 SG2 (WP8-8).  The paper has been updated to remove comments that have been resolved through the development of version 1.0 of the Guidance Material, and to add a section of (new) comments which relate to version 1.0.
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1. Introduction

This document is an update of the paper presented at the Toulouse meeting of WG1 SG2 (WP8-8).  The paper has been updated to remove comments that have been resolved through the development of version 1.0 of the Guidance Material, and to add a section of (new) comments which relate to version 1.0.

A general observation is that as we firm up on what will be going into security SARPs, the GM needs to be adapted so that it supports and expands on the SARPs material, rather than duplicating or even contradicting the SARPs material.  We need to spend some time on this harmonisation aspect in the next meetings.

2. General Comments

(These are carried forward from the comments on version 0.2 / 0.8)

No
Author
Comment
Dispos-ition

1. 
TW
ISO/IEC 7498-2  Security Architecture should be a major reference for all ATN Security Work. The following ISO Security Frameworks are also very relevant:

ISO/IEC 10181-1:1996 Information technology – Open Systems Interconnection -- Security frameworks for open systems: Overview 

ISO/IEC 10181-2:1996 Information technology – Open Systems Interconnection -- Security frameworks for open systems: Authentication framework 

ISO/IEC 10181-3:1996 Information technology -- Open Systems Interconnection -- Security frameworks for open systems: Access control framework 

ISO/IEC 10181-4:1997 Information technology -- Open Systems Interconnection -- Security frameworks for open  systems: Non-repudiation framework -- Part 4: 

ISO/IEC 10181-5:1996 Information technology – Open Systems Interconnection -- Security frameworks for open systems: Confidentiality framework 

ISO/IEC 10181-6:1996 Information technology – Open Systems Interconnection -- Security frameworks for open systems: Integrity framework 

ISO/IEC 10181-7:1996 Information technology – Open Systems Interconnection -- Security frameworks for open systems: Security audit and alarms framework
Ongoing Under review (Ref - 1.4)

2. 
TW
I am not convinced that the definition given in 3.1 for a “Security Policy” is correct. It is said that “The security policy defines what needs to be protected, what the priorities are, and what the general approach to dealing with security problems should be”. However, ISO 7498-2 defines it as being “The set of criteria for the provision of security services”. The concept is further refined in ISO 10181-1 as “a set of rules which constrain one or more sets of security related activities”.

Essentially, the Security Policy is a formal set of rules that apply defined Security Mechanisms to defined objects, as part of the provision of specific security services. The Security Mechanisms and the Objects need to be formally defined before the Security Policy can be formulated. It is therefore not really feasible to state a formal Security Policy on the first page (as is done here) unless the Security Mechanisms and Objects are imported from another document (which is not done). The document should identify the objects to which the Security Policy is to be applied, the various Security Services and their supporting mechanisms before the Security Policy is elaborated.
Ongoing

3. 
TW
Formally, I believe that it should be recognised that States may further refine the ICAO Security Policy i.e. a State’s Security Policy will be a superset of the ICAO Security Policy. Furthermore, the interconnection between two States will be subject to a bilateral agreement incorporating aspects of each State’s Security Policy. ISO 10818-1 defines such an agreement to be a “Secure Interaction Policy”. This is a very useful concept and should be incorporated in the ATN Security Framework. 

A baseline Secure Interaction Policy for the interconnection between States is a necessary part of the ATN Security Framework. Furthermore, the Secure Interaction Policy for interconnection across air/ground networks must be fully specified by the ATN Security Framework. Whilst the development of refined versions of this Secure Interaction Policy by States and Regions cannot be ruled out, it should be deprecated and avoided by a complete a specification as possible.

Part of the ATN Air/Ground Secure Interaction Policy will be common for all ICAO datalinks, whilst some aspects may be specific to each datalink. Again, something that needs to be recognised by the ATN Security Framework.
Ongoing

4. 
TW
The ISO 10181-1 concepts of a “Security Authority” and a “Security Domain“ are also important ones to introduce, especially given the distributed nature of the ATN. Essentially, ICAO through the SARPs is the Security Authority for a Security Domain that comprises the whole ATN. This Security Domain is then subdivided into a series of subdomains (e.g. States), with an appointed Security Authority for each subdomain. Formally, a Security Domain is the domain of a single Security Policy under a single Security Authority and the concepts are needed to provide a structure for the existence of separate Security Policies implemented by different States and Organisations.
Ongoing

5. 
TW
The objects on which the Security Policy is to apply need to be identified. At the primary level these include the ATN itself and its users (i.e. controllers and pilots through the application entities that are their agents, and automatons, such as the ADS information provider on an aircraft). At the next level of decomposition, they include the Routers, End Systems (other than application entities) and the ATN’s subnetworks. There are also information objects such as Messages and Routing Update messages.
Ongoing relates first to SARPs rather than GM

6. 
TW
I am not that happy with the strong emphasis on Public Key cryptography as the only “mechanism”. There are a number of Security Services that should be defined including Authentication, Access Control, Confidentiality and Integrity and, while Public Key cryptography can be the basis of a Security Mechanism supporting Authentication and Integrity, I would expect Physical Security to be very important in respect of Access Control. Indeed, physical security mechanisms to protect Routers and End Systems will essential to ensure that the private keys are not compromised. The SARPs will have to mandate “adequate” physical security without necessarily going into the detail.

Also, even if Confidentiality services are required by the ATN Security Policy, I would expect them to be introduced as part of States’ and Organisation’s Security Policies. While public key cryptography is useful for key management in support of confidentiality, it is computationally expensive for confidentiality (and introduces additional weaknesses - see next section’s comments) and symmetric encryption is thus usually preferred.
Ongoing

7. 
TW
I would like to see a number of ATN Security Services identified each supported by an appropriate Security Framework. As ISO 10181 also ready provides appropriate frameworks, and is very comprehensive in their definition, this should not be a major issue. Particular mechanisms, such as public key cryptography can then be introduced within the appropriate framework.
Ongoing

8. 
TW
The use of Security Audit Trails should be included in the list of mechanisms. They will be necessary to monitor the effectiveness of the Security Policy and to identify the source of any failures.
Ongoing

9. 
TW
The specification of the ATN Security Policy should follow the identification of the objects it applies to and the security services referenced. It should include the Secure Interaction Policies for each ICAO specified application, Air/Ground datalink communications, and Ground/Ground Communications.
Ongoing relates to SARPs

10. 
TW
There is a strong implied dependency on the X.500 Directory which I am not happy about. X.400 made very acceptable use of X.509 without requiring the availability of a directory and the same approach can be used here, and is very appropriate to the connection mode ATN applications. Essentially, all that needs to be done is to include the certificate and return certificate path as part of the user information exchanged when the connection is opened. This allows both the public key to be obtained and validated, and for the other party to be authenticated in a robust and simple manner without requiring access to a directory or any other information source. It also avoided any off-line distribution of certificates.

The argument against this is one of bandwidth. However, any other online mechanism is likely to be more expensive (e.g. Context Management) as a separate interaction will most likely be needed to access the required information. Only if the same certificate is exchanged many times is there an advantage in an alternative method (because of this, there may be an advantage in downlinking an aircraft’s certificate once during the CM Logon). However, the justification for an alternative method of uplinking each ground user’s certificate is not strong. Including them in the connection establishment information ensures that such certificates are only uplinked when they need to be and avoids separate enquires to obtain them.
Ongoing

3. Specific Comments

These are also carried forward from the comments raised on versions 0.2,/ 0.8

No
Author
Reference
Comment
Dispos-ition

1. 
IRV
2.1 - 2nd sentence
This is already describing a mechanism, without any rationale that the distribution of certificates is necessary or useful.  A POLICY level statement would be phrased along the lines "All users of the ATN will be provided with security certificates which are accredited by an identified accreditation organisation".  (If that is the intention.)  An alternative policy statement could be "Each user of the ATN will be provided with a unique security certificate which is accredited by an identified accreditation organisation".  Although these are very similar statements, the second would cost millions of dollars more than the first to implement.

In any case, the sentence finishes up with "…whilst enforcing clear and consistent policy." - What "policy" does this relate to? this document? another policy?
Ongoing same ref

2. 
IRV
3.1 last two paras
These seem to make a "leap of faith" that X.509 is the answer, now what's the question?  There has to be some rationale for this solution.  Non-repudiation IS a requirement for the safety of air navigation, that is why aircraft carry flight recorders, and all air-ground voice exchanges are recorded.  However, this is one example where the X.509/OSI  mechanism for non-repudiation may be totally inappropriate, and the aeronautical community is likely to continue to use traffic recordings (is this true for datalink???, traffic recording requirements are included in the AMHS SARPs.).  For both these paragraphs, there is no point in the GM telling the reader what he COULD do with the tools, when these services are NOT required; - delete them.
Ongoing

3. 
TW
3.3, 3rd para
The discussion about the colour of CCITT books is both irrelevant and wrong, and should be removed. The colour of the book was different for each plenary (e.g. red book for 1984) and blue books were not approved every four years - as stated here. Indeed, the four year cycle formally ceased in the early nineties.
Ongoing

There is still a ref in the 2nd para, that needs to be removed

4. 
TW
3.3, 4th para
It is true that X.509 was developed as part of the Directory work, but is a much more general framework than is implied by this text. In particular, there is no dependency on the existence of an X.500 Directory (or any directory) for its use.
Ongoing

Still a problem now in 3rd para

5. 
TW
3.3
It this text is intended as guidance then, when the concept of a certificate is introduced, the problem that they are intended to solve should also be stated. That is, a vulnerability to which public key systems are susceptible is masquerade using a public key of that is offered as belonging to another party, but does not really belong to that party. To overcome this requires secure distribution of public keys and the associated identification of their owner. Certification Authorities and signed certificates are a means to achieve this, but still require the secure distribution of the public key of the certification authority itself. 

This latter point also appears to have been omitted from the document. It is important and should be included.
Ongoing

6. 
TW
3.3, last para on page 2
Why is peer entity authentication between a DUA and a DSA mentioned here? X.500 is not yet an ATN Application and is neither sufficient nor necessary for the distribution of certificates through a directory. It is certainly not a way of avoiding the secure distribution of a Certification Authority’s public key. Certification Authorities are an off-line and not an online resource.
Ongoing more SARPs than GM issue

7. 
IRV
3.3.7
This seems to be setting out a list of options for key distribution, without homing in on any preferred mechanisms for the aeronautical community.
Ongoing now 3.2.2

8. 
TW
3.3.7
The list of alternative mechanisms for obtaining a certificate omits the one designed into IDRP, namely the use of the OPEN BISPDU’s Authentication Data to exchange certificates. For both ground/ground and air/ground this is probably the most practical method. Note that any other online distribution method will incur additional overhead and can only be justified for frequent access to (and caching of) the same certificate.
Ongoing now 3.2.2

9. 
IRV
3.5
"Certificate Authority"  Apart form the letters "ATN" appearing before the word "user", and sometimes before the term "certificate authority", there is nothing that ties this text to the aeronautical community.  For example, who are the candidate CAs for the aeronautical community?  ICAO?  States/ATSOs?  Third party service providers?  In particular, the need for "Mutual Agreement" for recognition of top level CAs needs some specific guidance material.
Ongoing

10. 
IRV
Figure 2
Is the possibility of peer level recognition between lower level CAs specifically precluded?  (in other words, it should normally be possible for the CAs themselves to ensure that any certificate that they pass to a user which has originated from another CA is in fact valid, rather than the user having to trace through the CA trees as described here.  This figure seems to imply there is no possibility for peer-to-peer trust or communication between CAs)
Ongoing

11. 
TW
3.5.1 2nd para
This text appears to imply an infinite chain of certification authorities - see my comment 5 above.
Ongoing

12. 
TW
3.5.1
The possible use of “revocation lists” is a major issue which needs to be discussed in SARPs. Their use implies that a certificate may become compromised during its lifetime. However, they then represent a potential weakness should access to the revocation list be prevented or restricted. The means for secure distribution of the revocation list need to be specified.
Ongoing - but note, we are looking here at GM.

13. 
IRV
3.5.2
Again a solution is assumed - Certificate Revocation Lists are a means that can be used to disseminate information regarding public keys which have become invalid, but there is no rationale as to why this is the approach to be adopted for the aeronautical community.  CRLs are useful if there are millions of issued certificates, and a few hundred have become compromised.  If there are only a small number of valid certificates, as would be possible in the aeronautical community, then users can just access the current list whenever they need to check on a certificate.
Ongoing in 3.3.1

14. 
IRV
Comments on Version 0.2 text Security Scenario 1.
This still assumes an X.500 ground server.  The alternative approach (assuming the ground system does not have "prior knowledge" of the aircraft public key, which is the simplest scenario of all) is for the aircraft to PROVIDE its certificate, including its public key, signed by a recognised CA, in the initial CM exchange.

There is also an implication here that each ground application will have its own encryption algorithm and public key.  Provided that all the ground applications are adequately protected physically from unauthorised interference, there is no security reason for different keys, and it is technically much simpler if they all use the same keys.

Step 9 has to be optional, as the aircraft has alternative means of knowing this information.

Should there not also be a scenario where the CM application is still version 1 (no security) but there are secure applications on board and on the ground?  This is feasible if public key information of the communicating partners is held on a "prior knowledge" basis.
Ongoing but X.500 looks like a SARPs given

15. 
IRV
4.3.6.3.1
This talks of cross-certification as being supported.  Doesn't this provide the peer-to-peer CA trust link that was not shown earlier in Figure 2.
Ongoing now in 3.3.1.3

16. 
IRV
4.3.6.3.2
This describes revocation lists, which are appropriate for large communities of users.  If the aeronautical community can follow an approach that requires only a small community of "users" then revocation can be significantly simplified.
Ongoing now in 3.3.1.4

17. 
TW
4.5.4.2.5.5
Why is there no need foreseen for the authentication of the Air/Ground Router by an Airborne Router? This was not part of the original Eurocontrol Security Papers, and, as observed, continuous and mutual peer entity authentication is specified in 10747, and modification to the specification will be required is this proposal is adopted.

It is perfectly practicable to uplink an Air/Ground Router’s certificate in the IDRP Open BISPDU and I see no reason for deviation from the ISO standard.
Deferred Issue still valid, but the actual text has disapp-eared ongoing

4. New comments on Version 1.0

The main thrust of the comments is that there is still some way to go in moving this text away from being a philosophical treatise on what is possible based on X.509, to become a practical guide to ATSOs, Airlines, Implementers and service providers on the implications of the requirements that are set down in the SARPs Sub-Volume 8 (and elsewhere.)

No
Author
Reference
Comment

1. 
IRV
1.2, 3rd para
Confidentiality is not as "local" as non-repudiation.  For confidentiality, BOTH communicating partners need to take action that is outside the scope of the SARPs or GM.

Even non repudiation of reception requires a protocol exchange from the recipient back to the sender, so is not totally "Local"

2. 
IRV
1.3
I believe at Toulouse we agreed to reference the source of definitions where these were a reuse of existing definitions - this has still to be done.  We also agreed not to create new definitions where adequate definitions already exist in the base standards.  The following comments relate to the glossary:

3. 
IRV
One-way function
The last line of this definition is intriguing - is it true?  If so, why? (Examples)  Or does it mean by guessing?

4. 
IRV
Message
Wouldn't it be better to tie this to something relevant to the ATN? e.g. "A digital representation of information that is conveyed between users of the ATN."

5. 
IRV
Name
I suspect that if "Name" is defined in terms of "Attributes", we may need to define "Attribute"

6. 
IRV
Private key
The term "secret key" belongs to symmetric cryptography, where both parties hold the same secret key.  It is often misused in place of "private key" when talking of asymmetric cryptography.  (I know - I do it myself!)

7. 
IRV
Person
This is NOT a synonym for "entity", many non-human objects are "entities"

8. 
IRV
Recipient (of a digital signature)
I don't see why this merits a special definition.

9. 
IRV
Record
Do we need this term?  We are dealing with ATN Messages, not documents or records.

10. 
IRV
User
This introduces more obscure terms than the original word!  Now we need to define "Applicant", "Subscriber" and "relying party".

11. 
IRV
2.1 2nd para
This still talks of the goal of the policy, rather than the policy itself.  Surely our GM should explain why the policy (in SARPs section 1.5.3) is the way that it is?  Are we confusing "ATN Security Policy" as defined in SARPs, with national security policies, defined by states?  Which are we explaining?

12. 
IRV
3.1 3rd para
This is a confusing sentence, and anyway non-repudiation IS provided today through traffic recording and the 30 day message  storage requirements of ICAO.  We just haven't grouped that sort of function under our security heading, but perhaps we should?

13. 
IRV 
3.1.1 1st para
"ATN communications security services"  These are what is built into the data communications SARPs?  If so, the protection is provided at the application layer specifically  by digital signature, not by "X.509 strong authentication techniques".


IRV
3.1.1 2nd para
The term "Certificate User" is not in the glossary


IRV
3.1.1.2
(What happened to 3.1.1.1?)  This is now talking of encryption entities, "encryption keys" and "decryption keys", whereas up to now the GM talks of "Public" and "Private" keys.


IRV
3.1.1.3
The term "ATN PKI Digital Signature" appears here - surely simply "Digital Signature" is better?  (There is still confusion on this text between ATN PKI and ATN.  For example, asymmetric cryptographic systems are used within the ATN as a whole, not just the ATN PKI.)


IRV
3.1.2
I still have difficulty with the inclusion of all this GM text about non-repudiation, which is neither required for the ATN nor supported by the SARPs.


IRV
3.1.3
This text still needs updating to reflect what is in SARPs - if we have SARPs text for directory support of certificate distribution, we specifically need to relate to that, rather than provide this kind of generic "motherhood" text.


IRV
3.1.4 1st bullet
This talks of "participate in the digital signature system."  Digital signature is not a system, it is a security mechanism that has to be used by a communications service such as certificate distribution.  The main users are of course the ATN applications such as CPDLC, ADS and FIS.


IRV
3.1.5
Same comment as for 3.1.2.  Confidentiality can not in any case be provided "locally", it needs co-operation between communicating partners.  If this has to be included to meet AOC needs, we need to replace "locally" by something like "specific community".


IRV
3.2
The Security Policy reference should be to SARPs material now (2.2 has gone)


IRV
3.2.1
The first two paras here do not seem to be relate specifically to Digital Signature, which is what the section title is.


IRV
3.2.2
X.509 Authentication - for access to the directory service, presumably?  We need to co-ordinate with Jim Moulton on whether this is in his remit or ours.  If we do it, we need to reference "his" SARPs.  In any case, this text is only relating to the X.509 standard, not how the ATN uses it. 


IRV
the second 3.2.2
The first para looks like introductory text for 3 sub-headings, one for each area.  When we have the Digital Signature text sorted, perhaps we can shift that into the section on application message exchange (3.23?)


IRV
3.3
It seems odd to have PKI again as a new heading, as we already had ATN PKI as the heading for 3.1.1.  In any case, this text is a basic tutorial about X.509, rather than ATN usage of the standard.  Again, we will need to recast this to what we actually say in SARPs.  For example, if, as seems likely, there will always be a degree of international "trust" in the aeronautical community, we may not need to use full "return certification paths".  Also, the observation that X.509 does not address key distribution is of no interest to the reader.


IRV
3.3.1
First four paras are too abstract, need to be more "real" in context of what is proposed for the ATN.  Thereafter, who is being guided here?  ATN Users?  We now have a term "Digital Signature verifier entities" which is not in the glossary - what are they?  Do we need them?  Aren't they just "ATN Users"?


IRV
3.3.1.1
1st bullet - this is too vague as a reference - what sort of criteria are we talking about?  In next para, replace "must be" by "is"


IRV
4
It is probably too early to look at the CONOPS text in detail.  I would like to see it more "top down" - we start in 4.1 with the three "requirements", but then launch into a list of the building blocks (repositories, server and agents).  Can we not logically develop the case for providing these from the basic need for authenticating the information exchanges.


IRV
4.2
I know I keep going on about this, but this is the third time we have a heading "PKI", and it seems to be repeating the same sort of stuff that has already been said.  It is NOT describing how the ATN PKI, as mandated in SV8, operates.


IRV
4.3 2nd bullet
"secured" at the end of this bullet should be "authenticated".  ("Secured" to me implies encryption of the user data.)



4.3.5
Isn't this the same text as in 3.2.2?
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