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This paper proposes recommendations for changes to ICAO Annex 17 in order to establish the high-level ATN security requirements.
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 RECOMMENDATIONS FOR CHANGES TO 

ICAO ANNEX 17

1. INTRODUCTION

The ATN panel's work program includes the development of SARPs for the security provisions of the ATN. The initial version (Versions x.x and earlier) of the ATN SARPs, published in (tbd), does not define any specific technical mechanisms for security. Rather they encourage States to limit access to the ATN through physical security. 

However the working groups of the ATNP have now drafted enhancements to the ATN SARPs to provide the technical means to support authentication of user messages delivered via the ATN, as well as authentication of routing and systems management information exchanged across the ATN. This is expected to result in changes to the Annex 10 ATN SARPs as well as related ICAO ATN documents being proposed to ATNP/3), scheduled for (tbd) 1999. 

Working Group I of ATNP while in the process of defining the overall framework for ATN security has identified a need to introduce changes into not only Annex 10, but also into Annex 17 and the related ICAO Doc 8973.

While Annex 17 defines very high‑level security requirements, Doc 8973 provides a substantial level of detailed guidance. Doc 8973 defines "Acts of unlawful interference" to include: destroying or damaging air navigation facilities or interfering with their operation, communicating information which is known to be false, thereby endangering the safety of an aircraft in flight " This is consistent with the definition of "offences" in Doc 8966 (1971). However, the current Annex 17 and Doc 8973 do not define any specific security provisions for directly securing communication services other than general physical security. Working group I of the ATNP believes that it is appropriate to add high level requirement(s) in Annex 17 for the security of ATS related communication services and detailed guidance in Doc 8973 on the management, operation and administration of security services associated with the ATN. 

Although the ATNP is only responsible for the ATN related standards, it is the opinion of WG1 of the ATNP that Annex 17 should stipulate requirements for an ATN security programme as part of the larger national civil aviation security programme that each Contracting State must establish. This paper presents in the following section, recommendations for changes to Annex 17 in order to establish these new requirements. Coordination with other ICAO groups beyond ATNP will be required. 

The proposed changes to Doc 8973 are under development by WG1 SG2 are presented in a separate paper. 

At last, it is thought that the ATN security programme could be part of a security programme for communications, navigation and surveillance (CNS) systems in general. Such a CNS security programme requires however further and larger co-ordination with other ICAO groups beyond the ATNP. As a more general comment, ICAO should give consideration to a more general restructuring of Doc 8973 to provide a document structure to readily allow for the addition of material describing the management, operation and administration of security services offered for future CNS systems.

2. RECOMMENDATIONS FOR CHANGES TO ICAO ANNEX 17

RECOMMENDATION N° 1: 

To add to the following text to CHAPTER 3. ORGANIZATION:

3.1.20
Each Contracting State SHALL ensure the establishment of an aeronautical communications networks security programme, adequate to the needs of international traffic.

3.1.21
Each Contracting State SHALL arrange for the establishment of an aeronautical communications networks security committee to advise on the development and co-ordination of aeronautical communications networks security measures and procedures.

3.1.22
Each Contracting State SHALL nominate and train an aeronautical communications networks Security Manager to implement the aeronautical communications networks Security Policy and co-ordinate the security requirements with other national or international organisations concerned.

RECOMMENDATION N° 2: 

To add to the following text to CHAPTER 4. PREVENTIVE SECURITY MESURES:

4.6 Measures relating to aeronautical communication networks:

4.6.1
Each Contracting State shall ensure that the architectural, technical and infrastructure-related requirements necessary for the implementation of international civil aviation security measures, are integrated into the design, construction and operation of aeronautical telecommunications networks.

4.6.2
These requirements SHALL address the danger to the safety of aircraft in flight paused by the communication of false information through aeronautical telecommunications networks and the destruction, damaging, or interference with the operation of these networks.

4.6.3
Each Contracting State shall establish measures to prevent unauthorised access to aeronautical telecommunications networks used for operational communications, navigation, surveillance and air traffic management services.

RECOMMENDATION N° 3: 

To add to the following text to CHAPTER 5, MANAGEMENT OF RESPONSE TO ACTS OF UNLAWFUL INTERFERENCE

5.3 Management of the response to acts of unlawful interference involving aeronautical communications networks:

5.3.1
Each Contracting State shall ensure that acts of unlawful interference against or performed through aeronautical telecommunications networks, are responded adequately in order to preserve the safety of international civil aviation. 

5.3.2
This includes the establishment by the appropriate security authority of contingency and disaster recovery plans as well as mechanisms for the recording, investigation and reporting to the national administration of aeronautical telecommunications networks security incidents.

5.3.3
Each Contracting State shall exchange information with other States as considered appropriate, at the same time supplying such information to ICAO, related to the security aspects of acts of unlawful interference against or performed through aeronautical telecommunications networks.

5.3.4
Each Contracting State concerned with an act of unlawful interference against or performed through aeronautical telecommunications networks shall require its appropriate authority to re-evaluate security measures and procedures in respect those networks and to take action necessary to remedy weaknesses so as to prevent recurrence. 

5.3.5
This process SHALL be co-ordinated as appropriate with ICAO and the appropriate security authorities of other Contracting States concerned.

RECOMMENDATION N° 4: 

To add to the following text to the ATTACHMENT TO ANNEX 17:

EXTRACTS FROM ANNEX 10 - AERONAUTICAL TELECOMMUNICATIONS, VOLUME III,

 PART I (DIGITAL DATA COMMUNICATION SYSTEMS)

CHAPTER 3. AERONAUTICAL TELECOMMUNICATION NETWORK

..

3.3 
System-Level Requirement.
..

3.3.29
ATN end systems supporting ATN security services shall be capable of authenticating the originator of ATS messages.

3.3.30
Ground and air-ground ATN boundary intermediate systems supporting ATN security services shall be capable of authenticating routing information updates received from peer BISs.

3.3.31
When ATN authentication services are being used the probability, of a randomly selected digital signature being incorrectly accepted by the recipient of the message as being valid shall be 10-8 or less.

..

3.8 
ATN Security Requirements

The overall ATN security framework shall be based on a combination of technical provisions, as defined in ICAO Doc 9705, as well as local physical and procedural security measures in accordance with Annex 17 and ICAO Doc 8973. 

Recommendation — The following physical and procedural techniques should be used to provide security for ATN end systems, intermediate systems, network managers and subnetworks:
1) restricted physical access to ATN end systems, intermediate systems, systems manager workstations and subnetwork switches, network managers, and other essential network sub-systems ;

2) restrict user access to ATN end systems, intermediate systems and systems manager workstations to only authorized personnel through the use of passwords;

3) non-use, or restricted use, of dial-up remote access to ATN ground end system, intermediate systems, systems manager workstations. 

3.8.1
ATN Security Policy

Note 1. Communication monitoring and third party traffic analysis do not constitute a safety hazard and as a consequence are not considered security threats for ATS related communications provided by the ATN.  However non-ATS users and applications may have local, or organisational, policies wherein these would be considered security threats based on other concerns, such as economic considerations.  

Note 2. The ATN Security Policy consists of protection from the following forms of security threats.  However, the level of protection may vary by the type of security threat and by the level of ATN security service selected by the user or application process.

3.8.1.1
ATS messages shall be protected from modification, masquerade and replay. 

..

3.8.1.2
Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay;

..

3.8.1.3
The ATN services that support messages to and from the aircraft shall be protected against denial of service attacks to a level of probability consistent with the required application service availability;

..

3.8.1.4
ATN end systems and intermediate systems shall be protected from unauthorised physical access.

..

3.8.1.5
ATN systems shall be capable of detecting and reporting access attempts using an invalid digital signature or password

..

3.8.2
The ATN security framework shall accommodate mobile as well as fixed users of the network.  

3.8.3
The technical framework for the ATN shall employ security keys and digital signatures to provide the option for strong authentication services. 

3.8.3.1
The ATN security architecture shall be based on ISO/IEC 7498-2.

3.8.3.2 The ATN security architecture shall employ Public Key Cryptography for authentication based on ITU-T Recommendation X.509 and ISO/IEC 9594-8.  

..
3.8.3.2.1 A Certificate Authority operated by, or on behalf of the State or aeronautical organisation shall use the public key algorithm, as defined by ICAO Doc 9705 Sub-Volume VIII, to certify the public key, producing a certificate.

3.8.3.2.2 Distribution of certificates shall employ ATN security services for authentication.

3.8.3.2.3 The ground-ground distribution of certificates shall employ directory services as defined in ICAO Doc 9705, Sub-Volume VII.

3.8.3.3
Secured ATS information exchanges employing authentication services shall be provided by upper layer communications services based on ISO/IEC 11586.  

..

3.8.3.4
ATN end systems supporting ATN security services shall provide an indicator to inform the user of an application whether the user messages are being delivered over a secured, or unsecured, dialog.

3.8.3.6
Secured exchanges of routing information using authentication services shall be provided by the ATN internetwork communication services based on the use of mechanisms within ISO/IEC 10747, as defined in ICAO Doc 9705 Sub-Volume V.

