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SUMMARY

Current work on ATN security defines IDRP authentication on the downlink direction. This paper proposes additional requirements for IDRP authentication on the uplink direction.

INTRODUCTION

Current work on ATN security only defines authentication requirements for downlink IDRP PDUs. This paper describes the need to authenticate the source of uplink IDRP PDUs. 

1 SCOPE

Since the scope of WG1SG2 is defining security requirements, this paper will only define the requirements for authentication of uplink IDRP PDUs. It does not define how to perform this authentication. It is suggested that we separate the requirements from the mechanisms. If the requirements are justified, all options can be analysed later in order to find an acceptable solution to meet the requirements. Only when no acceptable solution is found, will we disregard the requirements. 

2 AUTHENTICATION FOR UPLINK IDRP PDUs

The requirement to authenticate the source of all downlink IDRP PDUs has been defined in the current draft of sub-volume VIII, Doc 9705. 

In general, authentication requirements in today’s routing protocols are applicable to both directions of a neighboring interface. Denial of service therefore is the threat applicable to both directions of the interface.

It is suggested that section 8.3.1.5.1.1 of sub-volume VIII be rephrased to remove the restriction on one-way IDRP authentication (namely, downlink authentication only).   

3 WHY DO WE NEED AUTHENTICATION ON UPLINK IDRP PDUs?

If uplink IDRP PDUs (or the source thereof) are not authenticated, hackers can masquerade as a legitimate air-ground router and perform the following threats:

1. Send UPDATE PDUs with the “Withdraw Routes” field to flush all Routing Information Bases on the aircraft, thus rendering the aircraft incapable of communicating with any host on the ground.

2. Send ERROR PDUs or CEASE PDUs to the aircraft, thus causing the airborne IDRP state machine to enter CLOSE state.

3. Send UPDATE PDUs to advertise bogus routes to legitimate destinations, thus effectively redirect all downlink application messages to their own computer.

All of the above threats are per aircraft. However, if the hacker repeats the same actions to other aircraft then multiple aircraft will be affected. 

4 RECOMMENDATION

· It is recommended that WG1/SG2 determine the validity of IDRP authentication for uplink PDUs as suggested in this paper, without concern about how to meet this requirement. Once the requirement is determined to be valid, another work group will investigate the solution.

· It is further suggested that WG1/SG2 do not mandate the use of public key based digital signature for IDRP authentication, since other options may exist that may prove to be more appropriate for IDRP purpose. 

· Security issues all boil down to the tradeoff between the cost due to lack of protection and the cost of providing the protection. If it is determined that the cost of providing IDRP uplink authentication is higher than the cost of denial of service, then it is recommended that WG1/SG2 delete this requirement.
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