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Attachment – Proposed recommendations for changes to Document 9705, Sub-Volume VIII 

ATN Security Provisions for Certificate Creation and Management

8.3.1.2.2.1 The ATN public key certificate format shall be based on an X.509 Version 3 certificate.

8.3.1.2.2.2 The ATN certificate and shall support three basic classes of certificates. 

· Public key certificates will support signature applications, 

· Key management certificates are used to support key exchange for confidentiality purposes,

· Attribute certificates, which specify user privileges. 

8.3.1.2.2.3 Certificates issued for ATN users shall be signed using ATN approved algorithms for digital signatures.

Note: Certificates may be stored in hardware-based tokens or cryptographic modules.  Certificates, however in general, need not be protected and can be stored on any digital medium.

8.3.1.2.2.4 In order for an ATN user to trust the authentication procedure, the user needs to obtain other user’s public keys from a source that it trusts.

8.3.1.2.2.5 A certification authority shall produce the certificate of a user by signing a collection of information, including the user’s distinguished name and public key, as well as a unique identifier containing additional information about the user.

8.3.1.2.2.6 ATN X.509 v3 certificates shall contain the identity and attribute data of a subject using a base certificate with applicable extensions.

8.3.1.2.2.7 ATN clients Shall provide the following capabilities to participate fully in the ATN:

· generate digital signatures;

· verify digital signatures;

· interpret X.509 V3 certificates;

· interpret ATN certificate revocation lists;

· determine the status of an ATN certificate; and

· obtain certificates from X.500 directory servers.

8.3.1.2.2.8 The base certificate shall contain  the version number of the certificate, the signature algorithm used to sign the certificate, and information about the subject’s public key.

8.3.1.2.2.9 All signature and key exchange certificates shall minimally contain:

· the version number;

· the certificate unique serial number;

· the distinguished name of the user or entity;

· the validity period;

· the public key and its parameters;

· algorithm field;

· the name of the certificate authority; and

· the certificate authority's signature.

8.3.1.2.2.10 The ATN shall not support the X.509 cross-certificate-pair construct to build bi-directional chains of trust between CAs.  Each state CA will authenticate the certificate with the issuing CA. Once the certificate is validated the CA will then resubmit the certificate with his signature.

8.3.1.2.2.11  It is recommended that ATN CAs may cross-certify other ATN CAs, and in some cases may cross-certify non-ATN CAs.  Cross-certification requires that the two CAs involved evaluate the policies each uses and make a decision about the policies that apply to the cross-certificates.

8.3.1.2.2.12 The ATN public key certificate revocation list shall be based on the X.509 Version 2 CRL.

Note: The mechanism defined in X.509 for revoking certificates is the Certificate Revocation List (CRL). A CRL contains a list signed by a CA of unexpired certificates that have been revoked.  Since the CRL contains the time it was issued, and the time the next CRL will be issued, a user can determine if a copy of the CRL is still current.  

8.3.1.2.2.13 The ATN public key certificate revocation list format shall support modular presentation of CRLs and knowledge of why certificates were revoked.

8.3.1.2.2.14  ATN CAs shall issue CRLs for the certificates they have issued at periodic intervals.

8.3.1.2.2.15 Reason codes will be required for all CRL entries.

Note: Modular presentation of CRLs is a critical performance issue.  Some applications may accept signatures corresponding to revoked certificates, depending upon the time frame and the reason for revocation.

8.3.1.2.2.16  The ATN Compromised Key Lists (CKLs) shall support rapid dissemination of key compromises throughout the infrastructure.  This requires that all CAs support a common CKL format and generate CKLs for exchange within the infrastructure.

8.3.1.2.2.17 A client shall either be able to process all required extensions contained in a certificate, or it must not validate that certificate.

8.3.1.2.2.18 ATN x.509 certificate extensions that shall be required are key usage, basic constraints, names constraints and policy constraints.

8.3.1.2.2.19 ATN x.509 certificate extensions that shall be optional are private key usage period, certificate policies, subject/issuer alternative name, and CRL distribution points.

8.3.1.2.2.20 ATN x.509 certificate extensions that shall not be supported are authority key identifier, subject key identifier, and policy mappings.

