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SUMMARY

Current draft sub-volume VIII, Doc 9705 defines a public key based digital signature as a means of authenticating downlink IDRP PDUs. Since this approach is feasible only on the downlink direction, this paper proposes a different authentication mechanism that can be used for both downlink and uplink.

INTRODUCTION

Current work on ATN security [REF5] defines the use of public key based digital signatures as a means of authenticating downlink IDRP PDUs. Authentication of uplink IDRP PDUs is not defined/allowed. The rationale behind this one-way authentication is largely due to the complexity/infeasibility of the (electronic) distribution of all necessary ground-based public keys to the aircraft in order for the aircraft to verify the peer ground BIS’ signature.

As described in [REF1], it is odd that router authentication is performed on one direction, but not the other, since the threats are equal on both directions. This paper attempts to look at another option that does not depend on the distribution of public keys to support IDRP authentication, hence enabling bi-directional authentication for IDRP.
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2 BACKGROUND

In the ATN environment, IDRP is used to establish routing information bases in the airborne and ground-based routers. Before IDRP runs, no applications can send or receive messages, since no paths exist in the airborne as well as the ground-based BISs (Boundary Intermediate Systems - IDRP routers). This makes IDRP key distribution difficult, since no applications can be used to exchange security keys prior to the execution of IDRP.  

3 Public Key May Not Be Appropriate for IDRP

A digital signature that is public key based requires the receiving BIS to obtain the public key of the sending BIS in order to verify its signature. While the ground-based BIS can access X.500 directory to retrieve the public key of the aircraft, it is infeasible for the aircraft to do so. 

While some digital signature algorithms perform encryption on the message digest, some don’t. However, all public key based digital signature algorithms require that the recipient has the public key of the sender in order to verify the signature.

The mechanism described in [REF2], Annex D “Example of Authentication Type 2”, uses MD4 to produce a 128-bit hash, then this hash is encrypted with some encryption algorithm. It must be assumed that this encryption is not public key based, because it must not increase the size of the hash, since 128 bits are the maximum that can fit in the Validation Pattern field of a BISPDU. All public key systems increase the message size several times after encryption, given a moderately strong key size (e.g., 1024  bits). Most one-way hash algorithms produce a result of 128 or more bits, unencrypted. After encryption with a public key system, this hash will grow larger than 128 bits. 

DSA is an example of another type of digital signature algorithms that do not perform encryption. However, the results of these algorithms, i.e., the digital signatures, may be larger than 128 bits, due to large prime numbers (e.g., 1024 bits) that these algorithms use.

In summary, besides the key distribution issue, digital signatures that are based on public key system are likely to be larger than the maximum 128 bits of the Validation Pattern field in BISPDUs.  

4 Use of MAC and Authentication Key for IDRP

MAC (Message Authentication Code) is an alternative method of authenticating the source of data. The sender of a BISPDU x computes a MAC hk(x) using an authentication key k and hash function h shared with the recipient, and puts this MAC in the Validation Pattern field of the BISPDU and sends it to the peer BIS. The receiving BIS extracts the MAC from the Validation Pattern field of the received BISPDU, puts all 0’s in this field, independently computes the MAC of the BISPDU x using the same hash function h and same key k, and compares the computed MAC with the received MAC. The receiving BIS interprets the agreement of these values to mean the BISPDU is authentic and has integrity.  

There are many different ways to apply the hash function h to the shared key k and message x, hence there are many different MAC algorithms. One simple way is to prepend the key k to the message x and compute the one-way hash of the concatenation h(k, x). Since the peer BIS knows the key k, it can reproduce the result. See [REF8] for variations and attacks on this method.

Most MAC algorithms produce short results that fit in the 128-bit Validation Pattern field in the BISPDU. The MAA (Message Authentication Algorithm – [REF6]), for example, is a keyed hash function that produces a 32-bit MAC. In [REF7], MD5-MAC algorithm produces a 64-bit MAC; MD4, MD5, and RIPE-MD produce 128-bit hash values.

Shared Authentication Key

Since IDRP is the first “application”
 that runs on the BIS, there is no mechanism to exchange the shared key prior to IDRP. Therefore, static configuration of the shared authentication keys is required on both airborne systems and ground-based systems. This is similar to the case of an airborne CM application which is required to have prior knowledge of the ground CM public key.

[REF3] and [REF4] are Internet routing protocols that specify static configuration of shared keys for router authentication purpose.

Bi-directional Authentication

With the use of MAC and shared keys, authentication of routing information is not restricted to downlink. It can also be done on the uplink direction.

5 RECOMMENDATION

· It is recommended that WG1/SG2 determine the validity of using MAC as an alternative to digital signature for IDRP purpose. 

· It is further recommended that WG1/SG2 do not mandate the use of public key based digital signature for IDRP authentication, since other options may exist that may prove to be more appropriate for IDRP purpose. 

� IDRP is a routing protocol, not a true application.  
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