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Proposed Modifications to ATN Security Strategy

based on Cryptographic Algorithm Analysis

1.  Introduction

Subgroup 2 of Working Group1 has conducted a preliminary analysis of and consulted subject matter experts on the availability of asymmetric digital signature methods for use in the ATN.  Subgroup 2 has determined that there are no established  methods with supporting public key algorithms which produce a signature size suitable for general ATN use.  Accordingly, subgroup 2 recommends modification of the ATN security strategy as outlined in the following sections.

2.  Modifications to ATN Security Strategy

2.1  ATN Security Framework


a.  the ATN information security framework will employ public key cryptography for key management and distribution based on ITU-T Recommendation X.509.    

            b.  the ATN information security framework will employ both asymmetric and symmetric authentication methods, combined as appropriate, to provide strong authentication services.

2.2   Security Provisions for ATN Intermediate Systems

a.  ATN Boundary Intermediate Systems (BISs) supporting ATN security services will authenticate IDRP connections using asymmetric methods (and symmetric methods as appropriate) between air-ground and airborne BISs, and using either asymmetric or symmetric methods among air-ground and ground BISs. 

b.  ATN BISs supporting ATN security services will authenticate BISPDUs on established IDRP connections using symmetric methods.

2.3   Security Provisions for ATN End Systems

ATN end systems will provide dialog service users with security levels using asymmetric and symmetric methods as follows:

a)  Unsecured Dialog – No authentication is provided for either the dialog establishment or for application user data exchanges over the dialog.

b)  Secured Dialog Service – Dialogue establishment will be authenticated using asymmetric methods. Dialogue maintenance will be authenticated using symmetric methods.1  Application user data exchanges over the dialog will not be authenticated.

c)  Forward Path Secured Application Dialog – Dialogue establishment will be authenticated using asymmetric methods.  Dialogue maintenance will be authenticated using symmetric methods.  Application user data exchanges from the application requesting the dialog to the application accepting the dialog will be authenticated using symmetric methods.  Application user data exchanges in the return direction will not be authenticated.

d)  Return Path Secured Application Dialog – Dialogue establishment will be authenticated using asymmetric methods.  Dialogue maintenance will be authenticated using symmetric methods.  Application user data exchanges from the application accepting the dialog to the application requesting the dialog will be authenticated using symmetric methods.  Application user data exchanges in the forward direction will not be authenticated.

e)  Secured Application Dialog – Dialogue establishment will be authenticated using asymmetric methods. Dialogue maintenance will be authenticated using symmetric methods.  Application user data exchanges will be authenticated using symmetric methods.  

Note 1:  The requirement for authentication of dialogue maintenance is consistent with current requirements; however, WG3 should determine if authentication is justified given that an exchange of a symmetric key may be necessary. 
