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SUMMARY

This paper provides information to the subgroup on work in progress on the provision of encryption in the data link environment. It should be noted that this is not so much a prescription for implementing any particular encryption technique, as it is an outline for making both ground systems and avionics "encryption ready".

1 Introduction
N.B. To avoid confusion this document uses words of the form (en|de)crypt- for the application of and results of cryptological algorithms, and words of the form (en|de)code- for NON-crypto/NON-cipher encodings and representations.  For example: "The enCRYPTed data is then hex enCODEd using the ARINC 622 ACARS bit to hex conversion."  Encoding only means a change of representation here, not secrecy.

For certain purposes it is desirable to be able to pass encrypted data to and from aircraft through the ACARS data network.  A proof of concept (reported in the attachment) has already been done using a standard hardware encryption device.  However the complexity of the hardware setup needed made it impractical for a fieldable system.  The following is a summary of the issues involved and a straightforward approach to dealing with them.

2 Limitations Of The ACARS Network
Because of the nature of the ACARS network it must be assumed that any message transmitted across it can be intercepted.

The ACARS network is text oriented with a restricted character set. To transmit arbitrary binary data (most strong crypto algorithms produce "binary" output) it must be encoded using the ARINC 622 bit to hex rules.

Messages sent through the ACARS network need plaintext addressing and message type information to be routed from air to ground or ground to air.  This may provide a certain amount of signal intelligence (SIGINT).

The size of messages is limited to something under 4000 bytes (octets). Due to message header and encoding issues the limit on the encrypted data payload will be about 1900 bytes.  Any data larger than this will need to be packetized using some convention between the avionics and ground application end systems.

3 Limitations Of Previous Proof Of Concept
The hardware device used was not well suited for such an application

· hardware interface was awkward

· synchronous nature of device did not match well with asynchronous store and forward network

· messages generated were too large for a variety of reasons

The hardware "plumbing" needed to integrate the device was complex.

There was no way to pass plain text addressing information around the crypto device.

An avionics implementation was never attempted because of the limited scope of the project, and the level of complexity it would entail.

4 Conclusions From The Proof Of Concept
It seemed obvious that the use of a software encryption algorithm as a selectable "filter" which could be applied to the data "payload" was a much more promising approach, for both ground systems and avionics.

5 Proposed Software Architecture
5.1 NETWORK 

The existing Air/Ground network can largely be treated as a pipeline for our purposes.  The only potential change would be to add support in the Air/Ground processors for new ARINC 620 SMI/MFI to and from ARINC 618 label/sub-label translations.

5.2 AVIONICS 

(The following is based on somewhat limited knowledge of how the avionics currently handle 618/622 messages)

The avionics would require several additions.

As a general requirement, some method of key acquisition will be needed as an input to the crypto application within the avionics.  It may also be desirable to define a convention for packetizing and depacketizing data which exceeds the ~1900 byte limit.

On the uplink side the ACARS MU will need to recognize either a (set of) label/sub-label(s) or a (set of) ARINC 622 IMI(s) as data for a/the crypto application.  After receiving and assembling all the 618 blocks and performing the 622 hex to bit conversion the MU will then need to pass the data to that application.  The crypto application will need to be implemented somewhere in the avionics.  Finally the decrypted data will need to be passed from the crypto application to it's intended recipient, either another avionics application or a simple text display.

On the downlink side the reverse process will need to be implemented, routing from another application or text input to the crypto application, encryption using a key, 622 bit to hex encoding in the MU, and attaching suitable message type identification.

5.3 GROUND SYSTEM 

The ground system changes should be limited to the message encoding/decoding in our API.  Changes to the gateway would be limited to recognizing and accepting any new SMI/MFI/IMI application type indicators.

As a general requirement the API will need some method of key acquisition.  It may also be desirable to define a convention for packetizing and depacketizing data which exceeds the ~1900 byte limit.

On the downlink side the API will need to recognize that the message is encrypted, perform 622 hex to bit decoding, pass the data to the crypto function with a key for decryption, possibly do processing for the "real" application before making it available via API functions.

On the uplink side the API will need to assemble the application portion of a message, encrypt it with a key, and perform 622 bit to hex encoding attaching the appropriate message type identification.

5.4 ISSUES

Most important!  All of the other processing should be COMPLETELY independent of the encryption/decryption algorithm.  The software interface to the crypto processing should be general enough that almost any algorithm can be used from a simple "do nothing" function for testing, to the most secure hardware assisted techniques.  The algorithm should be easily replaceable by at most relinking with a different function.  Something like:

encrypt(void *keydata, size_t keydata_size,

unsigned char *plain_text, size_t plain_text_size, unsigned char *cipher_text, size_t cipher_text_max);

decrypt(void *keydata, size_t keydata_size,

unsigned char *cipher_text, size_t cipher_text_size, unsigned char *plain_text, size_t plain_text_max);

void *get_encryption_key();

size_t get_encryption_key_size();

void *get_decryption_key();

size_t get_decryption_key_size();

To ensure generality separate encryption/decryption function entry points should be provided even if the algorithm is completely symmetrical.

The importance of algorithm independence can not be over stressed. Among other benefits it prevents contamination of both the Gateway software and avionics with non exportable code.  It also allows a third party such as the NSA to separately develop and provide a very strong crypto "plug-in" without exposing it to either the avionics or end system developers.

6 Algorithm
- A non expanding algorithm is strongly indicated.

- A stream algorithm where processing of future messages depends on the correct receipt of past messages is strongly contra-indicated. This is not meant to exclude protocols which require negotiation and acknowledgements, but rather to lower the threshold for the avionics so that a reliable ordered contiguous data stream (e.g. ATN) is not assumed.

- For initial demonstration purposes a strong block cipher algorithm (one of the AES contenders) with publicly available source code will probably be used, along with manual key distribution.  More research into an acceptable candidate is needed.

7 Key Distribution
Can vary from simple manual entry on a per flight or per message basis, to complex automatic distribution of signed public keys from trusted servers which are only valid for limited time period.

8 Application type indication (SMI/MFI/IMI)
The choice of SMI/MFI depends partly on the type of avionics implementation.

Some way to readily identify an encrypted message in both 618 and 620 format is needed.

Since the encrypted message must be 622 encoded the IMI is probably the simplest choice of an indicator for now.  This should require no changes in the air/ground network.  This assumes that the air/ground processors don't check the IMI of a 622 encoded message for "validity".

9 System Security
9.1 Message Choice

Unless the crypto algorithm chosen is highly immune to known plaintext attacks, certain types of message traffic should not be considered for encryption because their content is so predictable. Many of the FANS1 applications are probably poor candidates for this reason.  The 622 AFN messages are a particularly good case in point because the content is very predictable to a high level of certainty. DO-219 CPDLC and DO-212 ADS (ARINC 745) are also very predictable if to a lesser extent.

9.2 Aircraft 

Physical security countermeasures associated with access to the aircraft will likely fall under those required by Annex 17 and Doc. 8973 or the more stringent measures required by a particular operating environment (e.g. military).

9.3 Ground System

The gateway process and the API communicate via TCP/IP sockets, thus for protection of both keys and plaintext messages both the end system application and the Gateway process should be on an isolated system which communicates to the ARINC network over a "620 message only" link such as a dedicated x.25 or bisync circuit.

10 DEMONSTRATION PLAN
The demonstration will entail choosing a commercial encryption scheme available in public domain and developing software to encode an ACARS freetext message and pass this encrypted message to an ACARS management unit via an ARINC 429W interface and then broadcast the message through the ARINC network.  The ARINC CNS/ATM gateway software will also be modified with the encryption scheme and be able to encode/decode the messages. Initially an existing SMI/MFI will be used. A newly defined IMI to identify an encrypted message will probably be required. The demonstration will not include methods of key distribution. A sophisticated key management and distribution scheme will only be a hurdle to implementing the core "crypto ready" capability for now.  The intent is that the key acquisition method be easily replaceable.  The encrypted text messages will be of a length not to exceed what will fit in one ACARS message.  Following this initial phase, ARINC will work with various MU vendors to attempt to host a test algorithm within their management units.  The vendor will provide the appropriate hooks that the algorithm software will include giving the potential user the ability of placing any encryption algorithm into the MU.  This concept will then be tested on the ARINC network to validate interoperability.
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