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SUMMARY


 


This paper scopes the area of co-operation between the drafting team developing the security SARPs and GM, and the drafting team developing the directory SARPs and GM.
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Introduction


It is envisaged that in the next version of ATN SARPs, there will be a sub-volume defining the ATN Directory Service, as a repository for naming, addressing and other information about ATN user entities, and which is accessible, using standardised protocols, by ATN user entities.  As a separate but related process, a sub-volume defining the security mechanisms necessary to meet ATN security targets is being developed.  This paper scopes the area of co-operation between the drafting team developing the security SARPs and GM, and the drafting team developing the directory SARPs and GM.


Scoping Discussion


The areas that need to be addressed on a co-operative basis between the drafting teams are:


The extent to which individual directory servers (and the associated supporting services) are envisaged to be "trusted entities" in security terminology, and thus can be regarded as being capable of managing the integrity of information that is stored in them


The directory schema needs to be so designed that it can accommodate all of the necessary security attributes associated with ATN user entities


The means by which "users" of the directory service authenticate themselves to the service (and likewise the means by which the service authenticates itself to users)


The means by which information read from or written to the directory service is safeguarded from unauthorised (malicious or otherwise) modification


The means whereby Directory System Agents (DSAs) owned/operated by different organisations in the ATN (ATSOs, Airlines, Service Providers, others) handle shadowing, replication, referrals and chaining whilst maintaining the required levels of security.


The Trusted Entity


The security model for the ATN requires that trusted "Certificate Authorities" are established/ appointed that will be responsible for supplying (not necessarily by electronic means) authenticated "Certificates" for ATN user entities.  Certificate authorities "sign" such certificates using their own private key, and users can have confidence in the validity of a certificate by checking the signature using the public key of the certificate authority - assuming they know what it is!


The current expectation for the ATN evolution is that these certificates are likely to be stored as attributes in the directory.  If the directory server is itself a "trusted entity", then it can be trusted to hold and supply certificates that relate to certificate authorities themselves (not just end users).  If the directory is NOT a trusted entity, i.e. the management arrangements are such that the system is susceptible to attack, then some other means is needed to provide users with the public key of the certificate authorities.


This activity will resolve, in conjunction with the directory SARPs drafting team, the most appropriate model for the ATN directory service, taking into account security considerations, then the security drafting team will produce the necessary security-related SARPs and/or Guidance Material.


Directory Schema


The ATN directory needs to hold certificates for ATN entities (users, certificate authorities etc.  The characteristics of the certificate attribute(s) needs to be defined and passed to the directory drafting team for inclusion in the ATN directory SARPs.  


This activity will define the necessary attributes and pass the definitions to the directory SARPs drafting team.


Mutual Authentication


The users of the ATN directory service ("Directory User Agents", DUAs) need to be able to authenticate themselves to the service, and establish their "rights" to create and/or access (read) and/or modify and/or delete information held in the directory.  The users also needs the directory service to authenticate itself as being a genuine ATN directory server, not a masquerading machine.


This activity will define the authentication mechanism needed in a directory access protocol, and pass the requirements to the directory SARPs drafting team.


Authentication of information provided


The users of the ATN directory service need to be sure that information they receive from the directory service has not been tampered with in transit.  Certificates are inherently "safe" in this respect, because any tampering will invalidate the digital signature.  However, other attributes, such as network addresses and application titles also need to be protected.  The security drafting team will provide input to the directory SARPs drafting team on how to provide appropriate protection to these information flows by means of a secure directory access protocol. 


Communication between DSAs


DSAs communicate for purposes of shadowing, replication and chaining.  They also provide referral information to their clients.  For the ATN directory service to achieve a uniform level of service, the means by which these information exchanges between DSAs (the Directory System protocol) is secured, and the means by which consistency is maintained when replicating needs to be defined.


It may be necessary to consider different levels of "trust" for DSAs operated by different entities, and set down appropriate policies to protect the integrity of the service as a whole.


(Example - assume, for instance, that DSAs owned and operated by North American or major European ATSOs are regarded with a higher level of "trust" than DSAs owned and operated by smaller states local airspace operators.  The "policy" then may be that the more highly trusted DSAs have a mutual replication arrangement (they all hold "shadows" of each others entries) or chaining agreement, whereas the lower trust DSAs are only accessed by "referral".) 


This activity will examine the different scenarios for replication, chaining and referrals, and make recommendations to the directory drafting group on the most effective approach for the ATN.  The security drafting group will produce appropriate supporting SARPs and / or Guidance Material.
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