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SUMMARY

This paper identifies several items that require co-ordination between WG1SG2 and WG3SG2.

There is an action item on WG3 sub-groups, and in particular on SG2 (air-ground applications), to review the SARPs and GM on ATN Security.

In order to allow us to do that, we need the latest version of both SARPs and GM documents. I was told that the document distributed in Bordeaux (WP905) has been reviewed in detail by your sub-group and has been partially modified, based mainly on Ian's comments. Could you send to us or make available on the CENA server the amended version?

The document distributed as w1s2w905 is the latest version of Guidance Material. Comments provided by Ian (and others) are being worked and will be incorporated in the next version. SARPs latest versions are working papers to the December 7-9 meeting in Phoenix and will be presented to WG1 in Honolulu.

Based on the Bordeaux version, I think co-ordination is needed between WG1 SG2 and WG3 SG2 at least for the following topics:

1) Security scenario 1 (item 9 of section 4.3.1) proposes that CPDLC sends security information related to the NDA with the CPLDC NDA message. My view on that is that CM is the appropriate application to exchange this information (during the CM-contact/CM-logon exchange) and not CPDLC. Even if in early ATN implementations this would help a lot.

It is the position of WG1SG2 that the aircraft requires the certificate (or a subset which includes the public key and algorithm version) of the NDA. It is up to 

2) Impact on CM. One of the proposal is to use the CM-logon/CM-update to uplink the public keys of the ground applications. This would require a change of the current CM message defition (ASN.1). If this solution is accepted, a formal definition of the security information to be sent by CM need to be sent to WG3 SG2. Another solution would be to replace CM by a X500 DUA/DSA solution. The decision to go for this drastic upgrade should be taken before WG3 SG2 define a version 2 CM application.

3) Impact on the current applications (excepted CM). Our understanding today of the way security is handled by applications is that adding security in the applications do not impact at all the current application protocols. The application entities could be modified in such a way to "pass-through" the security parameters between the secured dialogue service provider and the application-users. Application messages and procedures are not impacted by security. Item 1) above proves that this assumption is not true!
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