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1.  Background


WG1 was assigned the following work programme items at ATNP/2:





B	Develop a security strategy for the ATN including a plan for the administration of the ATN security features; and





C	Develop system level SARPs and guidance material for ATN security mechanisms.





2.  Subgroup 2 Tasking





Subgroup 2 (SG2) is tasked with assisting WG1 in carrying out its work programme for the above work items by undertaking the following tasks:





a)	Review the proposed high level ATN security strategy adopted by ATNP WG1 at its July 1997 meeting and organize the activities of the subgroup to further refine this ATN security strategy through research into the subject matter and coordination with ATNP WG2 and WG3.





b)	Develop draft CNS/ATM-2 Package Core and Sub-Volume 1 SARPs and guidance material for the ATN system level security strategy/architecture based on the results of item a) above.  Specific issues, not addressed by the July 1997 security strategy from WG1,  that need to be investigated and accounted for when developing the draft Package-2 ATN SARPs and guidance material include: 





-	the relationship between the Certification Authority (CAs) hierarchies and the ATN addressing and ATN router hierarchies.





- 	the institutional issues related to CAs and the nature of bilateral agreements that would be needed among the highest tier of CAs.





-	the institutional issues related to the use of cryptography as this may impact the specific cryptographic algorithm selected for use by the ATN.





-	transition issues (e.g., where some users support Package-1 with no support for security provisions while others support Package-2 of the ATN SARPs that includes security provisions)





-	the interrelationship needed between the certificate authorities of the States and those of airlines and service providers.





2.1  Subgroup 2 Products





The following products shall be produced by SG2 and related activities assigned to SG2 are:





Activity/Products							Due Date(s)


-	coordinate with the ATNP WG2 and WG3 subgroups to		July - Oct. 1997


solicit their comments on the WG1 documentation, from the WG1 July 1997 meeting, on the high-level ATN security strategy.





-	ver. 0.1 draft ATN system level security SARPs for	WG1 Oct. 1997


Core/SV-1 at a level sufficiently complete for WG2 & WG3 to use as a basis proceed with the development of the associated detailed SARPs





-	ver. 0.2 draft ATN system level security SARPs for			WG1 Feb. 1998


Core and SV1 and ver. 0.1 draft GM 





-	ver. 1.0 Proposed ATN security SARPs text for Core			WG1 June 1998


& SV1 and ver. 0.2 draft GM


	


-	ver. 1.0 Proposed ATN security GM					WG1 Sep. 1998





-	coordinate with WG2 and WG3 to insure consistency 		on-going


between the security provisions defined across the SARPs sub-volumes





-	Provide subgroup status report to WG1			 	each WG1 mtg.





2.2  Basis of SG2 Package-2 Security Strategy





SG2 shall use the following inputs from previous WG1 activities as the basis for the subgroup to progress their assigned tasks:





1.	WG1/WP6-10 Security Concept ATNP/2 (WG1 Standing Document)


2.	WG1/WP6-11 Overall Security Concept 


3.	high-level security strategy definition (from WG1, July 1997)





2.3  SG2 Coordination Activities





SG2 shall report to and accept direction from ATNP WG1.  SG2 shall interface with ATNP WG2 and WG3 and their subgroups for progressing the development of  the security provisions of the Package-2 ATN SARPs and guidance material to insure the completeness and consistency of the overall security provisions.





3.0  Proposal





The meeting is invited to consider the proposal to form this sub-group and adopt the terms of reference included in this paper.
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