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1.	Introduction





Although the initial ATN draft SARPs (currently out for State comment) does not include any technical provisions for security, future enhancements to the ATN SARPs are expected to define such provisions.  Working Group 1 of the ATN Panel has been tasked to define the overall security framework for the ATN.  In progressing this work programme item the working group needs to confirm the operational basis for specifying security mechanisms within the ATN.  This communiqué has been prepared for the purpose of soliciting inputs from the ADSP.  The goal of the ATNP working groups is to have proposed security enhancements to the ATN SARPs and guidance material available at ATNP/3 in late 1998.  Because of the very limited time available for the ATNP working group to complete this work, we request the inputs from the ADSP, in response to this communiqué, by 20 September 1997.








2.	Discussion





WG1 of ATNP has reviewed the draft ICAO Manual on ATS Data Link Applications (prepared by ADSP) and has observed that part 1 of this document has provided for specifying the operational requirements for “Information Security” including the requirements for “Data Origin Authentication” and for “Access Control.”  However, the operational requirements defined by this document for the air-ground and ground-ground data link applications do not appear to include specific requirements for information security.





In progressing the work programme item on security, ATNP WG1 has proposed the following baseline security policies for the ATN against the following five general categories of security threats/provisions:





1.	Communication monitoring and third party traffic analysis - neither of these constitute a safety hazard, so there is no need to guard against them.





2.	Data link messages shall be protected from modification, masquerade and replay - that means that for data messages between aircraft and air traffic control centres, or between air traffic control centres, there will be a high level of assurance that a message comes from where it claims, has not been tampered with, and is not a repeat of an obsolete message.





3.	Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay - that means that there will be a high level of assurance that no unauthorised entity can modify the routing characteristics of the ATN.





4.	The services that support messages to and from the aircraft shall be protected against denial of service attacks to some (to be specified) level of probability - this means having alternative communications paths available in case one path gets jammed.





5.	ATN hosts and routers shall be protected from unauthorised physical access - this means that physical security measures will be provided to prevent unauthorised persons gaining access to the ATN hardware and/or software.





The conclusions of ATNP WG1 discussions are that the security enhancements to the ATN SARPs need only include specific technical mechanisms to address categories 2 and 3 above.  However the ATN guidance material will need to address all of the above categories.








3.	Request of  Inputs





WG1 of ATNP requests that ADSP provide a response to the following questions:





1.	Does the ADSP agree with the above proposed ATN security categories?





2.	Does the proposed security category number 2 (above) address the ADSP’s view of the operational requirements for security for:


- CPDLC


- ADS


- D-ATIS


- DLIC


- AIDC





3.	Are there any application specific operational requirements for security services that the ATNP needs to account for when defining the technical security mechanisms for the ATN?











