Validation of the system level requirement 1.3.28


It is proposed that tThe text that follows will be inserted in paragraph 6.2.2 in WP8�7, Part 1 Validation Report.


Introduction


The Aeronautical Telecommunications Network (ATN) uses an internetwork with mobile air-ground subnetworks and fixed ground-ground subnetworks to provide distributed data applications for air traffic services.  Implementors will need to profile the ATN while considering cost effective alternatives to meet different levels of integrity requirements associated with the certification of aircraft, commissioning of air traffic services, and operational authorizations.  As a result, the ATN includes provisions for error detection and correction.  The ATN error detection and correction schemes, together with subnetwork error detection and correction schemes, provide implementors with means to develop cost-effective solutions based on specific operational needs.  It is important to note that while the validation effort demonstrates that the ATN includes provisions to meet certain integrity requirements, the overall integrity of an ATN implementation can only be demonstrated by analysis of the specific implementations in specific environments and applying appropriate life cycle assurances.  Life cycle assurances consist of development assurance and maintenance of the operational system throughout its service life.


The system level requirement 1.3.28 is stated as follows:


1.3.28	The end system shall make provisions to ensure that the probability of not detecting a 255-octet message being mis-delivered, non�delivered or corrupted by the internet communications service is less than or equal to 10�8 per message.


Note.—  It is assumed that ATN subnetworks will ensure data integrity consistent with this system level requirement.


Assumptions


The ATN does not include error detection and correction mechanisms specifically for undetected burst errors as these types of errors are characteristic of the subnetwork.


It is assumed that life cycle assurances, commensurate with the integrity requirement, are in place for all error detection and correction mechanisms that are required to meet the ATN end-to-end integrity requirement.


It is assumed that life cycle assurances will be applied to the presentation, session, and application layers to meet ATN end-to-end integrity requirements because there are no provisions for error detection and correction in the protocols for these layers.


Network Layer Error Detection Measures


The error detection mechanism employed by the connectionless mode network protocol (CLNP) is the standard ISO checksum developed by FletcherFletcher’s checksum.  The ATN internet communication service SARPs require the use of the CLNP protocol data unit (PDU) header error detection in the ATN.  The implementation of the ISO checksum is detailed in the ATN internet communication service SARPs.  Thus, the scope of the error correction mechanism is between intermediate systems (ISs) or between ISs and end systems (ESs) as the PDU is routed through the ATN.


The Fletcher’s checksum is capable of detecting single-bit and two-bit errors, except in the following cases:


When the two erroneous bits are in the same bit position in different octets, one being a change from 0 to 1 and the other being a change from 1 to 0.


When the length (L) of the PDU exceeds 2040 bits (255-octets) and the message contains two erroneous bits in location (l) and (L-l).


The CLNP header uncompressed is 63 octets with two NSAPs and priority encoded.  The compressed initial data PDU is seven octets.  The compressed derived data PDU is 11 octets.


It should be noted that the CLNP Fletcher’s checksum will not detect errors associated withsingle and two-bit errors in the data or design errors in the compression/decompression algorithms.  However, it is assumed that the transport layer Fletcher’s checksum maywill detect such errors.


The Network Layer ISO Fletcher’s checksum is capable of detecting and correcting single-bit and two-bit errors over the network layer header for all ATN applications.


Transport Layer Error Detection Measures


The error detection mechanism employed by the transport protocol 4 (TP4) is the standard ISO checksum developed by FletcherFletcher’s checksum.  The air-ground application and the AIDC SARPs require the use of the TP4 PDU header error detection in the ATN.  The ATSMHS SARPs requires the non-use of the TP4 PDU header error detection.  The implementation of the ISO checksum is detailed in the ATN internet communication service SARPs.  Thus, the scope of the error correction mechanism is between end systems (ESs).


In most cases, the ATN Application PDU, such as the ADS Waypoint Report (22 octets), TWDLCPDLC Clearance (2 octets), and a typical ADS position report (29 octets), with the addition of the transport header (9 octets), is within the 255-octet maximum length of the message.


It is important to note that the more the transport layer Fletcher’s checksum--in a partitioned architecture--contributes to meeting the ATN end-to-end integrity requirement, the fewer life cycle assurances will be necessary for implementations providing the internet communications service.


The Transport Layer ISO Fletcher’s checksum is capable of detecting and correcting single-bit and two-bit errors over the transport layer for the ATN air-ground applications and AIDC, but not for ATSMHS.


Conclusions


The ATN includes adequate provisions to meet the system level requirement 1.3.28 for all applications except the ATSMHS, assuming that other means are provided to protect against burst errors characteristic of subnetworks.  However, the overall integrity of an ATN implementation can only be demonstrated by analysis of the specific implementations in specific environments and applying appropriate life cycle assurances.
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