Systems Management and Security SARPs and Guidance Development in WG2


Context


WG1 has developed deliverables for the Overall Systems Management Concept and the Overall Security Concept. WG2 now seeks direction from WG1 on how to proceed with the development of CNS/ATM-2 Package SARPs in these areas.


WG2 have analysed the papers and have identified those work items listed below.


Work Identified for Systems Management


Guidance material is needed for the implementation of distributed management within organisations on the ground (i.e. manager to agent communications).


Aeronautical standards will be needed for the distributed management of networks within aircraft (i.e. manager to agent communications).


SARPs and Guidance material will be needed when management information is exchanged over the air ground link (e.g. for fault and event reporting).


SARPs and Guidance will be needed when systems management information is exchanged at the gate.


SARPs and Guidance material for Managed Objects to represent ATN Internet information relevant to accounting, configuration (monitor and control), performance and fault management.


SARPs and Guidance material for Management functions and their use with the ATN Internet to accounting, configuration (monitor and control), performance and fault management.


Management protocols and their use with the ATN Internet.


SARPs and Guidance material will be needed if Managers in different regions wish to exchange summary information at their disposal (i.e. manager to manager communications between organisations).


Guidance is needed for the communication of management information amongst the hierarchy of Managers identified in the Systems Management Overall Concept (i.e. manager to manager communications within organisations).


Note 1 :- A  cost model for the ATN as a whole is  required but this is not the responsibility of WG2. The ATN Internet will provide the information needed to support cost partitioning and accounting.


Note 2 :- The ATN systems management information and associated communications protocol stack supporting systems management will have an ATN Internet (WG2) part and an ATN Upper Layer and Application (WG3) part. The 2 WGs will need to co-ordinate to produce a coherent set of standards.


Note 3 :- WG2 will address the technical issues associated with systems management, WG1 will resolve the institutional issues that will allow the technical provisions to be implemented. 


Work Identified for Security


WG2 interpret the Overall Security Concept to mean that they should develop SARPs and guidance for:


Type 2 IDRP authentication. It is  proposed that  this authentication mechanism with the Digital Signature Standard specified in the references given in the Overall Security Concept be introduced for CNS/ATM-2. 


Key management associated with the implementation of type 2 authentication and the use of digital signatures in the ground-ground and the air-ground environment.


Note 1 -: No additional protocol overhead is necessary to support type 2 authentication. The field used to convey the authentication information for type2 authentication is also used for type 1 authentication.


Note 2 -: It is proposed that Key Management is a bilateral matter for ground-ground connections. For Air/Ground connections, it is proposed that initially a single secret key is used per region, and regularly changed (e.g. daily). This is believed to be sufficient to protect against the initial threat. In the future, it may be necessary to move to a key per aircraft, if the threat increases in significance.


Note 3 :- WG 3 should note that both Systems Management and ATN application traffic also require protection against unauthorised modification, masquerade and replay.


Recommendation


WG1 is invited to note the identified work items proposed by WG2 in its future work program for Systems Management and Security.


		ATNP/WG1 8-13


WG2 Systems Management and Security		WG2-11/Flimsy#2





Version 1.0	Page � PAGE  \* MERGEFORMAT �2�	� DATE  \* MERGEFORMAT �03/06/97�











