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SUMMARY


The question of technical security mechanisms in the context of the ATN SARPs has been discussed in both WG1 and WG3 during the period from ATNP/1 to date.  This paper summarises the main issues (security threats and vulnerabilities), and the counter-measures that are available to protect ATC data traffic from attack, with the current status in ATNP Working Group discussions.





�
Introduction


A number of papers have been presented and discussed in WG1 under the heading of "Security".  This paper summarises the issues, status and recommendations relating specifically to security in the context of protection of the network and information interchange from deliberate acts of interference by third parties, outside the intended user community.


Discussion


Threats and Vulnerability


The threats that have been identified are summarised below:


Message read by wrong party


Message never reaches right party


Message received by (delivered to) wrong party


Wrong message sent


The forms of attack that can result in the above include:


monitoring the transmission medium


modification (to the address information or the content)


jamming or flooding the network or a particular transmission medium


masquerading as a genuine user (phantom controllers, phantom pilots)


replaying an earlier valid message at an inappropriate time


Modification to the routing information tables of the network.


The main areas of vulnerability of the ATN are seen as:


Air-ground data path - satellite, VHF, HF and Mode-S


Data transfer on shared service networks (e.g. through services provided by public carriers)


Physical access to equipment and circuits - impracticability of achieving physical security at isolated or remote locations.


Security Policy


The following baseline security policy has been proposed for the operation of the ATN:


Communication monitoring and third party traffic analysis - neither of these constitute a safety hazard, so there is no need to guard against them.


Data link messages shall be protected from modification, masquerade and replay - that means that for data messages between aircraft and air traffic control centres there will be a high level of assurance that a message comes from where it claims, has not been tampered with, and is not a repeat of an obsolete message.


Messages for the purpose of network management, and the messages that carry routing information shall be protected from modification, masquerade and replay - that means that there will be a high level of assurance that no unauthorised entity can modify the routing characteristics of the ATN.


The services that support messages to and from the aircraft shall be protected against denial of service attacks to some (to be specified) level of probability - this means having alternative communications paths available in case one path gets jammed.


ATN Hosts and routers shall be protected from unauthorised physical access - this means that physical security measures will be provided to prevent unauthorised persons gaining access to the ATN hardware and/or software.


Counter-measures


There are two main identified countermeasures:


physical security to protect against unauthorised access to equipment and circuits


technical security, by means of a cryptographic check sum, to protect against modification or replay of user messages,  to protect routing information carried in IDRP, and to authenticate the origin of a message.


The provision of physical security is seen as a State / Regional Planning matter.  Cryptographic check sums are seen as a desirable enhancement to be introduced into CNS/ATM-2, but are not provided in package 1.


Cryptographic Check Sum


Overview


A cryptographic checksum relies on the computation by the sender of information of a binary pattern (the check sum) in accordance with a "well-known" algorithm (i.e.  known by all communicating parties, in this case all aircraft and all control centres). The pattern is then encrypted using two complementary keys.  One half of the key pair is widely published, and is known to all potential communicating parties.  It is known as the "Public Key".  The other is kept secret by the owner, and is called the "Secret Key".


When a communicating partner encrypts the computed check sum using his secret key, anyone who has access to the public key can decrypt the pattern and re-compute the check sum, to determine that no modifications have been made to the message.  A cryptographic check sum therefore provides assurance that:


the message comes from the correct sender (only the correct sender has the secret key to encrypt the check sum)


the message has not been modified (because the check sum would be invalid)


by inclusion of a message sequence number, the message is not a replay.


Issues with using a Cryptographic Check Sum


The issues of introducing a cryptographic check sum are:


computational overhead to calculate the check sum and encrypt /decrypt


protocol overhead (bits on the line) to carry the check sum and message sequence number


protection to be afforded to the secret keys


management of the public keys


key generation, distribution and management function


The technical issues are all resolvable.  However, key generation, distribution and management require a trusted organisational infrastructure to:


generate valid key pairs


distribute in a secure manner secret keys to the authorised owner of the key


publishing in a "secure" (tamper-proof) manner the public keys for authorised communicating entities


revoking of any compromised key


In practical terms, a number of agencies may collaborate to provide key generation, distribution and management services, and the means by which these bodies would co-operate and work together in an environment of mutual trust is still to be determined.  The requirement for "trust" is to prevent the issue of apparently useable key pairs, where the safeguarding of the "Secret" key by the issuer is suspect (either not safeguarded, or the same key pair issued to more than one party.)  These matters are identified as "Institutional Issues".


Status


A paper describing in much greater detail the issues summarised above was presented to the WGs 1, 2 & 3 in October 1995 (WG1 -3/ 13).  After discussion, the following conclusions were reached:


it is not practicable to give guidance on "Institutional Issues" (such as key generation, distribution and management) in the CNS/ATM-1 time frame.


it is not technically feasible to mandate the use of cryptographic check sums for protection of data or IDRP routing information messages in the CNS/ATM-1 time frame.


It has therefore been concluded that there will be no technical security features mandated in CNS/ATM-1, but that States and Organisations will be expected to provide physical security for ATN components in accordance with their existing practices.


Recommendations


Three recommendations arise from the above discussions and status:


The safety and security implications of unauthorised interference with user messages and IDRP messages containing routing information should be further investigated in the context of the operation of the ATN beyond package 1.


Based on the above investigation, the use of a cryptographic check sum to protect user messages and IDRP messages containing routing information should be introduced into the SARPs.


The appropriate body within ICAO should develop guidance to States and Organisations on how to address the institutional issues of key generation, distribution and management.


Guidance material should be developed for regional planning purposes relating to security threats, vulnerabilities and counter-measures.
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