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SUMMARY

This paper considers the requirements for systems management in the ATN in the long term. It has been produced in the context of the deliverable WG1-08 Overall Systems Management Concept.



�DOCUMENT CONTROL LOG



SECTION�DATE�REV. NO.�REASON FOR CHANGE OR REFERENCE TO CHANGE���21-Aug-95�Issue 1.0�Document Creation (FCO/ET3/ATN/DOC/95_008).����Doc_date�12-Jun-96���Doc_revno�Issue 2.0��Document amended for WG1 in Munchen June 96 (ref. no also changed).�������������TABLE OF CONTENTS

� TOC \o "1-3" \b mainbody�1. Introduction	� GOTOBUTTON _Toc359311676  � PAGEREF _Toc359311676 �1��

1.1 Scope of ATN Systems Management standardisation	� GOTOBUTTON _Toc359311679  � PAGEREF _Toc359311679 �1��

1.2 The Need for an Operational Concept	� GOTOBUTTON _Toc359311680  � PAGEREF _Toc359311680 �1��

1.3 ATN Service Requirements	� GOTOBUTTON _Toc359311681  � PAGEREF _Toc359311681 �3��

2. Administrative and Operational Management	� GOTOBUTTON _Toc359311682  � PAGEREF _Toc359311682 �4��

3. The Methods for Achieving ATN Systems Management	� GOTOBUTTON _Toc359311683  � PAGEREF _Toc359311683 �4��

4. Large-scale structure of the ATN	� GOTOBUTTON _Toc359311684  � PAGEREF _Toc359311684 �5��

5. The Structure of Managers, Administrators and Institutions	� GOTOBUTTON _Toc359311685  � PAGEREF _Toc359311685 �6��

5.1 Management on the Ground	� GOTOBUTTON _Toc359311686  � PAGEREF _Toc359311686 �6��

5.1.1 Regional Institutions	� GOTOBUTTON _Toc359311687  � PAGEREF _Toc359311687 �6��

5.1.2 Area Administrators	� GOTOBUTTON _Toc359311688  � PAGEREF _Toc359311688 �7��

5.1.3 Network Managers	� GOTOBUTTON _Toc359311689  � PAGEREF _Toc359311689 �8��

5.2 Management in the Air	� GOTOBUTTON _Toc359311690  � PAGEREF _Toc359311690 �9��

6. Transition Issues	� GOTOBUTTON _Toc359311691  � PAGEREF _Toc359311691 �10��

7. Certification issues	� GOTOBUTTON _Toc359311692  � PAGEREF _Toc359311692 �11��

8. Recommendations	� GOTOBUTTON _Toc359311693  � PAGEREF _Toc359311693 �12��

�



�Introduction

This document identifies the likely high level structure of the ATN and its users, it differentiates between the need for automated systems management to ensure correct system operation and the administration of an organisational hierarchy by procedural (or other) means.

Two basic areas of ATN Systems Management are identified:

Administrative ATN management (e.g. cost management, service contract monitoring).

Operational management of ATN equipment (e.g. configuration, performance monitoring and fault management),

The main statements made in the paper have been given numbered references to highlight them.

Scope of ATN Systems Management standardisation

[SM 1] The management of operational applications using the ATN is outside the scope of this document.

[SM 2] ATN SARPs shall only cover aspects that are necessary to the correct behaviour of ATM services using the ATN offered between organisations, across international boundaries and between the air and the ground. 

[SM 3] Regional standards may need to be developed and applied internally within distinct geographical areas and organisations.

[SM 4] The structure of systems management and the associated interfaces within an organisation are not the subject of SARPs, although it may be desirable to provide guidance on these matters to accompany SARPs.

The types of organisations subject to ATN standardisation are:

�SYMBOL 183 \f "Symbol" \s 11 \h�	national air traffic administrations;

�SYMBOL 183 \f "Symbol" \s 11 \h�	international air traffic service providers;

�SYMBOL 183 \f "Symbol" \s 11 \h�	communications service providers;

�SYMBOL 183 \f "Symbol" \s 11 \h�	aircraft operators and their aircraft.

Systems management standards may be developed in the following relatively distinct areas:

Systems Management functions (the classic 5 being: fault, security, configuration, performance and accounting),

Systems Management information,

Systems Management communications.

The Need for an Operational Concept

Systems Management is just part of the overall Operational Concept of the ATN. Indeed it is difficult to place requirements on Systems Management in the absence of such a Concept, therefore many assumptions have been made. 

[SM 5] Operational Concepts must be defined to enable all the following requirements, constraints and assumptions to be validated within that context.

The ATN community has been waiting for an Operational Concept but it has not yet materialised despite various efforts. Practically speaking, it may only come from a combination of contributions on all relevant subjects from regional and international perspectives (i.e. Systems Management, Security Management, QOS Management, Applications Operation and Network Operation) and with experience with the deployment of CNS/ATM-1 Package.

[SM 6] The most basic assumption is that detailed capacity planning and network design will be conducted in order to deploy a network that provides a sufficient level of service for anticipated operations. It will not be possible for Systems Management to correct deficiencies in this service on anything other than a temporary basis.

�ATN Service Requirements

ATN service requirements will depend upon the traffic type being exchanged. The high level traffic types (as defined in the draft ATN SARPs) to which the service requirements should be applied are:

ATN Operational Communications 

Air Traffic Service Communications (ATSC)

Aeronautical Operational Control (AOC)

ATN Administrative Communications (AAC)

General Communications (e.g. APC)

ATN Systems Management Communications

[SM 7] The guarantee of service in the ATN will be achieved by a combination of active systems management of resources, capacity planning and network service provision.

�Administrative and Operational Management 

[SM 8] There will be "Administrative" management requirements not directly related to the network management (operation) of ATN equipment, authorities will require Administrators to collect statistics, make statistical analysis and collate reports for accounting purposes etc.

For these purposes classes of administrative management information and managers are defined.

[SM 9] Administrative management information should present "views" of network operation to system administrators e.g. to:

administer costs,

present performance assessment,

allow the application of a particular policies to groups of ATN equipment,

administer service agreements (e.g. allow service providers to “present” their services to a user),

provide an overall picture of network operational status in centres,

implement access control between institutions.

It is important to realise that Administrators will be able to consolidate fault reports and overall traffic assessments from various Operational Managers at the equipment level. However, direct automated management response (i.e. management of managers) to such reports may not be practical or operationally desirable. 

Direct operator to operator dialogue may be more appropriate where the Administrator requests the Operational Manager (who has more detailed local knowledge) to perform a task or informs him of global operational conditions of interest to him.

The Methods for Achieving ATN Systems Management

[SM 10] ATN Management could be achieved by a variety of mechanisms. The total ATN Management solution will involve a combination of the following approaches:

Designing the ATN network architecture and components appropriately (e.g. use of fault tolerant systems, redundant routers etc.).

Implementing operational procedures not requiring specific management functions or networking technology (e.g. voice control procedures).

Implementing automated or operator controlled management functions in ATN computer systems that do not communicate using the OSI systems management model (e.g. using SNMP with TCP/IP, file transfer, messaging services etc.).

Implementing automated or operator controlled management functions in ATN computer systems that communicate using the OSI systems management model (i.e. using CMIP, standard systems management functions and managed objects).

The precise mixture requires design based on operational reality.

�Large-scale structure of the ATN

�seq figures fig_ATN_structure \# "'Figure �if �seq annex fig_ATN_structure \c�Error! Bookmark not defined.� > 0 "�seq annex fig_ATN_structure \c \* Alphabetic� �."�'0" �Figure 2� illustrates the possible large-scale structure of an example subset of the ATN environment.

� EMBED CDraw4  ���

Figure 2 - Large scale ATN structure

[SM 11] There are two basic types of ATN REGION which communicate with AIRCRAFT as shown in the figure:

�SYMBOL 81 \f "Wingdings" \s 14 \h�	the AIRLINE type

�SYMBOL 81 \f "Wingdings" \s 14 \h�	the Air Traffic Management (ATM) type.

[SM 12] The AIRLINE REGIONS and ATM REGIONS are shown in the figure as overlapping to some extent. This indicates that they are logically separate networks expected to exchange management information and traffic according to policy.

[SM 13] Within REGIONs are 2 basic kinds of ATN entity, end users (e.g. CAAs or Airlines) and the ATN BACKBONE which provides connectivity on the ground between end users. 

[SM 14] The backbone may consist of a combination of nationally owned facilities and commercially owned facilities (service providers).

�The Structure of Managers, Administrators and Institutions

Figure 3 presents a possible hierarchy of Managers, Administrators and Institutions. 

[SM 15] There is a 2 level hierarchy of active managers; Area Administrators and Network Managers which operate according to contracts, agreements and policies made by Regional Institutions.

� EMBED CDraw4  ���

Figure 3 - Structure of ATN Authorities 

Management on the Ground

Regional Institutions

[SM 16] Every AIRLINE and ATM REGION will have a REGIONAL INSTITUTION which has ultimate responsibility for the operation of the REGION. These Institutions may delegate, by agreement, responsibility for active administration to managers at their disposal (e.g. those in the CAA domains of responsibility).

Note: The above does not imply that REGIONAL INSTITUTIONs are active managers of a further hierarchy of managers.

[SM 17] REGIONAL INSTITUTIONS are the responsible authority for:

Establishing contracts, agreements and polices regarding the structure, integrity and internal administration of the Region as a whole. This will involve co-ordinating communication policies between CAAs, AIRLINEs and SERVICE PROVIDER participants that form the REGION.

Negotiating policies for communicating with other REGIONs external to itself.

[SM 18] These agreements and policies will not be implemented or checked automatically by managers, responsibility for their active implementation is passed to the Area Administrators.

[SM 19] REGIONAL INSTITUTIONS may provide support facilities to enable the implementation of agreements and policies (e.g. provide an address registration and allocation database accessible to administrators).

Standards Required:

[SM 20] No ICAO ATN SARPs are required unless institutions provide electronic repositories of information (e.g. an address registration and allocation database).

[SM 21] Institutional procedures must be defined to make and administer policies and agreements.

Area Administrators

[SM 22] Within ATM REGIONS are organisations:

�SYMBOL 196 \f "Wingdings" \s 12 \h�	CAAs

�SYMBOL 196 \f "Wingdings" \s 12 \h�	commercial telecommunications SERVICE PROVIDERS.

[SM 23] Within AIRLINE REGIONS are:

�SYMBOL 196 \f "Wingdings" \s 12 \h�	AIRLINE AUTHORITIES

�SYMBOL 196 \f "Wingdings" \s 12 \h�	commercial telecommunications SERVICE PROVIDERS.

[SM 24] Every CAA, SERVICE PROVIDER and AIRLINE AUTHORITY will have an ADMINISTRATOR which has responsibility for its own area. These Managers may use lower level managers/agents at their disposal (e.g. managers of networks) involving the collection and organisation of data concerning operations of the network. 

[SM 25] The ADMINISTRATOR operates a management station will for example:

administer costs,

present performance assessment,

take action in response to the analysis of data, events and fault reports collected from the network,

take action to enforce agreements and policy statements made by REGIONAL INSTITUTIONS,

be responsible for address administration (including establishing and maintaining the routing structure of the network),

administer and maintain QOS, secure interaction and other policies common to domains,

switch SERVICE_PROVIDERs according to operational circumstances (fault reports etc.)

Note: An agreement with service providers may oblige them to “present” accessible summary information on their services.

present an overall picture of network operational status in centres,

implement access control between administrators in different areas.

Note: When organisations exchange management information, specific administrative managed objects presenting a limited “view” of an organisation may provide a sufficient means for access control.

Standards Required:

[SM 26] As a minimum regional standards are required for the communication of information between ADMINISTRATORs, NETWORK MANAGERs and SERVICE PROVIDERs.

[SM 27] ICAO ATN SARPs will be needed if ADMINISTRATORs in different regions wish to exchange summary information at their disposal.

Network Managers

Within CAAs, AIRLINE AUTHORITIES and SERVICE PROVIDERS are:

�SYMBOL 196 \f "Wingdings" \s 12 \h�	NETWORKs.

[SM 28] Every NETWORK will have a NETWORK MANAGER which has responsibility for the detailed operation of the equipment in the network.

[SM 29] The NETWORK MANAGER has access to the many pieces of distributed physical equipment. It collects data and administers the Management Information Base for groups of Host Computers, Routers and Subnetwork Components via "Management Agents" resident in those systems.

NETWORK MANAGERs hide the details of the normal operation of network equipment from ADMINISTRATORs.

[SM 30] Distributed systems management of ATN equipment within organisations will be required. It will obviously be impractical to have operations staff manning each piece of ATN equipment, operating it from a local interface. It would also be infeasible to guarantee equipment configuration and operation without such facilities.

Note: The implementation of standard management solutions in ATN equipment may be required by regional certification authorities (and will help manufacturers develop and sell standard certified equipment in the world-wide ATN market).

[SM 31] The pre-CNS/ATM-1 Package version of the ATN Manual (i.e. V2.0) contained detailed specification of requirements for the management of the ATN Internet based on OSI standards. This remains the recommended approach for network management.

Note: The Administrator and Network Manager are defined above in functional terms. It is possible that these functions could be co-located in a single management station, this will depend on local design issues (e.g. physical topology, network size and complexity).

Standards Required:

[SM 32] Regional standards will be needed for the distributed management of networks within organisations on the ground.

[SM 33] ICAO ATN SARPs will be needed when management information is exchanged over the air ground link (see below).

Management in the Air

[SM 34] AIRCRAFT have MOBILE MANAGERs with responsibility for the detailed operation of the ATN equipment on board (they are similar in function to NETWORK MANAGERs but with a smaller scope). 

[SM 35] No management exchanges over the air-ground during flight are foreseen other than real-time event and fault reports of serious operational consequence.

[SM 36] The mechanisms for real-time operational fault and event reporting over the air-ground link must be standardised (e.g. as ATN application exchanges or as Systems Management application exchanges using specifically designed protocols (e.g. CMIP)). The reports themselves must also be standardised.

[SM 37] In the flight deck environment, mobile managers will need to be autonomous applications requiring a minimal level of human intervention.

[SM 38] Airborne systems will not be managed from the ground (although fault reports may be exchanged).

[SM 39] Airborne systems will not manage ground systems (although fault reports may be exchanged).

[SM 40] Summaries of flight operation (e.g. engine performance) collected by mobile managers or other operational systems may be downloaded at the gate for analysis by ground based managers.

[SM 41] Operational parameters to be used in flight may be uploaded at the gate for use by mobile managers.

[SM 42] Mechanisms for management Information upload and download at the gate must be standardised (e.g. as the ATN application exchanges or as Systems Management application exchanges using specifically designed protocols (e.g. CMIP)). The information to be exchanged must also be standardised.

Standards Required:

[SM 43] Aeronautical standards will be needed for the distributed management of networks within aircraft.

[SM 44] ICAO ATN SARPs will be needed when management information is exchanged over the air ground link for fault and event reporting.

[SM 45] ICAO ATN SARPs will be needed when information is exchanged at the gate.

�Transition Issues

The pre-CNS/ATM-1 Package version of the ATN Manual (i.e. V2.0) defined an approach to network management using the model defined in ISO/IEC 7498�4 and ISO/IEC 10040 and an associated communications profile using OSI protocols.

Systems management standards have been developed in the following relatively distinct areas:

Systems Management information,

Systems Management functions,

Systems Management communications.

[SM 46] The adoption of the model and Provisions defined in Appendix 12 of the ATN Manual V2.0 for the definition of Systems Management information as managed objects is the minimum and most practical step in transition towards the long term.

The adoption of common standards for systems management information will enhance inter-operability in a manner independent of management protocols.

Given the Managed Object (MO) concept, several primitive types of MO were identified in Chapter and Appendix 12 of the ATN Manual V2.0:

OSI specific MOs: those defined in international standards to represent OSI protocol and system resources;

OSI generic MOs: those defined in OSI Systems Management standards for use in defining specific protocol and system MOs;

ATN MOs: MOs defined in ATN standards to represent ATN-specific protocol and system resources;

Administrative MOs: MOs defined to represent a selection or summary of information or a modification of the behaviour available in one or more other MOs, so as to meet a specific requirement for systems management.

The implementation of a new MO (e.g. ATN specific MO) in a managed system (e.g. in a router) may require a significant effort. This factor also places an inherent constraint on the timescales for the support of new managed object specifications by managed system products. 

�Certification issues

[SM 47] All ATN equipment will be subject to safety certification as defined by the relevant national administration. This follows from the fact that the ATN will carry data related to aircraft safety.

[SM 48] Within an organisation or aircraft any local ATN systems management implementations will need to be certified (whether or not it is a local ad hoc or standard implementation). It will be easier to certify standardised distributed management implementations which will make it them easier and cheaper to deploy.

[SM 49] Different levels of certification will apply to airborne and ground-based systems.

[SM 50] Different levels of certification will apply to systems restricted to carrying only certain traffic types (AOC/AAC/ATC).

�Recommendations

The previous sections have made statements (numbered for easy reference i.e. for rejection/acceptance/modification). Further work in this area is needed.

The statements in this paper should be validated such that they are consistent with the Overall Operational Concept.

Where systems management needs be standardised by ICAO (see section � REF _Ref333390171 \n �5�), SARPs should be developed by the appropriate policy and technical working groups.

Transition issues associated with adopting standard ATN Systems Management beyond in the Package 1 should be analysed and guidance provided to implementors.
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