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Introduction to Advanced CNS/ATM concepts and the CNS/ATM�1 Package

The International Civil Aviation Organization (ICAO) is developing Standards and Recommended Practices (SARPs) to advance the Communication, Navigation, Surveillance/Air Traffic Management (CNS/ATM) concepts.  These advanced CNS/ATM concepts include the use of distributed data applications and supporting data communication services to:

Deliver air traffic services (ATS) to aircraft;

Exchange air traffic management (ATM) information between fixed-based ATS facilities on the ground; and

Control the movements of aircraft and vehicles operating on airport surfaces.

Such capabilities are to be realized as separate application processes (APs) resident in host computers installed in aircraft, in fixed-based facilities, and other mobile vehicles.  These APs are referred to as either air/ground applications or ground/ground applications.

To maximize the opportunities for interoperability between such a diverse collection of host computers and resident APs, it is necessary to base their interactions on a family of standard data communication protocols and application specific standards.  The family of protocols and standards for this purpose have come from the Open Systems Interconnection (OSI) standards administered by the International Organization for Standardization (ISO) and the International Telecommunication Union - Telecommunication Standardization Sector (ITU-T).  The profiling of these protocols and standards for use by the civil aviation authorities worldwide is the responsibility of the International Civil Aviation Organization (ICAO).  The resulting data communication services, including the internet and the upper layers (session, presentation, and application layers) is referred to as the Aeronautical Telecommunication Network (ATN).

The CNS/ATM packages will provide communication and surveillance capabilities for different user groups, i.e. air traffic services (ATS), aeronautical operational control (AOC), aeronautical administrative communications (AAC) and aeronautical passenger communications (APC).

The CNS/ATM packages will provide for the incorporation of different air/ground subnetworks (e.g. SSR Mode S, AMSS, VDL) and different ground/ground subnetworks, resulting in a common data transfer service.

ICAO recognizes that to advance the CNS/ATM concepts the SARPs could not be completed in one step.  Therefore, for the communications and surveillance elements of the CNS/ATM concepts, it has been decided to structure the deployment of SARPs into several successive and incremental packages, the first of them being named the CNS/ATM�1 package.  The CNS/ATM�1 package is designed to facilitate the gradual implementation of a worldwide CNS/ATM capability.

Purpose.

These Standards and Recommended Practices (SARPs) provide for initial implementation of CNS/ATM functions, referred to as the CNS/ATM�1 package.  Specifically, these SARPs provide interoperability requirements using the PICS proforma to formally specify communications protocols for the CNS/ATM�1 functions (See Annex A).  Additionally, the SARPs provide a method for determining the safety objectives for the CNS/ATM�1 package.  These SARPs are intended to provide for harmonization of standards to facilitate the implementation of compatible systems and their applications as the CNS/ATM concepts evolve.

Scope.

These SARPs provide interoperability requirements and a method for determining the safety obejectives for the CNS/ATM�1 package functions.  While it is recognized that actual benefits can only be achieved through the implementation of communications, navigation, and surveillance capabilities, these SARPs only address the communications and surveillance aspects of the system.  More specifically, these SARPs provide interoperability requirements and safety objectives for the following high-level functions:

Controller/pilot data communications (Controller Pilot Data Link Communications (CPDLC), includes (Pre)Departure Clearance);

Air traffic services (ATS) Interfacility Data Communications (Message Handling Services (MHS) and Inter-Centre Coordination (ICC), including AIDC);

Surveillance (Automatic Dependent Surveillance (ADS)); and

Flight information services (FIS, includes ATIS).

In addition, these SARPs provide interoperability requirements and safety objectives for the following derived functions.

Data link initiation capability (Context Management (CM));

Upper layers; and

Internet communication services.

To substantiate the safety objectives for the CNS/ATM�1 package, specified in Section 3 of this subvolume, these SARPs make assumptions about capabilities beyond that which is specified in these SARPs.  These assumptions are included as part of the definition of the operational environment contained in Section 3 of this subvolume and are used to support the validation of the SARPs.  These assumptions are categorized into the following areas:

Airspace (e.g., separation standards, traffic density);

Navigation capabilities (e.g., performance, integrity, and availability of the navigation capability, alerting requirements);

Procedures and/or automation (e.g., air traffic controller, service provider, flight crew, or other, as necessary);

Subnetworks of the internet communications service (e.g., performance, integrity, and availability of the satellite, VHF, Mode S, HF, ARINC 429, X.25 subnetworks);

SARPs Overview

The CNS/ATM�1 SARPs consists of the following subvolumes:

Subvolume 1:- Introduction and System Level Requirements for the CNS/ATM-1 package;

Subvolume 2:- CNS/ATM-1 Air/Ground Applications;

Subvolume 3:- CNS/ATM-1 Ground/Ground Applications;

Subvolume 4:- CNS/ATM�1 Upper Layers; and

Subvolume 5:- CNS/ATM�1 Internet Communications.

The CNS/ATM�1 Air/Ground Applications, subvolume 2, consists of the following parts:

Part 0:- General Introduction;

Part 1:- Context Management;

Part 2:- Automatic Dependent Surveillance;

Part 3:- Controller/Pilot Data Link Communication; and

Part 4:- Flight Information Service.

Note 3.—  The CNS/ATM�1 Ground/Ground Applications, subvolume 3, consists of the following parts:

Ed Note:  It is recognized that Part 0 currently does not exist for ground/ground applications, it is proposed that a general introduction be created to provide table of contents for the subvolume and other general information that may apply to all ground/ground applications.

Part 0:- General Introduction;

Part 1:- Message Handling Services; and

Part 2:- Inter-Centre Communications.

CNS/ATM-1 Evolution 

Note 1.—  The benefits of the CNS/ATM concepts will be realized over several sequential and incremental steps.  To accomplish this, the SARPs will be provided in packages labeled CNS/ATM�x, where “x” is a designator signifying the package number, the first of these packages being labeled “CNS/ATM�1.”  The CNS/ATM SARPs will include provisions to minimize the impact of change in migration towards a full CNS/ATM system.

Note 2.—  The CNS/ATM SARPs will be implemented involving different states/organizations throughout the world.  Initially, islands of internet communication services and application processes will exist within regions and states.  The CNS/ATM SARPs need to be implemented to facilitate inter-regional and inter-state activities in progression towards a global data communication system.

Note 3.—  The CNS/ATM SARPs will be implemented throughout the world over a period of time such that airspace users will be operating different aircraft with different capabilities within a region or state.  The air traffic services and associated equipment and procedures need to be capable of recognizing aircraft with different capabilities.  Figure 2�1 exemplifies mixed fleet operations in evolution towards a full CNS/ATM concept.
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Figure 2�1, Mixed fleet operations



Note 4.— The operational environment needs to include provisions for validating interoperability as deveopmental systems are integrated with existing operational systems and commissioned and/or certified for operational use.  Figure 2�2 portrays a possible scenario for the deployment of CNS/ATM�1 systems into the operational environment in the North Atlantic Region.
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Figure 2�2:  Deployment of systems into operational environment.

Note 5.—  In addition to new functionality, subsequent CNS/ATM packages may include enhancements to existing functionality based on lessons learned from implementation of previous packages.  An infrastructure for tracking operational improvements is needed to coordinate between regional planning groups, operational panels, and technical panels.

Definition of Operational Environment

Note 1.—  In order to specify the safety objectives for the CNS/ATM�1 package and system level requirements, it is necessary to make assumptions about the operational environment.  This chapter identifies assumptions on the operational environment only where it is necessary to substantiate the safety objectives for the CNS/ATM�1 package and associated system level requirements.

Note 2.—  These assumptions are applicable when the CNS/ATM�1 package is  used in the context of the operational environment described in this chapter.  This does not imply that this is the only operational context for the CNS/ATM�1 package.  The assumptions are complementary to the safety objectives are are indentified intended intended to provide clarification of the use of the method for determining safety objectives and to provide a benchmark for regional panel to consistently assess the performance, integrity, and availability requirements for the CNS/ATM�1 package.

Note 3.—  The assumptions on the operational environment are derived from the substantiation required by the method for determining the safety objectives.  The validity of the assumptions is established based on material prepared by the ADS Panel.

Note 4.—  It is recognized that the operational environment will vary among the regions and states.  Each of the assumptions that are identified in this Chapter are traceable to the safety objectives provided in Chapter 4.  This traceability is provided so that regions and states can assess the impact on the safety objectives if the assumptions are not valid in a particular region and state.

Note 5.—  This chapter provides assumptions in the following areas:  airspace, navigation capabilities, procedures and/or automation, and the subnetworks of the communications internet service.

Note 6.—  The operational environment needs to be characterized in such a way that requirements for the functions can be derived in terms of performance, integrity, and availability.  The definition of the operational environment needs to be in some recognizable form, maintainable, and developed in parallel with the safety assessment.  The safety assessment may result in changes to the definition of the operational environment.

Note 7.—  The definition of the operational environment should contain the assumptions that were made for establishing the requirements for the CNS/ATM functions.  These requirements should be traceable to each of the high level functions of the CNS/ATM�1 package, the air traffic services that the CNS/ATM�1 functions support, and the specific benefits resulting from the air traffic services being offered in any particular airspace.  Careful consideration should be given in determining the breakdown of benefits, air traffic services, and functions so that if a particular implementation cannot meet certain requirements, then limiting the operational use as part of the operational authorization may provide an alternative to forcing expensive changes to meeting requirements.  The definition of the operational environment should also address transition strategies from one operational phase to the next operational phase as well as transitioning from a developmental phase to an operational phase.  Finally, the operational environment definition should identify which requirements apply to the aircraft, space, and ground domains as well as the operational procedures.

Note 8.—  Figure 3�1 graphically portrays the relationships among the benefits, air traffic services, functions, and functional requirements.  It is important to note that the performance, integrity, and availability requirements for any CNS/ATM�1 function is dependent on the benefit being provided by that function and how the function is used with other functions to provide the services needed to attain the benefit.

� EMBED PowerPoint.Slide.4  ���

Figure 3�1:  Relationships among benefits, air traffic services, functions, and functional requirements.

Note 9.—  This chapter includes a partial definition of an operational environment for the purposes of determining safety objectives for CNS/ATM�1 in a particular operational context.  It is assumed that benefits are achieved either through a reduction in operational cost and/or a reduction in the risk of hazards.

Note 10.—  It is assumed that reduced operating costs are realized through:

Increase in ability to fly optimum routes,

Reduced separation minima,

Reduced fuel reserves, and

Reduced alternate weather minima.

Note 11.—  It is assumed that reduced hazard risks are realized through:

Improved performance and capacity of pilot/controller communications,

Reduction in data entry errors by the controller or pilot through the use of data communications, and

Improved surveillance in non-radar environments.

Note 12.—  It is assumed that the air traffic services needed  to provide these benefits are:

Flight planning

Pre-departure clearance 

Traffic flow management

Strategic control

Tactical control

Dynamic Re-Route (flight plan)

Re-clearance (parts of a route)

Transfer of communication

Surveillance

The CNS/ATM�1 high level functions are:

Context Managemen (CM)t

Controller/pilot data link communications (CPDLC)

Automatic Dependent Surveillance (ADS)

Upper Layers

Internet Communication Services (ATN)

Note 13�..The simple case, Reduced Hazard Risk, is used to further the example.  Figure 3�2 depicts the relationship of this benefit with the supporting air traffic services and functions.
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Figure 3�2:  Mapping of CNS/ATM�1 Benefits, Services, and Functions.



Airspace Assumptions

Assumption�References in Chapter 4��Separation standards are assumed to remain unchanged.���Traffic density is assumed to remain unchanged..���Navigation Assumptions

Assumption�References in Chapter 4��Navigation functions are assumed to meet current navigation requirements.�B1-S1-F1-1��Procedures and/or Automation Assumptions

Assumption�References in Chapter 4��Data authority/automation compares progress report with flight plan�B1-S1-F1-1��Data authority/automation assesses reasonableness of current data based on previous data - requires speed, wind, direction information with associated performance, integrity, and availability requirements.�B1-S1-F1-1��Subnetwork Assumptions

Assumption�References in Chapter 4��None�B1-S1-F1-1��Non-CNS/ATM�1 Function Assumptions

Assumption�References in Chapter 4��A planning service and associated functions together with performance, integrity, and availability requirements is needed.�B1-S1-F1-1��Safety Objectives

Note 1.—  This chapter provides the safety objectives for the CNS/ATM�1 package.  These safety objectives were derived from an evaluation of the CNS/ATM�1 package in the context of the operational environment defined in Chapter 3.

Note 2.— The safety objectives are established by identifying failure conditions for each of the CNS/ATM�1 functions and then classifying the failure condition according to hazard classes.  A failure condition is a condition having an effect on the airplane and/or its occupants, either direct or consequential, which is caused or contributed to by one or more failures, or errors, considering flight phase and relevant adverse operational conditions, environmental conditions, or external events.

Failure:  An occurrence which affects the operation of a component, part, or element such that it can no longer perform its intended function.

Error:  An occurrence arising as a result of incorrect action by the flight crew, controller, service provider, maintenance personnel, system designer, or other human interaction.

Event:  An occurrence which has its origin distinct from the airplane, such as atmospheric conditions (e.g. gusts, temperature variations, icing and lightning strikes), runway conditions, cabin and baggage fires, or air traffic services.  The term is not intended to cover sabotage.

Note 3.—  Figure 4�1 provides a graphic representation of the attributes characterizing the hazard classes and their relationship with each other.  The representation depicts the effects on the air traffic services and the effects on the controller in relationship to the effects on the flight crew and the effects on the occupants.  The effects on the controller, however, directly affect the occupants only through the controller’s task to prevent collision (i.e., separation assurance).  The flight crew has a direct effect on the occupants from a perspective of operating the aircraft (i.e., through diversion from normal flight).  The effects on the controller may have an indirect effect on the occupants through effects on the flight crew.  In certain cases separation assurance may be delegated to the pilot by the controller.  In such cases, the effects on the controller shifts to effects on the flight crew through normal interaction.  In abnormal cases, such as failures that affect the functional capabilities of the controller, the effects on the controller may have a direct effect on the flight crew, for example, the loss of automatic dependent surveillance, may increase flight crew workload.
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Figure 4�1:  Cause and effect relationship of attributes characterizing hazard classes.



Note 4.—  The effects on systems, functions, or services, is characterized independent of the source of the failure or error.  For example, a failure of an aircraft system that induces congestion on a communication network and reduces the performance of the ADS function for all aircraft in the airspace has a direct effect on surveillance that, in turn, affects the controller’s ability to maintain separation assurance.  Similarly, the failure of an air traffic controller’s workstation could deceptively corrupt a flight re-clearance data message that is used by the flight crew to maintain safe operation of the aircraft.

Note 5.—  The failure conditions for each function are classified into hazard classes according to the effects that the failure condition has on each of the attributes that characterize the hazard.  Five hazard classes, including Class 5 or No effect, are provided. For each hazard class, Figure 4�2 indicates the qualifier for each of the attributes that defines the particular hazard class.



�

��Guidelines for Hazard Classification��Class4�1�2�3�4��Type of effect�Catastrophic�Hazardous�Major�Minor��Reduction in safety margins�Excessive�Large�Significant�Slight��Effects on occupants�Prevents safe flight and landing resulting in multiple fatalities and/or loss of aircraft�Serious or fatal injury to a relatively small number of the occupants�Discomfort to occupants, possibly including injuries�Some inconvenience to occupants��Effects on flight crew�Human characteristics1 or higher workload2 of the flight crew or interaction with the controller that would result in the effect on the occupants�Physical distress, higher workload such that the flight crew cannot be relied upon to perform their tasks accurately or completely�Significant increase in crew workload or in conditions impairing crew efficiency�Slight; actions well within their capabilities��Effects on controller workload�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants��Effects on systems, functions, or services3�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants��Note 1:	Human characteristics of the flight crew/controller such as psychological, sociological, and physical.

Note 2:	Higher workload caused by loss or anomalous behavior of systems, functions, or services.

Note 3:	Effects on systems, functions, or services have a direct effect on flight crew/controller workload and an indirect effect on occupants.

Note 4:	The hazard class Class 5 or No effect would be valid if the failure condition has no effect on any of the attributes listed in the table.��Figure 4�2:  Proposed guidelines for hazard classification.



Note 6.—  Failure conditions relate to either loss of the function or malfunction.  In the case of loss of the function, the safety objectives establish the availability requirements for the CNS/ATM�1 package functions.  In the case of malfunction, the safety objectives establish the integrity requirements for the CNS/ATM�1 package.

Note 7.—  The hazard classes for each of the failure conditions of the CNS/ATM�1 package are substantiated based on assumptions made about the operational environment.  These assumptions provide the safety requirements for the operational environment.

Note 8.—  Figure 4�3 provides the safety objectives, or integrity and availability requirements, for the CNS/ATM�1 package according to the hazard class that has been assigned to each of the failure conditions. 

Safety objectives for systems, functions, and air traffic services according to hazard class��Class�1�2�3�4�5��Design Assurance Level1�A�B�C�D�E��Safety objective for ground/space systems, whose anomalous behavior contributes to the failure condition (per year)2,3,4�<0.01�<0.1�<1�<10�Not applicable��Safety objective for aircraft systems whose anomalous behavior contributes to the failure condition (per flight hour)2,3,4�<10-9�<10-7�<10-5�<10-3�Not applicable��Reduction in safety margin2,5 (Probability of catastrophic effect, given the failure condition occurs)�<10-0�<10-2�<10-4�<10-6�<10-8��Other�No single fault������Note 1:	Design assurance level determines the level of rigor to be applied throughout system development to mitigate the effects of design errors.

Note 2:	Numeric values are intended to provide acceptance criteria in cases where numeric analysis is required and to facilitate operational and engineering judgment during qualitative analyses.

Note 3:	Availability requirements can be established based on its complementary relationship with the probability of the loss of the function (i.e., A = 1-p(loss of function))

Note 4:	The safety objective applies only to systems (i.e., hardware and software) that provide the function and do not include any credit given to procedural means.

Note 5:	The numeric values signify the overall safety objective, including the procedures, the service providers, and the flight crew, given the occurrence of the failure condition.  It is anticipated that this objective will be used to measure the results of simulations and collision risk modeling to facilitate the classification of the failure conditions.��Figure 4�3:  Safety requirements for the CNS/ATM�1 functions according to hazard class.

�Note 9.—  Figure 4�4 provides a format for assessing the failure conditions of the CNS/ATM�1 functions.  The remainder of this section contains the completed  form for each failure condition and provides the assumptions about the operational environment that substantiate the hazard class assigned to each failure for the CNS/ATM�1 package.

Assessment for failure condition of CNS/ATM function��Reference���Benefit���Air Traffic Service���Function���Separation standard���Traffic density���Hazard���Failure condition���Max time in failure condition state���Scope of failure condition effect�Aircraft

� FORMCHECKBOX ��  Multiple�� FORMCHECKBOX ��  Single/pairs�Controllers/sectors

� FORMCHECKBOX ��  Multiple�� FORMCHECKBOX ��  Single/pairs��Failure condition class�� FORMCHECKBOX ��  C�1�� FORMCHECKBOX ��  C�2�� FORMCHECKBOX ��  C�3�� FORMCHECKBOX ��  C�4�� FORMCHECKBOX ��  C�5��Substantiation (Assumptions)��Airspace:��Navigation:��Procedures and/or automation:��Subnetwork:��Notes:��Figure 4�4:  Form:  Assessment for failure condition of CNS/ATM�1 function

Note 10.�  Figure 4�5 provides an example of the applying the form presented in Figure 4�4.  The example is applying the method to assessing the CNS/ATM�1 package where the benefit is Reduced Hazard Risk.  This example was chosen because of its simplicity to clarify the use of the form and its relationship to the assumptions on the operational environment defined in Chapter 3.

Assessment for failure condition of CNS/ATM function��Reference�B1-S1-F1-1��Benefit�Reduced hazard risk��Air Traffic Service�Surveillance��Function�Automatic Dependent Surveillance��Separation standard�120 NM lateral/20 minute longitudinal/2000 feet vertical��Traffic density�Low��Hazard�Reduction in separation assurance��Failure condition�Misleading ADS information��Max time in failure condition state�Indefinite��Scope of failure condition effect�Aircraft

� FORMCHECKBOX ��  Multiple�� FORMCHECKBOX ��  Single/pairs�Controllers/sectors

� FORMCHECKBOX ��  Multiple�� FORMCHECKBOX ��  Single/pairs��Failure condition class�� FORMCHECKBOX ��  C�1�� FORMCHECKBOX ��  C�2�� FORMCHECKBOX ��  C�3�� FORMCHECKBOX ��  C�4�� FORMCHECKBOX ��  C�5��Substantiation (Assumptions)��Errors in the progress reports transmitted to ATC are not considered hazardously misleading and need not be shown to be improbable because these errors would not reduce the capability of the airplane or the ability of the crew or the controller to cope with adverse operating conditions given the following assumptions:��Airspace:

	(1)  The horizontal separation criteria (e.g., cross track, along track) for pacific routes provides sufficient time for the ATC controller to contact the flight crew in the event of an error in progress information.��Navigation:

	(2)  Performance, integrity, and availability requirements provide for reliable navigation given current separation standards.��Procedures and/or automation:

	(3)  These errors could be detected when ATC compares the progress report with the flight plan.

	(4)  The ATC controller can assess the reasonableness of the current progress information based on the previous progress information.��Subnetwork:  None��

System Requirements for CNS/ATM-1

Note 1.—   In general, system requirements evolve from the necessary outputs of a functional system.  In this respect, the ATN produces several system level requirements that are derived from operational needs and technological developments.

Note 2.—  The ATN System Level Requirements are high-level technical requirements that have been formed through operational needs, technological constraints, safety objectives and regulatory constraints (administrative and institutional) .  These high-level requirements are the focus for the development of  the low-level technical and derived conditions known as the SARPs.

Note 3.—  Ultimately, System Level Requirements encompass performance, integrity and system availability objectives. Figure 5�1 is a conceptual overview of the relationship between high-level requirements, low-level requirements and necessary outside forces.  

� EMBED Word.Picture.6  ����Figure 5-1:  System Level Requirement Concept Diagram

Note 4.—  This chapter serves to examine the System Level Requirements of the ATN.  The majority of these requirements will stem from the applications involved within the Air/Ground and Ground/Ground environments.  There are several functions, including the applications requirements, that must be considered to provide a full view of the ATN capabilities.  A list of the detected System Level Requirements is as follows:

Application;

System Management;

Security;

Quality of Service; and

Addressing.

Application Requirements

The Automatic Dependent Surveillance Panel (ADSP) has produced the Draft ICAO Manual on Data Link Applications (DLA). The DLA Manual defines five levels of performance.   The present SARPs are in support of the DLA Manual.

The DLA Manual defines end-to-end requirements for each application in terms of three communications parameters.  The communications parameters are availability, integrity, and transfer delay (mean, .95, and .99996).  The communications parameters are then defined at five levels (Level 1 denoting the highest level of performance).

The performance level for each application is then defined based on the preceding safety objective and operational environment requirements.

Air-Ground Requirements

There are four air-ground applications.  

Automatic Dependent Surveillance (ADS) allows airborne position-fixing equipment to transmit position reports to ATS authorities.

Controller-Pilot Data Link Communications maps the current voice dialogue defined in PANS/RAC-4444 to the digital data link.

Flight Information Services provides weather information between aircraft and ATS authorities.

Context Management Application provides access control and minimal directory service for ATN applications.

Ground-Ground Requirements

Message Handling Service provides ground-ground store-and-forward message communications.

Inter Center Communications provides center-to-center messaging in support of flight plan forwarding.

The Applications meet system requirements as detailed in Subvolume I of these SARPs.  The individual SARPs do not contain detailed performance requirements.

Systems Management

Note 1.—   Given the current absence of well identified operational requirements regarding Systems Management for the ATN , the implementation of a global ATN Systems Management solution cannot be achieved within the timeframe foreseen for the CNS/ATM�1 Package SARPs.  

Note 2.— As the CNS/ATM grows and adapts to its operational environment, the factors that affect the system management and  the information that is needed to create a successful managing tool must be compiled.  It is this methodology that directs the material for Systems Management in CNS/ATM�1 Package.

 Note 3.— Detailed capacity planning and network design will be conducted in order to deploy a network that provides a sufficient level of service and safety for anticipated operations. It will not be possible for Systems Management to correct deficiencies in this service on anything other than a temporary basis.

Note 4.—   The following identifies the high level structure of the ATN and its users.  It identifies the need for automated systems management to ensure correct system operation and the administration of an organisational hierarchy by procedural (or other) means.  The two basic areas of ATN Systems Management have been identified as:

Administrative ATN management (e.g. cost management, service contract monitoring); and,

Operational management of ATN equipment (e.g. configuration, performance monitoring and fault management).

Note 5.—   In all cases, the steps made towards completing a Systems Management standard within the different areas should identify requirements for:

Systems management information;

Systems management functions; and

Systems management communication mechanisms.

Scope of ATN Systems Management Concept

Note 1.—   The ATN SARPs only cover aspects that are necessary for the correct behavior of ATM services using the ATN offered between organizations, across international boundaries and between the air and the ground. The management of operational applications using the ATN is outside the scope of this document.  Regional standards may need to be developed and applied internally within distinct geographical areas and organizations.

Note 2.—   The types of organizations subject to ATN standardization are:

national air traffic administrations;

international air traffic service providers;

communications service providers; and

aircraft operators and their aircraft.

Note 3.—   Systems management standards may be developed in the following relatively distinct areas:

Systems Management functions (the classic 5 being: fault, security, configuration, performance and accounting);

Systems Management information; and

Systems Management communications.

ATN Service Requirements

Note 1.—   ATN service requirements will depend upon the traffic type being exchanged. The high level traffic types (as defined in the draft ATN SARPs) to which the service requirements should be applied are:

ATN Operational Communications;

Air Traffic Service Communications (ATSC)

Aeronautical Operational Control (AOC)

ATN Administrative Communications (AAC);

General Communications (e.g. APC); and

ATN Systems Management Communications.

Note 2.—   The guarantee of service in the ATN will be achieved by a combination of active systems management of resources, capacity planning and network service provision.

Administrative and Operational Management 

Note 1.—   There will be "Administrative" management requirements not directly related to the network management (operation) of ATN equipment, authorities will require Administrators to collect statistics, make statistical analysis and collate reports for accounting purposes etc. 

Note 2.—  For these purposes classes of administrative management information and managers are to be defined.  Administrative management information should present "views" of network operation to system administrators to:

administer costs;

present performance assessment;

allow the application of a particular policies to groups of ATN equipment;

administer service agreements (e.g. allow service providers to “present” their services to a user);

provide an overall picture of network operational status in centres; and

implement access control between institutions.

The Methods for Achieving ATN Systems Management

Note 1.—   ATN Management could be achieved by a variety of mechanisms. The total ATN Management solution will involve a combination of the following approaches:

Designing the ATN network architecture and components appropriately (e.g. use of fault tolerant systems, redundant routers etc.);

Implementing operational procedures not requiring specific management functions or networking technology (e.g. voice control procedures);

Implementing automated or operator controlled management functions in ATN computer systems that communicate using the OSI systems management model (i.e. using CMIP, standard systems management functions and managed objects); and

Implementing automated or operator controlled management functions in ATN computer systems that do not communicate using the OSI systems management model (e.g. using SNMP with TCP/IP, file transfer, messaging services etc.).

The precise mixture of these mechanisms requires a design based on operational reality.

Large-scale structure of the ATN

Note1.—  �seq figures fig_ATN_structure \# "'Figure �if �seq annex fig_ATN_structure \c�Error! Bookmark not defined.� > 0 "�seq annex fig_ATN_structure \c \* Alphabetic� �."�'0" �Figure 2� illustrates the large-scale structure of an example subset of the ATN environment.
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Figure 5-2 - Large Scale ATN Structure

Note 2.—  There are two basic types of ATN regions which communicate with aircraft as shown in the figure:

the Airline type

the Air Traffic Management (ATM) type.

Note 3.—   The Airline Regions and ATM Regions are shown in the figure as overlapping to some extent. This indicates that they are logically separate networks expected to exchange management information and traffic according to policy.  Within Regions  there are 2 basic kinds of ATN entity, end users (e.g. CAAs or Airlines) and the ATN Backbone which provides connectivity on the ground between end users. 

Note 4.—  The Backbone may consist of a combination of nationally owned facilities and commercially owned facilities (service providers) and must be managed accordingly.  

The Structure of Managers, Administrators and Institutions

Note 1.—   Figure 3 presents a possible hierarchy of Managers, Administrators and Institutions. There is a 2 level hierarchy of active managers; Area Administrators and Network Managers which operate according to contracts, agreements and policies made by Regional Institutions.
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Figure 5-3 - Structure of ATN Authorities.

Note 2.—   The Administrator and Network Manager are defined above in functional terms. It is possible that these functions could be co-located in a single management station, this will depend on local design issues (e.g. physical topology, network size and complexity)

Management on the Ground

Regional Institutions

Note 1.—  Every Airline and ATM Region will have a Regional Institution which has ultimate responsibility for the operation of the Region. These Institutions may delegate, by agreement, responsibility for active administration to managers at their disposal (e.g. those in the CAA domains of responsibility). This does not imply that Regional Institutions are active managers of a further hierarchy of managers.

Note 2.—  Regional Institutions are the responsible authority for:

Establishing contracts, agreements and polices regarding the structure, integrity and internal administration of the Region as a whole. This will involve co-ordinating communication policies between CAAs, Airlines and Service Provider participants that form the Region.

Negotiating policies for communicating with other Regions external to itself.

Note 3.—  Standards Required:

No ICAO ATN SARPs are required unless institutions provide electronic repositories of information (e.g. an address registration and allocation database); and

Institutional procedures must be defined to make and administer policies and agreements.

Area Administrators

Note 1.—  To understand the future roles and responsibilities of the Area Administrators, a further breakdown of the ATN Regions that communicate with Aircraft is explained.

The organisations within ATM Regions are:

CAAs; and

commercial telecommunications Service Providers.

The organisations within Airline Regions are:

Airline Authorities; and

commercial telecommunications Service Providers.



Note 2.—   Every CAA, Service Provider and Airline Authority will have an administrator which has responsibility for its own area. These Managers may use lower level managers/agents at their disposal (e.g. managers of networks) involving the collection and organisation of data concerning operations of the network. 

Note 3.—   The administrator that operates a management station will for example:

administer cost;,

present performance assessment;

take action in response to the analysis of data, events and fault reports collected from the network;

take action to enforce agreements and policy statements made by Regional institutions;

be responsible for address administration (including establishing and maintaining the routing structure of the network);

administer and maintain QOS, secure interaction and other policies common to domains;

switch Service Providers  according to operational circumstances (fault reports etc.);

(An agreement with service providers may oblige them to “present” accessible summary information on their services);

present an overall picture of network operational status in centres;

implement access control between administrators in different area; and

(When organisations exchange management information, specific administrative managed objects presenting a limited “view” of an organisation may provide a sufficient means for access control).

Network Managers

Note 1.—  The pre-CNS/ATM-1 Package version of the ATN Manual (i.e. V2.0) contains detailed specification of requirements for the management of the ATN Internet based on OSI standards. This remains the recommended approach for network management

Author’s note: It is not obvious whether the system management solution used by organisations should be subject to ICAO standards (particularly service providers). If the ATN services are guaranteed does it matter how ?

Author’s note: The implementation of standard management solutions in ATN equipment may be required by regional certification authorities (and will help manufacturers develop and sell standard certified equipment in the world-wide ATN market).

Note 2.—  Standards Required:

Regional standards will be needed for the distributed management of networks within organisations on the ground; and

ICAO ATN SARPs will be needed when management information is exchanged over the air ground link (see below).

Management in the Air

Note 1.—   Aircraft have mobile managers with responsibility for the detailed operation of the ATN equipment on board (they are similar in function to network managers but with a smaller scope). 

Note 2.—   The mechanisms for real-time operational fault and event reporting over the air-ground link must be standardised (e.g. as ATN application exchanges or as Systems Management application exchanges using specifically designed protocols (e.g. CMIP)). The reports themselves must also be standardised.

Note 3.—   In the flight deck environment, mobile managers will need to be autonomous applications requiring a minimal level of human intervention.

Note 4.—   Airborne systems will not be managed from the ground (although fault reports may be exchanged).  Airborne systems will not manage ground systems (although fault reports may be exchanged).

Note 5.—   Summaries of flight operation (e.g. engine performance) collected by mobile managers or other operational systems may be downloaded at the gate for analysis by ground based managers.  Operational parameters to be used in flight may be uploaded at the gate for use by mobile managers.  Mechanisms for management Information upload and download at the gate must be standardised (e.g. as the ATN application exchanges or as Systems Management application exchanges using specifically designed protocols (e.g. CMIP)). The information to be exchanged must also be standardised.

Note 6.—   Standards Required:

Aeronautical standards will be needed for the distributed management of networks within aircraft.

ICAO ATN SARPs will be needed when management information is exchanged over the air ground link for fault and event reporting.

ICAO ATN SARPs will be needed when information is exchanged at the gate.

Transition Issues

Note 1.—   The pre-CNS/ATM-1 Package version of the ATN Manual (i.e. V2.0) defined an approach to network management using the model defined in ISO/IEC 7498�4 and ISO/IEC 10040 and an associated communications profile using OSI protocols.

Note 2.—   The adoption of the model and Provisions defined in Appendix 12 of the ATN Manual V2.0 for the definition of Systems Management information as managed objects is the minimum and most practical step in transition towards the long term.

Note 3.—   Given the Managed Object (MO) concept, several primitive types of MO were identified in Chapter and Appendix 12 of the ATN Manual V2.0:

OSI specific MOs: those defined in international standards to represent OSI protocol and system resources;

OSI generic MOs: those defined in OSI Systems Management standards for use in defining specific protocol and system MOs;

ATN MOs: MOs defined in ATN standards to represent ATN-specific protocol and system resources; and

Administrative MOs: MOs defined to represent a selection or summary of information or a modification of the behavior available in one or more other MOs, so as to meet a specific requirement for systems management.

Note 4.—   If it is agreed that ICAO standards are needed for systems management for the CNS/ATM�2 Package then:

WG1 should concentrate on identifying minimal requirements for Regional Institutions and Area Administrators (provided the framework in this document is accepted).

WG2 and WG3 should evaluate the transition issues associated with ATN Systems Management in the Package 2 timeframe.

WG2 and WG3 should evaluate and select the technical provisions required to achieve ATN Systems Management for the Package 2 timeframe based on the high level requirements provided by WG1.



Note 5.—   WG3 should refer to recommendations in TULIP Standing Document 05 as distributed in at San Diego WP3/29 “Report on TULIP Activities” for existing material on this subject.

Security

Introduction

Note 1.—  The information included in this section provides recommendations on the use of  Security Mechanisms in the ATN.  These mechanisms will be applied based on their necessity as determined from the  derived  ATN functions in section 3 (“Operational Environment”).  

Note 2.—  The specifications of ADS, AIDC and CPDLC, as described in the ADS Manual of May 1994, identify the need for security measures to be taken with respect to information flowing between end systems, in the cases of either air-ground or ground-ground flows.  WG1 has decided  to counter known threats using procedural mechanisms only. 

Note 3.—  An initial threat assessment has been developed from knowledge of existing applications and procedures, and has identified 25 threats that may be applicable to the ATN. These have been subject to a vulnerability assessment, which has identified the following threats as relevant to the ATN and in need of specific countermeasures, as part of regional, national or organisational deployment and implementation plans:

All CNS/ATM applications are vulnerable to Denial of Service attacks. These attacks require specific countermeasures in the ATN Internet, including the use of IDRP type 2 authentication.

Air traffic control messages (via DLA) are at risk from Modification, Replay and Masquerade attacks. These attacks require application specific countermeasures using authentication mechanisms (i.e. a Digital Signature) combined with unique sequence numbers (for a given encryption key) as part of each message header.

MHS (X.400 messages) are at risk from modification and masquerade attacks. These attacks require X.400 specific countermeasures using existing ITU specified mechanisms (e.g. the Message Origin Authentication Service).

System management is at risk from modification, replay and masquerade attacks. Three possible approaches for the development of countermeasures have been identified, which need to be further considered.

Scope

Note 1.—  The following provides a high level presentation of an Initial Threat Analysis, Vulnerability Assessment and countermeasure identification for the ATN.  Recommendations for the implementation of these countermeasures are examined in this section. 

Identification of Vulnerabilities

Note 1.—  CNS/ATM applications are still only in the process of being standardised. However, the basic shape of ATN applications is known, and it is hence possible to prepare an initial list of possible threats from which real vulnerabilities can be identified.

Note 2.—  The following enumerates likely threats to messages exchanged by CNS/ATM applications. The intention behind this table is to list all perceived threats, regardless of the significance of the threat, in order to ensure that all subjects have been covered:

Message read by the wrong party (either as statistics or as a message);

Message never reaches the right party;

Message received from wrong party;

Wrong messages are sent; and

Wrong message is processed.

Note 3.—  Threats resulting in a message never reaching its intended destination, being diverted to another, or being incorrectly transmitted or received, clearly have serious implications for CNS/ATM applications. 
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Note 4.—  As a result of  the analysis in Note 3, it is suggested that the following are threats against the ATN, including ATN management and application services, which pose a significant threat to which the ATN is vulnerable, and hence requires specific counter-measures:

�To Air Traffic Control Messages (both air-ground and ground to ground), there are threats resulting from

Modification

Replay

Masquerade

Jamming

���To X.400 Message Handling System (MHS), there are threats resulting from.

Modification

Masquerade

���To OSI Systems Management:

Modification

Replay

Masquerade

Unauthorised modification of management information base

���For all applications, vulnerabilities exist to Denial of Service attacks on the ATN which impact Air Traffic Control Messages including:

Jamming air-ground links

Flooding the ATN with data packets

Causing switches and data links to fail.

Unauthorised modification of routing information.

These are to be addressed by network design and topology, and physical access security, which should be considered by regional planning bodies, and by appropriate mechanisms implemented by the ATN Internet.��Countermeasures

Note 1.—  Countermeasures are specifically required to protect against threats to the proper operation of the ATN. In particular, this includes protecting against Denial of Service attacks, and protecting ATC Messages against, Modification, Masquerade and Replay attacks.

Note 2.—  The following serves to describe the countermeasrures and areas of concern within the specific parts of the ATN.

	ATN Internet

Note 1.—  Physical Security measures protecting ATN Routers subnetworks, and other components from attacks, including unauthorised access and physical attacks, will need to be employed by Administrations and other Organisations.  In the ATN Internet, the following are important countermeasures:

Authentication of routing information;

Alternative routing; and

Network layer routing control.

Note 2.—  Each will need to consider what measures are appropriate to local circumstances. Such mechanisms will be necessary to protect against Denial of Service attacks.

Note 3.—  The authentication of routing information can be supported by the IDRP protocol which includes a range of authentication mechanisms (referred to as authentication type 1, 2 and 3).   

Note 4.—  For CNS/ATM-1 Package, type 1 and type 2 are the authentication mechanisms that are currently proposed.  It is further proposed to use this authentication mechanism with the Digital Signature Standard. 

Note 5.—  It is proposed that Key Management is a bilateral matter for ground-ground connections. For Air/Ground connections, it is proposed that initially a single secret key is used per region, and regularly changed (e.g. daily). This is believed to be sufficient to protect against the initial threat. In the future, it may be necessary to move to a key per aircraft, if the threat increases in significance.

Note 6.—  Alternative routing reduces the risk of denial of service threats by re-routing data packets along an alternative route to avoid the point of attack, or failure. The provision of multiple alternative routes in the ATN Internet is seen as essential for protecting against both malicious attacks, accidents and failures, that result in the loss of a route. 

Note 7.—  Regional plans will need to take the requirement to provide alternative routes into account, when realising the ATN in each region.

Note 8.—  Network layer routing control aims to minimise the potential effect of denial of service attacks through flooding by restricting the flow of packets across the network. This countermeasure helps to localise any denial of service attacks, reducing its impact and making more likely that alternative routing could be used to route around the problem.

Note 9.—  However, routing control based on even simple access control lists is virtually impossible to manage in networks involving a potentially large community of users such as the ATN,  and such countermeasures are currently not realistic.

Note 10.—  It is assumed that most ATN Routers will keep traffic statistics for both capacity planning and accounting reasons. It is suggested that such statistics should also be analysed for unauthorised use of the router.

	ATM Applications

Note 1.—  The initial analysis of the basic risks of the ATN indicates the urgent need for security mechanisms to protect ATN Air to Ground and Ground to Ground messages against the following threats:

Modification

Replay

Masquerade

Note 2.—  In selecting the proposed countermeasures some account has also been taken of the specific features of the ATN environment.  In particular:

The limited size of many ATN messages;

The limited throughput of some of the communication links;

The 2 party and end to end nature of the message exchanges (there is no need to secure multi-cast messages, the security of messages does not need to be checked by intermediate routers or message relays).

	X.400

Note 1.—  There exists standard mechanisms for MHS security as defined in X.400 (88) and profiled in ISP10611.  The S0 security functional class in the X.400 profile includes support for digital signatures and message sequence numbers applied to each message.  The digital signatures are generated using public key (asymmetric) cryptography.

Note 2.—  These mechanisms can be used as countermeasures for modification and replay attacks on X.400 messages, and against masquerade.

Note 3.—  Certification of public keys required for MHS security can be supported by the common public key certification mechanism (see appendix C).

Note 4.—  It is considered unlikely that such mechanisms will be required during the Package-1 lifetime. However, they may be applied whenever the threat is considered to justify their use.

	Systems Management

Note 1.—  Three possible approaches to OSI Systems Management Security may be considered to protect OSI Systems Management. The merits of each approach should be considered when SARPs are developed for ATN Systems Management, and when preparing Guidance Material for Regional Systems Management Plans.  Possible Systems Management Security are as follows:

�Restrictions on the use of Distributed Systems Management;����Use of Security Services for

Access control to managed objects,

Peer entity authentication between the manager and agent system on application association establishment; and����Use of digital signatures and MAC checks.���QOS System Level Requirements

Note 1.  Quality of Service is a way of expressing a network’s capabilities as a set of independent performance metrics. The values of such metrics (e.g. transit delay, throughput, cost, residual error rate, etc.) derive from the technology used to implement the network and the network’s topology. However, while the QoS that can be provided by a network can be expressed as a static quantity, the actual QoS provided can also vary dynamically with the applied load on the network. This is because as the volume of data handled by the network increases, queuing effects in the network can result in increased (e.g.) Transit Delay, and may affect the values of other QoS metrics. When parts of the network become congested, it is possible for there to be a catastrophic degradation in the QoS provided.

Note 2.  In order to counter the effects of congestion there is a need for QoS Management which combines QoS Maintenance and monitoring functions designed to avoid congestion occurring or to mitigate its effects. QoS Monitoring functions can schedule the maintenance functions when predefined conditions are met.

Note 3.  Connectionless networks can provide a QoS Maintenance function in a qualitative, rather than quantitative manner, it is possible for a network user to indicate on a per packet basis, the (e.g.) acceptable transit delay against cost required. The network may then forward packets on different routes according to such requests. Like priority, this mechanism can be used to differentiate users that are, for example, prepared to pay for a premium service, from those that are not, and hence allocate resources reserved for such a premium service to those users only. Premium resources are then not made available to other users, even when the resources they are using are congested.

Note 4.  Monitoring the QoS currently available in the ATN would require the dynamic collection of statistics from the nodes in the network by means such as distributed Systems Management.  But the use of distributed Systems Management for QoS Management is not defined and in any case not available in CNS/ATM-1 Package and intervening in routing decisions on this basis of gathered data would require the invention of new mechanisms and may cause route instability.

Note 5. Consequently, in the CNS/ATM-1 environment, the Quality of Service provided to applications is maintained using Capacity Planning techniques that are outside of the scope of these SARPs.  Network Administrators are  responsible for designing and implementing a network that will meet the QoS requirements of the CNS/ATM-1 applications that use it.

Specifications of QoS requirements and capabilities shall be based on agreed operational requirements.

Note 6. Operational requirements relevant to QoS are generally stated in terms of application performance.

[Editor's note: the definitions of these operational requirements should result from common agreements between future ATN users (CAAs, airlines) and the various ICAO committees involved in the definition and the future implementation plan of the CNS/ATM-1, such as the ATN Panel, the ADS Panel, the RGCS Panel and ICAO Regional Groups.  These operational requirements should be derived from a clear definition of the CNS/ATM-1 package operational environment(s) and associated safety objectives].

The 3 following QoS parameters shall be used in the CNS/ATM-1 Package:

the required residual error rate (RER),

the Application Priority,

the ATN Security Label which contains the Traffic Type and the associated routing policy requirements.

Note 7.  The purpose of RER is specification of message integrity.

Note 8.  The purpose of priority is to signal the relative importance and/or precedence of data, such that when a decision has to be made as to which data to action first, or when contention for access to shared resources has to be resolved, the decision or outcome can be determined unambiguously and in line with user requirements both within and between applications.

Note 9.  The purpose of the ATN Security Label is to ensure that user data will be routed on paths dedicated to their Traffic Types their routing and/or QoS requirements.  Traffic Types of user data have been defined as either :

ATN Operational Communications;

ATN Administrative Communications;

General Communications;

Systems Management Communications.

Routing requirements are expressed as an ordered list of appropriate air/ground subnetworks to be used as specified in Subvolume 5, Chapter 6, and QoS requirements are expressed as desired end-to-end transit delay.

ITU�R regulations on the use of aeronautical radio subnetworks shall be supported.

Note 10.  There is currently no provisions in the CNS/ATM-1 SARPs for monitoring actual QoS, Service Loss reporting, Service Restoration time, and availability.

ATN Naming and Addressing

The ATN Naming and Addressing is based on part 3 of the OSI Reference Model (ISO 7498-3), which provides for unambiguous identification of OSI functional entities.

A name is used to uniquely and unambiguously identify an object (primitive name), or a set of objects (descriptive name), while an address is used to locate an object, i.e. to find the object.

Note - An address is also a name, but further identifies where an object can be found.

A name stays with an object as long as it exists, while an address may change. Therefore, the name of an object may be used to find its current address.

General Provisions

[SLReq�]	ATN addresses shall unambiguously identify and locate ATN entities, including ATN routers, ATN endsystems and ATN applications, in the global ATN.

[SLReq]	ATN addresses shall accommodate communications crossing both national and organizational boundaries.

[SLReq]	ATN addresses shall not specify or preclude any particular route between the source and destination system.

[SLReq]	Destination ATN addresses shall not be dependent upon source ATN addresses.

[SLReq]	The ATN addressing plan shall conform to ISO OSI data communication standards.

[SLRec�]	The ATN addressing plan should incorporate existing aeronautical (i.e. ICAO, IATA, etc.) address field assignment standards, where appropriate and feasible.

Adress Formats

[SLReq]	ATN address formats shall serve both the mobile and fixed communication environment.

[SLReq]	ATN address formats shall satisfy the requirements of ATSC and AINSC service users and providers.

[SLReq]	ATN address formats shall allow ample space for future growth in the number of addressed ATN entities.

[SLReq]	ATN address formats shall be hierarchically structured to provide for delegation of authority for the assignment of addresses.

CMA Naming and Addressing Information

[SLReq]	The addressing and naming information provided by the context management application (CMA) shall be up-to-date and reliable.

	Note - The reliability and accuracy of the CM addressing and naming information is critical as this information is used for log-on between aircraft and ground ATSC systems operating safety critical data link applications, such as ADS.

Distribution of Naming and Address Information

Ground ATN Addresses

[SLReq]	The up-to-date addresses of ground ATN ESs and associated applications hosted by these ESs (including NSAP, TSAP and PSAP addresses) shall be provided by the authority resonsible for the administration of the ES to ATS administrations, aircraft operators and other aeronautical stakeholders on a bi- or multilateral basis, as required.

	Note - This requirement is to ensure that the appropriate addressing information is available to establish connections between ground ATN ESs and applications if needed.

[SLReq]	The addresses of (which ??) ATN ground endsystems and associated applications hosted by these ESs (including NSAP, TSAP and PSAP addresses) shall be maintained by an organisation and shall be distributed by this organisation to authorised receivers (on request).

	Note - This organisation may further delegate part of its responsibilities to other bodies, e.g. on a geographical basis.

[SLReq]	The ground ATN shall provide to aircraft ATN systems on request up-to-date addressing and naming information about ground ATN ESs and ATN applications hosted by these ESs.

	Note - This addressing and naming information is required by the aircraft to establish connections between the aircraft and ground ATSC systems.

	Note - This capability is provided by the ATN context management application specified in Part 1 (CM SARPs) of Subvolume II (Air/Ground Applications) of these SARPs.

Ground CM Addresses

 [SLReq]	The ATN address (presentation service access point address) of each ground ATN context management (CM) application in combination with an appropriate identification of this CM application shall be registered and published on a global basis and maintained up-to-date.

	Note - This system level requirement is derived from the operational requirement OR2 of the ADSP.

	Note - The PSAP address of the ground CM application needs to be known by the airborne ES in order to establish the initial CM application context (connection) with the appropriate ground CM application, i.e. to perform initial log-on with the ground CM server. This initial CM application context is required to establish log-on between aircraft and ground ATSC systems and to update addressing and naming information. 

	Note - The ATN addresses of the lower layer protocol entities, such as the TSAP and NSAP addresses, can be unambiguously derived from the ATN address of the ground CM application.

	Note - The application process title (AP-title) may be an appropriate means to unambigously identify the CM application and may be registered and published in combination with the CM application address.

Aircraft ATN Addresses

[SLReq]	Aircraft ATN systems shall provide to ground ATN systems up-to-date addressing and naming information about ATN ESs onboard the aircraft and ATN data link applications hosted by these ESs.

[SLReq]	This addressing and naming information shall be provided automatically following first establishment of datalink capability with the ground and on request of ground ATN systems.

	Note - These capabilities are provided by the ATN context management application specified in Part 1 (CM SARPs) of Subvolume II (Air/Ground Applications) of these SARPs.

[SLReq]	Ground ATN systems having received addressing and naming information about ATN ESs onboard an aircraft and ATN applications hosted by these ESs shall distribute this information to other ground ATN systems according to operational needs.

Address Information Concerning ATS Data Link Applications

[SLReq]	The CM application shall provide addressing and naming information concerning the ATS data link applications and the associated ATN endsystems between which an application context shall be established.

	Note - This system level requirement is derived from the the operational requirement OR2 of the ADSP.

Assignment of ATN Names and Addresses

NSAP Administrative Region Selector

[SLReq]	The values of the administrative region selector (ARS) field of the network service access point (NSAP) address of ground ATN routers and ground ATN endsystems shall be assigned and administered centrally by the organisation which is responsible for the administration of the ATN administrative domain to which the addressed ground ATN system belongs.

	Note - The central assignment and management of ground ARS values is required to support efficient routing information exchange between ATN routing domains (based on NSAP prefixes rather than full NSAP addresses).

	Note - The responsible organisations for ATSC Administrative Domains are the States' ATS authorities and are the IATA airlines or aeronautical stakeholders for AINSC Administative Domains.

	Note - The above requirement is not fully in line with section 4.5.6 of Subvolume V which requires is the assignment and administration of ARS values by ICAO and IATA but allows further delegation as required.

Aircraft ATN Addresses

	Note - The following requirement related to the network entity title (NET) has been introduced on request of the aeronautical industry into section 4.6 of Subvolume V of the CNS/ATM-1 SARPs:

	"In the case of an airborne router, the authority which is responsible for allocating the NET shall be IATA for commercial aircraft and Administrations for General Aviation aircraft."

	This requirement contradicts the existing provisions concerning assignment and administration of NSAP address fields defined in section 4.5 (in particular 4.5.6.2.3 and 4.5.9.2) of Subvolume V.

	It is proposed to replace this requirement by the following provision in Subvolume I:

[SLReq]	ATN systems onboard of general aviation aircraft shall belong to an ATSC administrative domain, whereas ATN systems onboard of commercial aircraft shall belong to an AINSC administrative domain.

	Note - Consequently, according to section 4.5 of subvolume V, the NET of an airborne router and the NSAP addresses of other ATN systems onboard of a commercial aircraft will be assigned and administered IATA (who may further delegate authority to aeronautical industry authorities). The NET of an airborne router and the NSAP addresses of other ATN systems onboard of a general aviation aircraft will be assigned and administered by the organisation responsible for the administration of the associated ATN administrative domain in cooperation with ICAO (who may further delegate authority to State authorities).

Addressing and Naming Requirements for AINSC

Editor's note: Further AINSC addressing requirements to be identified and compiled.

� SLReq: System Level Requirement

� SLRec: System Level Recommendation
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