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Summary



At the ATNP working group #2 meeting in Toulouse, France held in March 1995, the U.S. presented a working paper that proposed safety assessment methods applicable to the Aeronautical Telecommunications Network (ATN).  It recommended the working groups of the ATNP to consider a joint effort with the certification community and implementors to develop these methods further and apply them to the development and validation of the ICAO Standards and Recommended Practices (SARPs) for the communication navigation, and surveillance/air traffic management one package (CNS/ATM�1) and future CNS/ATM packages.  The ATNP working groups accepted the recommendations of the paper.  The working paper was also presented at the 5th meeting of the International Coordination Panel for Navigation and Communication (ICPNC) held in Ottawa, Ontario, Canada in May 1995.  The ICPNC is an international panel comprising aircraft certification specialists from Australia, US, Canada, Japan, and Europe.  At that meeting, the ICPNC endorsed the recommendations of the paper.



Within EUROCONTROL, STNA/DGAC/France, EUROCAE, FAA/US, ICAO Informal South Pacific Air Traffic Services (ATS) Coordinating Group (ISPACG), and other states/organizations, work is underway to further the development of safety assessment methods.  Specifically, these states/organizations are developing hazard classification schemes that consider the effects of failures of air traffic services and the human characteristics of the controller on hazards.  For the safe and consistent implementation of CNS/ATM concepts, there needs to be a common hazard classification scheme endorsed by all ICAO panels and regional coordinating groups.  Supporting guidance material will also be required to define the safety assessment process, including the hazard analysis methodology and overall safety assessment.  This paper proposes a hazard classification scheme to facilitate the development of safety objectives and for incorporation into the CNS/ATM�1 package SARPs.���
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Additionally, I would like to acknowledge the following activities that are currently working on safety assessment methods and hazard classification schemes.  I believe that these activities will greatly benefit the international aviation community and facilitate the realization of CNS/ATM.  The documents resulting from these activities, some of which are included in the list of references, were helpful in developing this paper:



STNA/DGAC/France, under the direction of Ms. Martine Blaize, is developing a workstation for Tahiti to support FANS operations in the South Pacific referred to as the Visualisation Interactive des Vols, Dynamic Display of Flights or VIVO.  STNA has made significant contributions to developing a harmonized approach for applying safety assessment methods to the FANS functions.



EUROCAE Working Group 45, chaired by Mr. Serge Bagieu (Aerospatiale), is preparing an industry document, which includes guidelines for the approval of data link applications, services, and systems based on safety assessment methods.  



The newly established EUROCONTROL EATCHIP Safety Group, chaired by Mr. J. L. Garnier, is tasked with developing “a harmonised approach for defining safety criticality of air navigation systems functions and a methodology for conducting the safety assessment of new air navigation systems.”



The Oceanic and Offshore IPT/FAA/US, under the direction of Mr. Joe Fee, is developing the advanced oceanic automation system (AOAS), to support FANS functions.  The Oceanic IPT has made significant contributions to developing a safety assessment methodology through the FAA’s Approval Methods for Integrated Systems Team (AMIST) and are applying the methods to their development of the AOAS.



The ICAO ISPACG, under the joint chairmanship of Mr. Brian Kendall (Airservices Australia), Mr. Frank Price (FAA/US), and Mr. Peter Woodrow (Airways Corporation of New Zealand), are applying safety assessment methods to the implementation of FANS 1 in the South Pacific.

�1.	Introduction.  Recently, there has been activity within the aviation community to develop hazard classification schemes that encompass the effects of failures of air traffic services and the human characteristics of the controller on hazards.  This work is mainly based on hazard classification schemes that are currently in use by the aircraft certification community.  Specifically, the definitions of the hazard classes are being extrapolated so that they may be applied to ground and space systems that are commissioned for providing air traffic services.



This paper discusses hazard classification schemes currently in use by the aircraft certification community.  It recommends a hazard classification scheme that considers the effects of failures of air traffic services and the human characteristics of the controller on hazards.  The author invites the ATNP, the Approval Methods for Integrated Systems (AMIST), the Federal Aviation Administration (FAA)/Joint Aviation Authorities (JAA) System Design and Analysis Harmonization Working Group (SDA HWG), and others to consider the recommendations of this paper in their work.



The AMIST, which operates under the auspices of the FAA’s Communications/Surveillance Operational Implementation Team (C/SOIT), is formulating a U.S. position on hazard classification schemes that consider the effects of failures of air traffic services and the human characteristics of the controller on hazards.  It is the intent that this position will be presented at the various international forums that are developing standards for communication, navigation, and surveillance (CNS) capabilities that implement the Future Air Navigation System (FAN) concepts.  These concepts are also referred to as CNS/Air Traffic Management (ATM) concepts.



The SDA HWG is currently revising advisory circular (AC) 25.1309�1A and advisory material joint (AMJ) 25.1309.  This advisory material contains the hazard classification schemes that provide the definitions of the hazard classes used within the aircraft certification community.  The definitions in AC 25.1309�1A are different from the definitions provided in AMJ 25.1309.  Since the SDA HWG is currently revising this material, which includes harmonizing the hazard class definitions between JAA and FAA, an opportunity exists for the air traffic service providers to work with the aircraft certification community to develop a consistent hazard classification scheme that can be applied universally to the development of CNS/ATM concepts.



The hazard classification scheme and associated safety objectives are not fully developed; however, the author invites the ATNP to try the concepts presented in this paper on the CNS/ATM�1 package.  An evolutionary approach to mature the concept presented in this paper is necessary and should evolve as CNS/ATM is realized.



2.	Objectives of hazard classification.  The classification of hazards is intended to provide a means during system development to direct limited resources on safety.  Classification of hazards is particularly beneficial as systems become more complex and as controllers and flight crews rely more on the ability of those systems to provide accurate and reliable information to assist them in completing their tasks.  By identifying and classifying the hazards associated with a particular air traffic service, function, or system, resources can be directed to design a system, with a level of assurance appropriate to the hazard class, to mitigate the hazards in a cost effective manner.



3.	Scope.  Hazards can only be classified when assessing the air traffic service, function, or system within the context of its operational environment.  A definition of its operational environment describes the relationships among air traffic services, the functions that provide those services, and associated requirements necessary to attain one or more benefits.  The process of identifying hazards, classifying them, validating the means to mitigate the hazards, and ensuring that specific implementations satisfy the means to mitigate the hazard is referred to as the safety assessment process.  Because the systems that provide those services and functions exist on the aircraft, on the ground, and in space, and are built by different states/organizations, a standard hazard classification scheme is necessary.  To ensure consistent application of a hazard classification scheme, guidelines are needed for:



	a.	Classification of hazards by the controllers, pilots, and system engineers.

	b.	Design, development, and commissioning of systems by different states/organizations according to hazard class.



This paper proposes that safety objectives be established as part of the international standards because CNS/ATM functions encompass aircraft, communications, and ground domains, which are developed, commissioned, and certified by different states/organizations.  This paper intends to discuss the definitions of hazard classes and their application in classifying specific hazards.  It is not the intent that the international standards replace a complete safety assessment process, which includes the assurances that system implementations satisfy safety objectives.  This activity can only be achieved by the states/organizations responsible for the development, commissioning, and certification of any part of the system.  However, it would be desirable to develop guidelines for the design, development, and commissioning of systems by different states/organizations based on the hazard classes.



4.	Review of aircraft certification hazard classification scheme.  The hazard classification scheme in use and currently being revised by the aircraft certification community was reviewed to determine its applicability in a broader context.  That is, it was reviewed to determine whether the hazard classification scheme can be tailored to accommodate the effects of failures of air traffic services and the human characteristics of the controller on hazards and, if so, to what extent would it need to be tailored.  The review considers the hazard classification schemes contained in the current AC and AMJ, the proposed changes to the existing definitions provided in the SDA HWG Draft 3 advisory material, and the definitions provided in RTCA DO�178B/EUROCAE ED�12B, Software Considerations in Airborne Systems and Equipment Certification.  RTCA DO�178B definitions are currently recognized by reference in AC 20�115B, and provide the first attempt at harmonizing the hazard class definitions between FAA and JAA.  The definitions for hazard classification from the AC, AMJ, DO�178B, and SDA HWG Draft 3 are provided in Figure 1 and Figure 2.



The following definitions are quoted from SDA HWG Draft 3:



	a.	Failure condition:  A condition having an effect on the airplane and/or its occupants, either direct or consequential, which is caused or contributed to by one or more failures, or errors, considering flight phase and relevant adverse operational or environmental conditions, or external events.



	b.	Failure:  An occurrence which affects the operation of a component, part, or element such that it can no longer perform its intended function.



	c.	Error:  An occurrence arising as a result of incorrect action by the flight crew or maintenance personnel.



	d.	Event:  An occurrence which has its origin distinct from the airplane, such as atmospheric conditions (e.g. gusts, temperature variations, icing and lightning strikes) runway conditions, cabin and baggage fires.  The term is not intended to cover sabotage.



The definition of event implies that consideration should be given to the effects of conditions whose origin is “distinct from the airplane.”  Conditions, such as loss or malfunction of air traffic services, are not explicit.  The examples provided suggest that external events are a result of natural phenomenon.  However, the intent is to consider conditions “external” to the aircraft that could have “either direct or consequential” effects on “the airplane and/or its occupants.”  For the purposes of this paper, the definition of event will assume to include conditions resulting from loss or malfunction of air traffic services.



The definition of error includes conditions resulting from the incorrect action of the flight crew or maintenance personnel, but does not include conditions resulting from the air traffic controller, manufacturing personnel, service provider, or other human.  Provisions (to be determined) currently exist in the SDA HWG Draft 3 to address the effects of human error on hazards regardless of its source.  Also, the SDA HWG Draft 3 refers to RTCA DO�178B for consideration of software errors, but they are not specifically addressed in the definition of error and, consequently, the definition of failure condition.  For the purposes of this paper, the definition of error will assume to include conditions resulting from any human error including those of the air traffic controller or service provider.



It should be noted that increased complexity in system designs has heightened concern for the effects of design errors on hazards. Guidelines already exist for consideration of design errors in software (RTCA DO�178B and EUROCAE ED�12B).  Committees within RTCA, Inc., EUROCAE, and SAE, Inc. are working on developing guidelines for consideration of design errors in hardware and system design and analysis.  Prior to the work currently underway by these committees, the certification authorities have assumed that the designs were developed to the greatest extent economically feasible.  Now with added complexity in hardware designs, such as application specific integrated circuits (ASICs), and increased system integration, approaches are being taken using hazard classification schemes as a basis for directing resources to mitigate the effects of design errors on hazards using assurance methods during development.



Figure 3 provides a baseline for further review of the hazard classification definitions and includes a summary of differences between the AC, AMJ, DO�178B, and the SDA HWG Draft 3.  The differences are considered to be minor.  The most significant difference is the hazardous class definition.  The AC uses “adverse effects” compared to the SDA HWG Draft 3 and AMJ, which include the explicit description of “serious or fatal injury.”  DO�178B includes both “adverse effects” and “serious or fatal injury” in its definition for the hazardous class.  The major class definition in the AC also does not include “possibly including injuries” compared to the SDA HWG Draft 3, AMJ, and DO�178B.  Other differences are related to the structure of the definitions.  The AC does not recognize the hazardous class, but assumes four classes with two levels within the major class; however, the more severe major class parallels the hazardous class in other material.  Based on the proposal of the SDA HWG and DO�178B, and the simplicity of having five classes at a single level within a structure, the five classes were adopted in the baseline definition.  Also, all of the definitions are provided using a consistent structure.  This structure will clarify the distinctions between hazard classes and facilitate the identification of attributes that characterize the hazards.  Figure 4 provides a matrix of the attributes, which have been extracted from the definitions, to characterize the hazard classes.  For each hazard class, the matrix indicates the qualifier that defines the particular hazard class for each of the attributes.



5.	Cause and effect relationship of attributes characterizing hazards.  To assess the effects of failures of air traffic services and the human characteristics of the controller on hazards, certain assumptions must be made pertaining to the relationships among the attributes that characterize the hazard classes.  These relationships are implicit in the definitions.  Some of the attributes are causes and some are effects.  For example, the effects on systems, functions, or services is caused by failures, design and manufacturing errors, maintenance errors, and other environmental conditions.  These, in turn, directly affect the flight crew’s ability to maintain normal flight, which then result in an effect on the occupants (e.g., through diversion from normal flight that prevents continued safe flight or excessive “g” maneuvers causing discomfort).  Therefore, the effect of a reduction in functional capabilities is analyzed considering the ability of the crew to cope with the reduction and the end effect on the occupants.  As such, the effects on functional capabilities directly affect the flight crew and indirectly or consequentially affect the occupants.



The specific wording, “or functional capabilities,” in Figure 3, subparagraph (i), is not clear.  The phrase “to the extent that there would be:” implies that effects will follow, not causes.  However, a “large reduction in ... functional capabilities” would cause a reduction in “the capability of the aircraft or the ability of the crew to cope with adverse operating conditions.”  Also, because the “or” is used to append all of the attributes that characterize the hazard class, the failure condition is classified if its attributes satisfies any one of the qualifiers.  This would imply that if a failure condition results in “a large reduction in functional capabilities” then it should be classified as hazardous even though the capabilities may have no effect on the occupants, safety margins, or crew workload.  Therefore, it is assumed that “a large reduction in functional capabilities” is considered only in relationship to its effects on the crew and, in turn, on the occupants.



The effects on occupants can be measured in two ways:  the first is a reduction in safety margins, which may not result in an immediate catastrophic effect but increases the probability of the occurrence of a catastrophic effect and, therefore, is transparent to the occupants; the second way is the obvious and immediate effect, which is directly experienced by the occupants (e.g., fatality, injury, discomfort, inconvenience).  For example, hazardously misleading information from an aircraft navigation system may only reduce the safety margins; an autopilot system failure that is not detectable by the flight crew causes a diversion from normal flight and results in immediate discomfort to the occupants.



Figure 5 provides a graphic representation of the attributes characterizing the hazard classes and their cause and effect relationship with each other.  The representation is based on the review of the baseline hazard class definitions provided in Figure 3 and the attributes that characterize the hazard classes presented in Figure 4.



6.	Effects of failures of air traffic services and human characteristics of the controller on hazards.  To assess the effects of failures of air traffic services and the human characteristics of the controller on hazards, it is important to recognize the responsibility of the flight crew and the controller.  Section 91.3(a) of Title 14, Code of Federal Regulations (CFR), part 91 states, “The pilot in command of an aircraft is directly responsible for, and is the final authority as to, the operation of that aircraft.”  Section 307(c) of The Federal Aviation Act of 1958 states:



The Administrator is further authorized and directed to prescribe air traffic rules and regulations governing the flight of aircraft, for the navigation, protection, and identification of aircraft, for the protection of persons and property on the ground, and for the efficient utilization of the navigable airspace, including rules as to safe altitudes of flight and rules for the prevention of collision between aircraft, between aircraft and land or water vehicles, and between aircraft and airborne objects.



While the pilot in command is responsible for the operation of the aircraft, the controller is responsible for the efficient utilization of the navigable airspace and for the prevention of collision.  Both the controller and the flight crew are provided with functional capabilities to assist them in fulfilling their responsibilities.  The effects of failures on the functional capabilities directly affect the flight crew’s and controller’s ability to maintain their tasks, which may lead to an effect on the occupants.



Figure 6 provides a graphic representation of the attributes characterizing the hazard classes and their relationship with each other and explicitly depicts the effects on the air traffic services and the effects on the controller in relationship to the effects on the flight crew and the effects on the occupants.  The effects on the controller, however, directly affect the occupants only through the controller’s task to prevent collision (i.e., separation assurance).  As discussed earlier, the flight crew has a direct effect on the occupants from a perspective of operating the aircraft, i.e., through diversion from normal flight.  The effects on the controller may have an indirect effect on the occupants through effects on the flight crew.  In certain cases the separation assurance function may be delegated to the pilot by the controller.  For example, the Final Report of the RTCA Task Force 3, Free Flight Implementation, suggests that “procedural changes and/or technological changes can result in the delegation of separation assurance to the pilot, ...”  In such cases, the effects on the controller shifts to effects on the flight crew through normal interaction.  In abnormal cases, such as failures that affect the functional capabilities of the controller, the effects on the controller may have a direct effect on the flight crew, for example, the loss of automatic dependent surveillance, may increase flight crew workload.



The effects on systems, functions, or services, is characterized independent of the source of the failure or design error.  For example, a failure of an aircraft system that induces congestion on a communication network and reduces the performance of the ADS function for all aircraft in the airspace has a direct effect on surveillance that, in turn, affects the controller’s ability to maintain separation assurance.  Similarly, the failure of an air traffic controller’s workstation could sensibly corrupt a flight re-clearance data message that is used by the flight crew to maintain safe operation of the aircraft.



The effects of failures of air traffic services and the human characteristics of the controller have been incorporated into the hazard classification scheme based on the responsibilities assigned to the controller and the flight crew.  Conditions that would contribute to the controller’s inability to maintain those responsibilities and the relationship with the effects on the occupants and the effects on the flight crew are addressed.  The hazard classification scheme assumes that the effects on functional capabilities can only be assessed in terms of effects on occupants after consideration of the effects on either the controller or the flight crew.  The human characteristics of both the controller and the flight crew can also contribute to effects on the occupants.  These human characteristics apply in both normal and abnormal situations.  Figure 7 provides guidelines for the classification of hazards from both a controller and a flight crew perspective.  These guidelines were derived from the diagram in Figure 6.



The hazard classification scheme clarifies the external events (as defined by SDA HWG Draft 3) that contribute to hazards from the perspective of the controller and air traffic services.  The scheme is appropriate for use by the aircraft certification community as well as the air traffic service providers.



7.	Recommendations.  With the advent of satellite and data communications technologies in the air transportation system, new concepts are being developed for air traffic management (ATM) consisting of air traffic control (ATC) and traffic flow management (TFM).  These concepts require new functionality and new tools for the controller and the flight crew to facilitate their decision processes as they maintain their responsibilities. This functionality has become increasingly complex.  Therefore, hazard classification schemes need to be adjusted such that resources are appropriately prioritized to address the safety aspects of the system.  The hazard classification schemes should include failures in the air traffic services for traffic flow management and separation assurance and in the functional capabilities provided the flight crew to operate the aircraft.  The interaction between the controller and flight crew plays a key role in hazard classification and should also be included.  Therefore, the following recommendations should be implemented as early as possible:



	a.	The international aviation community should develop and recognize a hazard classification scheme that can be applied to the overall system, which includes aircraft, communications, and ground-based systems.  The hazard classification scheme should enable the controllers, pilots, and engineers to classify hazards.



	b.	Until such time that recognition can be given to a hazard classification scheme that is applicable to all CNS/ATM functions, the ATNP should include a hazard classification scheme as part of the CNS/ATM�1 package SARPs or appropriate guidance material.  It is recommended that this scheme be included as part of sub-volume 1 of the CNS/ATM�1 package SARPs.



	c.	The author invites the ICAO ATNP to consider Figure 6, Figure 7, and appropriate text as a basis for the development of SARPs material for the CNS/ATM�1 package.



	d.	The SDA HWG, currently tasked to harmonize hazard classification schemes between Europe and the U.S., should revise their hazard classification scheme to consider the effects of anomalous behavior on air traffic services, the controller, and the interaction between the controller and the flight crew.  The AC/AMJ material should include a hazard classification scheme that is consistent with the ICAO CNS/ATM�1 package SARPs material and other relevant SARPs material (See recommendation c).  (No action on ATNP WGs).



8.	Future work.  Future work is needed to attain the full benefits of hazard classification.



	a.	Human characteristics contribute significantly to hazard classification.  However, current advisory material requires further work to determine a more precise means of assessing the human characteristics in system design and analysis.  The SDA HWG Draft 3 recognizes that “quantitative assessments of the probabilities of crew errors are not considered feasible.”  The FAA is currently in the process of establishing positions and recruiting human psychologists to study further the effects of human characteristics on safety.  While it remains that human characteristics can only be assessed qualitatively, the cause and effect relationship model presented in Figure 6 includes the relationship of the effects of human characteristics from distinct sources:  flight crew, controller, maintenance personnel, designer, and manufacturer.  These relationships will facilitate qualitative assessments and further work in human factors.  For the CNS/ATM�1 package, human characteristics should be addressed, as a minimum, through simulations and/or qualitative surveys using a sample of pilots, air traffic controllers, service providers, manufacturing and maintenance personnel, and system designers.



	b.	As CNS/ATM capabilities are deployed, flight crews and controllers will place greater reliance on these capabilities to provide them with reliable and accurate information so they may perform their tasks.  Conceptually, procedures have played a key role in addressing failures of system capabilities.  We may reach a point when under certain failure conditions, procedures alone can no longer mitigate the hazard.  For example, separation standards in oceanic airspace are currently dependent on procedures.  If separation standards become dependent on CNS/ATM capabilities, such as automatic dependent surveillance (ADS), controller-pilot data communications, and flight plan uploading, then it may not be possible to mitigate hazards caused by loss of these capabilities using procedural means.  Future work is needed to determine if, conceptually, credit can be given to system performance, integrity, and availability instead of procedural backups, which may no longer be feasible.  For the CNS/ATM�1 package, it is proposed that procedural means continue to provide the primary means for mitigating the effects on hazards resulting from loss of function.  For malfunction, it is proposed that the integrity of systems (i.e., hardware and software) should provide the primary means for mitigating the effects on hazards resulting from malfunction (e.g., undetected corrupted data).



	c.	Based on the hazard class, safety objectives for each hazard class should be established.  Figure 8 suggests safety objectives appropriate for each of the hazard classes that could be applied to the CNS/ATM�1 package.  These safety objectives are presented in a form that provides flexibility to apply the CNS/ATM�1 package functions differently in regions and states, yet offers standard criteria based on hazard classes assigned to failure conditions of functions.  Further study is necessary to validate the safety objectives.



	d.	The international aviation community needs to identify and classify the failure conditions for the CNS/ATM�1 functions in an assumed operational environment.  Figure 9 suggests a format for completing this task.  The hazard classes for each of the failure conditions of the CNS/ATM�1 package are substantiated based on assumptions made about the operational environment.  It is anticipated that the assumptions for the CNS/ATM�1 package will fall in the following areas:  airspace, navigation capabilities, procedures and/or automation, and the subnetworks of the communications internet service.  These assumptions should be based on material prepared by the ADS panel (ADSP) and should feed back to the ADSP to provide the safety requirements for the operational environment.  It is recognized that the operational environment will vary among the regions and states.  Each of the assumptions that are identified by completing the form in Figure 9 should be traceable to safety requirements for the operational environment.  This traceability is provided so that regions and states can assess the impact on the safety if the assumptions are not valid in a particular region and state.  The safety objectives together with a definition of the operational environment should be included in the CNS/ATM�1 package SARPs.



	e.	The hazard classification scheme presented in this paper provides an efficient means to consider the safety aspects of systems during design and analysis of those system.  Through systems engineering, means are used to mitigate the hazards.  Because the system comprises parts that are built by different states/organizations, an infrastructure is needed to ensure that assumptions made about the operational environment by one part of the system are valid.  This is particularly important when the means used to mitigate the hazard transcends any one part of the system.  Future work is needed to establish this infrastructure to ensure traceability of assumptions to requirements across all parts of a system.  For the CNS/ATM�1 package, it is proposed that ICAO regional panels or their delegated working group be used to satisfy the intent of such an infrastructure.



�Figure 1:  A side-by-side comparison of FAA and JAA advisory material on hazard classification.

AC 25.1309�1A, effective 21-June-1988�AMJ 25.1309, effective 11-May-1990��		(1)	Minor:  Failure conditions which would not significantly reduce airplane safety, and which involve crew actions that are well within their capabilities.  Minor failure conditions may include, for example, a slight reduction in safety margins or functional capabilities, a slight increase in crew workload, such as routine flight plan changes, or some inconvenience to occupants.�(1)	MINOR:  Failure Conditions which would not significantly reduce aeroplane safety, and which involve crew actions that are well within their capabilities.  Minor failure conditions may include, for example, a slight reduction in safety margins or functional capabilities, a slight increase in crew workload, such as routine flight plan changes, or some inconvenience to occupants.��		(2)	Major:  Failure Conditions which would reduce the capability of the airplane or the ability of the crew to cope with adverse operating conditions to the extent that there would be, for example, --

			(i)	A significant reduction in safety margins or functional capabilities, a significant increase in crew workload or in conditions impairing crew efficiency, or some discomfort to occupants; or�(2)	MAJOR:  Failure Conditions which would reduce the capability of the aeroplane or the ability of the crew to cope with adverse operating conditions to the extent that there would be, for example, a significant reduction in safety margins or functional capabilities, a significant increase in crew workload or in conditions impairing crew efficiency, or discomfort to occupants, possibly including injuries.��		(2)	Major:  Failure Conditions which would reduce the capability of the airplane or the ability of the crew to cope with adverse operating conditions to the extent that there would be, for example, --

			(ii)	In more severe cases, a large reduction in safety margins or functional capabilities, higher workload or physical distress such that the crew could not be relied on to perform its tasks accurately or completely, or adverse effects on occupants.�(3)	HAZARDOUS:  Failure Conditions which would reduce the capability of the aeroplane or the ability of the crew to cope with adverse operating conditions to the extent that there would be:

(i)	A large reduction in safety margins or functional capabilities;

(ii)	Physical distress or higher workload such that the flight crew cannot be relied upon to perform their tasks accurately or completely; or

(iii)	Serious or fatal injury to a relatively small number of the occupants.��		(3)	Catastrophic:  Failure conditions which would prevent continued safe flight and landing�(3)	CATASTROPHIC:  Failure Conditions which would prevent Continued Safe Flight and Landing���

Figure 2:  A side-by side comparison of RTCA DO�178B and SDA HWG advisory material on hazard classification.

RTCA DO�178B, effective 11-January-1993 (for software)�SDA HWG Advisory Material, Draft 3, 14-June-1995��a.	Catastrophic:  Failure conditions which would prevent continued safe flight and landing.�(4)	Catastrophic:  Failure conditions which would prevent continued safe flight and landing.��b.	Hazardous/Severe-Major:  Failure conditions which would reduce the capability of the aircraft or the ability of the crew to cope with adverse operating conditions to the extent that there would be:

(1)	a large reduction in safety margins or functional capabilities,

(2)	physical distress or higher workload such that the flight crew could not be relied on to perform their tasks accurately or completely, or

(3)	adverse effects on occupants including serious or potentially fatal injuries to a small number of those occupants.�(3)	Hazardous:  Failure Conditions which would reduce the capability of the airplane or the ability of the crew to cope with adverse operating conditions to the extent that there would be:

	(i)	A large reduction in safety margins or functional capabilities;

	(ii)	Physical distress or higher workload such that the flight crew cannot be relied upon to perform their tasks accurately or completely; or

	(iii)	Serious or fatal injury to a relatively small number of the occupants.��c.	Major:  Failure conditions which would reduce the capability of the aircraft or the ability of the crew to cope with adverse operating conditions to the extent that there would be, for example, a significant reduction in safety margins or functional capabilities, a significant increase in crew workload or in conditions impairing crew efficiency, or discomfort to occupants, possibly including injuries.�(2)	Major:  Failure Conditions which would reduce the capability of the airplane or the ability of the crew to cope with adverse operating conditions to the extent that there would be, for example, a significant reduction in safety margins or functional capabilities, a significant increase in crew workload or in conditions impairing crew efficiency, or discomfort to occupants, possibly including injuries.��d.	Minor:  Failure conditions which would not significantly reduce aircraft safety, and which would involve crew actions that are well within their capabilities. Minor failure conditions may include, for example, a slight reduction in safety margins or functional capabilities, a slight increase in crew workload, such as, routine flight plan changes, or some inconvenience to occupants.�(1)	Minor:  Failure conditions which would not significantly reduce airplane safety, and which involve crew actions that are well within their capabilities.  Minor failure conditions may include, for example, a slight reduction in safety margins or functional capabilities, a slight increase in crew workload, such as routine flight plan changes, or some inconvenience to occupants.��e.	No Effect:  Failure conditions which do not affect the operational capability of the aircraft or increase crew workload.����Figure 3:  A baseline for review and summary of differences between the AC, AMJ, DO�178B, and SDA HWG Draft 3..

Hazard Class Definition�Summary of differences��(1)	Catastrophic:  Failure conditions which would prevent continued safe flight and landing.�Identical to AC, AMJ, DO�178B, and SDA HWG Draft 3.��(2)	Hazardous:  Failure Conditions which would reduce the capability of the aircraft or the ability of the crew to cope with adverse operating conditions to the extent that there would be:

(i)	A large reduction in safety margins or functional capabilities;

(ii)	Physical distress or higher workload such that the flight crew cannot be relied upon to perform their tasks accurately or completely; or

(iii)	Serious or fatal injury to a relatively small number of the occupants.�Identical to AMJ and SDA HWG Draft 3.  AC uses general phrase “adverse effects on occupants” and structures “Hazardous” definition within the “Major” definition.  DO-178B qualifies “adverse effects” to include “serious or potentially fatal injuries to a small number ...”��(3)	Major:  Failure Conditions which would reduce the capability of the aircraft or the ability of the crew to cope with adverse operating conditions to the extent that there would be:

(i)	A significant reduction in safety margins or functional capabilities;

(ii)	A significant increase in crew workload or in conditions impairing crew efficiency; or

(iii)	Discomfort to occupants, possibly including injuries.�Identical to AMJ, DO�178B, and SDA HWG Draft 3.  AC includes the word “some” prior to “discomfort” and does not include “possibly including injuries.”��(4)	Minor:  Failure conditions which would not significantly reduce aircraft safety, and which would involve crew actions that are well within their capabilities.  Minor failure conditions may include, for example:

(i)	A slight reduction in safety margins or functional capabilities

(ii)	A slight increase in crew workload, such as, routine flight plan changes, or

(iii)	Some inconvenience to occupants.�Identical in words to AC, AMJ, DO�178B, and SDA HWG Draft 3. ��(5)	No Effect:  No impact on safety, for example, failure conditions which do not affect the operational capability of the aircraft or increase crew workload.�DO�178B characterizes in terms of “operational capability” and “crew workload.”��General notes:

1.	“Airplane” and “aeroplane” were changed to “aircraft” in all cases to include rotorcraft as well as fixed wing.

2.	Major and minor definitions were structured similar to the hazardous definition to clarify the distinctions between the hazard classes.

3.	Deleted “for example” from major and minor definitions to be similar to hazardous definition.  Item list not to be assumed as all inclusive.  List did not appear to be examples but qualifying attributes.���

Figure 4:  Relationship of hazard classes according to varying range of qualifying attributes (from AC, AMJ, SDA HWG Draft 3, & DO�178B).

Type of effect�Catastrophic�Hazardous�Major�Minor�No Effect��Reduction in safety margins��Large�Significant�Slight�None��Effects on occupants�Multiple fatalities1�Serious or fatal injury to a relatively small number of the occupants�Discomfort; possible injuries�Some inconvenience�None��Effects on flight crew��Physical distress or higher workload such that the flight crew cannot be relied upon to perform their tasks accurately or completely�significant increase in workload; impair efficiency�Slight increase in workload; crew actions well within their capabilities�None��Effects on functional capabilities�Loss of aircraft1�Large�Significant�Slight�None��Note 1:	Derived from “prevents continued safe flight and landing.”��

�Figure 5:  Cause and effect relationship of attributes characterizing hazard classes (from AC, AMJ, SDA HWG Draft 3, & DO�178B).

� EMBED PowerPoint.Slide.4  ���

�Figure 6:  Cause and effect relationship of attributes characterizing hazard classes, including effects on air traffic services and controller.
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�Figure 7:  Proposed guidelines for hazard classification.

��Guidelines for Hazard Classification��Class4�1�2�3�4��Type of effect�Catastrophic�Hazardous�Major�Minor��Reduction in safety margins�Excessive�Large�Significant�Slight��Effects on occupants�Prevents safe flight and landing resulting in multiple fatalities and/or loss of aircraft�Serious or fatal injury to a relatively small number of the occupants�Discomfort to occupants, possibly including injuries�Some inconvenience to occupants��Effects on flight crew�Human characteristics1 or higher workload2 of the flight crew or interaction with the controller that would result in the effect on the occupants�Physical distress, higher workload such that the flight crew cannot be relied upon to perform their tasks accurately or completely�Significant increase in crew workload or in conditions impairing crew efficiency�Slight; actions well within their capabilities��Effects on controller�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants�Human characteristics1 or higher workload2 of the controller or interaction with the flight crew that would result in the effect on the flight crew or occupants��Effects on systems, functions, or services3�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants�Loss or anomalous behavior of systems, functions, or services that would result in the effect on controller, flight crew, or occupants��Note 1:	Human characteristics of the flight crew/controller such as psychological, sociological, and physical.

Note 2:	Higher workload caused by loss or anomalous behavior of systems, functions, or services.

Note 3:	Effects on systems, functions, or services have a direct effect on flight crew/controller workload and an indirect effect on occupants.

Note 4:	The hazard class Class 5 or No effect would be valid if the failure condition has no effect on any of the attributes listed in the table.��

�Figure 8:  Safety objectives according to hazard class.

Safety objectives for systems, functions, and air traffic services according to hazard class��Class�1�2�3�4�5��Design Assurance Level1�A�B�C�D�E��Safety objective for ground/space systems, whose anomalous behavior contributes to the failure condition (per year)2,3,4�<0.01�<0.1�<1�<10�Not applicable��Safety objective for aircraft systems whose anomalous behavior contributes to the failure condition (per flight hour)2,3,4�<10-9�<10-7�<10-5�<10-3�Not applicable��Reduction in safety margin2,5 (Probability of catastrophic effect, given the failure condition occurs)�<10-0�<10-2�<10-4�<10-6�<10-8��Other�No single fault������Note 1:	Design assurance level determines the level of rigor to be applied throughout system development to mitigate the effects of design errors.

Note 2:	Numeric values are intended to provide acceptance criteria in cases where numeric analysis is required and to facilitate operational and engineering judgment during qualitative analyses.

Note 3:	Availability requirements can be established based on its complementary relationship with the probability of the loss of the function (i.e., A = 1-p(loss of function))

Note 4:	The safety objective applies only to systems (i.e., hardware and software) that provide the function and do not include any credit given to procedural means.

Note 5:	The numeric values signify the overall safety objective, including the procedures, the service providers, and the flight crew, given the occurrence of the failure condition.  It is anticipated that this objective will be used to measure the results of simulations and collision risk modeling to facilitate the classification of the failure conditions.��

�Figure 9:  Form:  Assessment for failure condition of CNS/ATM�1 function.

Assessment for failure condition of CNS/ATM�1 function��Reference�B-S-F-FC��Benefit���Air Traffic Service���Function���Separation standard���Traffic density���Hazard���Failure condition���Max time in failure condition state���Scope of failure condition effect�Aircraft

[  ]  Multiple�[  ]  Single/pairs�Controllers/sectors

[  ]  Multiple�[  ]  Single/pairs��Failure condition class�[  ]  C�1�[  ]  C�2�[  ]  C�3�[  ]  C�4�[  ]  C�5��Substantiation:��Notes:��
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