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SUMMARY

This is the Validation Report for WGW/4 relating to the draft Technical Provisions for Sub-Volume VIII, Security.

This report presents the results of the validation and implementation programs that have been undertaken by various States and Organizations, which apply to the requirements in Sub-Volume VIII.  It summarizes the Sub-Volume VIII-related results and analyzes them against a set of high-level validation objectives (VOs).  It concludes that the Sub-Volume VIII technical provisions are sufficiently validated for inclusion in ICAO Doc. 9705.
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1. Introduction

1.1 Scope

Since the start of the development of the Sub-Volume VIII, Security, a number of validation programs have been established due to the efforts of a number of Organizations and States.  The purpose of this document is to report on the results of those programs that have reported their Security-related results so far, and to draw conclusions on the level of validation of Sub-Volume VIII that has been achieved. 

1.2 Background

Sub-Volume VIII has been developed from a series of working papers and flimsies developed by WG1/SG2. The recent history of the development of Sub-Volume VIII is summarized in the following table.

Table 1.1.  Sub-Volume VIII Development History

Working Paper
Version
Date
Title/Comments

W1S2W1006
0.1
Dec 1998
“ATN Security Provisions Doc 9705, Sub-Volume VIII – Version 0.1 Draft Text”

W1S2W1106
0.2
Jan 1999
“ATN Security Provisions Doc 9705, Sub-Volume VIII – Version 0.2 Draft Text”

W1S2W1208
1.1
Mar 1999
“ATN Security Provisions Doc 9705, Sub-Volume VIII – Version 1.1 Draft Text”

W1S2W1310

May 1999
“Draft Update Text To Sub-Volume VIII For Context Management, End System, and Intermediate System Authentication”

W1S2F1305

May 1999
“Draft Update Text for SV8”

W1S2W1510

Aug 1999
“Section 8.5 of SV8 Draft Specification of ATN Cryptographic Algorithms”

W1S2W1607a
1.2
Oct 1999
“Draft Update Text to Sub-Volume VIII”

W1WP1708
2.0
Dec 1999
“Draft Version 2.0 Text to Sub-Volume VIII”

See also:

W1S2W1506, AlliedSignal, “Elliptic Curve Domain Parameters for ATN”, August 1999.

W1S2W1713, AlliedSignal, “Public Key Infrastructure for the Aeronautical Telecommunications Network”, November 1999 (Revision of W1S2W1512).

W1S2W1706, AlliedSignal, “Application Security Solution for the Aeronautical Telecommunications Network”, November 1999 (Revision of W1S2W1611, W1S2W1406a, and W1S2W1308).

W1S2W1707, AlliedSignal, “AMHS Security for the Aeronautical Telecommunications Network”, November 1999 (Revision of W1S2W1612).

1.3 Relationships to other Sub-Volumes

Sub-Volume VIII contains the high-level security requirements for the ATN.  It describes the required ATN security infrastructure requirements, the ATN security primitives and schemes, and the public key infrastructure (PKI).  Sub-Volume VIII also levies requirements to other SARPs Sub-Volumes.  As such, validation of Sub-Volume VIII cannot be completed until the requirements in the other SARPs Sub-Volumes are validated.  References to the validation reports of the other SARPs Sub-Volumes are sufficient documentation for the relevant text within this validation report.

Portions of Sub-Volume VIII cannot be completely validated in isolation and must be considered in combination with the other SARPs sections affected. For example, there is no requirement that the Security System Object (SSO) should be explicitly realized in an implementation. Therefore, the SSO must be validated along with the Upper Layer Communication Service (ULCS), which itself must be validated in conjunction with the ATN Applications that use the ULCS.

1.4 Dependencies on External Standards

Sub-Volume VIII incorporates by reference a number of standards produced by accredited international standards bodies. A potential advantage of using ISO/IEC or ITU-T standards is that they are pre-validated, i.e. studied and approved by national standards bodies, implemented and interoperability demonstrated between independent implementations. To benefit from such pre-validation, the validation status of each referenced standard needs to be verified. For each referenced external standard, the following points must be answered:

· What is the status of the standard (committee draft, draft or fully ratified)?

· Do implementations exist?  

· Has interoperability been demonstrated?

· Are there any outstanding defect reports?

· Are the references to the standard sufficiently precise (version number, amendments and defect reports included)?

1.4.1 Security Framework

The ATN information security architecture is based on ISO/IEC 7498-2, ISO/IEC 10181-1, ISO/IEC 10181-2, ISO/IEC 10181-3, and ISO/IEC 10181-6.  As these are framework standards, it is proposed not to validate these standards any further in this effort. 

References:

ISO/IEC 7498-2:1989(E) Information processing systems – Open Systems Interconnection – Basic Reference Model – Part 2: Security Architecture.

ISO/IEC 10181-1: 1996 Information Technology - Security Frameworks in Open Systems - Frameworks Overview.

ISO/IEC 10181-2: 1996 Information Technology - Security Frameworks in Open Systems - Authentication Framework.

ISO/IEC 10181-3: 1996 Information Technology - Security Frameworks in Open Systems - Access Control Framework.

ISO/IEC 10181-6: 1996 Information Technology - Security Frameworks in Open Systems - Integrity Framework.

1.4.2 ASN.1/PER

The Packed Encoding Rules (ISO 8825-2) are assumed to be stable.  It is proposed not to validate this standard any further in this effort.

1.4.3 Generic Upper Layer Security (GULS)

The System Security Object is based on the security transformation concept described in ISO 11586-1. GULS is assumed to be stable. It is proposed not to validate this standard any further in this effort.

References:

ISO/IEC 11586-1:1996(E) Information Technology – Open Systems Interconnection – Generic Upper Layers Security: Overview, models and notation.

1.4.4 AMHS Security

References:

ISO/IEC 10021-4:1997, Information technology – Message Handling Systems (MHS):  Message transfer system:  Abstract service definition and procedures plus Technical Corrigendum 1 (1997) and Technical Corrigendum 2 (1997) and Technical Corrigendum 3 (1998) (ITU-T Recommendation X.411 (1995))

These standards are assumed to be stable.  It is proposed not to validate these standards any further in this effort.

1.4.5 IDRP Security

References: ISO/IEC 10747:1993

This standard is assumed to be stable.  It is proposed not to validate this standard any further in this effort.

1.4.6 Public Key Infrastructure

References: ISO/IEC 9594-8 (ITU-T Recommendation X.509)

These standards are assumed to be stable.  It is proposed not to validate these standards any further in this effort.

1.4.7 Security Audit Trail/Access Control

References:

ISO/IEC 10164-8:1993, Information technology – Open Systems Interconnection – Systems Management:  Security audit trail function plus Technical Corrigendum 1 (1995) and Technical Corrigendum 2 (1996) and Technical Corrigendum 3 (1998)
ISO/IEC 10164-9:1995, Information technology – Open Systems Interconnection – Systems Management:  Objects and attributes for access control plus Technical Corrigendum 1 (1996) and Technical Corrigendum 2 (1998)

These standards are assumed to be stable.  It is proposed not to validate these standards any further in this effort.

1.4.8 ATN Cryptographic Algorithms

A number of draft industry standards were used in the development of the ATN Cryptographic Algorithm specification; however, there are no requirements that an implementation of the ATN Cryptographic Algorithms be based on these standards.  Any implementation of the ATN Cryptographic Algorithms should be compatible with those standards.  There is no external validation requirement for these external standards and they are provided as information only.  It is expected that each of these external standards will become stable and will be validated by their respective organizations.

References:

ANSI X9.63, Public Key Cryptography For The Financial Services Industry:  Key Agreement and Key Transport Using Elliptic Curve Cryptography.

ANSI X9.62, Public Key Cryptography For The Financial Services Industry:  The Elliptic Curve Digital Signature Algorithm.

SEC1, Standards for Efficient Cryptography.
IEEE P1363, Institute of Electrical and Electronics Engineers, Standard Specifications for Public Key Cryptography.

ISO/IEC 15946-2: Cryptographic techniques based on elliptic curves – Part 2: Signatures.

ISO/IEC 15946-3: Cryptographic techniques based on elliptic curves – Part 2: Key establishment.

NIST, Recommended elliptic curves for federal government use.

High Level Validation Objectives

At the lowest level of validation, every technical provision clause (“shall” and “should” statement) is validated for correctness, consistency, lack of ambiguity and lack of duplication. This is typically done as an integral stage of implementation.  This report concentrates instead on high-level validation objectives.  Each validation objective is categorized as:

· System Level Validation Objective (SVO), relating to the system level requirements that are based on operational requirements within the ICAO Draft Manual of ATS Data link Applications, or elsewhere.

· Functional Validation Objective (FVO), relating to the functional characteristics described in the Technical Provisions.

· Technical Validation Objective (TVO), relating to the technical details in the Technical Provisions

The following Table lists the high-level validation objectives adopted for Sub-Volume VIII.

Table 2.1.  Validation Objectives

VO
Description

SVO 1
To determine which system level requirements are satisfied by the Sub-Volume VIII requirements.

SVO 2
Validate that the Sub-Volume VIII requirements trace to other SARPs sub-volumes, where applicable.

SVO 3
Validate that Sub-Volume VIII includes provision for backward compatibility with prior versions of peer ATN implementations that do not incorporate security services.

FVO 1
Validate that Sub-Volume VIII supports implementation of local security policies and practices, within the boundaries of the SARPs, as determined by States/Organizations.

FVO 2
Validate that the Sub-Volume VIII requirements are complete.

FVO 3
Validate that the Sub-Volume VIII requirements are unambiguous.

FVO 4
Validate that the Sub-Volume VIII requirements are consistent.

FVO 5
Determine if there are Sub-Volume VIII requirements that would have no effect if removed.  

Note: Interpret this VO to mean that there are no requirements in Sub-Volume VIII that are not necessary for the intended functionality, or to achieve migration to future versions.  It is not meant to eliminate possible duplicate statements of requirements.

FVO 6
To determine if provision has been made to ensure that Sub-Volume VIII are implementation independent.

FVO 7
To determine if Sub-Volume VIII includes provision for security services necessary for all security users.

TVO 1
Validate that Sub-Volume VIII includes provision for both mobile and fixed ATN users.

TVO 2
Validate that Sub-Volume VIII minimizes air-ground security-related protocol overhead.

TVO 3
Validate that Sub-Volume VIII supports the security provisions of the ATN Upper Layer Communication Services (ULCS).

TVO 4
Validate that Sub-Volume VIII supports the security provisions of the ATN Inter-Domain Routing Protocol (IDRP).

TVO 5
Validate that independent implementations built in accordance to Sub-Volume VIII will be able to interoperate.

TVO 6
To determine if the ATN security solution has any unacceptable behaviour.

TVO 7
To determine if provision for future migration has been addressed.

TVO 8
To determine if the functionality described in Sub-Volume VIII is implementable.

1.5 Grouping of Requirements

For the validation of the ATN Security Solution, the following functional groups of requirements have been identified:

· ATN Security Strategy, and

· ATN Security Architecture, and

· ATN Security Backward Compatibility, and

· ULCS Security Services, and

· CM Security Services, and

· Other Application Security Services, and

· Key Management and Distribution, and

· ATN Certificate Authority Architecture, and

· ATN PKI Certificates, and

· ATN Compressed Certificates, and

· ATN Certificate Revocation Lists, and

· ATN Cryptographic Setting, and

· ATN Key Agreement Scheme (AKAS), and

· ATN Digital Signature Scheme (ADSS), and

· ATN Keyed Message Authentication Code Scheme (AMACS), and

· ATN Auxiliary Cryptographic Primitives and Functions, and

· ATN System Security Object (SSO).

Each of these groupings (“high-level requirements”) is made up of an identified set of low-level requirements (“shall” clauses) and recommendations (“should” clauses).

Validation Means

The following generic means of validation have been identified, and are used in Table 4.1.

a) Two or more independently developed interoperating implementations validated by two or more states/organizations.

b) Two or more independently developing interoperating implementations validated by one state/organization.

c) One implementation validated by more than one state/organization.

d) One implementation validated by one state/organization.

e) Partial implementation validated by one or more state/organization.

f) Simulation, analysis using tools e.g. ASN.1 compiler, modeling tools.

g) Analysis and inspection.

Validation means a) through e) are accomplished via test and/or demonstration methods.  The Test method uses quantitative analytical data to compare measured performance against specific requirements; the Demonstration method uses qualitative criteria to assure correct performance of functions and capabilities against specific requirements.
Functional Validation Achieved by States and Organizations

The validation program has employed a number of validation methods including inspection and desk checking, the specification of an API based on the abstract service interface, simulation and modeling of the CF protocol machine, as well as multiple interoperating implementations. 

The following table summarizes the validation activities that have completed to date. The letters in the table correspond to the validation means given in section 3.

Table 4.1.  Validation Activities Summary

Group
Highest level achieved
WG1/SG2 
FAA Technical Center
NASA / Honeywell
AMA
DFS

ATN Security Strategy
g
g

g
g


ATN Security Architecture
g
g

g
g


ATN Security Backward Compatibility
g
g

g



ULCS Security Services
g
g

g



CM Security Services
g
g

g



Other Application Security Services
g
g

g



Key Management and Distribution
e
g

e



ATN Certificate Authority Architecture
e
g

e



ATN PKI Certificates
d
g
d
e
e


ATN Compressed Certificates
d
g
d
g



ATN Certificate Revocation Lists
e
g

e
e


ATN Cryptographic Setting
b
g
b
e
d
f

ATN Key Agreement Scheme (AKAS)
b
g
b
g
d
d

ATN Digital Signature Scheme (ADSS)
b
g
b
g
d
d

ATN Keyed Message Authentication Code Scheme (AMACS)
b
g
b
g
d
d

ATN Auxiliary Cryptographic Primitives and Functions
b
g
b
g
e
d

ATN System Security Object (SSO)
g
g
g
g



Summary of Activities Supporting Validation

1.6 FAA Technical Center Validation Activities

The US Federal Aviation Administration is sponsoring activities at the William J. Hughes FAA Technical Center for validation of the security enhancements to edition three of Doc 9705.

The Technical Center activities are direct validation efforts that examine security changes to Sub-Volume V and Sub-Volume VIII.  In support of Sub-Volume V validation, the Technical Center is implementing Ground-Ground IDRP authentication and is conducting an overall analysis of the IDRP changes.  The implementation will use the key agreement and keyed message authentication cryptographic primitives specified in Sub-Volume VIII.  This work will complement the French efforts which examines Air-Ground IDRP authentication but without the primitives.  In support of Sub-Volume VIII validation, the Technical Center is implementing all of the cryptographic primitives and is developing a set of test vectors which will be independently verified by Certicom Corporation under sponsorship of NASA/Honeywell.  The Technical Center is also implementing a system for the generation of uncompressed and compressed ATN certificates.  The Technical Center is also conducting an evaluation of the System Security Object through analysis and inspection.

1.7 NASA/Honeywell

NASA Ames Research Center and Honeywell International Inc. (formerly AlliedSignal) have two validation programs underway. The first is an analysis of the security concept and architecture specified in Doc 9705 Sub-Volume VIII performed by an independent cryptographic expert, who has no prior involvement in the generation of the ATN security concept and architecture.  The second is validation by prototype implementation of a subset of the Requirements Groupings related to the ATN Public Key Infrastructure included in Doc 9705 Sub-Volume VIII.  The prototype uses commercially available, off-the-shelf PKI systems to execute test scenarios developed independent of the specification activity.

The NASA Ames Research ATN Security Services Validation Initiative targets demonstrating:  

1. The applicable Requirements Groupings meet functional validation objectives FVO1 through FVO6.

2. The applicable Requirements Groupings meet technical validation objectives TVO2 through TVO8.

1.8 AMA

Aérospatiale Matra Airbus (AMA) with the assistance of Sofréavia launched the SECATN project to analyze the impacts of the implementation of  the ATN security services in the avionics environment. Sofréavia ported its EC cryptographic software package on a PC environment and conducted benchmark exercises to assess the level of performance of such processing in the Airbus ATSU. The project also analyzed the potential operational impact of the ATN security solution and investigated some of the interoperability, certification and institutional issues induced by the security management.

By analyzing the ATN Security framework proposed by ICAO and developing a prototype of the ATN cryptographic functions specified in Doc 9705 Sub-Volume VIII, the SECATN project has participated to some extent to the on-going validation activity. 

The objective of the AMA ATN Security Project (SECATN) was two-fold:

· to validate some of the technical provisions in Doc 9705 Sub-Volume VIII with the use of an ATN EC Cryptographic tool, and

· to analyze the proposed solution from an avionics point's of view through analysis and inspection of Doc 9705 and the ATN Security CONOPs document.

1.9 DFS

The ATN Security Validation Initiative has been undertaken by the Deutsche Flugsicherung Gmbh (DFS) to contribute toward the validation of the third edition of ICAO Doc 9705, in particular Sub-Volume 8 and Sub-Volume 5.

The DFS ATN Security Validation Initiative includes validation of the ATN cryptographic settings through detailed inspection and analysis, and validation of the ATN cryptographic algorithms through pre-operational implementation and test of the ATN cryptographic primitives.

1.10 CENA CHARME project

No formatted summary report is available for this activity so no appendix is included. A description of the project activity and its conclusions is provided here. This material is based on individual project input and no document reference is available.

The objectives of CHARME are to provide the French DGAC (CENA and STNA) with:

a) an ATN platform for data-link experiments on Package-1 applications,

b) a base for the prototyping of future air/ground data-link applications,

c) an infrastructure for the validation of some of the ATN Package-2 features, with a priority on: security services, naming and addressing extension, system management related to security, and key management mechanisms by CM ASE.

The CHARME developments consist of commercial off the shelf (COTS) products, and CENA-originated components. The COTS components are: the CO Session and Presentation layers, an ASN.1 compiler and associated PER runtime libraries, and the development environment for the CENA components. This COTS environment provides testing and integration facilities, and proved to enable the porting of CHARME components to various hardware platforms and operating systems. CENA developments for CHARME include: the CL Session, Presentation and CO/CL Application layers, together ASEs issued from OSI (CO/CL ACSE/Ed 2, ROSE, CMISE) or ICAO Package-1 specifications (ADS, ADS Report Forwarding, CM, CPDLC, and FIS). APIs are provided for each ASE, and for the Dialogue Service.

CHARME has successfully been integrated on SUN and DEC ALPHA systems with the ProATN lower layers. This integration resulted in:

a) a Package-1 connection oriented full ATN stack,

b) a Package-2 connection oriented, and connectionless ATN stack. 

The Package-2 stack includes the ATN ASEs, ROSE and CMISE for system management, and the Security ASO for upper-layers security.

CHARME is part of the simulated data-link infrastructure of CENA, which includes:

a) simulated sub-networks (Mode S, AMSS and VDL mode 2) access, real sub-network access (X.25 WAN, LAN) and loop-back facilities.

b) air traffic simulator, cockpit simulator and pseudo-pilot interface,

c) experimental ground control facilities.

The following CHARME developments are completed:

a) a full package 1 connection oriented ATN stack: CO Session and Presentation layers, ACSE and Dialogue control function, together with APIs,

b) CO and CL Session and Presentation layers,

c) CO/CL package 2 dialogue control function, and CO/CL ACSE,

d) Package 2 ATN applications,

e) ROSE and CMISE ASEs integrated in upper-layers (FastMIP profile).

f) Security ASO for upper-layers security,

Future CHARME activities (post mid-2000) should address:

a) System management for the management of security,

b) Prototyping activities (X.500).

CENA has a project underway to modify the previously developed CHARME prototype implementations of the applications and ULCS to incorporate the security enhancements. These implementations will be available for interoperability testing with other organizations. This validation initiative is focussed on the validation of upper-layer and application mechanisms. At present, only the development of the SSO is in the scope of SV8 validation. 

a) the software of the SSO will be produced and integrated in the ATN upper layers architecture of the CHARME platform.
Conclusions

The integration of the security provision for the CHARME Upper Layers Architecture is still in progress. A number of validation findings resulting from the implementation activities have been reported to the relevant ATNP sub-groups.

1.11 FAA/Mitre

No formatted summary report is available for this activity so no appendix is included. A description of the project activity and its conclusions is provided here. This material is based on individual project input and no document reference is available.

The Center for Advanced Aviation Systems Development (CAASD), a Federally Funded Research and Development Center (FFRDC) run by the MITRE Corporation for the Federal Aviation Administration (FAA), has the responsibility to validate the Interdomain Routing Protocol (IDRP) authentication provisions documented in the Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN). The IDRP security provisions under investigation make use of provisions appearing in Sub-Volume 5: Internet Communications Services, Sub-Volume 7: Directory Services, and Sub-Volume 8: ATN Security Services. Sub-Volume 5 details how the ATN routing initiation protocol and IDRP determine when peer entities use the cryptographic services for authentication. Sub-Volume 7 defines a directory service used to distribute internationally the public keys required to operate the cryptographic algorithms. Sub-Volume 8 defines the cryptographic algorithms to be used and how to apply them. 

IDRP is used to exchange domain-specific routing information between peer entities. The peers can be two ground IDRP implementations, each in a different domain, such as the U.S. and Canada; or an aircraft and a ground ATN router, which is directly connected to the data link used to communicate between aircraft and ground. The ATN security provisions require that the IDRP exchanges be authenticated, using an elliptic curve digital signature algorithm (ECDSA). There are three aspects to the validation work:

1. Verification that ground/ground IDRP routing initiation supports IDRP authentication;

2. Verification that air/ground routing initiation can support the invocation of IDRP authentication.

3. Verification that distribution of the key pairs required for the above authentication can be supported using the proposed X500 database.

The first area, ground/ground authentication, is not explicitly covered, as it is believed that Item 2 includes this function, albeit using a more restrictive link. Validation of the air/ground hop necessarily validates the ground/ground hop. 

Conclusions

A functional evaluation of the ATN security provisions indicated that no significant inconsistencies, faults, or omissions exist. Performance evaluation showed areas of possible concern when traffic loads are significant. However, it should be possible to eliminate such concerns with careful consideration of the type of equipment and placement of such equipment used by the ATN. Consequently, the functional and performance evaluation should be considered a success, insofar as implemented within the ACET facility and insofar as the extent of the ATN security provisions. 

Defect Report Summary

1.12 Defect Reports submitted/resolved

1.12.1 FAA Technical Center Validation Activities

No major deficiency was identified for the applicable Requirement Groupings.

The implementation effort for the ATN Cryptographic Infrastructure resulted in 3 defects on the third edition of Doc 9705 Sub-Volume VIII. All these defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 by amending the draft third edition or through the identification of items to be included as additional Guidance Material.  A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified using revision marks (red lines and strikeouts).

1.12.2 NASA/Honeywell

No major deficiency was identified for the applicable Requirement Groupings.

The Independent Cryptographic Expert analysis and prototype PKI implementation effort resulted in the identification of defects contained in the third edition of Doc 9705 Sub-Volume VIII. All of the defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 through amendment of Sub-Volume VIII or through the identification of items to be included as additional Guidance Material. A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified via redline revision marks.

1.12.3 AMA

No major deficiency was identified for the applicable SARPs requirements which are considered complete, unambiguous and consistent. 

Independent validation projects including the AMA validation initiative resulted in several defects on the third edition of Doc 9705 Sub-Volumes II, IV, V and VIII. All these defects have been reported to the Sub-Volume editors and have been resolved by the relevant ATNP SG by amending the draft third edition or through the identification of items to be included as additional Guidance Material. 

1.12.4 DFS

No major deficiency was identified.

1.12.5 CENA/CHARME

No major deficiency was identified.

A number of validation findings resulting from the implementation activities have been reported to the relevant ATNP sub-groups. These have been resolved by amending the draft third edition or through the identification of items to be included as additional Guidance Material.

1.12.6 FAA/Mitre

A functional evaluation of the ATN security provisions indicated that no significant inconsistencies, faults, or omissions exist. Performance evaluation showed areas of possible concern when traffic loads are significant. However, it should be possible to eliminate such concerns with careful consideration of the type of equipment and placement of such equipment used by the ATN. Consequently, the functional and performance evaluation should be considered a success, insofar as implemented within the ACET facility and insofar as the extent of the ATN security provisions. 

1.13 Defects/issues unresolved

1.13.1 Defects

To best knowledge of the sub-group there are no outstanding defects. Effective with the conclusion of the WGW/4, any defects found in SV 8 are to be handled through the CCB/PDR process.

1.13.2 Issues

Issues raised by the validation activities and not resolved by changes to Sub-Volume VIII or proposed additions to Guidance material have been added to the WG1SG2 Issues list, reported to WG1 in W1WP1810 and referred to either WGA or WGB.

Analysis and Conclusions

Based on the results reported to WG1SG2 and summarized in sections 4 and 5 and appendices A, B, and C, it is concluded that the enhanced technical provisions in Sub-Volume VIII are sufficiently validated for inclusion in ICAO Doc. 9705.

It should be noted that validation activities continue. Work is in progress and more is planned to develop test implementations of the incorporating ATN Security Services. Interoperability testing between independent implementations is planned. Reports of this testing will be submitted to the appropriate working groups as they become available.
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ATTACHMENT A — Validation Objectives 

A.1
Coverage

The following table summarises the composite validation coverage achieved as a result of all validation initiatives identified in this report. The table indicates the highest level of validation achieved for each Validation Objective and Requirements Grouping.  An empty cell indicates that the intersection of Validation Objectives and Requirements Groupings was not addressed by any of the validation initiatives.

As a result of the validation initiatives, editorial and re-organisation comments were incorporated into Doc 9705 Sub-Volume VIII.  The Sub-Volume VIII Paragraphs indicated in the table refer to Doc 9705 Edition 3, Sub-Volume VIII Revision 1.0.  The notes included in the table provide a cross-reference to the updated text, which is identified as Sub-Volume VIII Revision 1.1.

Label
Requirements Grouping
Sub-Volume VIII Paragraph
SVO
FVO
TVO




1
2
3
1
2
3
4
5
6
7
1
2
3
4
5
6
7
8

SEC3-01
ATN Security Strategy1
8.2



g
g
g
g
g





g

g
g


SEC3-02
ATN Security Architecture2
8.3



g
g
g
g
g





g

g
g


SEC3-03
ATN Security Backward Compatibility
8.2.1.123



g
g
g
g
g





g

g
g


SEC3-04
ULCS Security Services
8.3.1.4



g
g
g
g
g




g


g
g


SEC3-05
CM Security Services
8.3.1.5



g
g
g
g
g




g


g
g


SEC3-06
Other Applications Security Services
8.3.1.6



g
g
g
g
g




g


g
g


SEC3-07
Key Management and Distribution
8.3.1.2, 8.3.1.94



e
e
g
g
g
e




g
e
e
g
e

SEC3-08
ATN Certificate Authority Architecture
8.3.1.2



g
g
g
g
g





g
e
g
g


SEC3-09
ATN PKI Certificates
8.4.1, 8.4.2, 8.4.3.1, 8.4.3.25, 8.4.5, 8.4.66



e
d
d
d
d
d
d
d
g
g
g
e
d
d
d

SEC3-10
ATN Compressed Certificates
8.4.3.37, 8.4.3.47



g
d
d
d
d
d
d
d
d
g
g
d
d
d
d

SEC3-11
ATN Certificate Revocation Lists
8.4.4



g
e
g
g
g
e
g
g
g
g
g
e
e
g
e

SEC3-12
ATN Cryptographic Setting
8.5.28

g

g
b
b
b
b
b
g
g
f
g
g
b
b
b
b

SEC3-13
ATN Key Agreement Scheme (AKAS)
8.5.39

g

g
b
b
b
b
b
g
g
d
g
g
b
b
b
b

SEC3-14
ATN Digital Signature Scheme (ADSS)
8.5.410

g

g
b
b
b
b
b
g
g
d
g
g
b
b
b
b

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
8.5.511

g

g
b
b
b
b
b
g
g
d
g
g
b
b
b
b

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
8.5.612

g

g
b
b
b
b
b
g
g
d
g
g
b
b
b
b

SEC3-17
ATN Security Object (SSO)
8.6

g

g
g
g
g
g
g
g
g
g
g

g
g
g
g

NOTES:

Note 1 – The “ATN Security Strategy” is identified as “ATN Generic Security Services” in version 1.1 of Sub-Volume VIII.

Note 2 – The “ATN Security Architecture” is identified as “ATN Security Framework” in version 1.1 of Sub-Volume VIII.
Note 3 – Previous Section 8.3.1.12 is Section 8.3.1.11 in version 1.1 of Sub-Volume VIII.
Note 4 – Previous Section 8.3.1.9 requirements moved to 8.3.1.2 in version 1.1 of Sub-Volume VIII.
Note 5 – Previous Section 8.4.3.2 requirements moved to 8.4.3.1 in version 1.1 of Sub-Volume VIII.
Note 6 – Previous Section 8.4.6 requirements moved to 8.7 in version 1.1 of Sub-Volume VIII.
Note 7 – Previous Section 8.4.3.3 and 8.4.3.4 requirements moved to 8.4.3.2 in version 1.1 of Sub-Volume VIII.
Note 8 – Previous Section 8.5.2 requirements moved to 8.5.3 in version 1.1 of Sub-Volume VIII.
Note 9 – Previous Section 8.5.3 requirements moved to 8.5.4 in version 1.1 of Sub-Volume VIII.
Note 10 – Previous Section 8.5.4 requirements moved to 8.5.5 in version 1.1 of Sub-Volume VIII.
Note 11 – Previous Section 8.5.5 requirements moved to 8.5.6 in version 1.1 of Sub-Volume VIII.
Note 12 – Previous Section 8.5.6 requirements moved to 8.5.7 in version 1.1 of Sub-Volume VIII.

ATTACHMENT B — High Level Validation Tool Descriptions

B.1
US FAA ATN Security Services Validation Initiative

Tool Identification 

Name
FAA ATN Cryptographic Infrastructure Validation Tool 

Category
Prototype implementation

Description
Prototype implementation of the ATN Cryptographic Primitives.  The implementation is developed as an Application Program Interface (API) that can be compiled into any application environment.

The implementation is developed to the underlying standards for Sub-volume VIII so that it is not ATN specific.  For example, different key sizes and different elliptic curve parameters may be used with the API with no code change. 

Contact Point and/or Supplier
Supplier: BCI

Contact point:  Mr Thomas McParland

Tool Version and Date
Only current version is maintained, July 2000 

Supporting Hardware
Intel PC Platform

Supporting Operating System and/or Software
SCO UnixWare 7, Red Hat Linux 6.2



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes



Tool Identification 

Name
FAA ATN System Security Object (SSO)

Category
Prototype implementation

Description
Prototype implementation of the ATN System Security Object (SSO).  The implementation is developed as an Application Program Interface (API) that can be compiled into any application environment.

The SSO implementation uses the ATN Cryptographic Infrastructure API for all cryptographic functions.

Contact Point and/or Supplier
Supplier: BCI

Contact point:  Mr Thomas McParland

Tool Version and Date
Tool development is in progress.  Expected completion in August 2000.  Only current version is maintained. 

Supporting Hardware
Intel PC Platform

Supporting Operating System and/or Software
SCO UnixWare 7, Red Hat Linux 6.2



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes



Tool Identification 

Name
FAA ATN Certificate Tools

Category
Prototype implementation

Description
Prototype implementation for ATN X.509 certificates and ATN compressed certificates.  The implementation is developed as three separate, special-purpose, utility programs.

The SSO implementation uses the ATN Cryptographic Infrastructure API for all cryptographic functions.

Contact Point and/or Supplier
Supplier: BCI

Contact point:  Mr Thomas McParland

Tool Version and Date
Only current version is maintained. 

Supporting Hardware
Intel PC Platform

Supporting Operating System and/or Software
Red Hat Linux 6.2, OSS ASN.1 Compiler, version 5.1+



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes



B.2
US NASA Ames Research Center ATN Security Services Validation Initiative

Tool Identification 

Name
NASA Ames Research Center PKI Validation Tool 

Category
Prototype implementation

Description
Prototype implementation of the ATN Public Key Infrastructure (PKI).  The implementation utilises commercially available, off-the-shelf PKI applications that execute on standard personal computer workstations.

The implementation is configured to the ATN standards for Doc 9705, Sub-volume VIII.  

Contact Point and/or Supplier
Supplier: Honeywell Advanced Systems Technology Group

               Columbia, Maryland   USA

Contact point:  Mr. Donald C. Kauffman

Tool Version and Date
Only current version is maintained, August 2000 

Supporting Hardware
Compaq PC Workstation Platform

Supporting Operating System and/or Software
Windows NT4.0



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes



B.3
Aérospatiale Matra Airbus (AMA) ATN Security Service Validation Initiative

Tool Identification 

Name
ATN EC Cryptographic Package

Category
Prototype implementation

Description
Prototype implementation of the ATN Cryptographic Primitives.  The implementation is developed as an Application Program Interface (API) that can be compiled into any application environment.

The implementation is developed to the underlying standards for Sub-volume VIII so that it is not ATN specific.  For example, different key sizes and different elliptic curve parameters may be used with the API with no code change. 

Contact Point and/or Supplier
Supplier: SOFREAVIA

Contact point:  Mr Frédéric Picard

Tool Version and Date
Only current version is maintained, June 2000 

Supporting Hardware
· PC PIII 450MHz

· PC 486 33MHz (ATSU-like) 

Supporting Operating System and/or Software
Red Hat Linux 6.2



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes

This tool was used in the scope of the SECATN project. Aérospatiale Matra Airbus  (AMA) with the assistance of Sofréavia launched in may 2000 the SECATN project to analyse the impacts of the implementation of  the ATN security services in an avionics environment. Sofréavia ported its EC cryptographic software package on a PC environment and is conducting benchmark exercises to assess the level of performance of such processing in the Airbus ATSU. The project also analysed the potential operational impact of the ATN security solution and investigated some of the interoperability, certification and institutional issues induced by the security management. The following work packages are in progress:

· Analysis of the ATN Security Services,

· Performances Issues,

· Certification Issues,

· Development and cost issues.

B.4
Deutsche Flugsicherung (DFS) ATN Security Service Validation Initiative

Tool Identification 

Name
DFS ATN Cryptographic Algorithm Validation Tool 

Category
Analyses and Prototype implementation

Description
Analysis, and validation of the ATN cryptographic algorithms through pre-operational implementation and test of the ATN cryptographic primitives.

The cryptographic schemes and primitives have been implemented in C++ in a stand-alone. The individual software modules have been integrated into a graphical user interface running under Windows NT on any commercial PC.

Contact Point and/or Supplier
Contact point:  Mr. Klaus-Peter Graf

Tool Version and Date
Only current version is maintained, August 2000 

Supporting Hardware
Intel PC Platform

Supporting Operating System and/or Software
MS Microsoft NT 4.0



ATN Systems
· End System 

· Intra-Domain Intermediate System

· Ground-ground BIS

· Air-ground BIS

· Airborne BIS

· Other

Protocols
Not Applicable

CNS/ATM-2 Specifics
Requirements Grouping supported:

· SEC3-01

· SEC3-02

· SEC3-03

· SEC3-04

· SEC3-05

· SEC3-06

· SEC3-07

· SEC3-08

· SEC3-09

· SEC3-10

· SEC3-11

· SEC3-12

· SEC3-13

· SEC3-14

· SEC3-15

· SEC3-16

· SEC3-17

Connectivity Information: Not applicable.

Notes



ATTACHMENT C — Coverage of Validation Objectives by Validation Exercises

C.1
List of Validation Initiatives

Initiative Name
Title
Attachment

FAA_Sec
US FAA ATN Security Services Validation Initiative
D

NASA_Sec
US NASA Ames Research Center ATN Security Services Validation Initiative
E

SECATN
AMA ATN Security Services Validation Initiative
F

DFS_Sec
DFS ATN Security Services Validation Initiative
G

C.2
Cross Reference List

Validation Objective
Validation Initiative
Validation Exercise
Exercise Title

SVO1




SVO2
FAA_Sec
FVE_300
ATN SSO Analysis


DFS_Sec
DVE_100
Validation of ATN Cryptographic Setting


DFS_Sec
DVE_200
Validation of ATN Cryptographic Scheme and Functions

SVO3




FVO1
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation

FVO2
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO3
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure


DFS_Sec
DVE_100
Validation of ATN Cryptographic Setting


DFS_Sec
DVE_200
Validation of ATN Cryptographic Scheme and Functions

FVO4
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure


DFS_Sec
DVE_100
Validation of ATN Cryptographic Setting


DFS_Sec
DVE_200
Validation of ATN Cryptographic Scheme and Functions

FVO5
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO6
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

FVO7
FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

TVO1
FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis

TVO2
FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


DFS_Sec
DVE_100
Validation of ATN Cryptographic Setting


DFS_Sec
DVE_200
Validation of ATN Cryptographic Scheme and Functions

TVO3
FAA_Sec
FVE_300
ATN SSO Analysis


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation

TVO4
NASA_Sec
NVE_100
Independent Cryptographic Expert Validation

TVO5
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

TVO6
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure


DFS_Sec
DVE_100
Validation of ATN Cryptographic Setting


DFS_Sec
DVE_200
Validation of ATN Cryptographic Scheme and Functions

TVO7
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_100
Independent Cryptographic Expert Validation


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure

TVO8
FAA_Sec
FVE_200
Test Vectors for the ATN Cryptographic Infrastructure


FAA_Sec
FVE_300
ATN SSO Analysis


FAA_Sec
FVE_400
ATN Certificates


NASA_Sec
NVE_200
Public Key Infrastructure Laboratory Validation


SECATN
AVE_100
ATN Doc 9705 and CONOPs Analysis


SECATN
AVE_200
Test Vectors for the ATN Cryptographic Infrastructure


DFS_Sec
DVE_100
Validation of ATN Cryptographic Setting


DFS_Sec
DVE_200
Validation of ATN Cryptographic Scheme and Functions

ATTACHMENT D — US FAA ATN Security Services Validation Initiative

This report presents the results of the US FAA ATN Security Services Validation Initiative that have been obtained in the period from December 1999 through August 2000.  It summarises the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of the FAA on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

D.1
Initiative Reference & Title

FAA_Sec: US FAA ATN Security Services Initiative 

D.2
Type

Prototype implementation and analysis

D.3
Responsible State/Organisation

FAA Technical Center (ACT-350)

D.4
Contact Point

State/Organisation
Contact Details

FAA Technical Center
Mr. Vidyut Patel

FAA ACT-350

Tel: 609-485-5046

Fax: 609-485-5802

e-mail: vidyut.patel@tc.faa.gov

D.5
References

REF1 
WG1/SG2 WP2109, Final Draft ATN SARPs Technical Provisions, ICAO Document 9705, Edition 3, Sub-Volume VIII.



REF2
WG1/SG2 WP1907 Validation Report for the ATN Test Vectors for the Cryptographic Infrastructure

REF3
WG1/SG2 WP1908 Validation Report for the Aeronautical Telecommunications Network (ATN) System Security Object (SSO) Analysis, Draft 1

REF4
WG1/SG2 WP2116 Validation Report for the Aeronautical Telecommunications Network (ATN) Certificates

D.6
Validation tools involved

The experiments were conducted at the William J Hughes Technical Center (WJHTC) ATN interoperability test laboratory.  The WJHTC ATN interoperability test laboratory consists of multiple Intel workstations running FAA ATN Router and end system software, and which can be interconnected in multiple ways through X.25 sub-networks according to the test scenarios requirements. Two workstations are available for validation purposes; however, for test configurations that require more than 2 systems, it is possible to run multiple instances of the ATN Router and/or end system software on each of the available workstations and to interconnect each running instance of an ATN system through either real or simulated X.25 sub-networks. 

The FAA ATN Router software is a re-host of the FAA’s Data Link Processor (DLP) software. The FAA ATN Router software has been updated to be compliant with applicable Edition 2 Doc 9705 features.  In particular, support for traffic types and a network management capability have been added.  The FAA ATN Router has undergone preliminary interoperability with ACI’s RRI router.  The FAA ATN Router is to be used for testing the ATN infrastructure as part of the FAA’s CPDLC program.

The FAA ATN end system software consists of the original prototype developed for the validation of Edition 1 of Doc 9705.  This end system software consists of a pre-Edition 1 Upper Layer Communication Service (ULCS) and skeleton Context Management (CM) application.  As part of the ATN Security Services Validation Initiative, the FAA will update the ULCS to be Edition 2 compliant.

One Intel workstation was used for the validation of the ATN Cryptographic Infrastructure.  The ATN Cryptographic Infrastructure API was linked to a test application that generated the test vectors in a format suitable for publication in Standards for Efficient Cryptography Group (SECG) GEC2 draft document.  Certicom independently verified the test vectors.

One Intel workstation was used for the validation of the ATN Certificates.  The implementation used the OSS Nokalva ASN.1 Compiler for C, version 5.1.3 for Linux.

One Intel workstation was used for the validation of the ATN System Security Object (SSO).  All SSO functions were implemented as an API.  They have not been incorporated into the ULCS.  Current plans call for the incorporation of the SSO into the ULCS prototype after August 2000.

D.7
Validation Period

The validation of the ATN Cryptographic Infrastructure portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spanned from December 1999 through August 2000.

The validation of the ATN SSO portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spans from December 1999 through September 2000.

The validation of the ATN Certificates took place during August 2000.

D.8
Objectives

D.8.1
General objectives of the US FAA ATN Security Services Initiative

The FAA ATN Security Services Validation Initiative is addressing a subset of the Requirement Groupings included in Sub-Volume VIII.  The FAA ATN Security Services Validation Initiative mainly aims at demonstrating that: 

1. The applicable Requirement Groupings are implementable.

2. The applicable Requirement Groupings are complete, consistent, and unambiguous.

D.8.2
Detailed Objectives of the US FAA ATN Security Services Initiative

The following table depicts the Validation Objectives covered for each supported Requirements Grouping for the ATN Cryptographic Infrastructure and ATN SSO.  The following table also depicts the Validation Means achieved for each Requirements Grouping and Validation Objective.  An empty cell indicates that that intersection of Requirements Grouping and Validation Objective was not addressed by the US FAA ATN Security Services Validation Initiative. 

Label
Requirement Group
SVO
FVO
TVO



1
2
3
1
2
3
4
5
6
7
1
2
3
4
5
6
7
8

SEC3-01
ATN Security Strategy



















SEC3-02
ATN Security Architecture



















SEC3-03
ATN Security Backward Compatibility



















SEC3-04
ULCS Security Services



















SEC3-05
CM Security Services



















SEC3-06
Other Applications Security Services



















SEC3-07
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D.9
Validation Strategy

The US FAA ATN Security Services Validation Initiative addressed three main pieces of Sub-Volume VIII: the ATN Compressed Certificates, the ATN Cryptographic Infrastructure, and the ATN System Security Object.

D.9.1
Validation Strategy for the ATN Compressed Certificates 

There are two types of certificate in the ATN: X.509 certificates and compressed certificates.  Compressed certificates are exchanged dynamically between two ATN entities.  X.509 certificates are used with a certificate delivery service.

The X.509 certificates are used to bind an identity to a public key.  These X.509 certificates are compressed when exchanged dynamically between two ATN entities involved in a communication session.  These entities include ATN application entities and IDRP entities.

A separate validation effort was undertaken to validate the ATN PKI.  The X.509 certificates are part of the ATN PKI and the bulk of the validation of these X.509 certificates falls under that initiative.

This initiative addressed the process of compressing an X.509 certificate and then recovering the X.509 certificate from a compressed certificate.

The results of this validation exercise are reported in REF4.

D.9.2
Validation Strategy for the ATN Cryptographic Infrastructure

The overall strategy for the validation of the Cryptographic Infrastructure was to first define the applicable Validation Objectives as defined in the ATN Technical Provisions, ICAO Document 9705, Sub-Volume VIII.  The second step of the strategy was to determine the test scenarios required to validate said Validation Objectives and implement the Cryptographic Infrastructure requirements in order to run the test scenarios.  For the final step of the overall strategy, BCI will submit test vectors to Certicom for verification and report problem areas within the Cryptographic Infrastructure requirements.

The principle of the initiative is first to develop an API for the ATN Cryptographic Infrastructure compliant with third edition of Doc 9705 Sub-Volume VIII.  The API was then integrated into a test driver that utilises them to produce the ATN Test Vectors.  The test driver is then executed to produce the ATN Test Vectors in a format suitable for publication in SECG GEC2.

The API and test driver were developed independent of the specification activity.  That is, individuals who have not participated to the production of the SARPs implemented them. This provides further level of confidence that the SARPs are complete, consistent, and unambiguous. During implementation, the FAA experts participating to the ATNP/WG1/SG2 consider any requests for clarification, or questions raised by the development team. Those issues requiring correction to Sub-Volume VIII, and/or provision of additional guidance were reported to the WG1/SG2 in REF2.

Production of the ATN Test Vectors satisfied the test coverage required for the Validation Objectives assigned to this initiative.  Production of the ATN Test Vectors can be decomposed into a series of individual ATN Validation Exercises.  The results of these ATN Validation Exercises were reported in REF2.

This summary was produced on the basis of the outcomes of the implementation phase and the results documented in REF2.

D.9.3
Validation Strategy for the ATN System Security Object

The strategy for the validation of the SSO by analysis and inspection was to trace the requirements from Sub-Volume II to Sub-Volume IV to Sub-Volume VIII for the CM-logon thread.  Tracing this thread touches all of the major SSO functionality.  The only threads not touched by this method were SSO-Stop and securing ground-ground communications by generating signatures rather than MAC tags with SSO-ProtectSign and verifying them with SSO-ProtectSignCheck.

SSO-Stop functionality is straightforward and need not be analysed in any processing thread.  It was analysed, though, to make sure that it performed its intended functionality.

The generation of signatures is covered by SSO-Sign and SSO-SignCheck.  SSO-ProtectSign and SSO-ProtectSignCheck reuse the functionality used by SSO-Sign and SSO-SignCheck.  Therefore, the validation of generating and verifying signatures with SSO-Sign and SSO-SignCheck is sufficient for claiming validation of SSO-ProtectSign and SSO-ProtectSignCheck.

This summary of the analysis effort was produced on the basis of the results documented in REF3.

The US FAA is currently developing a prototype implementation of the SSO.  Completion of this prototype is anticipated for early September 2000.  

D.10
Implementation status

The following table summarises the current status of the implementation of the ATN Security Services.

Label
Requirement Group
Implementation Status

SEC3-01
ATN Security Strategy
Not planned

SEC3-02
ATN Security Architecture
Not planned

SEC3-03
ATN Security Backward Compatibility
Not planned

SEC3-04
ULCS Security Services
In Progress

SEC3-05
CM Security Services
Not planned

SEC3-06
Other Applications Security Services
Not planned

SEC3-07
Key Management and Distribution
Not planned

SEC3-08
ATN Certificate Authority Architecture
Not planned

SEC3-09
ATN PKI Certificates
Complete

SEC3-10
ATN Compressed Certificates
Complete

SEC3-11
ATN Certificate Revocation Lists
Not planned

SEC3-12
ATN Cryptographic Setting
Complete

SEC3-13
ATN Key Agreement Scheme (AKAS)
Complete

SEC3-14
ATN Digital Signature Scheme (ADSS)
Complete

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
Complete

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
Complete

SEC3-17
ATN System Security Object (SSO)
In Progress

D.11
Findings

No major deficiency was identified for the applicable Requirement Groupings.

The implementation effort for the ATN Cryptographic Infrastructure resulted in 3 defects on the third edition of Doc 9705 Sub-Volume VIII. All these defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 by amending the draft third edition or through the identification of items to be included as additional Guidance Material.  A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified using revision marks (red lines and strikeouts).

D.12
Validation exercises results report

D.12.1
Introduction

The US FAA ATN Security Services Validation Initiative consists of the 3 FAA ATN Validation Exercises (FVE) listed by title in the following table. Each exercise comprised multiple Validation Tests. For each Validation Exercise, a separate 'FVE Result report' has been produced. These Result Reports are made available to the ATN community via the ATNP archive at the following URL


http://www.tls.cena.fr/atnp/wg1/sg2/WPs

FVE name
FVE title
FVE Result Report

FVE_200
Test Vectors for the ATN Cryptographic Infrastructure
REF2

FVE_300
ATN SSO FVE Series
REF3

FVE_400
ATN Certificates
REF4

The following sections provide a summary of the results of these exercises. 

D.11.2
FVE_200 Results

The FAA was able to implement all of the ATN Cryptographic Infrastructure requirements.  Two ambiguities were raised.  With the solution of these ambiguities, and the subsequent independent verification of the FAA’s implementation by Certicom, the FAA claims level b validation for FVO2, FVO3, FVO4, FVO5, and FVO 6 and for TVO5, TVO6, TVO7, and TVO8for Requirements Groupings SEC3-12, 13, 14, 15, and 16.

D.11.3
FVE_300 Results

The FAA conducted a complete analysis of the SSO in the context of the security ASO.  A number of inconsistencies were discovered which were resolved in updates to section 8.6 of Sub-Volume VIII.  Tthe FAA claims level g validation for SVO 2, for FVO2, FVO3, FVO4, FVO5, FVO 6 and FVO7 and for TVO1, TVO2, TVO3, TVO5, TVO6, TVO7, and TVO8 through FVO for Requirements Grouping SEC17.

D.11.3
FVE_400 Results

The FAA was able to implement the uncompressed and compressed ATN certificate generation. No defects were discovered. The FAA claims level d validation for FVO2, FVO3, FVO4, FVO5, FV06 and FVO7 and for TVO6, TVO7, and TVO8 for Requirements Groupings SEC9 and SEC10.  The FAA also claims level d validation for TVO5 for Requirement Grouping SEC10.

D.13
Conclusion

As a result of the success of the validation exercises, the WJHTC is in position to express its confidence regarding the quality and the validity of the Requirements Groupings identified in D.8.2.  These Requirements Groupings were found to be consistent and unambiguous.  All identified defects have been incorporated in the latest draft of Sub-Volume VIII.

ATTACHMENT E — US NASA Ames Research Center ATN Security Services Validation Initiative

This report presents the results of the US NASA Ames Research Center ATN Security Services Validation Initiative that have been obtained in the period from February through August 2000.  It summarises the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of NASA on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

E.1
Initiative Reference & Title

NASA_Sec: US NASA Ames Research Center ATN Security Services Initiative 

E.2
Type

Prototype implementation and analysis

E.3
Responsible State/Organisation

NASA Ames Research Center

E.4
Contact Point

State/Organisation
Contact Details

NASA Ames Research Center
Mr. John Wang

NASA Ames Research Center 
Applied Information Technology Division

Technical Consultants to the US FAA Panel Member

Tel: +1 650 604-5525

Fax: +1 650 604-6999

e-mail: jwang@mail.arc.nasa.gov

E.5
References

REF1 
Draft ATN SARPs Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume VIII.



REF2
WG1/SG2 WP2107 Independent Cryptographic Expert Validation Report for the Aeronautical Telecommunications Network (ATN) Security Concept and Architecture

REF3
WG1/SG2 WP2106 Validation Report for the Aeronautical Telecommunications Network (ATN) Public Key Infrastructure (PKI) Laboratory

E.6
Validation tools involved

The experiments were conducted at the Honeywell Advanced Systems Technology Group (ASTG) ATN Public Key Infrastructure (PKI) laboratory located in Columbia, Maryland, USA.  The PKI laboratory consists of multiple Compaq workstations executing the PKI Certificate Authority (CA) and Registration Authority (RA) applications, along with a X.500 Directory Server application, all of which are interconnected via a local area network. 

One Compaq workstation, with Windows NT4.0 operating system, hosted the Entrust Certificate Authority and Registration Authority applications, Entrust/Authority™ Revision 5.0 and Entrust/RA™ Revision 5.0, respectively.  These revisions of the applications support selection of elliptic curves for the digital signature algorithm (ECDSA).

One Compaq workstation, with Windows NT4.0 operating system, hosted the Baltimore Technologies Certificate Authority application, UniCERT™ Version 3.0.6. A second Compaq workstation, with Windows NT4.0 operating system, hosted the Baltimore Technologies Registration Authority (RA), also UniCERT™ Version 3.0.6.  These versions of the applications support selection of elliptic curves for the digital signature algorithm (ECDSA).

One Compaq workstation, with Windows NT4.0 operating system, hosted the Peer Logic Directory Server application, i500® Directory General Release 8A.3.  The directory was used as the repository for the X.509 public key certificates generated by the Entrust and Baltimore Technologies Certificate Authority applications.

E.7
Validation Period

The independent cryptographic expert validation of the ATN Security and Architecture portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spanned from February through July 2000.

The validation of the ATN PKI portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII spanned from February through August 2000.

E.8
Objectives

E.8.1
General objectives of the US NASA Ames Research Center Security Services Initiative

The NASA Ames Research Center ATN Security Services Validation Initiative addresses requirement validation from two perspectives.  The first is an analysis of the security concept and architecture specified in Doc 9705 Sub-Volume VIII performed by an independent cryptographic expert.  The second is validation by prototype implementation of a subset of the Requirements Groupings related to the ATN Public Key Infrastructure included in Doc 9705 Sub-Volume VIII.  

The NASA Ames Research ATN Security Services Validation Initiative targets demonstrating:  

1. The applicable Requirements Groupings meet functional validation objectives FVO1 through FVO6.

2. The applicable Requirements Groupings meet technical validation objectives TVO2 through TVO8.

E.8.2
Detailed Objectives of the US NASA Ames Research Center ATN Security Services Initiative

The following table summarises the Validation Objectives covered by the NASA Ames Research Center ATN Security Service Initiative for each supported Requirements Grouping.  The following table also summarises the Validation Means achieved to date for each Requirements Grouping and Validation Objective.  An empty cell indicates that that intersection of Requirements Grouping and Validation Objective was not addressed by this initiative. 
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E.9
Validation Strategy

The US NASA Ames Research Center ATN Security Services Validation Initiative addresses two main components of Doc 9705 Sub-Volume VIII: ATN Security Concept and Architecture and the ATN Public Key Infrastructure (PKI).

E.9.1
Validation Strategy for the ATN Security Concept and Architecture 

The overall strategy for the validation of the ATN Security Concept and Architecture was to enlist Independent Cryptographic Experts, who have no prior involvement in the generation of the ATN security concept or architecture, to review and analyse the ATN Security Concept and Architecture documented in Doc 9705 Sub-Volume VIII.  The first step in the strategy was to determine the applicable Validation Objectives, which include FVO1 through FVO5 and TVO3, TVO4, TVO6, and TVO7, and the applicable Requirements Groupings, which include all groupings.  The second step was to provide the Independent Cryptographic Experts with relevant guidance and background material to gain an understanding of the overall ATN and ATN security needs.

Once familiar with the relevant documentation, the Independent Cryptographic Experts performed a detailed analysis of all Requirements Groupings contained in Doc 9705 Sub-Volume VIII, pursuant to the FVOs and TVOs specified in REF2.  In particular the analysis included consideration of:

- Threat Model
- Random Number generation
- Crypto-system Strength
- Public Key Infrastructure (PKI)
- Communication Protocols

The detailed findings of the Independent Cryptographic Expert analysis and a summary of the actions taken to correct identified defects are documented in REF2.

E.9.2
Validation Strategy for the ATN Public Key Infrastructure

The overall strategy for the validation of the Public Key Infrastructure was to first define the applicable Validation Objectives, which include FVO1 through FVO6, TVO2, and TVO5 through TVO8.  The first step also included identification of the applicable Requirements Groupings, which include Key Management and Distribution, ATN PKI Certificates, ATN Compressed Certificates, ATN Certificate Revocation Lists, and the ATN Cryptographic Setting.

The second step of the strategy was to determine the test scenarios required to validate applicable Validation Objectives.  The next step was implementation of the Public Key Infrastructure requirements via the use of commercially available, off-the-shelf PKI systems, which were used to execute the test scenarios.  For the final step of the overall strategy, which is in progress, ATN PKI Certificates, ATN Compressed Certificates, and ATN CRLs will be generated to validate the related Sub-Volume VIII requirements against the selected validation objectives.

The PKI test scenarios were developed independent of the specification activity.  That is, individuals who have not participated in the production of the SARPs implemented the test scenarios.  This provides further level of confidence that the SARPs are complete, consistent, and unambiguous.  During implementation, the NASA and Honeywell experts presented to the ATNP/WG1/SG2 requests for clarification, or questions raised by the development team. Those issues requiring correction to Sub-Volume VIII, and/or provision of additional guidance, were reported to the WG1/SG2 in REF3.

The detailed results of the PKI prototype implementation and a summary of the actions taken to correct identified defects are documented in REF3.

E.10
Implementation status

The following table summarises the current status of the implementation of the US NASA Ames Research Center ATN Security Services.

Label
Requirements Grouping
Implementation status

SEC3-01
ATN Security Strategy
Not planned

SEC3-02
ATN Security Architecture
Not planned

SEC3-03
ATN Security Backward Compatibility
Not planned

SEC3-04
ULCS Security Services
Not planned

SEC3-05
CM Security Services
Not planned

SEC3-06
Other Applications Security Services
Not planned

SEC3-07
Key Management and Distribution
In Progress

SEC3-08
ATN Certificate Authority Architecture
Not planned

SEC3-09
ATN PKI Certificates
In Progress

SEC3-10
ATN Compressed Certificates
In Progress

SEC3-11
ATN Certificate Revocation Lists
In Progress

SEC3-12
ATN Cryptographic Setting
In Progress

SEC3-13
ATN Key Agreement Scheme (AKAS)
Not planned

SEC3-14
ATN Digital Signature Scheme (ADSS)
Not planned

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
Not planned

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
Not planned

SEC3-17
ATN System Security Object (SSO)
Not planned

E.11
Findings

No major deficiency was identified for the applicable Requirements Groupings.

The Independent Cryptographic Expert analysis and prototype PKI implementation effort resulted in the identification of defects contained in the third edition of Doc 9705 Sub-Volume VIII.  All of the defects have been reported to the Sub-Volume VIII Subject Matter Expert and have been resolved by the WG1/SG2 through amendment of Sub-Volume VIII or through the identification of items to be included as additional Guidance Material.  A number of Editorial corrections were proposed, logged in a Change Control Log included in the WG1/SG2 working draft of Sub-Volume VIII, and identified via redline revision marks.

E.12
Validation exercises results report

E.12.1
Introduction

The US NASA Ames Research Center ATN Security Services Validation Initiative consists of the two NASA Ames Research Center Validation Exercises (NVE) listed by title in the following table. NVE_100 consisted of independent cryptographic expert analysis, and NVE_200 exercise consisted of PKI test scenarios.  For each Validation Exercise, a separate 'NVE Result Report' has been produced [REF2 and REF3]. These Result Reports are made available to the ATN community via the ATNP archive at the following URL:


http://www.tls.cena.fr/atnp/wg1/sg2/

NVE name
NVE title
NVE Result Report

NVE_100
Independent Cryptographic Expert Validation
w1s2wp2107.doc

NVE_200
Public Key Infrastructure (PKI) Laboratory
w1s2wp2106.doc

The following sections provide a summary of the results of these validation exercises. 

E.12.2
NVE_100 Results

For FVO1, FVO2, FVO3, FVO4, FVO5, TVO6, and TVO7, the Validation Exercised achieved level g validation for all Requirements Groupings (SEC3-1 through SEC3-17) in Sub-Volume VIII.  

For TVO3, the Validation Exercise achieved level g validation for Requirements Groupings SEC3-4, 5, 6, 9, 10, 11, 12, 13, 14, 15,16 and 17 in Sub-Volume VIII.

For TVO4, the Validation Exercise achieved level g validation for Requirements Groupings SEC3-1, 2, 3, 7, 8, 9, 10, 11, 12, 13, 14, 15 and 16 in Sub-Volume VIII.

E.12.3
NVE_200 Results

For FVO1, FVO2, FVO6, TVO5, TVO6, and TVO8, the Validation Exercise achieved a level e validation for Requirements Groupings SEC3-7, 9 and 11 and a level g validation for Requirements Grouping SEC3-10 in Sub-Volume VIII.  To date, partial implementation of the ATN Public Key Infrastructure requirements has been achieved with minor exceptions. In a few cases, neither of the commercial off-the-shelf PKI systems was able to implement all applicable requirements of Sub-Volume VIII.  However, discussions with the PKI vendors indicated that the changes required bring their product into compliance with Sub-Volume VIII requirements were minimal and in some cases were already on the product development schedule of the vendor.  The PKI laboratory Validation Exercise is an ongoing activity with a goal of achieving a level b validation for SEC-11 and level c validation for SEC3-7, 9 and 10. 

For FVO3, FVO4, FVO5, and TVO7, the Validation Exercise achieved level g validation for Requirements Groupings SEC3-7, 9, 10, and 11 in Sub-Volume VIII.  This was achieved during development of the test scenarios and implementation of the PKI prototype.
E.13
Conclusion

As a result of the success of the validation exercises completed to date, NASA Ames Research Center, as Technical Consultant to the US FAA Panel Member, is in position to express its confidence regarding the quality and validity of the Requirements Groupings identified in E.8.2.  These Requirements Groupings were found to be compliant with the Validation Objectives identified in E12.2 and E12.3.  All identified defects have been incorporated into the latest draft of Doc 9705 Sub-Volume VIII.  Validation Exercise NVE_200 is an ongoing validation activity focused on improving confidence in the ability to use commercial off-the-shelf PKI systems to implement the ATN PKI.

ATTACHMENT F — Aérospatiale Matra Airbus (AMA) ATN Security Service Validation Initiative

This report presents the results of the Aérospatiale Matra Airbus (AMA) ATN Security Services Validation Initiative that have been obtained in the period from December 1999 through July 2000.  It summarises the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of AMA on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

F.1
Initiative Reference & Title

SECATN: AMA ATN Security Services Initiative 

F.2
Type

Prototype implementation and analysis

F.3
Responsible State/Organisation

Aérospatiale Matra Airbus

F.4
Contact Point

State/Organisation
Contact Details

Aérospatiale Matra Airbus
Mr. Gilles Gobbo

BTE/SY/AVSM

Tel: 33 (0)5 61 18 09 89

Fax: 33 (0)5 61 93 80 90

e-mail: gilles.gobbo@avions.aerospatiale.fr

F.5
References

REF1
Draft ATN SARPs Technical Provisions, ICAO Document 9705, Edition 3, Version 1.0, Sub-Volume VIII



REF2
WG1/SG2 WP1907 Validation Report for the ATN Test Vectors for the Cryptographic Infrastructure

REF3
Aérospatiale Matra Airbus (AMA) Validation Initiative - Validation Report

F.6
Validation tools involved

The SECATN is being conducted at the Sofréavia ATM Department in Toulouse (France) for Aérospatiale Matra Airbus. One PC PIII dedicated to the SECATN project was used to port and test the EC Cryptographic Package on the Linux OS.

The ATN EC Cryptographic package supports the ATN Digital Signature Scheme (ADSS), the ATN Keyed Message Authentication Code Scheme (AMACS) and most of the ATN auxiliary functions (ATN hash function and ATN random variable generator). It provides a programmatic interface (API) compliant with the function interface specified in SARPs section 8.5 [REF1]. The two domain parameter sets defined for ATN are supported by the package. In addition, functions are provided to encode and decode certificates and certificate revocation lists. The API is being updated to include all the functions defined in the SARPs.

The ATN EC Cryptographic Package API was linked to a test application that generated the test vectors in a format suitable for comparison with the expected output described in document WG1SG2 1907.

In parallel, two paper analyses were performed on different topics: potential technical and operational impacts of the ATN security in the aircraft, certification issues, etc… These studies were based on a detailed review of Doc 9705 and the CONOPs, which generated comments and requests for information to WG1SG2. 

F.7
Validation Period

The validation of the ATN Cryptographic Infrastructure portion of the draft Version 1.0 of the Third Edition of Doc 9705 Sub-Volume VIII and the review of the ATNP documentation on ATN Security spanned from May through August 2000.

F.8
Objectives

F.8.1
General objectives of the AMA ATN Security Services Initiative

The SECATN project was set up to study the ATN Security Framework from an avionics perspective. The review of the ICAO document (Doc 9705, CONOPS, etc…) by the SECATN team was the opportunity to review – and therefore to validate to some extent - the ATN Security concept by independent experts. The AMA ATN Security Services Validation Initiative is addressing a subset of the Requirements Groupings included in Sub-Volume VIII.  The AMA ATN Security Services Validation Initiative mainly aims at demonstrating that: 

1.  The applicable Requirements Groupings are implementable in an airborne environment.

2.  The applicable Requirements Groupings are complete, consistent, and unambiguous.

F.8.2
Detailed Objectives of the AMA ATN Security Services Initiative

The following table summarises the Validation Objectives covered by the AMA ATN Security Service Initiative for each supported Requirements Grouping.  The following table also summarises the Validation Means achieved to date for each Requirements Grouping and Validation Objective.  An empty cell indicates that that intersection of Requirements Grouping and Validation Objective was not addressed by this initiative. 
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F.9
Validation Strategy

The objective of the SECATN project was two-fold:

to validate some of the technical provisions in Doc 9705 Sub-Volume VIII with the use of an ATN EC Cryptographic tool (i.e. section 8.5), and

to analyze the overall ATN security solution from an avionics point's of view through analysis and inspection of Doc 9705 and the ATN Security CONOPs document.

Two Validation Exercises have been defined to cover separately those two objectives.

The validation approach was to test the ATN EC Cryptographic package against the reference test vectors defined by the FAA in the WG1SG2 WP 1907 -- Validation Report for the Aeronautical Telecommunications Network (ATN) – Test Vectors for the Cryptographic Infrastructure. 

The principle of the initiative was first to develop an API for the ATN Cryptographic Package compliant with third edition of Doc 9705 Sub-Volume VIII.  The API was then integrated into a test driver that utilises them to produce the ATN Test Vectors.  The test driver is then executed to produce the ATN Test Vectors in a format suitable for comparison with the expected results documented in WP 1907. 

The second step consisted in porting the ATN Cryptographic Package in a computer having equivalent processing capability than the ATSU to check that the processing and memory requirements for handling ATN security were acceptable for an airborne computer.

The API and the test driver were developed independent of the specification activity.  That is, individuals who have not participated in the production of the SARPs implemented them. This provides further level of confidence that the SARPs are complete, consistent, and unambiguous. During implementation, the WG1SG2 experts participating considered any requests for clarification, or questions raised by the development team. Those issues requiring correction to Sub-Volume VIII, and/or provision of additional guidance were reported to the WG1/SG2 in [REF3].

Production of the ATN Test Vectors satisfied the test coverage required for the Validation Objectives assigned to this initiative.  Production of the ATN Test Vectors can be decomposed into a series of individual ATN Validation Exercises.  The results of these ATN Validation Exercises were reported in [REF3].

This summary was produced on the basis of the outcomes of the implementation phase and the results documented in [REF3].

F.10
Validation exercises

The AMA ATN Security Services Validation Initiative consists of the 2 ATN Validation Exercises (AVE) listed by title in the following table. 
AVE name
AVE title

AVE_100
Test Vectors for the ATN Cryptographic Infrastructure

This exercise consists in running the Test Vectors ATN Cryptographic Infrastructure defined in WG1SG2 WP-1907 with the EC Cryptographic package and compare the results with the expected results specified in WP-1907. It also addresses performances aspects.

AVE_200
Doc 9705 Edition 3 and CONOPs Review

This paper exercise addresses the analysis of the Security CONOPs and Doc 9705 Sub-Volume III performed by the SECATN team.

F.11
Implementation status

The following table summarises the current status of the implementation of the ATN Security Services.

Label
Requirements Grouping
Implementation status

SEC3-01
ATN Security Strategy
Not planned

SEC3-02
ATN Security Architecture
Not planned

SEC3-03
ATN Security Backward Compatibility
Not planned

SEC3-04
ULCS Security Services
Not planned

SEC3-05
CM Security Services
Not planned

SEC3-06
Other Applications Security Services
Not planned

SEC3-07
Key Management and Distribution
Not planned

SEC3-08
ATN Certificate Authority Architecture
Not planned

SEC3-09
ATN PKI Certificates
Partial (PER encoding/decoding functions)

SEC3-10
ATN Compressed Certificates
Not planned

SEC3-11
ATN Certificate Revocation Lists
Partial (PER encoding/decoding functions)

SEC3-12
ATN Cryptographic Setting
Complete

SEC3-13
ATN Key Agreement Scheme (AKAS)
Complete (except AKDF)

SEC3-14
ATN Digital Signature Scheme (ADSS)
Complete

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
Complete

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
Complete

SEC3-17
ATN System Security Object (SSO)
Not planned

F.12
Findings

( No major deficiency was identified for the applicable SARPs requirements which are considered complete, unambiguous and consistent. 

Independent validation projects including the AMA validation initiative resulted in several defects on the third edition of Doc 9705 Sub-Volumes II, IV, V and VIII. All these defects have been reported to the Sub-Volume editors and have been resolved by the relevant ATNP SG by amending the draft third edition or through the identification of items to be included as additional Guidance Material. 

( Processing capability requirements to support the ATN Cryptographic functions do not seem to be incompatible with the technical constraints of the ATSU but further analysis needs to be performed.
The following table provides the performance figures obtained for a PC presenting similar processing characteristics than the ATSU. 


80486 DX 33 MHz (ATSU-like PC)


N=163
N=233

Signature generation
625 ms
1000 ms

Signature checking
740 ms
1300 ms

Shared Secret Value Computation
640 ms
1000 ms

Hashing (HMAC)
2 ms/KO

( The processing time overhead caused by the ATN security computation may impact the overall ATN service response time.

The time overhead for the processing of a CM-logon by the airborne End System is estimated at about 3 seconds. Compared to the total processing and transit delay for the complete CM-logon exchange and given that the CM-logon is performed several minutes before operational exchanges are made, the time overhead due to the ATN security is considered fully acceptable but may have an impact once considering the transitional phase and/or failure conditions in operational use. For other applications, digital signature generation and checking should not induce significant overhead but needs to be confirmed.   

Notice: Although the tests have attempted to be as close as possible to the real hardware environment, real operating conditions, where several process are running together (e.g. Automatic Dependant Surveillance, Airline Operational Control), may impact appreciably the overall end to end performance thus implying that further studies would need to be conducted in this area. In addition, the effect on the capacity of the different type of memory required to run those new processes needs further to be considered.

( The ATN Security Framework specified in Doc 9705 and the Security CONOPs is globally well specified. However, complete validation of it could be considered achieved only when the following open issues are fully addressed and validated:

[ISSUE 1]
Too many functions are considered as local matter within security domains. As such, they are not described in the SARPs. These "local-matter functions" need to be specified and validated before the overall ATN security can be fully considered validated. For instance:

· Data exchanges between aircraft, airlines, ATSOs, State CAs, AOE CAs and ground users are not specified (e.g, distribution of public keys between the aircraft and the AOEs or State CAs). The procedures, the contents of the data exchanged, and the constraints on the users – addressing both technical and institutional aspects – need to be investigated in the aeronautical environment. 

· The ATN security solution assumes some "implicit functions" which are obvious in a ground environment (e.g. banking environment). These functions could be difficult to implement in the avionics. For instance, keeping secret the private key in the aircraft could be a major problem. Another example is the clock synchronization required for checking the certificate validity. These functions should be identified either in the SARPs or in the CONOPS and investigated in the aeronautical environment.

[ISSUE 2] 
Provisions in Doc 9705 are not provided for secure connection-less mode applications. This is essential for supporting AOC secure applications over the ATN. 

[ISSUE 3] 
The systematic closure of the underlying dialogue upon security failure detection could be too drastic in some situations where the time and the overhead needed to re-establish a new dialogue are operationally more costly than to drop the invalid message (e.g. an ADS report with an integrity problem).

[ISSUE 4]
Operational procedures in case of security failure are not standardised. The information presented to the pilot and the procedures to apply in case of security alarm may vary depending of the source of alarm (ES vs. BIS, local vs. remote detection), the nature of the application impacted (ATC vs. AOC, CPDLC vs. D-METAR), etc…  

[ISSUE 5] 
The base cryptographic functions will probably be provided as COTS (it is unlikely that ECC libraries will be developed by aircraft and ground ATC systems manufacturers). Known EC COTS implement 20.000 to 100.000 lines of C codes. The way to certify these COTS and the level of certification need to be investigated.

F.13
Conclusion

As a result of the success of the validation exercises, Aérospatiale Matra Airbus is in a position to express its confidence regarding the technical feasibility to integrate the ATN cryptographic functions in the airborne data link environment and regarding the quality in the SARPs of the specification of the security related functions and communication protocols. 

However, AMA recommends that further experiments and studies be carried out to close the open issues identified by the SECATN project, the objective being to prove that:

· security related of the secure ATN system is fully acceptable to operational users. functions not subject to standardization correctly support the ATN Security Framework (local functions and intra-domain data exchanges),

· the ATN correctly provides security services to non-ATC applications,

· cryptographic software can be certified,

· the overall behavior and performance

The validation activity successfully carried out in the 1999/2000 timeframe which consisted to validate in parts the Doc 9705 sub-volumes should be consolidated by a validation of all components involved in the security processing: air and ground ES and BIS integrating cryptographic functions and security specific protocols, ATN PKI entities and the CAs entities.
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ATTACHMENT G — Deutsche Flugsicherung (DFS) ATN Security Service Validation Initiative

This report presents the results of the DFS ATN Security Services Validation Initiative that have been obtained in the period from February through August 2000.  It summarises the outcomes of the validation exercises, lists the ATN Validation Objectives that have been covered, and finally expresses the level of confidence of the DFS on the quality and correctness of the ATN Security Services as specified in Sub-Volume VIII.

G.1
Initiative Reference & Title

DFS_Sec: DFS ATN Security Validation Initiative

G.2
Type

Analysis and pre-operational implementation

G.3
Responsible State/Organisation

DFS Deutsche Flugsicherung GnbH

G.4
Contact Point

State/Organisation
Contact Details

DFS Deutsche Flugsicherung GmbH
Mr. Klauspeter Hauf

DFS – STK

Tel. +49/69/8054-2430

Email: klauspeter.hauf@dfs.de

University of the Federal Armed Forces
Mr. Klaus-Peter Graf

UniBwM – FB ET/FH WE3

Tel. +49/89/60 60 19 59

Email: klaus.graf@unibw-muenchen.de
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G.6
Validation tools involved

The validation exercises within the context of the DFS ATN Security Validation Initiative were conducted at the University of the Federal Armed Forces in Munich under sponsorship by DFS.

The validation of the ATN cryptographic setting was an analytical exercise that examined the elliptic curve and its domain parameters with the objective to assess the cryptographic strength of the specified ATN crypto-system and to find potential holes in the proposed security solution. Furthermore, this exercise included a detailed analysis and inspection of the requirements in section 8.5 of Sub-Volume 8. More details can be found in [REF5].

The validation of the ATN cryptographic algorithms included a pre-operational implementation of the ATN cryptographic schemes and the ATN cryptographic primitives and functions to verify correctness, completeness, consistency and non-ambiguity of the ATN specification in this field. The cryptographic schemes and primitives have been implemented in C++ in a stand-alone environment using the Borland C++ Builder. The individual software modules have been integrated into a graphical user interface running under Windows NT on any commercial PC. Integration of the implemented schemes and primitives into other ATN protocols (e.g. IDRP) or procedures (e.g. aircraft log-on) was outside the scope of the DFS ATN Security Validation Initiative and may be completed in a further step.

G.7
Validation Period

The DFS ATN Security Validation Initiative of the third edition of ICAO Doc 9705 was performed in the period from February to August 2000.

G.8
Objectives of the DFS ATN Security Validation Initiative

G.8.1
General objectives of the DFS ATN Security Services Initiative

The DFS ATN Security Validation Initiative mainly aimed at demonstrating that:

· The ATN elliptic curve domain parameters are consistent and satisfy the user requirements specified Sub-Volume 8,

· The ATN cryptographic algorithms specified in the third edition of ICAO Doc 9705 are implementable,

· The ATN cryptographic algorithms specified in the third edition of ICAO Doc 9705 are complete, consistent, and unambiguous.

G.8.2
Detailed Objectives of the DFS ATN Security Services Initiative

The overall strategy for the validation of the third edition of ICAO Doc 9705 has been defined by ATNP/WGW/3 on the basis of past experience on the validation of previous editions of ICAO Doc 9705. The starting point of the validation process was the definition of a unique set of ATN Validation Objectives (AVOs) (see [REF4]). AVOs are statements that express the various verifications and evaluations required to declare related parts of the third edition of ICAO Doc 9705 as validated. An AVO can either be a System Level Validation Objective (SVO), Functional Validation Objective (FVO), or Technical Validation Objective (TVO) (see [REF2]).  The DFS ATN Security Validation Initiative has covered the following AVOs:

AVO Type / No.
Description

SVO 2
Validate that the Sub-Volume 8 requirements trace to other SARPs Sub-Volumes, where applicable.

FVO 3
Validate that the Sub-Volume 8 requirements are unambiguous.

FVO 4
Validate that the Sub-Volume 8 requirements are consistent.

TVO 2
Validate that the Sub-Volume 8 minimises air-ground security-related protocol overhead.

TVO 6
To determine if the ATN security solution has any unacceptable behaviour.

TVO 8
To determine if the functionality described in Sub-Volume 8 is implementable.

The following table summarises the Validation Objectives covered by the DFS ATN Security Service Initiative for each supported Requirements Grouping.  The following table also summarises the Validation Means achieved to date for each Requirements Grouping and Validation Objective.  An empty cell indicates that that intersection of Requirements Grouping and Validation Objective was not addressed by this initiative. 

Label
Requirement Group
SVO
FVO
TVO



1
2
3
1
2
3
4
5
6
7
1
2
3
4
5
6
7
8

SEC3-01
ATN Security Strategy



 















SEC3-02
ATN Security Architecture



 















SEC3-03
ATN Security Backward Compatibility



 















SEC3-04
ULCS Security Services



 















SEC3-05
CM Security Services



 















SEC3-06
Other Applications Security Services



 















SEC3-07
Key Management and Distribution



 















SEC3-08
ATN Certificate Authority Architecture



 















SEC3-09
ATN PKI Certificates



 















SEC3-10
ATN Compressed Certificates



 















SEC3-11
ATN Certificate Revocation Lists



 















SEC3-12
ATN Cryptographic Setting

g

 

g
g




f



f

f

SEC3-13
ATN Key Agreement Scheme (AKAS)

g

 

g
g




d



d

d

SEC3-14
ATN Digital Signature Scheme (ADSS)

g

 

g
g




d



d

d

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)

g

 

g
g




d



d

d

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions

g

 

g
g




d



d

d

SEC3-17
ATN Security Object (SSO)



 















G.9
Validation Strategy

The principle of the DFS ATN Security Validation Initiative was first to examine the ATN cryptographic environment through detailed inspection and analysis of the applicable requirements and specifications, and secondly to develop the ATN cryptographic algorithms compliant with the third edition of ICAO Doc 9705 Sub-Volume 8.

The analytical review of the SARPs and the system development was performed independent of the specification activity, i.e. by individuals who have not participated to the production of the SARPs. This provides further level of confidence that the SARPs are complete, consistent, and unambiguous.

During implementation, the DFS experts participating to the ATN standardisation process considered any requests for clarification, or questions raised by the development team. Those issues requiring correction to the third edition of ICAO Doc 9705 and/or provision of additional guidance were reported to the relevant expert group(s).

Once the implementation of the cryptographic schemes and primitives was completed, the focus was directed on the testing of the new functionality. The test vectors published in [REF6] were used.

G.10
Implementation status

The following table summarises the current status of implementation and the level of validation achieved by the DFS ATN Security Validation Initiative:

Label
Requirements Grouping
Implementation Status
Validation Means


SEC3-12
ATN Cryptographic Setting
not applicable
f

SEC3-13
ATN Key Agreement Scheme (AKAS)
Complete Implementation
d

SEC3-14
ATN Digital Signature Scheme (ADDS)
Complete Implementation
d

SEC3-15
ATN Keyed Message Authentication Code Scheme (AMACS)
Complete Implementation
d

SEC3-16
ATN Auxiliary Cryptographic Primitives and Functions
Complete Implementation
d

The software implements all procedures and options related to the use of the ATN Secret Value Derivation Primitive (ASVDP), ATN Signature Generation Primitive (ASP), ATN Signature Verification Primitive (AVP), ATN Keyed Message Authentication Code Generation Primitive (AMACP), ATN Keyed Message Authentication Code Verification Primitive (AMACVP), ATN Key Derivation Function (AKDF), and ATN Hash Function (AHASH).
G.11
Findings

No major deficiency was identified.

G.12
Validation exercises results report

G.12.1
Introduction

The DFS ATN Security Validation Initiative consists of the 2 DFS ATN Validation Exercises (DVE) listed by title in the following table. Each exercise comprised multiple validation tests. The results of these DVEs are available to the ATN community at the URL: 


http://home.germany.net/101-209111/diplom/frame.htm

DVE Name
DVE Title
DVE Result Report

DVE_100
Validation of ATN Cryptographic Setting
REF 5

DVE_200
Validation of ATN Cryptographic Schemes and Functions
REF 5

G.12.2
DVE_100 Results

This validation exercise allowed verifying that both sets of specified ATN elliptic curve domain parameters (i.e. ATN user set and ATN certificate authority set) provide sufficient security strength to satisfy known user requirements. Although the extension degree m of the ATN user parameters set Tstan is close to the lower edge of the recommended range, the specified ATN crypto-system is considered secure given the current knowledge of methods for attacking elliptic curve crypto-systems and the computational power available today and in the foreseeable future. More detailed findings resulting from the examination of the ATN crypto-system can be found in [REF5].

G.12.3
DVE_200 Results

This validation exercise allowed verifying that the ATN cryptographic algorithms can be implemented, provide the intended functionality, and work correctly. No major deficiency has been identified on the ATN security functions.

The implementation of the ATN cryptographic algorithms allowed the detection of some areas in the specification where clarifications were required. However, in general, Sub-Volume 8 of ICAO Doc 9705 was found to be consistent and unambiguous.

G.13
Conclusion

As a result of the successful analysis of the ATN cryptographic setting and the successful implementation and test of the ATN cryptographic algorithms specified in the third edition of ICAO Doc 9705, and considering the success of the validation exercises conducted in the frame of the DFS ATN Security Validation Initiative, the DFS is in a position to express its confidence regarding the quality and the validity of the ATN SARPs on the cryptographic features contained in Sub-Volume 8.





















� For a definition of validation means in the context of ATN SARPs validation see [REF4].
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