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Summary

This information paper analyzes the INFOSEC consequences of the FAA implementing CPDLC build IA. It lists threats and vulnerabilities, identifies risks, and alternative architectures employing low-cost products to resolve the problems. This information could be used when ATNP develops guidance to States on the considerations and approaches for address information security within their own internal infrastructure. 

1 Introduction

Air Traffic Management (ATM) authorities are increasingly turning to Information Technology (IT) to improve the effectiveness of their services. IT is increasingly indispensable to critical operations. However, this reliance on IT increases the risks of inappropriate disclosure of sensitive data and disruption of critical operations and services because of the increasing threat to IT. This paper provides an overview of the threat and describes general classes of countermeasures. Aspects of the U.S. implementation of Controller Pilot Data Link Communications (CPDLC), a new ATM service component that will enable the exchange of data messages between air traffic controllers and pilots over an internetwork of ground, air/ground, and avionics subnetworks, are presented as an example.

This information paper provides material that could be used when ATNP develops guidance to States on the considerations and approaches for address information security within their own internal infrastructure (i.e., which is outside the scope of SARPs but can be included in guidance material).  The focus of the paper is on the time frame before the ATNP specified ATN security services become available, but certain aspects my also apply for local implementations for the longer term after ATN security services have become available.

1.1 Salient CPDLC Characteristics

The Data Link Applications Processor (DLAP) is the ground termination point for CPDLC communications.  Messages from pilots requesting CPDLC services are directed to the DLAP. The DLAP is connected to the Data Link Service Provider (DSP) networks, which are outside FAA security administration and consequently must be viewed as untrusted.  Its public availability makes it a likely point of attack and a potential vulnerability for CPDLC and other National Airspace System (NAS) elements and services. The CPDLC traffic addressed to the DLAP uses Aeronautical Telecommunication Network Protocols (ATN) based on Open Systems Interconnection (OSI) protocols (ICAO, 1998). Industry has scarce experience or knowledge regarding Information Security (INFOSEC) weaknesses or corresponding protection mechanisms for OSI protocols. 

Attacks on the ATN variant of OSI protocols (ATN/OSI) could potentially exploit flaws in the architecture, design, and implementation of the protocols in CPDLC.  In contrast to TCP/IP, there are few commercial products that incorporate OSI protocols and none that incorporate the ATN/OSI options; no boundary protection products for OSI networks are known.  There is no wide-spread infrastructure for detecting, reporting, and repairing defects in OSI protocols.  Extensive security testing, including penetration testing, will be required to determine that such custom-developed software achieves even the same security level as that provided by commercial TCP/IP products. 

The following risks must be addressed:

1. Lack of CPDLC service.

2. The corruption, loss, or insertion of CPDLC messages performed to the specific advantage or goal of the threat agent.

3. The use of the CPDLC ground communications to initiate attacks on other NAS subsystems not involved with CPDLC, or with other systems outside the NAS. 

Item 3 could be the most important risk to the FAA, even though it does not involve any cessation of CPDLC service. 

1.2 Contemporary Information Security Threats

The U.S. General Account Office has demonstrated that many agencies’ critical operations and processes are at serious risk of disruption because of weak security practices [Brock, 2000]. The same factors that benefit operations—speed and accessibility—also make it possible for individuals and organizations to inexpensively interfere with operations, possibly for sabotage or other malicious purposes. The frequency of such actions are increasing, in part, because intrusion, or “hacking,” techniques have become readily accessible through magazines and on hacker web sites. 

In late 1996, the U.S.  Defense Science Board published the information, shown in Table 1, assessing the existing and expected maturity of various threats, including Information Warfare (IW) [Defense Science Board, 1996, pp.  2-12].  We understand that a revision to this table will show threats materializing sooner. Shading in the table indicates the estimate is “not available” or “not applicable.”

Even if we assume that malicious insiders are not a prevalent problem, it is common for malicious outsiders to masquerade as insiders.  Therefore access control rules must be considered a primary defense against hostile outsiders.

A report on The Electronic Intrusion Threat to National Security and Emergency Preparedness (NS/EP) Telecommunications [NCS, 1999] is applicable to aeronautical telecommunications.  The air transportation system is defined as part of the critical national infrastructure addressed by that document.

Lest anyone think that the threats described herein are too imaginative, note that the U.S. military has confirmed [Fulghum, 1999] that during the Serbian conflict “U.S.  military hackers were able to invade the computers that integrated the Yugoslav air defense system, a tactic that was first attempted against Iraq during the 1990-91 Persian War.”

2 Limiting INFOSEC Intrusion Caused by CPDLC Operations

This section presents the FAA’s objectives for CPDLC and descriptions of alternative CPDLC security architectures considered by the FAA to meet these objectives. 

2.1 Basic NAS INFOSEC Objectives for the CPDLC

There must exist an interface on the NAS periphery, that allows network traffic into the NAS to access the DLAP. The FAA’s INFOSEC objectives for this interface, which we call the ATN interface, follow:

1. Organizations that use the interface are restricted to those with a need to do so.  By authenticating that each packet is from an approved DSP, the chances of the ATN interface being used or abused by an INFOSEC intruder is minimized.

2. The ATN traffic allowed into the NAS must be what it purports to be.  That is: (a) CPDLC traffic and ATN routing updates are the only outside traffic allowed to address the DLAP and NAS ATN routers, respectively; and (b) the traffic really is what it alleges to be and not some other content masquerading under false cover.

3. The CPDLC traffic is directed only to the DLAP.  Using the ATN access point to probe other NAS subsystems must not be tolerated for performance and security reasons.  

4. In the event that there is any failure or weakness in the implementation of the above objectives, such a failure must not harm any other NAS subsystem.

Planned ATN security provisions require that: (A) The avionics CPDLC application authenticate itself with the ground CPDLC application and provides for an integrity check for every packet transferred.  In this way there is a guarantee that the communication session between ground and air is with an approved aircraft and that the data sent is the data received. (B) The ATN mobile routing protocol and ATN ground routing protocol authenticate their correspondence with any other routing process.  This guarantees the integrity of the data transferred by these routing protocols.  The planned ATN security provisions, thus, are not directed to the protection of a network infrastructure, but to assure both parties in a session that they are communicating with whom they think they are (entity authentication) and to provide for unaltered data transfer
.  As such, only item 2 from the above security objectives list is addressed by the planned ATN security provisions.

The NAS infrastructure must be protected on commencement of CPDLC services.  All the above security objectives must be met as part of the CPDLC operation.  Present IP-based commercial products are available that provide solutions to all four security requirements.  However, the ATN is OSI based and there is minimal commercial security support for OSI protocols. 

Implementation of NAS security protection provisions for the CPDLC can be done in the three ways discussed below. 

2.2 Develop the Necessary OSI Tools to Satisfy the Security Criteria

Developing a set of tools for the ATN/OSI protocols that would be roughly equivalent to those available for IP is next to impossible. The cost and schedule would be unbearable. The lack of a user base to examine and test the tools also would reduce confidence in their efficacy or trustworthiness.

2.3 Encapsulate the ATN traffic in IP Packets

This architecture uses the existing IP-based NAS infrastructure to encapsulate the OSI packet in an IP packet with predefined source and destination addresses.  That is, create an IP tunnel through which OSI packets traverse the NAS.  All commercial IP security tools can then be applied to the resulting encapsulated packet.  The tunnel establishes a conduit dedicated to ATN use, between a DSP and the DLAP.  All packets sent to the DLAP originating outside this conduit are rejected.  Such an approach also removes any “backdoors” to the DLAP (which could result from undocumented connections between the NAS and the unsecured outside world).  Examples of such backdoors would be dial-up modems and computers within the NAS that have unauthorized or unknown connections to non-NAS systems.  Packets from unknown connections or unknown sources are thus rejected with this concept.  

2.4 Exclude OSI Protocols from the NAS

A very prevalent solution used today is to move the publicly available processors for the unsecured service requests outside the internal network.  With this approach the DLAP would be moved to a “demilitarized” zone (DMZ), which is assumed to have adequate protection. This move would require some redesign to accommodate the exchange of data between the DLAP and internal NAS subsystems. By responding to CPDLC requests at the periphery, the NAS would minimize exposure to weaknesses in ATN/OSI implementations. 

There are other advantages to establishing a DMZ.  Among them are the ability to protect the NAS by hiding all internal network addresses (and hence all subsystems that are capable of network access) from the outside, and easier management of communication resources required to support public service traffic and internal traffic.  As the public and private uses of the system are separated, an increase in public traffic does not translate into an increased load on the entire system.  

3 Conclusions

This paper has presented information about information security aspects of work in progress by the FAA as it conducts a phased implementation of CPDLC. The focus has been on protecting the FAA infrastructure against threats introduced with CPDLC. This information could be used when ATNP develops guidance to States on the considerations and approaches for address information security within their own internal infrastructure. 
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This appendix presents a more detailed explanation for the CPDLC Build IA security architecture.  Some material from section 2 are repeated for completeness.  The information presented requires the reader to have some familiarity with the ATN, the Internet, and INFOSEC.  However, it does not require the reader to have a detailed knowledge of any of these topics. 
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The DLAP is the termination point for CPDLC applications on the ground.  Pilots requesting CPDLC services direct messages to the DLAP.  As such, the DLAP is a publicly available machine (i.e., an ATN end-system) located within the NAS.  Therefore, there must exist an interface on the NAS periphery that allows non-FAA originated network traffic into the NAS.  It is thus necessary to guarantee as much as possible the following behavior.  

1. Organizations that use the interface must be restricted to those with a need to do so.  By authenticating that each packet is from an approved DSP, the chances of the ATN interface being used (or abused) by an INFOSEC intruder is minimized.

2. The ATN traffic allowed into the NAS must be what it purports to be.  That is: (a) CPDLC traffic and ATN routing updates are the only outside traffic allowed to address the DLAP and NAS ATN routers, respectively; and (b) the traffic really is what it alleges to be and not some other content masquerading under false cover.

3. The CPDLC traffic must be directed only to the DLAP.  Using the ATN access point to probe other NAS subsystems must not be tolerated for obvious performance and security reasons.  

4. In the event that there is any failure or weakness in the implementation of the above provisions, such a failure must not harm any other NAS subsystem.

Only one of the above objectives is met by the ATN security provisions, now or planned.  Present ATN provisions require the use of a security field in the OSI network packet header, i.e., the Connectionless Network Protocol (CLNP) header.  The ATN manual (ICAO, 1998) specifies that this field is to be used to classify the ATN traffic for policy routing purposes.  The field indicates such things as the maximum delivery delay; or the desired preference for the air/ground link, for example use Very High Frequency (VHF) Digital Link (VDL) Mode 2 over satellite.  The CLNP security field has been employed by the ATN for purposes not related to security; thus, it provides no security services.

Planned ATN security provisions require that: (A) The avionics CPDLC application authenticate itself with the ground CPDLC application and provides for an integrity check for every packet transferred.  In this way there is a guarantee that the communication session between ground and air is with an approved aircraft and that the data sent is the data received. (B) The ATN mobile routing protocol and ATN ground routing protocol authenticate their correspondence with any other routing process.  This guarantees the integrity of the data transferred by these routing protocols.  The planned ATN security provisions, thus, are not directed to the protection of a network infrastructure, but to assure both parties in a session that they are communicating with whom they think they are (entity authentication) and to provide for unaltered data transfer
.  As such, only item 2 from the above security objectives list is addressed by the planned ATN security provisions.

The NAS infrastructure must be protected from threats targeting CPDLC vulnerabilities on commencement of CPDLC services.  There is an immediate need to meet all the above security objectives as part of the CPDLC operation.  Present IP-based commercial products are available that provide solutions to all four security objectives. However, the ATN is OSI based and there is minimal commercial security support for OSI protocols.  

Table A-1 lists the major security tools used within IP, their OSI availability, whether ATN security provisions use them, and which tools are used for each of the four security objectives.  The table is based on the tools obtainable in a Cisco 7000-series router and a Trusted Information Systems Gauntlet firewall.  While this is not a comprehensive product survey, it is felt to be representative in that both these venders are known to have a marketing strategy to provide the entire set of possible options and tools related to their products.  In the case of Cisco, this includes some OSI support.

An examination of Table A-1 shows that necessary OSI security tools are not available to secure the CPDLC system. It is concluded that implementation of NAS security protection provisions for the ATN can only be done in two ways: 

· Develop the necessary OSI tools to satisfy the security criteria. Developing a set of tools for the ATN/OSI protocols that would be roughly equivalent to those available for IP is next to impossible. The cost and schedule would be unbearable. The lack of a user base to examine and test the tools also would reduce confidence in their efficacy or trustworthiness.

· Encapsulate the ATN traffic in IP packets, so as to apply present commercial capabilities within the IP-based NAS infrastructure. 

The need for a cost‑effective and timely implementation justifies the second option, particularly as there are commercial tools to perform the encapsulation.

A.3

 seq Level2 \r 0 \h \* MERGEFORMAT 

 seq Level3 \r 0 \h \* MERGEFORMAT 

 seq Level4 \r 0 \h \* MERGEFORMAT   IP Tunnels

The solution to using existing IP-based NAS services for CLNP packets is to encapsulate the CLNP packet in an IP packet with predefined source and destination addresses.  That is, create an IP tunnel through which CLNP packets traverse the NAS.  All commercial IP security tools can then be applied to the resulting encapsulated packets.  The tunnel establishes a conduit dedicated to ATN use, between a DSP and the NAS ATN system, the DLAP.  All packets sent to the DLAP originating outside this conduit are rejected.  Such an approach also removes any unauthorized paths to the DLAP as a result of undocumented connections between the NAS and the unsecured outside world.  Examples of such unauthorized paths are dial-up modems and computers within the NAS that have unauthorized or unknown connections to non-NAS systems.  Packets from unknown connections or unknown sources are thus rejected with this concept.
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The secure tunnel represents a path from the ATN access point through the NAS to the DLAP.  (Each DLAP has its own tunnel.)  It is necessary to restrict who can use the tunnel.  (Item 1 on the security objective list.)  That is, it is necessary to choose an authentication mechanism to verify the DSP.  There are two approaches.  Both solutions use the same commercial products.  The first approach restricts the authentication protocol to the interface between a NAS boundary machine and a DSP’s boundary machine.  The second approach extends the authentication mechanism to the DLAP, for the entire length of the tunnel.  Both approaches guarantee that the packet came from a pre-approved DSP by requiring that the DSP digitally sign each packet using a secret key, known only to the DSP.  Authentication consists of examining the digital signature to verify that the unique secret key was used.  The second approach provides an additional feature.  The packet is protected from accidental or malicious modification within the NAS, as any such modification would cause the integrity check based on the secret key to fail.  It is for this reason that the second approach is preferred. 

The above operation is termed a secure tunnel.  It is preferred as it prevents insider modification and accidental modification of the ATN data stream in addition to authenticating the sender (and receiver) of the packet.  By providing an integrity guarantee between DSP and the tunnel end point near the DLAP, it also has the additional advantage of simplifying certification of CPDLC.  This simplification occurs because intermediate machines in the path need not be analyzed for expected integrity. 

The commercial products that can be used to provide a secure tunnel vary from proprietary solutions (e.g., Cisco network encapsulation) to open solutions (e.g., Internet Engineering Task Force [IETF] IPSEC standards [Thayer, 1998]).  The decision depends on what routers will be used to provide the service, the products supported by these routers, and the means used to manage, distribute, and revoke the secret keys involved.
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Given that a secure tunnel exists between DSP and DLAP, it is then necessary to restrict use of the tunnel to CPDLC purposes only (Item 2 on the objective list).  Unauthorized use of the secure tunnel by authorized DSP employees must be detected and/or rejected.  One method of restriction, used by the Internet, involves the examination of port numbers, which appear in Transmission Control Protocol (TCP) and UDP packets.  These port numbers indicate which application is to receive the data packet.  There is no equivalent concept in OSI networking, as there are no well-known application selectors. Consequently, this approach is not applicable to CPDLC.  

There is another method, supported by industry, that restricts access to prescribed services.  It is the use of an application gateway.  This method can be utilized for CPDLC messages.  An application gateway examines the incoming application data within each packet and verifies that the application data is as expected.  Since the DLAP functions very similar to an application gateway, by accepting packets from pilots and reformatting them for the controller and vice versa, this would seem to be the best method to guarantee appropriate use of the tunnel.  The DLAP must contain provisions to detect and report anomalous conditions.  One example would be the detection of multiple copies of the same packet, which could be designed to overwhelm the CPDLC application (a flooding attack).  At a minimum, it is necessary for the DLAP to report anomalous conditions to network operations personnel who can then take appropriate action.  The DLAP’s application software cannot be written assuming that the only data it receives is valid CPDLC traffic that follows the defined protocol.  For the DLAP to function as an application gateway, it must be designed with the assumption that it will receive anomalous and possibly malicious data.
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In one form of flooding attack, an adversary could send a sufficient number of valid CPDLC or CLNP network verification (e.g., CLNP echo) packets through the tunnel so that one of the following events occurs:

1. The NAS equipment to which the DLAP is connected would not have sufficient capacity to process the increased DLAP requests, which would cause valid NAS functions to fail or be delayed.

2. Any NAS routers supporting the tunnel could begin to drop other, perhaps more important, traffic in an attempt to keep up with the sudden increase in CPDLC tunnel traffic.

3. The DLAP would not have sufficient capacity to process the packets, which would cause the DLAP to fail.

Because these types of flooding attacks use valid CLNP and IP packets (not necessarily valid CPDLC content, however), it is impossible to prevent such an attack by an informed adversary.  It is thus necessary to limit the effect of such an attack.  The following paragraphs discuss possible mitigating operations, and hence apply to item 4 on the security objective list.  

Since the CPDLC packets are segregated within the NAS by means of a static tunnel, it is possible to apply policy routing at the router interfaces to restrict the tunnel’s use of the communication link resources to a pre-defined data rate or bandwidth limit.  Beyond this point the tunneled packets would be dropped, not other NAS packets.

Another solution is based on the link-layer protocol used to connect the NAS routers.  For example, assuming that the FAA uses asynchronous transfer mode (ATM) or X.25 services, a link-layer circuit dedicated to the CPDLC tunnel can be configured.  This circuit can in turn have bandwidth restrictions placed on it so that its use does not increase to the exclusion of all other traffic.  If the tunnel traffic exceeds the maximum allocated resources, the tunneled packets are first delayed and ultimately dropped if the overload does not decrease.

A very prevalent solution used today in industry (almost considered essential) is to move the processors for the unsecured service requests outside the internal network.  Any flooding attack would only affect the processors in the DMZ, which is assumed to have adequate protection. By responding to CPDLC requests at the periphery, the NAS would minimize exposure to weaknesses in ATN/OSI implementations.  This move would require some redesign to accommodate the exchange of data between the DLAP and internal NAS subsystems.  This solution works best for servers with databases that are accessed by outside users, and access of the database does not cause any requests relayed into the inside or secure machines.  An inside machine updates the database as required, asynchronously from user queries.  Unfortunately, the DLAP does not fit this model perfectly.  A CPDLC request by a pilot usually results in a corresponding message to the internal NAS subsystems.  Thus many flood attacks would be reflected onto the NAS.  However, flood attacks that involve ATN network management (e.g., CLNP echo requests) would not generate internal NAS traffic and would be mitigated entirely by the placement of the DLAP outside the NAS perimeter.

Note that there are other reasons besides flooding mitigation to establish a DMZ.  Among them are the ability to protect the NAS by hiding all internal network addresses (and hence all machines which are capable of network access) from the outside, and easier management of communication resources required to support public service traffic and internal traffic.  As the public and private uses of the system are separated, an increase in public traffic does not translate into an increased load on the entire system.  

For the purposes of this document it is assumed that a DMZ is not being employed for the benefit of ATN operation.  This assumption corresponds to the present FAA CPDLC Build IA plans.  Future consideration should be given to the establishment of a DMZ for possible use by the DLAP.  In lieu of a DMZ, it is recommend that a firewall be placed between the DLAP and the NAS.  The firewall would provide the desired containment in case of an intrusion on the DLAP, and also would allow enforcement of DLAP access rules, restricting its use to the DSP.  The use of a firewall between DLAP and NAS partially satisfies item 3 on the security objectives list.  Item 3 also requires the use of a firewall on the NAS periphery between the NAS and the DSPs.  This firewall should exist as part of the general NAS protection capability.
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The concepts discussed for DLAP operation apply equally to the context management (CM) server required to support CPDLC.  Access to the CM machine by the DSP is via a secure tunnel.  The CM machine can be placed behind the DLAP firewall on the same LAN as the DLAP, it can be another application running on the DLAP system, or it can be in an entirely different location than that of the DLAP.  If not collocated with the DLAP, the CM machine will require a machine to provide tunnel service and a firewall, similar to the DLAP protection.  In all cases, the restricted access policies described are expanded to allow CM addressed packets into the NAS, and to allow the CM machine to receive such packets.
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Local redundancy solutions, such as a hot standby, are preferred for safety related services, as there is minimal delay in recognizing the failure and switching to the standby device.  This being the case, it may not be necessary to include explicit backup procedures in the management of the secure tunnels.  However, if local procedures are not available or not applicable, redundancy can be performed in the following manner.  

Multiple tunnels would connect a DLAP with the DSP corresponding to redundant routers at either end.  These tunnels could follow different physical paths and be implemented using different technologies and telecommunications service providers.  Each tunnel is configured with an NSAP and/or IP address at each end, representing the tunnel source and destination points.  A routing protocol agreeable to both the FAA and the DSP is chosen to run between these two endpoints for each address type, OSI or Internet.  For example, the protocol to be used could be Intermediate System-to-Intermediate System (IS-IS) or Inter-domain Routing Protocol (IDRP) for the OSI addresses, and Boundary Gateway Protocol (BGP) 4 or Open Shortest Path First (OSPF) for the Internet addresses.  The routing protocols would report the availability of the remote peer interfaces, corresponding to the tunnel endpoints, to the FAA and the DSP routers.  Both tunnels or only one tunnel could be used operationally depending on service requirements.  If any router fails, the routing protocols on the remote peer would withdraw the path information to the failed router as no routing updates would be received from the failed device.  This would leave one operational tunnel through which all traffic would flow.  
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Four security objectives, when implementing CPDLC IA services, have been defined: authentication of the DSP, verification that only CPDLC related traffic is sent by the DSP, restricting the destination of such traffic to the DLAP (and CM device), and in the event of a security intrusion, containment of possible damage.  These objectives can be met using commercial products developed for the IP protocol suite.  CPDLC IA service, which is based on an ATN/OSI protocol suite, can use these commercial products and can use the NAS IP-based communications equipment by encapsulating the OSI packet in an IP packet.  This procedure is denoted tunneling. 

Functional requirements for each component required to operate these tunnels in a secure manner to support CPDLC IA service have been presented.  The functional requirements are specific to the point that all necessary routers and firewalls can be configured using the information.  

Table 1.  IW Threat Estimate


ORIGIN OF THREAT�
KNOWN TO EXIST�
PROBABLY EXISTS�
LIKELY BY 2005�
ONLY AFTER 2005�
�
Incompetent User�
Widespread�
�
Hacker�
Widespread�
�
Disgruntled Employee�
Widespread�
�
Domestic Extremists�
�
Widespread�
�
Terrorist Group�
�
Limited�
Widespread�
�
Foreign Espionage�
Limited�
Widespread�
�
Tactical IW Attack�
�
�
Limited�
Widespread�
�
Strategic IW Attack�
�
�
�
Limited�
�






Table A-� seq Table �1�.  IP Network Security Tools vis-à-vis OSI commercial Availability�and ATNP Security Provisions


IP Network Security Tool�
Security Objective�
OSI commercial Availability�
Comments�
�
Virtual Private Network (VPN); VPN technology includes network packet authentication, integrity, and confidentiality using IP network packet encapsulation�
1�
No�
Not covered in ATNP security provisions;


OSI in IP encapsulation is commercial available;


OSI in OSI encapsulation is not commercial available�
�
Proxy Services�
2�
No�
No covered in ATNP security provisions (May not be possible with OSI)�
�
Application Gateways�
2�
No �
Not covered in ATNP security provisions�
�
Authentication of Routing Protocols�
2�
No �
Covered in ATNP security provisions �
�
Application-to-Application Authentication�
2�
No�
Covered in ATNP security provisions for CPDLC only�
�
Packet Filtering�
3�
Yes�
Not covered in ATNP security provisions;


OSI protocols restricted to CLNP address filtering�
�
Network Address Translation�
3, 4�
No �
Not covered in ATNP security provisions�
�
Intrusion Detection Software�
4�
No�
Not covered in ATNP security provisions�
�
Bandwidth Restriction by Application �
4�
No�
Not covered in ATNP security provisions (Solution may not be considered within security purview)�
�
Audit Trail�
4�
No�
Not covered in ATNP security provisions (Solution may not be considered within security purview)�
�












� It may not be appropriate or feasible for the ATN Panel to have done otherwise, given the international and open nature of the organization.


� It may not be appropriate or feasible for the ATN Panel to have done otherwise, given the international and open nature of the organization.






