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SUMMARY

This paper presents a final report from SG2 on the work tasking assignments of WG1.

1.
IntroductionThe purpose of this working paper is to present a final report to WG1 on the activities and results of the Security Subgroup (SG2) since its organization at the WG1/9 meeting held during July 1997 in Langen, Germany.

2.
Work Plan
2.1
The subgroup has held twenty-one meetings during this time. A number of ad-hoc meetings and combined meetings with the other sub-groups have also been held. Coordination with and among the other sub-groups has been instrumental in resolving a number of issues.

2.2
The work plan proposed by the SG to fulfill the WG1 tasking consists of investigation of a number of issues associated with utilization of security services, conduct of activities related to investigation of operational requirements and the development of a number of specific products.

2.3
Progress has been made on all parts of the work plan. The tables in Section 3 reflect this progress and a summary follows.
2.3.1 Referring to the Deliverables and Actions Table, the Deliverable that is in Final Draft form is Sub-Volume VIII and is submitted as Working Paper W1WP1811 for WG1 review and acceptance and subsequent submission to WGW/4. This material is substantially what was presented to WGW/3 and the Panel. There has been considerable reordering of the material to assist readability and there have been corrections and some additions based on recommendations from the validation activities. We believe that the sub-volume is complete and based on validation to date sufficiently mature to publish in Doc 9705. We do expect that some minor changes will be needed as a result of additional and validation and expect that these will be processed through the normal CCB activities.

2.3.2 Validation is underway and progress has been good. Projects have been undertaken by several organizations including the FAA at the Technical center and Mitre, Aérospatiale and Sofréavia, CENA, DFS, and NASA supported by Honeywell. A Validation Report for Sub-Volume VIII is presented as W1WP1806 documenting the current status of validation. Although all validation objectives have the minimum level (g), the maximum level achieved to date for any validation objective is (e). Validation work will continue Additional work will be required to coordinate the validation of other Sub-Volumes and the reflection of that in our report.

2.3.3 Focus has been on validation and the updates to SV-8 as a result of validation. As a result, no new version of Guidance Material is proposed. Completion of Guidance will be referred to the new work program of the follow-on work groups.

2.4 Open Issues being referred to the new working groups for further study and input to ATNP/4 are identified in the Issues Table. Most of these are related to organization and implementation of the PKI infrastructure and supporting directory services.

3. Work progress
Table 3-1

WG1SG2 Completed Items



Deliverables

#

Description
Assigned To
Due Date
Status

32

Validation Report
WG1SG2
August 2000
W1WP1712 Draft Validation Report outlines the approach.

Working expect complete as of August submission to WGW/4

33

Version 1.1 Proposed Final ATN Security SARPs SV8
WG1SG2
August 2000
W1WP1811

Issues



#
Issue
Comments
Status

21
A standard notation should be adopted for security functions and it should be used consistently on all related ATN documents.  The notations provided in WP1308 can be used as a starting point and should follow the ANSI 9.63 standard as the prime governing document.
The group agrees and this will be followed
Complete – utilized in development of SV-8

25
Security for GACS
GACS does not utilize CM and so is outside the approach specified for ATC applications
Initially planned as Post ATNP/3, Work has been done but is currently stuck on the issue of unambiguous identification. GACS uses PSAP and current Security Services uses AE-Title.

Complete – specification exists within SV-8.

29
Point Compression
Although no patent has been issued, there is the possibility that one will be.

Support of point compression leads to a quandary given our current architecture.

Not everyone will support point compression. How does a sender know when to send a compressed certificate with a compressed key? If a receiver doesn’t support point compression, how does he inform the sender to send a compressed certificate without a compressed key? Our current protocol for applications does not support this. Need to check on IDRP.
Current position:

Negotiation not viable. Based on bandwidth and COTS product consideration, SV8 specifies use of compressed points. ICAO must take steps to obtain a commitment to make the technology available to all States on an equal basis in the event a patent is granted.

Table 3-2

WG1SG2 Open Items referred to WGB



Deliverables

#

Description
Assigned To
Due Date
Status



Draft ATN Security Policy (Guidance for Doc 8973)

Open
Post ATNP/3



Updates to Annex 17 and Doc 8973

Open
Post ATNP/3

Working – Annex 17 updates proposed Doc. 8973 under development. Flimsy to WG1 for Secretary to apprise other ICAO groups of ATNP activities related to security. Papers submitted to M11 Preliminary updates to 8973, additional work on Annex 17 and first cut at organizational structure. Additional coordination is needed with Masoud and the ICAO Security office during the September – December time frame to make them aware of the proposed ATN SARPs relative to security



Version y.x Proposed Final ATN Security GM

OPEN
To be proposed as work item to WGB.

To include discussion of high level requirements for DSMO fault attempts and failure

Issues



#
Issue
Comments
Status


The institutional issues related to CA and the nature of bilateral agreements that would be needed among the highest tier of CA.
Material is planned for:

1.
Core and SV-1 SARPs

2.
Concept of Operations

3.
Global ATN Security Policy
Ongoing


The institutional issues that are related to the use of cryptography as these may impact the specific cryptographic algorithm selected for use by the ATN.
Maintain approach as use of cryptography only for authentication. Masoud transmitted request to all administrations to provide information on government restrictions on import/export of cryptography and indicated that earliest likely return would be December 1997. Responses received from five states 
Ongoing. Changed at WG1/16 with introduction of encryption by IFALPA. – Post ATNP/3


Initial load of certificate/key into avionics
Action to P. Hennig and M. Bigelow to work with AEEC – ACTION #23
Ongoing

Email exchanges between P. Hennig and M. Bigelow resulted in agreement that it is premature to propose work action to AEEC. Proposed instead:

1) Develop a concepts paper in ATNP WG-B that addresses both the avionics impact and the sunset issue

2) Prepare presentation to the Datalink Users Forum (possibly in Bangkok 13-14 September) but not later than January/February 2001 in the USA.

If industry is motivated to develop corresponding AEEC specifications, action would fall to the ATN Working Group under the Datalink Systems Subcommittee.


Use of separate keys for signing and encryption (key exchange)
Recommendation is that different keys be used for encryption from those used for signing. Consideration must be given to storage and complexity of resultant system.
Encryption is Post ATNP/3


Security additions to Connectionless Transport
Connectionless was not considered during the initial evaluation of Security requirements; there has been discussion of making the necessary changes prior to ATNP/3 but this has not been resolved.
OPEN


Operational procedures in case of security failure
How and where should these be standardized. The information presented to the pilot and the procedures to apply in case of security alarm may vary depending of the source of alarm (ES vs. BIS, local vs. remote detection), the nature of the application impacted (ATC vs. AOC, CPDLC vs. D-METAR), etc…



Certification Issues
The base cryptographic functions will probably be provided by COTS (it is unlikely that ECC libraries will be developed by aircraft and ground ATC systems manufacturers). Known EC COTS implement 20.000 to 100.000 lines of C codes. The way to certify these COTS and the level of certification need to be investigated.


4. Recommendations
1. The Working Group is invited to review WP1811 as Proposed Version 1.1 Final Draft Sub-Volume VIII text for Doc 9705. The Working Group is requested to accept this as Version 1.1 and advance it to the Working Group of the Whole for publication in Doc 9705.

2. The Working Group is invited to review WP1806 as the Validation Report for Sub-Volume VIII, Security. The Working Group is requested to comment on the results obtained to date and forward the report to WGW/4. The Working Group is further invited to consider the level achieved as sufficient to recommend publication of the proposed Sub-Volume VIII in Doc 9705. The Working Group is also requested to encourage additional participation in ongoing validation activities.

3. The Working Group is invited to note the items in the tables in Table 3-2 as work to be referred to WGA or B for further consideration.

