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Operational Requirements for Security

1.
Introduction

Working Group 1 of the ATN Panel has been tasked to define the overall framework for security in the ATN and to develop SARPs and guidance material for the same.  In progressing this work program item the working group has encountered certain items that require co-ordination with the ADSP.  This communiqué has been prepared for the purpose of soliciting inputs from the ADSP. Because of the very limited time available for the ATNP working group to complete this work, we request the inputs from the ADSP, in response to this communiqué, before 17 May 1999.

2.
Discussion

Item 1) Backward compatibility and support for non-secure option.

The initial implementations of ATN will be based on Amendment 73 to Annex 10 and the first edition of Doc. 9705 and will not contain security capability. The current position of the ATN Panel is subsequent implementations, based on updated SARPs and later editions of Doc. 9705 that do contain security provisions, must be backward compatible with the earlier implementations. This means that all secure implementations must be capable of negotiating a non-secure option. As a consequence, the security of the overall system will be limited until all systems are updated.

Item 2) Display of Security Status.

The currently envisaged security framework for the ATN contains provisions to support multiple levels of security ranging from authentication on the dialogue and all message traffic passing over the dialogue to no security at all (the latter being provided for backward compatibility). During operation, situations could arise due to policy, errors, or real attack where communication between systems (ground-ground and air-ground) would be established as or become insecure. In addition, the current position of the ATNP is that an established secure dialogue that subsequently experiences a security error will not be discontinued.

3.
Request for Input from ADSP

WG1 of ATNP requests that ADSP provide responses to the following questions:

1. Does the ADSP have specific requirements that the end user be notified of the presence/absence of security?

2. In the event of security errors, what other actions should be taken?

3. Does the ADSP consider that there will be a point in time when non-secure enabled systems may not be given ATC services (sunset dates)?

