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1. 	Introduction





1.1	This paper provides an updates on findings of institutional and/or legal issues pertaining to ATN security provisions.








2.	Result of survey on the use of cryptography





2.1	A memorandum was sent to all ATNP members on 29 August 1997, requesting them to research in their States and organizations and find possible restrictions on import, export, possession or use of cryptographic algorithms. Members were asked to to tabulate their findings and send them to the Panel Secretary by the end of December 1997.





2.2	By the end of January 1998, a number of replies were received which are summarized below. 


	


Canada





There are no restrictions on either the domestic use of encryption or the importation of cryptographic mechanisms. However, the exportation of encryption implementations and techniques is controlled and requires authorization from the Department of Foreign Affairs and International Trade.





Ireland





The only restriction identified applies to those related to the 	export of dual-use goods, that is goods which may be used for both civil and military purposes.





Spain





For non-classified information, there are no cryptography regulations, except those resulting from ..(relevant legal articles).. , that establish that cryptographic media are considered dual-purpose material and thus subject to prior authorization for export.








Thailand





No restrictions have been identified.





United Kingdom





No specific restrictions on the use of public key cryptography where the product is developed by non-governmental organizations.





2.3	The full-text versions of the replies are also available for further consideration at the Sub-Group level, if necessary.








3.	Advice from the Legal Bureau of ICAO





3.1	The Legal Bureau of ICAO Secretariat was approached for advice on the issue. The following is a quote from the Director of that Bureau on the subject.





	" I understand that the concerns on this issue relate to the 	need to keep the communications secure through such means as 	encryption and the use of passwords, and the refusal by some 	States to allow such methods for messages originating from, 	passing through or destined for, areas within their 	jurisdictions. There is no legal method which will obligate 	all States to comply with whatever security measures are 	finally agreed to : a State will be bound to accept such 	security measures only if so consents. Such consent may be 	based upon a new multilateral agreement. However, acceptance 	of appropriately worded SARPs would be an equally valid method 	and would in fact seem to be a more efficient and appropriate 	manner to handle the issue keeping in mind the nature and 	scope of the subject matter."








4. Action by the meeting





4.1	The meeting is invited to consider the information provided in this paper in its continuing work on ATN security provisions.


















































*** END ***
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