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SG2 of WG1 in progressing the development of the SARPs and Guidance Material related to ATN security has identified a need to propose additions not only to Annex 10 but also to Annex 17 and associated ICAO manual materials.  To facilitate the coordination of the introduction of ATN related security materials into these documents; SG2 recommends that WG1 request that the ATNP secretary coordinate the attachment to this flimsy with the appropriate ICAO bodies.
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The ATN panel’s work program includes the development of SARPs for the security provisions of the ATN.  The initial version of the ATN SARPs, to be published in 1998, does not define any specific technical mechanisms for security.  Rather they encourage States to limit access to the ATN through physical security.  However the working groups of the ATNP are now in the process of drafting enhancements to the ATN SARPs to provide the technical means to support authentication of user messages delivered via the ATN, as well as authentication of routing and systems management information exchanged across the ATN.  This is expected to result in changes to the Annex 10 ATN SARPs as well as related ICAO ATN documents being proposed to ATNP/3, tentatively scheduled for late 1999.  Working Group 1 of ATNP while in the process of defining the overall framework for ATN security has identified a need to introduce changes into not only Annex 10, but also into Annex 17 and the related ICAO Doc 8973. While Annex 17 defines very high-level security requirements, Doc 8973 provides a substantial level of detailed guidance.  Doc 8973 defines “Acts of unlawful interference” to include: “communicating information which is known to be false, thereby endangering the safety of an aircraft in flight.” This is consistent with the definition of “offences” in Doc 8966 (1971).  However, the current Annex 17 and Doc 8973 do not define any specific security provisions for directly securing communication services other than general physical security.  Working group 1 of the ATNP believes that it is appropriate to add high level requirement(s) in Annex 17 for the security of ATS related communication services and detailed guidance in Doc 8973 on the management, operation and administration of security services associate with the ATN.  Although the ATNP is only responsible for the ATN related standards, it is the opinion of WG1 of the ATNP that Annex 17 should define the security programme for communications, navigation and surveillance (CNS) systems in general. The appendix to this summary represents an initial draft of the proposed changes to Annex 17.  Coordination with other ICAO groups beyond ATNP will be required.  The proposed changes to Doc 8973 are under development by WG1SG2 and will be available by June 1998.





As a more general comment, ICAO should give consideration to a more general restructuring of Doc 8973 to provide a document structure to readily allow for the addition of material describing the management, operation and administration of security services offered for future CNS systems.  


�
 Appendix





PROPOSED CHANGES TO ANNEX 17





RECOMMENDATION N° 1: 





Add the following text to CHAPTER 3. ORGANIZATION:





3.1.20	Each Contracting State shall ensure the establishment of a CNS security programme, adequate to the needs of international traffic.





3.1.21	Each Contracting State shall arrange for the establishment of a CNS security committee to advise on the development and co-ordination of CNS security measures and procedures.





3.1.22	Each Contracting State shall nominate and train a CNS Security Manager to implement the CNS Security Policy and co-ordinate the security requirements with other national or international organizations concerned.





RECOMMENDATION N° 2: 





Add the following text to CHAPTER 4. PREVENTIVE SECURITY MESURES:





4.6 Measures relating to aeronautical communication networks:


4.6.1	Each Contracting State shall ensure that the architectural, technical and infrastructure-related requirements necessary for the implementation of international civil aviation security measures, are integrated into the design, construction and operation of aeronautical communications networks. These requirements should address the danger to the safety of aircraft in flight posed by the communication of false information through aeronautical communications networks and the destruction, damaging, or interference with the operation of these networks.





4.6.2	Each Contracting State shall establish measures to prevent unauthorized access to aeronautical communications networks used for operational communications, navigation, surveillance and air traffic management services





RECOMMENDATION N° 3: 





Add the following text to the ATTACHMENT TO ANNEX 17:





EXTRACTS FROM ANNEX 10 – AERONAUTICAL TELECOMMUNICATIONS, VOLUME III, PART I (DIGITAL DATA COMMUNICATION SYSTEMS)�
�



CHAPTER 3. AERONAUTICAL TELECOMMUNICATION NETWORK





3.8 ATN SECURITY REQUIREMENTS


(to be developed)





