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1 Introduction

This chapter provides background information, describes the architecture and provides a concept of operation of the security services within the Aeronautical Telecommunications Network (ATN). The target audience for this chapter is anyone desiring a first general description of the ATN Security Services, the ATN Security Architecture, and a general overview of cryptography and cryptographic schemes. The detailed technical provisions of the security services and the mechanisms that implement them are set forth in Sub-Volume VIII of Doc 9705. Detailed technical guidance on the specifics of the security services is contained in Part V Chapter 4.

1.1 Purpose

The security services within the ATN support operational requirements for the secure exchange of ATS information via the ATN and for protection of ATN resources from unauthorized access. The ATN security services have been designed to support mobile and fixed users of the network.

Security services for the ATN were developed to support requirements delineated in Doc. XXXX {TBD} – Manual of Air Traffic Services.
The ATN security services are used to provide assurance that the originator of a message delivered via the ATN can be unambiguously authenticated by the receiving entity and that appropriate control is applied when ATN resources are accessed. In addition, the security services provide assurance of the integrity of the data.

Planners and implementers should take note that, in general, security services support but do not guarantee protection from security violations. In particular, cryptanalytic advances and local implementation issues (e.g. poor random number generation) may affect the overall level of protection.

While provision has been made within the security services to allow updates ( e.g. to increase key length or change algorithms) in response to cryptanalytic advances, local implementation issues remain a local matter. It is the responsibility of the authorities implementing and operating the services to put an overall process in place, with the necessary controls, to ensure that the services are securely implemented. These controls should include the application of appropriate measures (e.g. audit, certification) in order to verify compliance.

The security services for the ATN include mechanisms to provide security for application and routing related communications within the ATN. The security mechanisms employed use public-key cryptography. A Public Key Infrastructure (PKI) provides the requisite support to distribute the public keys of ATN entities and thereby enable the operation of the ATN security solutions.

The ATN security services and the mechanisms that implement those services are consistent with the ISO Standards and ITU-T Recommendations for security within open systems. The ATN application and IDRP security solutions are based on the elliptic curve digital signature algorithm, the elliptic curve Diffie-Hellman (key agreement) protocol and the Hashed Message Authentication Code (HMAC) MAC scheme. The ATN certificate and CRL formats and the supporting PKI are based on the ITU-T X.509 authentication framework.

1.2 Structure of ATN Security ConOps

This Section serves as an Introduction.

Section 2 is an overview of the security services as they apply to Air-Ground and Ground-Ground applications as well as the Inter-Domain Routing Protocol.

Section 3 contains a synopsis of the ISO Security Framework and maps the framework to the ATN.

Section 4 ATN Security Environment provides an overview description of the ATN PKI architecture, each entity’s role in the architecture, what form of certificates and CRLs are used to distribute public keys, and how these certificates and CRLs are delivered and validated. 

Section 5 provides an overview of the operation of the security solution.

Section 6 describes the provisions made to support the staged implementation of security. This includes the transition from a non-secure communication environment to one in which security is available but optional for use. The recommended next step of transition to a fully secure communications environment is also described..

2 ISO Security Framework

The material in this section is drawn from ITU-T Recommendation X.800 (Security Architecture For Open Systems Interconnection For CCITT Applications) which is technically aligned with ISO 7498-2 (Basic Reference Model – Part 2:Security Architecture). Material is drawn from X.810 (Security Frameworks for Open Systems: Overview) which is identical text with ISO 10181-1. The reader is referred to these Recommendations (or the ISO Standards) for additional detail.

2.1 Security Overview

The term “security” is used within ISO in the sense of minimizing the vulnerabilities of assets and resources. An asset is anything of value. A vulnerability is any weakness that could be exploited to violate a system or the information it contains. A threat is a potential violation of security.

The motivation for security in open systems is driven by increasing dependence on computers that are accessed by, or linked by, data communications; the emergence of “data protection” legislation; and the wish of various organizations to use standards, enhanced as needed, for existing and future secure systems.

In general, the following may require protection:

a)
information and data (including software and passive data related to security measures such as passwords);

b)
communication and data processing services; and

c)
equipment and facilities.

The threats to a data communication system include the following:

a)
destruction of information and/or other resources;

b)
corruption or modification of information;

c)
theft, removal or loss of information and/or other resources;

d)
disclosure of information; and

e) interruption of services.

In general, threats are classified as accidental or intentional and may be active or passive. More about these threats and specific attacks can be found in Annex A of X.800.

2.2 Introduction to ISO Security

Security in an open systems environment is just one aspect of data processing/data communications security. Also, as OSI is concerned only with the interconnection of systems, the protective measures used in an OSI environment require supporting measures which lie outside the scope of OSI. Within ICAO, many of these measures (e.g. physical controls, personnel background checks) are based on the provisions of Annex 17 and the guidelines in Doc 8973.

The objective of OSI is to permit the interconnection of heterogeneous computer systems so that the exchange of information between communicating entities may be achieved. At various times, security controls must be established in order to protect the information exchanged between these entities. Such controls should make the cost of improperly obtaining or modifying data greater than the potential value of so doing, or make the time required to obtain the data improperly so great that the value of the data is lost.

X.200 (aligned with ISO 7498) describes the Basic Reference Model for open systems interconnection (OSI). It establishes a framework for coordinating the development of existing and future Recommendations for the interconnection of systems.

X.800 defines the general security-related architectural elements which can be applied appropriately in the circumstances for which protection of communication between open systems is required. It establishes, within the framework of the Reference Model, guidelines and constraints to improve existing Recommendations or to develop new Recommendations in the context of OSI in order to allow secure communications and thus provide a consistent approach to security in OSI.

X.800 extends the Reference Model to cover security aspects which are general architectural elements of communications protocols, but which are not discussed in the Reference Model and extends the field of application of X.200, to cover secure communications between open systems.

X.800 provides a general description of security services and related mechanisms, which may be provided by the Reference Model; and defines the positions within the Reference Model where the services and mechanisms may be provided.

X.800 identifies basic security services and mechanisms and their appropriate placement for all layers of the Reference Model. In addition, the architectural relationships of the security services and mechanisms to the Reference Model are identified. The Recommendation notes that additional security measures may be needed in end systems, installations and organizations.

OSI security functions are concerned only with those visible aspects of a communications path which permit end systems to achieve the secure transfer of information between them. OSI security is not concerned with security measures needed in end systems, installations, and organizations, except where these have implications on the choice and position of security services visible in OSI.

2.3 Application of ISO Security Framework to ATN

Several concepts important to understanding the application of the ISO security framework to the ATN are defined in X.800 and developed in X.810 (ISO 10181-1). X.800 defines a security policy as the set of criteria for the provision of security services. X.810 identifies a security domain as a set of elements under a given security policy administered by a single security authority for some specific security-relevant activities.

Through the SARPs, ICAO establishes the standards for the security domain that consists of the whole of the ATN. ICAO has overall responsibility for the definition of the ATN security domain and the interaction of State sub-domains within that domain. It specifies (through the SARPs) the rules for interaction between sub-domains, it carries out a review of the rules on a periodic basis, and it acts as a repository for salient information such as the identities of State-designated State Certificate Authorities (CA).

As security authorities for their own domains, States govern the ground application entities, ground routers, and aircraft operating entities within their domain. They ensure and facilitate the effective and secure operation of the ATN within their domain.

3 Overview of Security Solution

3.1 Introduction

3.1.1 Need for ATN Security

ATN is the key enabling technology that will improve air traffic system capacity and reliability in the future.  In the era of free flight, computer-to-computer information exchange will automate Air Traffic Management (ATM) and minimize human interaction. In that environment, safety-of-flight is seriously affected if Air Traffic Service (ATS) messages are directed incorrectly, delivered incorrectly, delivered in a untimely manner, duplicated, or never delivered. Equally serious is the potential for an external entity (e.g., hacker, adversary, etc.) to penetrate an otherwise reliable system and accidentally or maliciously cause a breakage that jeopardizes the overall safety and integrity of a given air space. Examples of potential attacks include:

· Monitoring the transmission medium,

· Modification to the address information or the content of information resulting in untimely, duplicate or non-delivery of messages,

· Jamming or flooding the network or a particular transmission medium,

· Masquerading as a genuine user (e.g., phantom controllers or phantom pilots),

· Replaying an earlier valid message at an inappropriate time,

· Modification to the routing information tables of the network.

The main areas of vulnerability of the ATN are:

· Air-ground data communication path (e.g., satellite, VHF, HF, or Mode-S),

· Data transfer over shared service networks (e.g. public communication networks),

· Physical access to equipment and circuits (e.g., impracticability of achieving physical security at isolated or remote locations).

An analysis of the above threats concluded that communication monitoring and third-party traffic analysis do not constitute a safety hazard, so there is no need to guard against them. The physical security of the ATN systems and network components are implemented by policies imposed on States and/or organizations responsible for managing these resources and are beyond the scope of the ATN.

However, messages exchanged between aircraft and Air Traffic Control (ATC) centers, as well as network management information, require authentication and protection from modification, masquerade, and replay to provide users with a high level of assurance that messages originate from where they claim, have not been tampered with, and are not a repeat of obsolete messages. In addition, the mobile and terrestrial communication sub-networks that support these message exchanges require protection against denial-of-service attacks. One mechanism for providing this protection is the provisioning of alternative communications paths in case one path gets jammed.

3.1.2 ICAO Requirements for ATN Security

Based on the threat analysis mentioned in the previous section, ICAO has established the following requirements for ATN security services:

· Peer Entity Authentication—Within the ATN infrastructure, communicating peer entities shall authenticate each other to verify the identity “claims” of participating entities. 

· Access Control—The ATN shall include access control services to prevent the unauthorized use of ATN resources.

· Data Integrity—The ATN shall provide data integrity to ensure that a communicating entity receives information that has not been modified, either accidentally or intentionally, while the data was in transit. In addition, the data integrity service shall provide protection from replay such that a malicious entity cannot record a valid information exchange between two entities and replay the obsolete exchange at some later time as a valid exchange.

Since the threat analysis concluded that communication monitoring and traffic analysis do not pose an ATS safety hazard, data confidentiality is not an ICAO ATSC security services requirement. However, the ATN security services include cryptographic functions that may be used to support non-ATS applications (e.g., airline operations communications) that require/desire data confidentiality.

3.2 Securing ATN Communications Protocols

The ATN security solution employs the ATN cryptographic schemes and the ATN PKI in two places:

· Within the ULCS to secure application entities against application entity impersonation, and message injection, substitution, and replay. ULCS security is essentially supplied by authenticating ULCS message exchanges. Because of the scarcity of RF bandwidth within the ATN air-ground, two different approaches are used:

1. For air-ground communications, a customized approach based on the ATN MAC scheme is used, with key management founded on a key agreement protocol performed between CMA applications

2. For ground-ground communications, a general approach based on the ATN signature scheme is used.

· Within the IDRP protocol to secure routers against denial-of-service via invalid router database updates.

3.2.1.1 Air-ground ULCS Security

Air-ground ULCS security is based on a two phase approach consisting of a hybrid key establishment protocol, followed by a purely symmetric packet security protocol.  Thus it copies to an extent the approach of protocols like IPSec and TLS.

3.2.1.2 UCLS GROUND-GROUND SECURITY

Ground-ground ULCS security is considerably more straight forward than air-ground ULCS security.  A simple approach based on signing data packets is used.  The lack of bandwidth constraints means it is unnecessary to adopt a two-phase approach and introduce sessions and session-specific symmetric keys. 

3.2.2 IDRP Security

IDRP security is employed on both air-ground and ground-ground IDRP to protect routers from denial-of-service attacks based on invalid router database updates.

IDRP security, like UCLS security, is based on a two-phase approach consisting of a hybrid key establishment protocol performed during connection establishment followed by a purely symmetric packet security protocol.

The main differences between the IDRP security solution and the ULCS air-ground security solution from a cryptographic perspective are that:

· Implicit authentication rather than explicit authentication is provided during key establishment.

· Air-ground IDRP includes the option to provide only unilateral authentication of the air to the ground, rather than mutual authentication. 

3.3 Limitations of ATN Security Solution

The security solutions for the ATN has been designed to address the ICAO requirements specified in section 2.1.2. These solutions will not address all potential system threats and vulnerabilities. This section discusses these threats and strategies to mitigate them.

3.3.1 Interruption of Service on a Specific RF Media

The ATN security solution is designed to provide cryptographic integrity of the information exchanged between the sending and the receiving end systems. It relies on underlying ATN communications architecture for data transfer. ATN may use commercial subnetworks for terrestrial and RF media for air/ground interconnections. It is possible for an adversary to jam one or more RF media or disconnect some parts of the terrestrial network. The ATN security solution does not offer any protection against this threat. It is expected that an aircraft will support multiple air/ground subnetworks using diverse access technologies covering a wide RF spectrum (such as VHF, HF, and Satellite media). This will ensure that at least one air/ground subnetwork is available for communications while others are being jammed (assuming simultaneous jamming of all RF media will be cost prohibitive). Some subnetworks have the provision to utilize multiple channels and switch to clear channels when one is jammed. The terrestrial networks should contain sufficient diversity to ensure path availability to critical services while some parts of the network is out of commission.

Network providers and users should establish appropriate security policies to mitigate this threat. Although ATN Security SARPs does not address these policies, high level policy guidelines have been specified in ICAO Annex 17, section x.x.x. 

3.3.2 Denial of Service for Individual Aircraft

ATN security solution for the network layer requires that all routing updates sent from aircraft be authenticated by the air/ground router. This protects on-ground routing databases from corruption by an adversary. Authentication of uplink routing updates is supported by the ATN security architecture but is not required by the SARPs. This asymmetric solution is acceptable because aircraft do not act as transit routers. Therefore, corrupted airborne database will deny ATN service to that particular aircraft while corruption of on-ground routing databases may deny services to a multitude of aircraft. This limitation can easily be overcome by implementing bi-directional authentication at the network layer, which is supported by the ATN.

3.3.3 Unauthorized Access of Information

Edition 3 of Doc 9705 did not include confidentiality services because there is not a stated need for privacy in non-military air traffic control. However, the security architecture specified for ATN can be extended to support confidentiality. Since airline operational control may contain proprietary information and routine air traffic control information may become sensitive data for certain military or other missions, the action to extend the security services to provide confidentiality has been included in the work program of a subsequent ATN Panel.

3.3.4 Identification of Sender/Receiver

Unique identification of all entities within the ATN system is essential for routing and relaying user information through the network. In addition to the network address, each application within ATN is specifically addressed. Therefore, an adversary can easily identify the source and destination of all user data by passively monitoring network traffic. In general, this is not a threat for commercial and general aviation. All air traffic control communications can be openly accessed today. On the contrary, military aircraft maintain radio silence and frequently change call signs to avoid detection and identification by potential adversaries. ATN, as defined today, does not address this threat. It would be difficult to encrypt the protocol headers that contain the addressing information because ATN requires transparent headers for proper functioning of the network. Dynamic switching of entity addresses is difficult to achieve as well because it conflicts with the fundamental requirement of the ATN, i.e. all entities should be uniquely identifiable. Bipartisan agreement between the State (and/or the ATN service provider) and the military user will be necessary to mitigate the identification threat.

3.3.5 Unauthorized Access of Physical Resources

All information exchanged over the ATN can be compromised if the physical resources are not protected. As per the current charter of the ATN Panel, ATN SARPs do not cover physical security aspects. Security requirements specified in the SARPs only protect information during transit through the network. Additional guidelines for physical security is provided in ICAO Annex 17, section x.x.x. States and Organizations implementing ATN are encouraged to develop appropriate policy and practices to provide adequate physical security that is commensurate with their operating environment.

3.3.6 Insider and Outsider Threats

The ATN security solution does not provide any protection against insider threats. Similar to physical security described in section 2.4.5 above, insider threats must be mitigated by appropriate design of security policy and practice statements.

Only a limited set of outsider threats is addressed by the ATN security solution based on the analysis performed by the air traffic community. These are: masquerade, replay, and modification of information content. The security architecture specified in the SARPs may address other threats but its ability to provide this extension has not been validated.

3.3.7 Repudiation

Repudiation of information exchange is not considered a threat for air traffic control. Therefore, the ATN security SARPs do not specify any requirements for non-repudiation.  Currently, the end users (both aircraft and ground control computers) maintain extensive logs of data transfer for post-mortem safety analysis. It is expected that this practice will continue for future ATN operations. The States should develop policies and practices appropriate for their operating environment to address non-repudiation issues.

3.3.8 Traffic Analysis

Traffic analysis permits adversaries to passively monitor the network traffic and derive conclusions regarding its user/s. This is not perceived as a threat for air traffic control communications. Therefore, the ATN security architecture does not protect against passive monitoring of information exchange. Traffic analysis might be a potential concern for military users and may be addressed in future as part of confidentiality task described in section 2.4.3.

3.3.9 Accidental Threats

Accidental threat are created from software bugs, unanticipated hardware or power failure, telco outage, etc. The ATN security architecture does not address these threats. Accidental threats must be mitigated by appropriate policy statements and operating practices.

4 ATN Security Environment

This section provides an overview of cryptography and describes, at a high level, how cryptography is applied within the ATN security solution.  Detailed ATN Operational Scenarios are subsequently described in Section 5.

4.1 Overview of Cryptography

4.1.1 Introduction

Traditionally, information security services were provided by physical means.  Storing data in a safe and communicating data in a sealed envelope using a trusted courier ensured confidentiality, and appending a handwritten signature to a document ensured its authenticity.  While physical techniques are well suited to securing information stored on paper, they are not amenable to the modern world in which data is stored in digital form and communicated over electronic networks, such as the ATN. 

Cryptography addresses this challenge by securing data by transforming the data itself, independent of the mediums used for data storage and transmission.  Consequently, cryptography is widely applied in the digital world, including:

· Secure Socket Layer (SSL) is used for secure internet browsing by banks and e-commerce sites. (SSL is indicated by “https” internet addresses.) 

· Secure MIME (S/MIME) is used to protect email messages. 

· Internet Protocol Security (IPSec) is used to secure remote access to corporate networks. 

Cryptography is employed to secure communications systems using combinations of the following security services, which are the building block necessary to meet high-level security requirements identified via risk analysis of a system:

· Data Confidentiality—the assurance that data is unintelligible to unauthorized parties;

· Data Integrity—the assurance that data has not been modified by an unauthorized entity;

· Data Origin Authentication—the assurance that data has originated from a specified entity;

· Entity Authentication—the assurance that an entity is involved in a real-time communication with a particular entity; and

· Non-repudiation—the assurance that an entity cannot later deny originating data.

4.1.2 Cryptographic Schemes

Cryptographic schemes are the mechanisms that cryptographers design in order to provide the building block security services. There are two fundamental types of cryptographic schemes: symmetric (a.k.a., secret key) schemes and asymmetric (a.k.a., public-key) schemes. 

4.1.2.1 Symmetric Schemes

In a symmetric, or secret key, scheme, both the sending and recipient parties use the same key.  The best known example of a symmetric scheme is encryption, which is designed primarily to provide data confidentiality. The specification of an encryption scheme consists of an encryption operation that the sender, Alice, uses to transform data into unintelligible ciphertext and a decryption operation that the recipient, Bob, uses to retrieve the data from the ciphertext.  With symmetric cryptography, the key generation and distribution processes must protect the key from unauthorized access.  Symmetric schemes work well for very small groups; however, protected distribution of keys is a challenge in environments with a large number of users.

4.1.2.2 Asymmetric Schemes

In an asymmetric, or public-key, scheme, each party has an asymmetric pair of keys—a private "unlocking" key that is kept secret and a public "locking" key that can be published—such that it is difficult to derive the private key from the public key.  The security of public-key schemes that have been discovered to date is based on the concept of one-way functions, which are easy to compute using a known "locking" key, but extremely difficult to solve without knowing the "unlocking" key.  

The schemes widely deployed today rely on one of three mathematical problems: the integer factorization problem, the discrete logarithm problem, and the elliptic curve discrete logarithm problem.  The following paragraphs provide a brief overview of these problems, before focusing on the elliptic curve discrete logarithm problem, which is the basis for the public-key schemes used in the ATN security solution.

4.1.2.2.1 Integer Factorization

The integer factorization problem is based on the difficulty of factoring large numbers. That is, given two prime numbers p and q, it is relatively easy to multiply p and q to form n=pq, but it is difficult, given only n, to recover p and q.  Rivest-Shamir-Adelman (RSA) schemes are examples of schemes based on the integer factorization problem.

4.1.2.2.2 Discrete Logarithms

The discrete logarithm problem is the modular version of the traditional logarithm problem widely studied in high school. For a given prime number p, and two numbers g and k less than p, it is relatively easy to compute gk (mod p), but it is difficult, given only p, g, and gk, to recover k.

The Diffie-Hellman key agreement scheme is an example of a cryptographic scheme based on the discrete logarithm problem. In this scheme, Alice and Bob first select a prime number p and an integer g less than p. Alice and Bob now each select a key pair – Alice selects a private key a and the corresponding public key ga (mod p), and Bob selects a private key b and the corresponding public key gb (mod p). Alice and Bob now exchange their public keys ga and gb. 

Both form the shared secret key:

gab=(ga)b=(gb)a (mod p)

To see that the Diffie-Hellman scheme relies on the difficulty of the discrete logarithm problem, observe that if Eve is able to take discrete logarithms modulo p, then she can recover a from ga (mod p), and then she too can compute the shared secret as (gb)a.

4.1.2.2.3 Elliptic Curve

The public-key schemes used in the ATN security solution rely on the difficulty of the third hard mathematical problem, the elliptic curve discrete logarithm problem. Such schemes are known collectively as “elliptic curve cryptographic schemes”. As the name implies, the elliptic curve discrete logarithm problem is related to the discrete logarithm problem. However in this case, instead of performing operations on numbers modulo p, operations are performed on mathematical structures known as elliptic curves.

4.1.2.3 Message Authentication Code Schemes

A Message Authentication Code (MAC) scheme provides data origin authentication and data integrity.  Alice and Bob first establish a shared secret key. Then when Alice wants to authenticate a message to send to Bob, she applies the tagging operation to the message using the key and obtains the tag on the message. She sends both the message and the tag to Bob. Bob uses the tag checking operation to check that the message and tag he receives are from Alice. If the tag checking operation confirms that the message and tag are genuine, then Bob knows that Alice sent the message because only Alice knows the secret key needed to compute the tag, and Bob knows that the message has not been altered because a different message would have a different tag. 

4.1.2.4 Signature Schemes

Signature schemes provide non-repudiation because an independent third party is able to assess whether or not Alice’s signatures are genuine using her public key.  Alice first chooses a private and public key pair and gives the public key to Bob. Then when she wants to sign a message to send to Bob, she applies the signing operation to the message using her private key and obtains a signature on the message. She sends both the message and signature to Bob. Bob uses the signature verification operation with Alice’s public key to check that the message and signature he receives are from Alice. Signature schemes provide data origin authentication and data integrity in the same way that MAC schemes provide these services. (Note that in order to provide data integrity, unlike handwritten signatures, cryptographic signature schemes must be message dependent.) 

4.1.2.5 Key Agreement Schemes

There are also public-key schemes called key agreement schemes, which are used in the ATN. The purpose of a public-key key agreement scheme is not to provide any security services directly, but instead to establish shared secret keys between two or more parties so that the parties can subsequently use the keys with symmetric schemes to provide security services. In key agreement schemes, both Alice and Bob have private and public key pairs. To establish shared secret keys, Alice and Bob exchange their public keys along with other relevant values. After this exchange, both parties are able to compute the keys from their private key and the other party’s public key.

4.1.3 Security of Cryptographic Schemes

When cryptographic schemes are employed in an application, a wide variety of attack strategies are possible.  Attack strategies may include:

· Cryptographic—computational attacks aiming to recover secret keys, forge signatures, and the like.

· Physical—aiming to break into secure facilities, monitor electromagnetic discharges, and the like.

· Social—aiming to blackmail or bribe trusted employees, and the like.

How effectively these attacks are prevented is a measure of the security of the system.  The goal of the system designer is to ensure that all attacks are infeasible.

The security of cryptographic schemes against computational attacks is therefore an important part of overall system security.  Each type of cryptographic scheme is designed with a particular goal in mind:

· Encryption schemes are designed to prevent an attacker learning any information about encrypted messages.

· MAC schemes are designed to prevent forgery by a third-party attacker.

· Signature schemes are designed to prevent forgery even by the intended recipient of the signed message.

Each of the ATN cryptographic schemes is believed to achieve the above goals provided that sufficiently large keys are used with the schemes.

Given the computational power available today, it is estimated that attacks requiring 280 Steps will be infeasible in the short to medium terms and attacks requiring 2112 Steps will be infeasible in the medium to long term.  Table 4.1.3-1 gives the required key sizes for different types of schemes based on these estimates.  Refer to ANSI X9.62 for further details.

Table 4.1.3-1. Key sizes (in bits) for Cryptographic Schemes



Attack Complexity
Symmetric Key Size
RSA & Diffie- Hellman Key Size
ECC Key Size

280
80
1024
160

2112
112
2048
224

Key sizes for the ATN cryptographic schemes were selected based on the estimates above.  It should be noted, however, that the security of cryptographic schemes changes over time as additional computational resources become available and as new attacks are found.  Implementers should, therefore, regularly review the state-of-the-art and be prepared to increase key sizes and even replace when appropriate.

4.2 ATN Cryptographic Schemes

The previous section introduced encryption schemes, MAC schemes, signature schemes, and key agreement schemes.  The ATN security solution employs specific signature, MAC, and key agreement schemes in order to supply security services. This section introduces the three schemes in detail.

4.2.1 ATN Digital Signature Scheme

The ATN employs a signature scheme called the elliptic curve digital signature algorithm or ECDSA, which is designed to prevent forgery in order to provide the desired services of data integrity, data origin authentication, and non-repudiation.

Within the ATN security solution, ECDSA is employed with 163-bit keys by ATN application entities to sign messages using the parameters B-163 specified in FIPS 186-2, and with 233-bit keys by ATN Certificate Authorities to sign certificates using the parameters B-233 specified in FIPS 186-2.  Following the estimates in Section 4.1.3, 163-bit ECC keys are believed to provide short- to medium-term security and 233-bit ECC keys are believed to provide medium- to long-term security. Fixed parameters are used to ensure interoperability, and to allow validation against FIPS 140-1.

ECDSA is specified in a number of standards, including ANSI X9.62, FIPS 186-2, IEEE 1363, and SEC 1. These standards contain detailed specifications of the scheme as well as extensive security discussion.
4.2.2 ATN Key Agreement Scheme

The ATN employs a key agreement scheme called the elliptic curve Diffie-Hellman scheme. As the name implies, the elliptic curve Diffie-Hellman is the elliptic curve analog of the Diffie-Hellman key agreement scheme described in Section 4.1.3. 

The elliptic curve Diffie-Hellman scheme is designed to prevent an eavesdropper who witnesses the public key exchange from recovering the shared secret key.

Within the ATN security solution, elliptic curve Diffie-Hellman is employed with 163-bit keys by ATN application entities and ATN routers to establish session keys using the parameters B‑163 specified in FIPS 186-2.  Following the estimates in Section 4.1.3, 163-bit ECC keys are believed to provide short- to medium-term security. Again, fixed parameters are used to ensure interoperability.

Like ECDSA, the elliptic curve Diffie-Hellman is also specified in a number of standards, including ANSI X9.63, IEEE 1363, and SEC 1. These standards contain detailed specifications of the scheme as well as extensive security discussion.

4.2.3 ATN MAC Scheme

The ATN employs a MAC scheme called HMAC, which is designed to prevent forgery so that it provides data integrity and data origin authentication as desired.

Within the ATN security solution, HMAC is used by ATN application entities and routers with the hash function SHA-1, with 160-bit keys.  Following the estimates in Section 4.1.3, 160-bit symmetric keys are believed to provide medium- to long-term security.

Furthermore, ATN routers truncate the output of SHA-1 and use HMAC with 128-bit tags, and ATN application entities truncate the output of SHA-1 and use HMAC with 32-bit tags.  These transactions are performed to save bandwidth.  The use of 32-bit tags means that with probability

232, an attacker can guess the correct tag on a particular message.  Within the ATN, HMAC is used in conjunction with a counter in order to prevent replay, and as a result, truncating HMAC output to 32-bits is believed to provide sufficient protection.

HMAC is specified in several standards, including ANSI X9.71, and IETF RFC 2104. These standards contain detailed specifications of the scheme as well as extensive security discussion.

4.3 Public Key Infrastructure (PKI)

4.3.1 Introduction to PKI

Although public-key cryptographic schemes reduce the key management problem by reducing the number of keys and by removing the need for parties to share secret information, nonetheless the schemes still require parties to share authentic information – their public keys.

If parties do not share their public keys in an authentic manner, the following problem can arise. Eve can substitute a public key of her choice for Alice’s public key. Now Eve is able to decipher messages Bob encrypts using Alice’s fake public key – because Eve in fact chose the public key herself!

Therefore in order to make public-key cryptographic schemes effective, a mechanism to enable the authentic distribution of public keys is required. The standard solution to this problem is known as a public key infrastructure or PKI, which consists of a number of components.

Trusted parties known as Certificate Authorities or CAs issue certificates to users. Each certificate consists of information including a user’s identity, a user’s public key, and other information such as the validity period of the certificate, along with the CA’s signature of this information. Other users can now obtain an authentic copy of a user’s public key provided they have the CA’s public key by retrieving the user’s certificate and verifying the CA’s signature on the certificate.

Because Alice and Bob may obtain their certificates from different CAs, it is also necessary for CAs to issue certificates not just to users, but also to other CAs. The certificates issued to other CAs enable Alice to obtain Bob’s public key even if Alice and Bob use different CAs – in this event to obtain Bob’s public key, Alice obtains a chain of certificates in which the first certificate is issued by her CA to a second CA, the second certificate is issued by the second CA to a third CA, and so on, until the last certificate is issued by Bob’s CA to Bob. The certificates issued between CAs define an architecture among CAs. Different architectures are possible – including a hierarchical structure in which a single “root CA” certifies all “subordinate CAs”, or a flatter structure in which each CA certifies every other CA, or a hybrid structure combining the hierarchical approach and the flatter approach.

Other components essential to a PKI include protocols to convey certificate requests from users to CAs, procedures for CAs to check that the information contained in certificate requests is correct, procedures for users to obtain CAs public keys, distribution services to make certificates available to users when they need them, revocation methods to enable certificates to be annulled if a key is compromised, and conventions to assign liability in the event that security problems occur.

4.3.2 ATN PKI

This section presents the details of the PKI designed to enable the ATN security solution. In order to enable the solution, it is necessary to precisely specify various aspects of this PKI, including the overall architecture used, the certificate formats employed, and how to deal with the possibility of revocation.

4.3.2.1 Architecture

The ATN PKI employs a fundamentally flat CA architecture in which each State runs a CA, and aircraft operating entities may in turn run subordinate CAs. The overall architecture is illustrated in Figure 4.3.2.1-1.

Figure 4.3.2.1-1. ATN PKI Architecture

In the figure, a solid arrow from one party to another indicates that the first party issues certificates to the second party. A dotted arrow indicates that the first party may issue certificates to the second party.

Note that, although in general, each State runs a CA, States may choose to share a single CA – for example the US and Canada or the European States may choose to run a single CA. Similarly, although aircraft operating entities runs a CA, they may choose to contract this task to their State’s CA, thereby eliminating the subordinate AOE CA indicated in the diagram.

Several factors influenced the design of the ATN PKI architecture. A flat structure, rather than a hierarchical structure, was chosen because no entities appropriate to provide a root CA were identified. A dense structure in which each State CA certifies every other State CA directly was chosen in order to minimize the size of certificate chains. Aircraft operating entities are permitted to run their own CAs in order to allow aircraft operating entities to minimize their reliance on the security of a single State CA, and in order to facilitate the ability for aircraft operating entities to provide secure services outside of the ATN without relying in any way on the security of entities outside of their direct control.

4.3.2.2 ATN Certificate Formats

The ATN PKI employs a widely used certificate format known as the X.509 certificate format.

When this format is used within the ATN, several points are worthy of attention:

· Naming—CAs and applications are identified by names based on their AE-titles. Routers are identified by names based on their NSAPs.

· Validity periods—Validity periods of certificates depend on the particular use of the certificate, and which technique is used for dealing with revocation of the certificate. (See Section 4.3.2.3 for further discussion of revocation methods.) Table 4.3.2.2-1 lists the recommended duration of the different types of keys and certificates. In the event that a key pair has a longer duration than the associated certificate, repeated certificates are obtained certifying the same key pair.

· Key Sharing—Key pairs are shared in some cases – a single key pair is used by all applications in an aircraft, and a single key pair may be shared by all applications of a particular type (eg. CPDLC) on the ground within a CM-domain. The decision whether to share a key among ground applications will be based on a trade-off between efficiencies on the RF channel due to key sharing, and key management concerns raised by key sharing.

· Extensions—General X.509 certificates can contain a large variety of extensions. In the ATN PKI, the extensions used are restricted to the authority key identifier extension, and the key usage extension. This restriction reduces the size of certificates, and simplifies certificate processing rules.

Table 4.3.2.2-1.  Recommended Validity Periods for Keys and Certificates



Key Type
Key Lifetime
Validity Period of Certificates Issued Containing Key

State CA signing key
20 years
1 week

AOE CA signing key
20 years
5 years

Ground CMA entity signing key
5 years
1 week

Ground CMA entity key agreement key
5 years
1 week

Ground AMHS entity signing key
5 years
5 years

Other ground application entity signing key
5 years
5 years

Other ground application entity key agreement key
5 years
5 years

Ground router key agreement key
5 years
1 week

Aircraft CMA entity signing key
5 years
5 years

Aircraft CMA entity key agreement key
5 years
5 years

Aircraft router key agreement key
5 years
5 years

Despite attempts to keep the size of the X.509 certificates issued within the ATN PKI to a minimum, the certificates can get quite large. Therefore a compression technique is used to reduce the amount of information sent over RF channels. Essentially only the necessary fields of certificates are sent over RF channels. The party receiving the compressed certificate must then reconstruct the certificate from the compressed certificate before verifying the certificate.

4.3.2.3 Revocation

In general, a number of mechanisms have been defined to address the possibility of certificate revocation. Possibilities include:

· The use of certificate revocation lists or CRLs. A CRL consists of a list of the serial numbers of revoked certificates along with other information, signed by the issuing CA.

· The use of certificate status messages. A certificate status message attests to the validity of a particular certificate at a particular time. Certificate status messages are signed by a trusted party such as a CA to attest to their authenticity.

· The use of short-lived certificates. Short-lived certificates are certificates with short validity periods. Short-lived certificates minimize the consequences of key compromise by reducing the amount of time such a certificate will be relied upon.

The issue of revocation causes a number of problems within the ATN. CRLs are too cumbersome to some over bandwidth-constrained RF channels. Certificate status messages in general place an unjustifiable burden on the ATN PKI because they require on-line trusted entities.

To balance these concerns, a hybrid solution is employed. CRLs are issued for all certificates, but are only used for ground-ground communications. Short-lived certificates are used when certificates are passed over RF channels to mitigate against revocation in this instance. The requirements this hybrid approach places on the validity periods for different types of certificates were illustrated in Table 4.3.2.2-1.

4.4 Application Security

The following sections describe how the ATN security services are applied to the ATN air-ground and ground-ground applications. Detailed operational scenarios, including cryptographic notation, are included in Section 5 of this document.

4.4.1 Air-Ground Applications

4.4.1.1 Context Management Application (CMA)

Prior to establishing secure communication with one or more air-ground applications (e.g., CPDLC), an aircraft must identify itself to and establish communication with a CM domain, which is the area served by a single ground CMA. The aircraft initiates a secure CM-logon with a ground CMA associated with a CM domain. During this initial exchange, the aircraft CMA and ground CMA use the Elliptic Curve Digital Signature Algorithm (ECDSA) to mutually authenticate the identities of both communicating entities and exchange a list of supported applications. Once authenticated, the aircraft CMA and ground CMA employ the Elliptic Curve Diffie-Hellman Key Agreement Scheme to establish two session-unique values:

· CM Session Key—Used with the Hashed Message Authentication Code (HMAC) scheme to secure subsequent CMA messages exchanged between the aircraft CMA and ground CMA during the CM session. HMAC, rather than digital signature, is used during subsequent exchanges to minimize avionics processing overhead and air-ground communications bandwidth.

· Shared Public Value—Used in the generation of application-specific keys that secure other applications (e.g., CPDLC) available within that CM domain.  

The CM session key and the shared public value are valid for the duration of the CM session (i.e., until the association expires, until the aircraft leaves the CM domain, or until the aircraft CMA and ground CMA explicitly terminate the session).

Subsequent to the initial air-initiated CM-logon, it may be necessary for an aircraft to transition from one CM domain to another (e.g., transcontinental or transoceanic route). This transition may be accomplished via one of two ways: 

· Air-Initiated—The aircraft CMA performs a secure CM-logon with the ground CMA of the next CM domain.

· Ground-Initiated—The ground CMA of the next CM domain performs an initial CM-update to establish communication with the aircraft CMA. 

In both cases, the initial message exchange is secured using ECDSA to authenticate the communicating entities, and a new CM session key and shared public value are computed using the Elliptic Curve Diffie-Hellman Key Agreement Scheme. As before, subsequent message exchanges between the aircraft CMA and the new ground CMA are secured using the unique CM session key and HMAC scheme. The CM session with the prior CM domain is terminated after communication is established successfully with the new CM domain. 

4.4.1.2 Other Applications

Once a CM session is established via CM-logon or initial CM-update, secure communications may be established between peer aircraft and ground applications that are supported by the aircraft and the CM domain (i.e., if the CM domain supports CPDLC but the aircraft does not, this application cannot be invoked). Unlike CM, which is air-initiated to start, other applications may be either air-initiated or ground-initiated. When a supported application is invoked, the aircraft and ground applications use the shared public key, which ensures that application keys are unique to the CM session, and Elliptic Curve Diffie-Hellman Key Agreement Scheme to compute an application-specific session key. Application messages exchanged between the aircraft and ground application entities are secured using the application-specific session key and HMAC scheme; as before, HMAC is used to minimize avionics processing overhead and air-ground communications bandwidth. Note that an application-specific session key is computed for each application.

4.4.2 Ground-Ground Applications

In addition to air-ground application security, ATN security includes protection of messages exchanged between ground-ground applications, including ground-only applications (e.g., AMHS) and the ground portion of air-ground applications (e.g., CM-forward, which notifies the next CM domain to initiate an initial CM-update). Unlike air-ground applications, which require a security solution that minimizes avionics processing and communication bandwidth, ground-ground applications permit a considerably more straightforward solution. Each message exchanged between ground application entities is signed using ECDSA. To protect against replay, the sender's identity, receiver's identity and a time field are included in each signed message. The receiving application entity authenticates the message by verifying the signature and checking the identity and time fields.

4.5 Inter-domain Security

The ATN infrastructure includes both airborne routers and ground routers (both air-ground and ground-ground routers) to provide efficient and reliable routing of ATN message traffic. To accomplish this, the ATN routers maintain routing databases with connectivity and reach-ability information, which is exchanged among routers using the Inter-Domain Routing Protocol (IDRP). Although the ATN applications are protected as described in the previous sections, it is still possible for a malicious entity to cause ATN network failures and denial of service by transmitting invalid routing information via IDRP. To counter this threat, the ATN SARPs specifies protection of both air-ground and ground-ground IDRP exchanges.

4.5.1 Air-Ground IDRP Exchanges

An airborne router provides local routing within an aircraft and does not serve as a transit router; therefore, a successful attack against an airborne router may result in denial of service for that individual aircraft. However, an attack against an air-ground router can have far-reaching consequences for many communicating entities and for the ATN as a whole. Therefore, considering both air-ground bandwidth limitations and relative consequences of an attack, the ATN SARPs specifies single entity authentication of air-ground IDRP exchanges (i.e., the air-ground router must authenticate the airborne router to protect the ground routing databases). Note that since the SARPs also specifies that all ATN routers providing security service must be capable of mutual entity authentication, mutual authentication is not precluded and invocation is a matter of local policy.

IDRP authentication is accomplished using the same algorithms and processes described for the air-ground Context Management application (Section 3.2.1.1). The initial IDRP exchange is secured using ECDSA to authenticate the airborne router to the air-ground router. Subsequent IDRP exchanges are authenticated using an IDRP session key and HMAC scheme. 

4.5.2 Ground-Ground IDRP Exchanges

Since bandwidth limitation is not a significant consideration for ground-ground communications and since protection of the ground router databases is critical, the ATN SARPs specifies mutual entity authentication of ground routers and authentication of all ground-ground IDRP exchanges. 

5 ATN Security Operational Scenario

The ATN operational scenarios present the underlying cryptographic details of the ATN security solution as applied to the critical air-ground and ground-ground ATN applications introduced in Section 3.2. This section also includes a discussion of the basic assumptions and pre-conditions applicable to all of the scenarios described. For each operational scenario, the communication between ATN entities is presented graphically in a Message Sequence Chart (MSC), that is accompanied by a tabular textual description of each process step shown in the MSC.

5.1 Assumptions

To emphasize the ATN operational scenarios that utilize secure services, the underlying ATN communication services are assumed to be transparent.  In other words, establishment and maintenance of ATN transport, IDRP, and sub-network connections are not discussed in the scenarios. The scenarios also assume that the ATN network transports data end-to-end in a reliable and timely manner based on user requirements.

5.2 Pre-Conditions

The following sections describe the pre-conditions that must be satisfied prior to utilization of the ATN security solution.

5.2.1 ATN Public Key Infrastructure

As described in Section 3.1.3, the ATN PKI provides for assignment, management, and distribution of security information to ATN entities. Each State and each Airline Operating Entity (AOE) is expected to assign an entity to act as its Certificate Authority (CA) and issue cryptographic keys, certificates, and Certificate Revocation Lists (CRL) to ATN entities within its jurisdiction. The State CA, which is at the top of the PKI hierarchy for each State, also provides cross-certification with other State CAs with which it has established a bilateral agreement.

In support of the PKI, each State must also establish and operate a certificate distribution service (e.g., X.500 directory) that stores aircraft entity and ground entity public key certificates and CRLs. Ground application entities retrieve these certificates and associated CRLs to obtain authenticated copies of aircraft and ground entity public keys. Note that to improve efficiency and minimize ground communication with the distribution service, ground entities may cache retrieved certificates and CRLs for the duration of their validity period.

5.2.2 ATN System Entities

All entities that implement security within the ATN must maintain elliptic curve domain parameters, which are chosen to support efficient operation of the ECC system-wide. The current ATN SARPs specifies two sets of ATN-specific domain parameters:

· CA-strength EC Parameters—Used by Certificate Authorities to sign public key certificates and Certificate Revocation Lists (CRL) using the ECDSA signature scheme and used by aircraft and ground applications to verify CA signatures.

· Standard-strength EC Parameters—Used by aircraft and ground applications to sign application messages using the ECDSA signature scheme and to derive application-specific session keys using the Elliptic Curve Diffie-Hellman Key Agreement Scheme.

These parameters require periodic review to determine if they must be upgraded in light of computational or mathematical advances. Should the domain parameters require change, the X.509-based ATN PKI supports a relatively straightforward upgrade path. 

The underlying ATN system must also provide the means for uniquely naming ATN entities including aircraft applications, ground applications, and PKI entities (e.g., Certificate Authorities). The ATN SARPs specifies the use of unique application entity titles (AP-title) for aircraft and ground applications, unique X.501 names for PKI entities, unique X.400 directory addresses for AMHS entities, and unique Network Entity Titles (NET) for intermediate systems (e.g., routers).

5.2.3 Aircraft and Ground Entities

Each individual ATN aircraft CMA entity and ground CMA entity requires information necessary for the secure air-ground and ground-ground exchanges between peer applications. This information includes:

· ATN Identities—The identity of the ATN entity itself, the identity of the State that governs the entity, and the identity of the State-assigned State CA.

· Private Key Agreement Key—The private component of the public/private key agreement key pair used to derive application-specific session keys. 

· Private Signing Key—The private component of the public/private signing key pair used to sign message exchanges and provide peer entity authentication between peer CM applications and between peer ground-ground applications. 

· CA Public Key Certificate—The public signing key of the State CA used to validate the authenticity of public signing keys and public agreement keys obtained from a certificate distribution service.

· EC Domain Parameters—The standard-strength and CA-strength EC domain parameters described in Section 5.2.2.

· CMA Database— The mobile aircraft CMA entity database containing the identity and address of all desired ground CM Applications and a mechanism to select, based on aircraft location, a specific ground CMA with which to initiate a secure dialogue.

The aircraft and ground CMA entities store their respective private key agreement key, private signing key, and EC domain parameters in a manner to prevent compromise. The public key agreement key and public signing key for the ground CMA entity are signed by its associated State CA, and the public key agreement key and public signing key for the aircraft CMA entity are signed by its associated AOE CA, which is subordinate to a State CA. 

5.3 ATN Security Operational Scenario Overview

A system-level overview of the ATN security operational scenario is shown in the MSC in Figure 5.3-1. This chart illustrates the typical interaction among ATN entities necessary for establishing and maintaining secure communication.
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Figure 5.3-1. ATN Security Operational Scenario Overview

This scenario illustrates a typical sequence of ATN security processes, each of which are described in detail in the referenced section and summarized in the following bullets:

· Secure CMA Dialog Establishment-Initial (Section 5.4.1)—The aircraft initiates the operational scenario by sending an ECDSA-signed CM-logon request to a ground CMA. Using aircraft certificate information retrieved from a Certificate Distribution Service, the ground CMA authenticates the aircraft CMA, creates a unique CMA session key, and returns a CM-logon response protected using the CMA session key and Hashed Message Authentication Code (HMAC).

· Secure CMA Dialog (Section 5.4.3)—Subsequent to CMA dialog establishment, exchanges between the aircraft and ground CMA are protected using the CMA session key and HMAC.

· Secure Air-Ground Application Dialog Establishment (Section 5.5.1)—Once the aircraft has identified itself to the ground CMA, aircraft-supported air-ground applications retrieve aircraft information from the ground CMA and generate application keys unique to each application (e.g., CPDLC, ADS, and FIS) and unique to the CMA session. 

· Secure Air-Ground Application Dialog (Section 5.5.2)—Application exchanges between the aircraft and peer ground applications are protected using the application-specific session key and HMAC.

· Secure CMA Dialog Establishment-Subsequent (Section 5.4.2)—During the course of a flight, it may be necessary for the initial ground CMA to transfer control to another ground CMA. This process may be initiated by the aircraft (essentially performing a CM-logon with a new ground CMA) or by the ground, which is the case illustrated in the MSC. The initial ground CMA forwards aircraft information to the acquiring ground CMA, which authenticates the aircraft CMA using information retrieved from a Certificate Distribution Service. The ground CMA sends the aircraft CMA an ECDSA-signed CM-update request. The aircraft CMA authenticates the ground CMA, generates a new CMA session key, and returns a CM-dialog response protected using the CMA session key and HMAC.

· Secure Ground-Ground Dialog (Section 5.6.1)—Dialog between peer ground applications (e.g., CM forward described in the previous bullet) is protected using ECDSA-signed exchanges.

Note that when control is forwarded from one ground CMA to another, the secure application dialog must be established with the air-ground applications associated with the new ground CMA.

5.4 Context Management Application

5.4.1 Secure CMA Dialog Establishment (Initial)

Figure 5.4-1 is a MSC that illustrates the process steps for initial secure CMA dialog establishment (a.k.a., CM-logon) initiated by an aircraft CMA entity to establish communication with a ground CMA entity. Table 5.4-1 provides a detailed description of the individual process steps.
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Figure 5.4-1. MSC—Secure CMA Dialog Establishment (Initial)

Table 5.4-1. Process Steps—Secure CMA Dialog Establishment (Initial)

Step
Process Description

CM-L

1
The aircraft CMA entity forms a CM-logon request message Data1 consisting of the following data: 

· An indication that it is requesting a secure connection, 

· Its identity (i.e., AP-title) U and the identity V of the ground CMA entity that it is contacting, both of which are included to confirm the intended source and recipient,

· A time field TimeU, which is included to ensure the message is "fresh," and 

· A field AppList, which contains a list of air-ground applications that the aircraft supports and wishes to invoke.

CM-L

2
The aircraft CMA entity signs Data1 using its private signing key dsig,U and the ECDSA signature generation scheme with standard-strength EC parameters.


sU = Sign (dsig,U; Data1)

Note: The aircraft CMA entity retains its signature sU for use later.

CM-L

3
The aircraft CMA entity sends the CM-logon request message Data1along with the message signature sU to the ground CMA. 

Note: The aircraft CMA signs this initial message rather than using a MAC scheme because it does not yet possess the public key agreement key of the ground CMA entity and therefore cannot compute a shared session key. 

CM-L

4
Upon receipt of the CM-logon request message Data1 along with the message signature sU, the ground CMA entity:

1. Examines the contents of Data1,

2. Determines that the message requests a secure connection, and 

3. Recovers the identity U of the aircraft CMA entity, its identity V, the time field TimeU, and the application list AppList.

CM-L

5
Using the certificate distribution service, the ground CMA entity:

1. Requests certificate paths from the public signing key of its State CA to the public signing and key agreement keys of the aircraft CMA entity U along with associated CRLs,  

2. Requests certificate paths from the public signing key of its State CA to the public key agreement keys of requested ground application entities in AppList along with associated CRLs.

CM-L

6
The ground CMA entity receives the requested certificate paths and associated CRLs.

CM-L

7
The ground CMA entity checks the certificate paths and CRLs using its local copy of its State CA’s public signing key and the ECDSA signature verification scheme with CA-strength EC parameters.

CM-L

8
Upon certificate path validation, the ground CMA entity:

1. Retrieves the public signing key Qsig,U from the signing key certificate of the aircraft CMA entity, and 

2. Verifies the received signature sU is a valid ECDSA signature on Data1 using Qsig,U and the ECDSA signature verification scheme with standard-strength EC parameters. 


SignCheck (Qsig,U; Data1, sU)

CM-L

9
If the signature is valid, the ground CMA entity then:

1. Verifies that V recovered from Data1 corresponds to its identity, and

2. Verifies that TimeU recovered from Data1 corresponds to the current time. 

If all of these checks are successful, the ground CMA entity accepts the logon request from the aircraft CMA entity.

CM-L

10
The ground CMA entity calculates a shared public value XU,V that will be distributed to other application entities in the CM domain and used to ensure that the application entities use session keys which are unique to this CMA session. To accomplish this, the ground CMA entity:

1. Retrieves the public key agreement key Qs,U from the key agreement key certificate of the aircraft CMA entity.  

2. Calculates the shared secret value ZU,V from the x-coordinate of the point ds,VQs,U using its private key agreement key ds,V as specified in ANSI X9.63

3. Generates a 32-bit random challenge RandV. 

4. Computes the 160-bit shared public value  XU,V using the shared secret value ZU,V, the single octet 0016, received message signature sU, random challenge RandV, and SHA-1 based ANSI X9.63 key derivation function:



XU,V = KDF (ZU,V; 160; 0016 || sU || RandV)

· SU and RandV are included to ensure that XU,V is unique to this CMA session 

· The single octet 0016 is included to ensure that XU,V is distinct from the session key MacKeyU,V computed in the following step.

CM-L

11
The ground CMA entity next calculates the 160-bit CMA session key MacKeyU,V  using the shared secret value ZU,V, the single octet 0116, shared public value  XU,V, aircraft and ground CMA identities U and V, and SHA-1 based ANSI X9.63 key derivation function:



MacKeyU,V = KDF ( ZU,V; 160; 0116 || XU,V || U || V)

· XU,V is included to ensure the session key is unique to this CMA session. 

· The single octet 0116 is included to ensure the session key is distinct from the shared public value XU,V computed earlier. 

· U and V are included to ensure that the session key is specific to a CMA session between U and V.

CM-L

12
The ground CMA entity forms a CM-logon response message Data2 including the following:

· An indication that it has accepted the aircraft CMA entity’s request for a secure connection, 

· Its identity V and the identity U of the aircraft CMA entity,

· The ground CMA entity’s random challenge RandV, which is included to enable the aircraft CMA entity to compute the shared public value XU,V,

· Identities (Wi, Wi+1,…) and public key agreement keys (Qs,Wi, Qs,Wi+1, …)for the ground application entities supported by both the aircraft and ground entities, and 

· Indications of whether the public key agreement keys for the ground application entities are shared by all application locations within the CM domain. 

CM-L

13
The ground CMA entity constructs V || U || CountV,U || Data2 || sU and calculates a 32-bit MAC tag using the CMA session key MacKeyU,V and the HMAC-SHA1-32 scheme:



MAC (MacKeyU,V; V || U || CountV,U || Data2 || sU)

· sU is included to ensure that the response is fresh, 

· U and V are included to confirm the intended source and recipient, 

· CountV,U is included to prevent replay of messages secured under MacKeyU,V. 

Note 1: The ground CMA entity MACs the logon response message instead of signing it to minimize air-ground bandwidth.

Note 2: CountV,U is incremented each time a message sent from V to U is authenticated under MacKeyU,V. CountV,U and MacKeyU,V must therefore be maintained across CMA dialogues within a CMA session. CountV,U may either be sent along with secured messages, or its value may be inferred from previous communications. Inference of CountV,U is preferred in the connection-oriented case in order to save bandwidth.

CM-L

14
The ground CMA entity sends the aircraft CMA entity the CM-logon response Data2, a certificate path from the public signing key of the aircraft’s State CA to its public key agreement key, and the MAC tag.

CM-L

15
Upon receipt of the CM-logon response message Data2 along with the certificate path and MAC tag, the aircraft CMA entity:

1. Examines the contents of Data2,

2. Determines that the message accepts a secure connection, and

3. Recovers the identity V of the ground CMA entity, its identity U, the random challenge RandV, and the identities (Wi, Wi+1,…) and public key agreement keys (Qs,Wi, Qs,Wi+1, …) for ground application entities.

CM-L

16
The aircraft CMA entity 

1. Verifies that the received U corresponds to its identity, 

2. Verifies that the received V corresponds to the ground CMA it contacted, and

3. Verifies the received certificate path using its local copy of its State CA’s public signing key and the ECDSA signature verification scheme with CA-strength EC parameters.

CM-L

17
The aircraft CMA entity then calculates the shared public value XU,V which will be sent to other applications invoked during this CMA session and used to ensure that the applications use session keys which are unique to this CMA session. To accomplish this, the aircraft CMA entity:

1. Retrieves public key agreement key Qs,V from the key agreement key certificate of the ground CMA entity.

2. Calculates the shared secret value ZU,V from the x-coordinate of the point ds,UQs,V using its private key agreement key ds,U as specified in ANSI X9.63

3. Computes the 160-bit XU,V using the shared secret value ZU,V, the single octet 0016, sU, the received RandV and SHA-1 based ANSI X9.63 key derivation function 

XU,V = KDF (ZU,V; 160; 0016 || sU || RandV)

Note: The mathematical properties of elliptic curves ensure that the value of ZU,V computed by the aircraft CMA entity is the same as the value of ZU,V computed earlier by the ground CMA entity (and hence the value XU,V is also the same).

CM-L

18
The aircraft CMA entity next calculates the 160-bit CMA session key MacKeyU,V using the shared secret value ZU,V, the single octet 0116, shared public value  XU,V, aircraft and ground CMA identities U and V, and the SHA-1 based ANSI X9.63 key derivation function:



MacKeyU,V = KDF ( ZU,V; 80; 0116 || XU,V || U || V)

Note: The mathematical properties of elliptic curves ensure that the value of MacKeyU,V computed by the aircraft CMA entity is the same as the value of MacKeyU,V computed earlier by the ground CMA entity.

CM-L

19
The aircraft CMA entity reconstructs V || U || CountV,U || Data2 || sU and calculates a MAC tag using the CMA session key MacKeyU,V and the HMAC-SHA1-32 scheme:



MAC (MacKeyU,V; V || U || CountV,U || Data2 || sU)

CM-L

20
If the computed MAC tag is equal to the received MAC tag, the aircraft CMA entity accepts the logon response from the ground CMA entity and concludes that the CM-logon security check is successful.


Note: If the CM-logon response contains an indication that the public key agreement key for a ground application type is shared in the CM domain (e.g., all CPDLC locations share the same public key), the aircraft CMA entity associates that indication with the ADM field from the NSAP of the ground CMA entity and the application type (e.g., all CPDLC locations in ADM ‘USA’ use public key ‘A’). Retention of this indication allows the aircraft to determine which received public key agreement key to use for generating the unique session key for a subsequent dialog with a ground application of that application type. The aircraft CMA entity retains one such association for each indication of shared keys received in the CM-logon response.

5.4.2 Secure CMA Dialog Establishment (Subsequent)

Subsequent to the initial air-initiated CM-logon, it may be necessary for an aircraft to transition from one ground CMA to another. The aircraft may initiate this transition by performing a subsequent CM-logon with the next ground CMA per the process described previously in Section 5.4.1. 

The next ground CMA may also initiate this transition by accepting a CM-forward from the current CMA and performing a CM-update with the aircraft CMA as follows:

· The ground CMA entity V1 (current) sends a CM-forward request to the ground CMA entity V2  (next). This message is secured using the Secure Ground-Ground Application Dialog process described in Section 5.6.1.

· The ground CMA entity V2 initiates a CM-update request to the aircraft CMA entity, which in turn returns a CM-update response. This process is identical to the CM-logon process described in Section 5.4.1, with the exception that the ground initiates the process and the data field indicates a CM-update rather than a CM-logon.

· The ground CMA entity V2 sends a CM-forward response to the ground CMA entity V1 to acknowledge the CM-forward request. This message is also secured using the Secure Ground-Ground Application Dialog process described in Section 5.6.1.

As a result of this process, the aircraft CMA entity and the ground CMA entity V2 establish a new shared public value and a new session key for this subsequent CMA session.

5.4.3 Secure CMA Dialog Subsequent to Secure CMA Dialog Establishment

Subsequent to secure CMA dialog establishment (CM-logon or CM-update), the aircraft and ground entities may wish to exchange additional CM application data, such as a request for additional application entity public keys. These exchanges are secured using HMAC and the CMA session key established during the dialog establishment process. Figure 5.4-2 is an MSC that illustrates the process steps for secure CMA dialog, and Table 5.4-2 provides a detailed description of the individual process steps. Although either entity may initiate a secure CMA dialog, for illustrative purposes, the MSC assumes a ground-initiated exchange (i.e., sending CMA entity is V and receiving CMA entity is U).
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Figure 5.4-2. MSC—Secure CMA Dialog

Table 5.4-2. Process Steps—Secure CMA Dialog

Step
Process Description

CM-D

1
The sending CMA entity forms a CM-dialog message Data3 consisting of the following data: 

· Its identity Sender and the identity Receiver of the recipient CMA entity, both of which are included to confirm the intended source and recipient,

· A CM application data item CMAdata

CM-D

2
The sending CMA entity constructs Sender || Receiver || CountSender,Receiver || Data3 and calculates a 32-bit MAC tag using the CMA session key MacKeyU,V and the HMAC-SHA1-32 scheme:



MAC (MacKeyU,V; Sender || Receiver || CountSender,Receiver || Data3)

· Sender and Receiver are included to confirm the intended source and recipient, 

· CountSender,Receiver is included to prevent replay of messages secured under MacKeyU,V. 

Note: For ground-initiated dialog, CountV,U is incremented each time a message sent from V to U is authenticated under MacKeyU,V. For air-initiated dialog, a separate counter, CountU,V, is incremented each time a message sent from U to V is authenticated under MacKeyU,V. The counters and MacKeyU,V must be maintained across CMA dialogs within a CMA session. The counters may either be sent along with secured messages, or their value may be inferred from previous communications. Inference of the counter value is preferred in the connection-oriented case in order to save bandwidth.

CM-D

3
The sending CMA entity sends Data3 and the MAC tag to the receiving CMA entity.

CM-D

4
The receiving CMA entity reconstructs Sender || Receiver || CountSender,Receiver || Data3 and calculates a 32-bit MAC tag  using the CMA session key MacKeyU,V and the HMAC-SHA1-32 scheme:



MAC (MacKeyU,V; Sender || Receiver || CountSender,Receiver || Data3)

CM-D

5
If the computed MAC tag is equal to the received MAC tag, the receiving CMA entity accepts the dialog from the sending CMA entity and processes the CM application data contents of Data3.


Note: A dialog response from the receiver back to the sender follows the same process steps.

5.5 Air-Ground Applications

5.5.1 Secure Air-Ground Application Dialog Establishment

When an air-ground application is invoked subsequent to CMA dialog establishment, each aircraft application entity and peer ground application entity calculate an application-specific session key, which is used to secure the peer application for the duration of the CMA session. Figure 5.5-1 is an MSC that illustrates the process steps for secure air-ground application dialog establishment, and Table 5.5-1 provides a detailed description of the process steps. 

TBD



Figure 5.5-1. MSC—Secure Dialog Establishment for Air-Ground Applications

Table 5.5-1. Process Steps—Secure Dialog Establishment for Air-Ground Applications

Step
Process Description

AG-L

1A
The aircraft application entity retrieves the following from the aircraft CMA entity:

· Its private key agreement key ds,U, 

· The public key agreement key Qs,W of the ground application entity, which the aircraft CMA entity obtained from the ground CMA entity during CM-logon or CM-update, and

· The shared public value XU,V computed by the aircraft CMA entity and the ground CMA entity during CM-logon or CM-update.

Note: The aircraft application entity first attempts to retrieve the public key agreement key of the ground application entity using the unique ground application entity identifier. If unsuccessful, then the aircraft application entity should retrieve the application type key for the administrative domain of the ground application entity by using the ADM field of the ground application entity’s NSAP and the application type (e.g., retrieve the CPDLC key agreement key for ADM ‘USA’).

AG-L

2A
The aircraft application entity calculates the shared secret value ZU,W from the x-coordinate of the point ds,UQs,W using its private key agreement key ds,U as specified in ANSI X9.63.

AG-L

3A
The aircraft application entity calculates the 160-bit application session key MacKeyY,W using the shared secret value ZU, W, the single octet 0116, shared public value  XU, V, aircraft and ground application identities Y and W, and SHA-1 based ANSI X9.63 key derivation function:



MacKeyY, W = KDF ( ZU, W; 160; 0116 || XU,V || Y || W)

· XU,V is included to ensure the session key is unique to this CMA session. 

· The single octet 0116 is included to ensure the application session key is distinct from the shared public value XU,V. 

· Y and W are included to ensure that the application session key is specific to an application session between Y and W. In addition, W ensures that the session key is unique to a particular ground application location within the CM domain even if multiple locations share a single key agreement key pair; this is desirable since it removes the potential need to synchronize a counter across ground application locations to counter replay attacks.

AG-L

1G
The ground application entity retrieves the following from the ground CMA:

· Identity of the peer aircraft application entity (contained in the AppList provided by the aircraft CMA), 

· Public key agreement key Qs,U of the aircraft CMA entity U (which was retrieved and checked by the associated ground CMA entity during secure CMA dialog establishment),

· Shared public value XU,V (computed by both the aircraft CMA entity and ground CMA entity for this CMA session).

Note: Since it imperative that the ground application entity have assurance that Qs,U and XU,V are both authentic and fresh, these values are transferred securely using the Secure Ground-Ground Application Dialog process described in Section 5.6.1.

AG-L

2G
The ground application entity calculates the shared secret value ZU,W from the x-coordinate of the point ds,WQs,U using its private key agreement key ds,W as specified in ANSI X9.63.

Note: The mathematical properties of elliptic curves ensure that the value of ZU,W computed by the aircraft application entity is the same as the value of ZU,W computed by the ground application entity.

AG-L

3G
The ground application entity calculates the 160-bit application session key MacKeyY,W using the shared secret value ZU, W, the single octet 0116, shared public value  XU, V, aircraft and ground application identities Y and W, and SHA-1 based ANSI X9.63 key derivation function:



MacKeyY, W = KDF ( ZU, W; 160; 0116 || XU,V || Y || W)

Note: The mathematical properties of elliptic curves ensure that the value of MacKeyY,W computed by the aircraft application entity is the same as the value of MacKeyY,W computed by the ground application entity.


Note: This process is repeated for each air-ground application (e.g., CPDLS, ADS, FIS).

5.5.2 Secure Air-Ground Application Dialog

Subsequent to secure application dialog establishment, data exchanged between the peer aircraft and ground application entities is secured using the application specific session key. Figure 5.5-2 is an MSC that illustrates the process steps for secure air-ground application dialog, and Table 5.5-2 provides a detailed description of the individual process steps. Although either application entity may initiate a secure application dialog, for illustrative purposes, the MSC assumes a ground-initiated exchange (i.e., ground CPDLC application W sending application data to peer aircraft CPDLC application Y.)

TBD



Figure 5.5-2. MSC—Secure Air-Ground Application Dialog

Table 5.4-2. Process Steps— Secure Air-Ground Application Dialog

Step
Process Description

AG-D

1
The sending application entity forms an application data message Data1 consisting of the following data: 

· Its identity Sender and the identity Receiver of the recipient application entity, both of which are included to confirm the intended source and recipient,

· An application data item AppData

AG-D

2
The sending CMA entity constructs Sender || Receiver || CountSender,Receiver || Data1 and calculates a 32-bit MAC tag using the application-specific session key MacKeyY,W and the HMAC-SHA1-32 scheme:



MAC (MacKeyY,W; Sender || Receiver || CountSender,Receiver || Data1)

· Sender and Receiver are included to confirm the intended source and recipient, 

· CountSender,Receiver is included to prevent replay of messages secured under MacKeyY,W. 

Note: For ground-initiated dialog, CountW,Y is incremented each time a message sent from W to Y is authenticated under MacKeyY,W. For air-initiated dialog, a separate counter, CountY,W, is incremented each time a message sent from Y to W is authenticated under MacKeyY,W. The counters and MacKeyY,W must be maintained across dialogs within the application session. The counters may either be sent along with secured messages, or their value may be inferred from previous communications. Inference of the counter value is preferred in the connection-oriented case in order to save bandwidth.

AG-D

3
The sending application entity sends Data1 and the MAC tag to the receiving application entity.

AG-D

4
The receiving application entity reconstructs Sender || Receiver || CountSender,Receiver || Data1 and calculates a 32-bit MAC tag  using the application-specific session key MacKeyY,W and the HMAC-SHA1-32 scheme:



MAC (MacKeyY,W; Sender || Receiver || CountSender,Receiver || Data`1)

AG-D

5
If the computed MAC tag is equal to the received MAC tag, the receiving application entity accepts the dialog from the sending application entity and processes the application data AppData contained in Data1.


Note: A dialog response from the receiver back to the sender follows the same process steps.

5.6 Ground-Ground Applications

5.6.1 Secure Ground-Ground Application Dialog

Application data exchanged between the peer ground application entities (i.e., ground-ground applications or the ground portion of other applications, for instance CM-forward of the CM application.) is secured by signing the application data item. Figure 5.6-1 is an MSC that illustrates the process steps for secure ground-ground application dialog, and Table 5.6-1 provides a detailed description of the individual process steps. 

TBD



Figure 5.6-1. MSC—Secure Ground-Ground Application Dialog

Table 5.6-1. Process Steps—Secure Ground-Ground Application Dialog

Step
Process Description

GG-D

1
The sending ground application entity V1 forms an application data message Data1 consisting of the following data: 

· Its identity V1 and the identity V2 of the recipient ground application entity, both of which are included to confirm the intended source and recipient,

· A time field TimeV1, which is included to ensure the message is "fresh"

· An application data item AppData

GG-D

2
The sending ground application entity V1 signs Data1 using its private signing key dsig,V1 and ECDSA signature generation scheme with standard-strength EC parameters.


sV1 = Sign (dsig,V1; Data1)

GG-D

3
The sending ground application entity V1 sends the message Data1 along with the message signature sV1 to the receiving ground application entity V2. 

GG-D

4
Upon receipt of the message Data1 along with the message signature sV1, the receiving ground application entity V2:

1. Examines the contents of Data1,

2. Recovers the ground application data item AppData, and

3. Recovers the originating ground application entity’s identity V1, its identity V2, and the time field TimeV1.

GG-D

5
The receiving ground application entity V2 retrieves the certificate path from the public signing key of its State CA to the public signing key of the ground application entity V1 along with the associated CRLs.

Note: The receiving ground application entity V2 may obtain the certificate path from V1 as an additional element included in Data1, or from its certificate distribution service, or from a combination of both methods.

GG-D

6
The receiving ground application entity V2 checks the certificate path and CRLs using its local copy of its State CA’s public key and ECDSA signature verification scheme with CA-strength EC parameters.

GG-D

7
Upon certificate path validation, the receiving ground application entity V2:

1. Retrieves the public signing key Qsig,V1 of ground application entity V1 from the signing key certificate of ground application entity V1, and 

2. Verifies the received signature sV1 is a valid ECDSA signature on Data1 using Qsig,V1 and the ECDSA signature verification scheme with standard-strength EC parameters. 


SignCheck (Qsig,V1; Data1, sV1)

GG-D

8
If the signature is valid, the ground CMA entity V2 then:

1. Verifies that V2 recovered from Data1 corresponds to its identity, and

2. Verifies that TimeV1 recovered from Data1 corresponds to the current time. 

If all of these checks are successful, the receiving ground application entity V2 accepts the application data item AppData.


Note: A dialog response from the receiving ground application back to the sending ground application follows the same process steps.

6 Support for Non-secure Communications

Consideration was given to the need to support mixed mode operation. This involves both 'backward compatibility' (i.e. operation between Edition 2 compliant systems and Edition 3 compliant systems) and incremental required operation (i.e. in different regions) between Edition 3 compliant systems.

6.1 Accommodation for ATN Package 1 Operation

Interoperation between systems conformant to Doc 9705 Edition 2 and those conformant to Edition 3 is accomplished through the use of version control. This allows for incremental implementation of the Edition 3 SARPs.

6.2 Accommodation for ATN Package 2 Operation

To allow for incremental required operation of security, non-secure communication between Edition 3 compliant systems is allowed and is accomplished through signaling operation according to previous version (Edition 2).
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